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Abstract

Networks are becoming more and more complex with the advancement of virtualization technology, and the in-
creasing burden of operating these networks is becoming an issue. However, conventional automation methods,
in which instructions on monitoring and handling methods are specified by using templates, are susceptible to
alterations in network requirements themselves and require additional work hours for adjustment. Against this
background, the technology used in autonomous operation — by which the entire process from network con-
struction to operation is automated based on information on user requirements (or intent) — is attracting atten-
tion. NEC started conducting the R&D of the technology used in autonomous operations in 2017 and has been
making pioneering efforts since then. This paper provides an overview of NEC's technologies used in autonomous
operations and its core automated design as well as an introduction to enhanced security support.
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1. Introduction

Problems, such as disruptions, with communication
infrastructure are often reported and attract wide public
attention. As business reforms through digitalization are
being promoted in all industries, the prompt and stable
provision of networks — which are the foundation of this
transformation — has become an increasingly import-
ant issue. At the same time, network configurations are
becoming more complex, and the burden on operations
continues to increase because of the diversification of net-
work needs and the advancement of virtualization tech-
nology. Thus, the R&D of technologies to streamline and
automate operations is now being actively conducted®.

The basic process of network operation consists of
three steps: monitoring, analysis, and correction?,
First, the network’s condition is monitored. Then the
monitored condition is analyzed. Finally, if there is any
abnormality, it is corrected to restore it to the normal
condition. Although it may seem that these tasks can
be automated after the program is created, in reality,
adjustments are often necessary because of changes in
the configuration of the network itself. For example, if

the number of servers increases in accordance with an
increase in the number of users, the added servers also
need to be subject to monitoring. This means that the
threshold for determining anomalies will be raised, and
additional tasks will be added to deal with anomalies. It
is argued that it is hard to program for all these changes
in advance, and the difficulty of automation lies in main-
taining automatic operation.

As mentioned earlier, the details of the operations re-
quired for network management vary in accordance with
the network’s configuration. So, what is it that changes
the configuration of the network? Generally speaking,
when building a network, the requirements are first de-
fined, and then based on these requirements, the design
and operation methods are considered. When automat-
ing operations and maintaining automated operations,
it is desirable to automatically generate configurations
and operation methods based on the requirements. In-
tent-based and autonomous® are keywords that have
been recently used to describe this kind of approach.
Since 2017, we at NEC have been leading the world
in the R&D of technologies for autonomous operation
based on user intent. In developing these technologies,
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we are also focusing on maintaining the security of the
target network.

In this paper, we take a look at the technology used
in autonomous operation in section 2 and discuss an
overview of automated design — which is the core of
autonomous operation — as well as our efforts to ad-
dress security issues in section 3. Then, we introduce
an application example in section 4 and summarize our
discussion in the conclusion in section 5.

2. Autonomous Operation Technology

NEC is currently undertaking the R&D of technology
used in autonomous operation that automates the con-
struction and maintenance of networks based on user
requirements®. By specifying the requirements, users
automatically generate configurations and operational
plans tailored to the networks. If the content has no
problems, the network operates automatically in accor-
dance with the generated plans. Now let’s take a look
at an overview of the autonomous operation functions
based on this technology.

2.1 Overview of the autonomous operation functions

An overview of the autonomous operation functions is
shown in Fig. 1. The functions of autonomous operation
are divided into two types: one for operational planning
and the other for operational management. The oper-
ational planning function generates operational plans
from requirements, whereas the operational manage-
ment function carries out the construction and operation
of a network based on operational plans.

Operational plans provide information about the de-
tails of monitoring, analysis, and correction. The plans
include indicators to be monitored, appropriate con-
figurations based on the values of the indicators, and
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Fig. 1 Overview of autonomous operation functions.

operational procedures to be executed when the config-
uration is changed. Fig. 2 shows a simplified example
of an operational plan. Here the horizontal and vertical
axes represent the indicators to be monitored. Appro-
priate configurations are defined for each value interval,
and operational procedures for transitioning from one
configuration to another are provided. The operational
management function performs operations based on this
information. It first monitors the network and then an-
alyzes the results to determine the appropriate configu-
ration according to the operational plan. If the resulting
configuration differs from the current configuration, the
function executes the procedures to transition from the
current configuration to the appropriate configuration.

Automatic generation of requirement-based opera-
tional plans eliminates the need for adjusting operation-
al plans in response to changing conditions, which has
been a problem with conventional technology.

Autonomous operation has three types of require-
ments: functional, non-functional, and conditional (re-
lated to acceptable changes). Fig. 3 shows an example
of the requirements for a radio access network (RAN).
Functional requirements describe the multiple items that
are needed as well as the relationships between them.
Included in the non-functional requirements for each
item such as performance and availability are constraint
conditions (e.g., requiring that the delay be 10 ms or
less) and objective functions for optimization (e.g., rec-
ommending that the amount of resources used be as
small as possible). The allowed changes are then given
by specifying a value range (minimum and maximum
values) for the aforementioned constraints.

To generate an operational plan from requirements,
the operational planning function first divides the range
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Fig. 2 Example of an operational plan.
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Indicators to be monitored
- Number of users: 50 to 100
- Bandwidth: 10 to 50 Mbps

Constraint condition

- Delay: 10 ms or less
Objective function for optimization
- Resources used: Less is better
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Fig. 3 Example of network requirements for RAN.

given as the allowed changes into an appropriate num-
ber of sections and then determines the values of the
constraint conditions for each section, thereby gener-
ating requirements with clear values. Based on these
requirements, this function designs the network config-
uration for each section® and finally generates migration
procedures for each set of network configurations®. The
items — for which the ranges are given as allowable
changes — are elements that can trigger configuration
changes during operation and are therefore the indica-
tors to be monitored. For this reason, functions to mon-
itor these indicators are also designed together with the
network configuration.

Among the technologies that constitute the operation-
al planning function, the core technology is the one that
automatically designs the network configuration for each
section. This technology used for automated design is
discussed in section 3.

3. Overview of Automated Design and Security Measures

3.1 Automated design

The technology used for automated design is one that
automatically designs specific network configurations in
accordance with requirements. Among a vast number of
candidate configurations for the network that may meet
the requirements, this technology uses artificial intelli-
gence (AI) to rapidly searches for a valid configuration.
During the design process, step by step, the require-
ments become more and more concrete. At each step
of this refinement process, various items — such as the
server models to be used and the cloud infrastructure
to be deployed at particular locations — are selected

from several possible options. This process gradually
narrows down the candidate configurations. If the se-
lection is inappropriate, this process goes back to mak-
ing the requirements more concrete and the selection
is redone. The fewer times that this process is redone,
then the faster the design can be completed. Therefore,
the selections made at each step of the operation where
the requirements are refined need to be determined
as accurately as possible. As a result, the fulfillment of
non-functional requirements — such as performance,
availability, and security — is evaluated and utilized as
a basis for decision making. In addition, AI and machine
learning (ML) are utilized to increase the accuracy of de-
cisions.

3.2 Addressing security requirements in automated design

As mentioned in section 3.1, when selecting a configu-
ration during design, its security is evaluated. To evaluate
security, the technology used in conventional automated
design verifies whether or not there is an attack path. An
attack path is a series of actions for a potential attacker
to execute an attack. For example, to carry out an attack
to destroy data, for example, the attacker would first
attempt an unauthorized login, then acquire authoriza-
tion, and finally execute a command to delete files. Here
the attack path is composed of these three actions. If an
attack path is found, it means that and attack can actu-
ally be carried out, so the configuration is determined as
being insecure. In other words, checking whether or not
there is an attack path is useful for security evaluation.

To determine the existence of an attack path, this tech-
nology uses threat models. Each threat model represents
fragments of an attack path, for example, the requirement
for authorization to execute a command to delete files.
When designing a configuration plan, the threat models
are connected with each other to attempt to generate at-
tack paths, and then the existence of any attack paths are
checked. In this way, the selection of a configuration plan
that enables the existence of attack paths can be avoided,
and a secure configuration plan can be created.

4. Application Example

Our development team in autonomous operation is
actively working on applying this technology to 5G net-
works, specifically in applications that utilize the control
units of 5G Core (5GC) networks and RANs as well as
end-to-end networks. The following example describes
an application of this technology in accordance with
Open RAN (O-RAN)” specifications.

In O-RAN, operation and control are performed by a
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Fig. 4 Application example in the O-RAN domain.

component called the RAN intelligent controller (RIC).
The RIC is divided into non-real time and near-real time
components. The technology used in operation falls into
the category of the non-real time RIC.

As an example of a specific operational flow, this tech-
nology monitors the number of users using a RAN be-
longing to a specific user group and adjusts the amount
of resources allocated to the central unit (CU), which is
a major functional module, in accordance with increases
or decreases in the number of users. Fig. 4 shows how
operations are automated based on vVRAN requirements.

A series of control actions follows the operational
plan described in section 2, and the operational plan is
automatically generated from the requirements. There-
fore, even if the circumstances or operational conditions
change, such as with the addition of new user groups or
the installation of new equipment, the operational plan
can still be automatically updated, enabling a quick tran-
sition to routine operations.

5. Conclusion

In this paper, we discuss autonomous operations
mainly from a technical point of view. Adoption of auton-
omous operations is now a global trend, and we believe
that it will continue to attract more and more attention
in the future.

Going forward, we will continue our R&D with the aim
of achieving complete automation of all networks by
working on reducing the time required to generate op-
erational plans, improving usability, and meeting the re-
quirements for autonomous operation of the entire end-
to-end network.
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