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    Special Issue on DX Offerings to Accelerate the Digital Transformation of Society


    ■DX Offerings to Drive Business Transformation and Innovation


    DX Strategy Consulting Service Develops Strategies and Roadmap for Enterprise Digital Transformation


    New technologies that enable content to be personalized through the use of social media, mobile devices, and analytics are transforming every aspect of the customers’ experiences. As the value of these new technologies becomes increasingly important to the outcome of service use and the overall experience or using services, it is imperative that companies leverage new technologies such as AI, IoT, VR, AR, and drones to build a sustainable competitive advantage. This paper introduces NEC’s DX concept and strategy consulting services, which is a digital transformation (DX) offering that enables companies to identify issues in DX promotion, plan strategies to effectively implement DX, and develop a roadmap for the realization of DX.


    NEC’s Design Thinking to Accelerate Transformation with Future Creation Design


    Design thinking and service design are well-known approaches to creating new businesses and achieving business innovation in a VUCA world of volatility, uncertainty, complexity, and ambiguity. Since the 1980s, NEC has been incorporating design-driven approaches and applying its experience-based knowledge of business processes and organizational structures to the creation of a wide range of businesses. More recently, NEC has applied a design-driven approach to its digital business design methodology and has been offering it to customers through its DX Design Consulting Service that was launched in April 2021. In this paper, we introduce Future Creation Design — a DX offering that is offered through the design consulting service for the purpose of accelerating new business creation and business innovation for our customers.


    ■DX Offerings to Improve Customer Touchpoints


    Community Revitalization Centered on Safety, Security and Event Facilities


    Government interventions aimed at mitigating the novel coronavirus infection (COVID-19) pandemic have devastated the event industry. Sports, concerts, theme parks, and museums or galleries have all struggled in the face of restrictions that limit the number of people who can attend — or, in some cases, preventing any people from attending at all. In an effort to bring back the crowds without creating viral clusters, NEC is creating event environments centered around a variety of sophisticated preventative measures for COVID-19 that offer an enhanced sense of safety and security, giving people the confidence to attend in person, thereby increasing the number of visitors. More than this, NEC has developed new ways to enrich the live experience by building a hybrid environment of online and real worlds. By restoring event facilities to their places as entertainment hubs and community activities, NEC hopes to revitalize COVID-ravaged communities. By effectively implementing fan marketing to create devoted fans of the community and by encouraging event visitors to actually go out and experience the host community, NEC is confident that one-time visitors can be induced to return again and again. All of this is packaged in what NEC calls Event Vitalization DX Offering Suite, an integrated set of event and community solutions that will help towns and cities leave the pandemic behind and begin life anew.


    Safe and Secure Management of Airports Achieved by NEC’s Biometric Technology


    Due to the spread of the novel coronavirus infection (COVID-19), safe and secure management of airports is now more important than ever before, especially in cities where tourism is essential. To carry out effective mitigating countermeasures while maintaining existing airport operations, digital transformation (DX) is critical and solutions addressing urgent issues are quickly needed. As solutions for infection control at multiple airports to ensure safe and secure operations for both passengers and airport employees, NEC has begun to provide services that fully leverage our accumulated biometrics and video analytics technologies. This paper introduces DX offerings in airport facilities management that utilize biometrics and video analytics.


    Where We Are Now in Digital Transformation of Cities and Real Estate — New Ways of Value Creation Using Data Platforms


    Recently, in the field of urban/area development, companies cannot simply continue to provide services limited to the conventional real world due to changes in the external environment, such as lifestyle changes caused by the spread of the novel coronavirus infection (COVID-19) and the proliferation of online services. In this paper, we will focus on digital transformation (DX) in the urban and real estate fields, something which advanced companies have recently begun to address, and how DX can be applied to provide personalized services to customers, realize a seamless customer journey, and optimize space through data collection, data linkage, and utilization. In addition to describing those three initiatives and related cases, we will also introduce NEC’s Urban and Real Estate DX Suite and core data platform services that are realizing those digital transformations.


    User Support to Maximize DX Effectiveness — Considerations in the MHLW Project


    Although many companies are working on digital transformation (DX), few are successful, and the causes of this and possible solutions are being studied and discussed. In this paper, we will describe the challenges and responses that we have found through the vaccination facilitation project of the Ministry of Health, Labor and Welfare (MHLW) as well as their solutions, and then we will summarize the contents that we infer are necessary to maximize the results of DX. We will also introduce the DX offerings we have prepared based on our learnings.


    ■DX Offerings to Promote Business Innovation


    NEC’s Digital Workplace — Where New Workstyles and Businesses Are Created


    Partly due to the novel coronavirus infection (COVID-19) pandemic, the digital shift is advancing on a global scale and greatly changing social values as well as individual values. To deal with this situation, companies now must acquire agility against change and greater resilience in business. NEC is no exception; the company is also making efforts to maximize the performance of NEC’s human capital by providing employees with office environments worth working in that are not only conducive to work but also increase job satisfaction by fully using technology in the corporate infrastructure as well as through cultural and institutional designs. This paper introduces various innovative solutions developed by NEC and also our DX offerings that we provide to our customers by making the best use of those innovations.


    DX Initiatives in Field Service Management


    At the construction, operation, and maintenance sites of capital-intensive industries involving infrastructure and plant development, civil engineering, and building construction, aging facilities, information distribution and isolation, as well as manpower shortages are issues. There is an urgent need to improve the efficiency and optimization of field operations through digital transformation (DX). In field service management, it is important to obtain a sense of acceptance from the field staff and align the direction of the digital transformation with that of the DX and the information systems departments to achieve overall optimization. This paper introduces NEC’s approach to this process. As concrete examples of our shared DX offerings and efforts in co-creation with clients, we will introduce digital plants with the aim to realize digital twins for the plant industry as well as initiatives to support in-house development of digital twins through low-code development.


    Local 5G to Accelerate Digital Transformation in Industry for a Prosperous Society


    Today Japanese industries are facing the problems of labor shortages and difficulty in transferring specialized skills. With an expectation of being a solution for these problems, local 5G is attracting more and more attention as a key technology in advancing industrial digital transformation (DX). Based on NEC’s accumulated experience in network engineering provided to telecom carriers as well as our knowledge of information technology (IT) and operational technology (OT) provided to the industrial markets, we now provide our customers with an array of local 5G services as DX offerings. We are strengthening our commitment to making the most of local 5G to promote industrial DX and to producing social value through co-creation with our customers. This paper introduces local 5G, which will accelerate industrial DX and help achieve a prosperous society.


    Advanced Support for Supply Chain Management (SCM)


    To respond to the rapid changes of recent years, supply chain management (SCM) reform in the manufacturing industry requires a fundamental rethinking. Firstly, from the conventional perspective of individual optimization, we must reconsider the ideal form of SCM as one based on a company-wide perspective of realizing the management strategy of the entire group company. Secondly, these reforms must be actively and highly interwoven with the evolution and deepening of the digital transformation (DX). Lastly, changes in consumer preferences resulting from the new coronavirus infection (COVID-19) pandemic, etc. must be taken into account. Based on these three points, it is essential to examine not only technology but also business processes, organizations, and human capital among other scenarios. This paper introduces SCM Advancement Support, a DX offering for promoting the digital transformation of the supply chain.


    NEC’s DX Offerings for Data-Driven Management and a Use Case


    We are now in the era of volatility, uncertainty, complexity, and ambiguity (VUCA) in which severe changes can be constantly expected. In such times, a shift is required from conventional KKD management (relying on kan (intuition), keiken (experience) and dokyo (courage) to make management decisions) in Japan to data-driven management using algorithms and data. This paper discusses the reason why data-driven management has been gathering attention in businesses as well as the issues that customers face with the introduction of data-driven management at their offices. Lastly, this paper also describes a use case of the introduction of NEC’s DX offerings into a customer’s company.


    ■DX Offerings to Support Digital Human Resource Development and Digital Organizational Management


    DX Human Resource Development in the Digital Age


    Today, one concept more than any other is driving the way businesses are structuring for the future. Digital transformation (DX) promises to revolutionize everything from products and services to business models. But this transition can’t happen on its own. To get there, companies need workers with the skills and knowledge to understand, manipulate and deploy data and digital technology to meet the needs of customers and society. With DX talent now in high demand, companies worldwide are struggling to recruit competent DX talent, increasing the need for DX human resource development. NEC has launched the NEC Academy for DX, a one-stop service offering solutions for DX human resource development required for the digital age. We will describe that program in this paper and examine a number of case studies conducted at NEC Academy for DX that demonstrate the effectiveness and efficacy of this program.


    DX Offerings to Support Transformation of Organizations and Human Capital


    In response to enormous progress in technology as well as the acceleration of the digital shift and the increase in uncertainty triggered by the novel coronavirus infection (COVID-19) pandemic, digital transformation (DX) is now an urgent matter for companies to tackle. To enable companies to promote DX so that they can increase their cooperate value while keeping a clear eye on the direction in which they should go, the transformation of their human capital and organizations that support their DX strategies is essential. In this paper, we will first discuss the type of human capital and organizations that are regarded as necessary for DX and then we will introduce NEC’s DX offerings that support our customers as we accompany them in the digital transformation of their human capital and organizations by leveraging NEC’s accumulated experience in the digital transformation of NEC’s own human capital and organizations.


    ■IT Infrastructure Supporting DX


    Total Cybersecurity in the DX Era


    While companies and other organizations are furthering a commitment to digital transformation (DX), they are becoming increasingly vulnerable to cyberattacks, making cybersecurity a more critical management issue than ever before. To help customers better deal with this situation, NEC provides various services and DX offerings to achieve a robust security system required for DX era, while providing all sorts of solutions based on security-bydesign principles, in which security is considered and built in from the planning and designing phase. By supporting DX at companies and other organizations, NEC contributes to the achievement of a safe and secure society.


    DX-based IT Service Management Initiative


    The use of cloud services in corporate IT systems is accelerating because of the advancement of digital transformation (DX), workstyle reform, and conditions during and after the pandemic of the novel coronavirus infection (COVID-19). With this shift, IT service management is becoming increasingly important for reviewing and improving conventional IT system operations. This paper describes the DX offerings provided by NEC as a solution to achieving the ideal state of IT system operations. We also explain the multi-cloud operation service and DXera monitoring that use ServiceNow, an IT service management system with a global track record in designing digital workflows that underlie NEC’s suite of DX offerings.


    NEC’s Digital Platform Underlying DX Offerings


    Digital transformation (DX) has become a key to survival for organizations. The establishment of IT systems and services that enable organizations to promptly respond to changing business needs is no longer just an option, but a requirement. To rapidly roll out DX offerings to address this challenge and to ensure the safe and stable use of the systems and services offered, NEC has developed the NEC Digital Platform (NDP), a common platform that brings together NEC’s strengths. This paper provides an overview of NDP and also describes the characteristics of its development/execution platform as well as its operation/management functions that enable us to meet a wide range of customer needs.


    ■Advanced Technologies and Methodologies Supporting DX Offerings


    NEC Cloud IaaS Supports DX Offerings


    NEC launched NEC Cloud IaaS as a domestically made, in-house cloud platform service in 2014 and revamped it in 2020 to support the information system security management and assessment program (ISMAP), enhance price competitiveness, and improve platform quality for the company’s DX offerings.This paper will explain how continuing to use domestic clouds as well as in-house clouds is significant, what systems are being developed and how they are operated, and what skill sets are in place as the mega cloud is increasingly being adopted to enable digital transformation (DX). The paper will also discuss future cloud computing initiatives in Japan that leverage these achievements.


    Biometric Authentication Leading the Way to the Future


    Biometric authentication is used every day by people around the world. By linking biometric authentication to all types of digital services in the future, we might be able to provide optimized services for individuals. The role of non-contact biometrics is becoming increasingly important as society shifts to one of non-contact interaction because of the novel coronavirus infection (COVID-19). In the benchmark tests conducted by the National Institute of Standards and Technology (NIST) held in 2021, NEC’s biometric technology ranked first in the world in two categories: non-contact face recognition and iris recognition. This article introduces the features of NEC’s technology for both face recognition and iris recognition that support our DX offerings, multimodal authentication that combines both of NEC’s winning technologies, and possible applications using the core technologies of face recognition.


    Composable Management and Digital Transformation to Achieve Accelerated Growth


    Digitization, which makes use of the fact that people, things, experiences, and money continue to be connected by data, is continuing to make progress even in the novel coronavirus infection (COVID-19). This paper describes a composable approach to tackle these changes and accelerate growth. A composable approach is an effort to restructure and to recombine the models of society, enterprise, operations, organizations, and systems. This paper outlines the background to explain why such efforts are needed; how these enterprises, operations, organizations, and systems should be constructed to enable these innovations to take shape; and what needs to actually be done to move forward. NEC is supporting our customers as they accelerate their transformation and growth by providing DX offerings that enable them to engage in that final step of composable transition and evolve from a digital shift to a digital transformation (DX).
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    In March 2020, the World Health Organization (WHO) officially declared the novel coronavirus infection (COVID-19) a pandemic. Today that pandemic continues to hold the world in its grip. Efforts to mitigate the virulence of COVID-19 continue to be implemented by a collaboration between industry, academia, and government.


    The response to this pandemic has dramatically transformed our lives, inflicting upon us a wide range of unprecedented measures including restrictions on our movements in everyday life. The impact on the world of business has been equally transformative. Changes include the review of business continuity plans, reconstruction of supply chains, popularization of remote workstyles, and improvement of non-contact or traceless processes. In many ways, the pandemic has accelerated background trends that were already underway, pushing them front and center.


    Digitalization in general has been advanced rapidly across the full spectrum of industries, helping to create digital shifts in the broader society. To take advantage of this opportunity, the Japanese government launched the Digital Agency in September 2021. This agency is focused on five digital principles: end-to-end digital execution and automation, agile governance, publicprivate partnership, interoperability, and infrastructure sharing. These principles can be viewed as setting the parameters for the digital society Japan aspires to create.


    As a company committed to social value creation, NEC is drawing on its expertise in technology and business to support and promote the digital shift throughout all industries, businesses, and society. That transition starts at NEC itself, where we are now accelerating digitalization on a corporate-wide scale with full implementation of digital workplaces as well as active utilization of online meetings and co-creation spaces — all of which is leading to reform of our employees’ workstyles.


    To facilitate the digital transformation of our customers, we have since 2019 implemented three frameworks that are cross-functional and coherent as our principles of action. These frameworks are comprised of: (1) business processes — clarification of the purposes of digital transformation (DX) and specification of where and how this change is to be done; (2) technology — further emphasis on technology and efficient achievement of results; and finally (3) human capital and competencies — how to reinforce specialized skills and behavioral characteristics and how to improve them.


    The DX offerings featured in this special issue of the NEC Technical Journal are positioned as a crucial initiative in the aforementioned first framework of business processes. In our DX offerings, NEC products and services as well as our knowledge and experience are packaged into assets and delivered quickly to the customer, allowing them to better respond to the whirlwind of changes transforming the market, customer, and society. As we continue to improve and implement these packages in different settings, we will continue to accumulate our know-how, thus enabling us to provide even better services.


    In addition to — or rather transitioning from — the solely product-oriented concept we have traditionally embraced, we are now aiming to help our customers draw up scenarios to materialize their big ideas by providing them with access to our R&D expertise, product prowess, and service savvy while comprehensively analyzing market and customer trends. This makes it possible for us to support our customers with our excellence in information and network technology together with our roadmaps for future technology.


    This special issue contains a variety of articles written by various specialists in their fields who are driving forward NEC’s DX offerings — which include purposes, approaches, methodologies, content, and training programs. What you will read here is critical, it is important, it is ground-breaking. It is, however, by no means the last word. We are constantly iterating the development process every day, refining and improving our products and processes. This is then an interim compilation of all that we have achieved so far, our successes and failures, and our responses to the comments and feedback from our customers and on-site personnel.


    Nothing would make us happier than if the material contained in this special issue were to deepen your insight into the revolutionary transformations occurring today, helping you to deal with your customers and show them what the in-house processes of their companies should be and how this can be achieved. In a more general sense, we would like this material to serve as a reference for how to bring genuine reform and growth to Japan and in turn to other countries around the world.


  


  
    
      General Explanation of Special Issue
    


    
      　
    

  


  NEC Working to Accelerate the Digital Transformation with DX Offerings


  
    The ongoing digital transformation (DX) of society is powered by the inexorable advancement of digital technology, which is proceeding at an ever-faster pace. NEC has assembled a set of proven solutions based on our own best practices that we are now putting forward as DX offerings for our customers. In this special issue of NEC Technical Journal we discuss the three approaches to DX offerings we have taken, all of which are formulated around specific DX issues faced by our customers.

    The first approach is the business process. This approach features a comprehensive set of solutions which we draw upon to propose the optimum solution for the customer-specific DX issues, starting from upstream consulting to downstream solution implementation. The second approach centers on technology. We have put together the core sets of technologies we have developed and created the NEC Digital Platform, which is commonly used on a global scale. The third approach focuses on talent. We have set up DX training programs and are implementing the digital shifts amongst our in-house professionals.


    
      
        SHIGESAWAYuka
      


      
        General Manager

        DX Offering and Platform Strategy Division
      

    


  


  
    1. Introduction


    With the accelerating evolution of digital technologies such as information and communication technology (ICT), cloud, artificial intelligence (AI), and Internet of Things (IoT), digital transformation (DX) is expected to dramatically transform every aspect of people’s lives in the years ahead, bringing about fundamental changes that far exceed anything we have yet experienced.


    At NEC, our business focuses on the creation of the social values of safety, security, fairness, and effciency to promote a more sustainable world where everyone has the chance to reach their full potential. That is our purpose. With this in mind, we hope to accelerate DX by making a comprehensive commitment from the upstream to the downstream such as R&D of digital technology, consulting to solve customers’ management issues, high-quality system integration and its operation and maintenance, and more.


    The DX offerings introduced in this special issue are all best practices proven in actual implementation and deployment in our own and in our customers’ businesses. Another way of putting it would be to say that these solutions address the customers’ DX issues at high speed and high quality. In the next few sections, we will look at these DX offerings in more detail, how they are structured, what they are composed of, what value they provide, and what features they have.


  


  
    2. Changes in Society and Trends in DX Markets


    We will start by outlining the trends that accompany DX. The acceleration of DX has become very apparent in both business and technology (Fig. 1).
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        Fig. 1 Trends Pertaining to DX.
      

    


    In terms of business, cross-industrial collaboration is increasingly being implemented across a broad range of industries and businesses. For example, NTT and ENEOS have participated in Woven City — Toyota’s smart city project, while e-commerce companies like Amazon and Rakuten are now affiliated with brick and mortar supermarket. There has also been new interest in reviewing global supply chains triggered by the novel coronavirus infection (COVID-19). In 2021, the Japanese government moved to help shape the direction of these trends and hasten the digitalization of public services by launching the Digital Agency. As these new trends and technologies emerge, legacy systems are being reviewed and renewed on a company-wide level, including at NEC.


    In terms of DX technology, AI is widely used in a broad range of industries. Already an indispensable tool in call centers and production sites, AI is now being used to leverage the invaluable information stored within the massive amounts of data captured daily in public and private facilities alike. However, as digitalization progresses, attention must be paid to the safety and security of cyberspace.


    As for 5G and 6G, both SoftBank and KDDI have announced that they each plan to invest more than 2 trillion yen in these technologies in Japan.


  


  
    3. Obstacles to the Acceleration of DX


    In Japan today, the number of companies organizationally promoting DX is increasing steadily. Sixty-three percent of companies have now appointed people in managerial positions to lead DX in their companies (Fig. 2) and in 81 percent of these companies, those leading positions are occupied by executive officers or higher. This suggests that, for many of these companies, the digital issue is the transcendent management issue, a fact that takes on salience when one considers the many difficult challenges that face the advancement of DX. Some of the more common problems include the inability to draw up DX visions and roadmaps and the lack of talent with the skills and training to advance DX.
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        Fig. 2 Present Situation of DX in Japan.
      

    


  


  
    4. NEC’s Approaches to DX


    At NEC we have set up three frameworks to promote DX from which we have derived action principles (Fig. 3).
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        Fig. 3 Three Factors Required for DX Advancement.
      

    


    4.1 Business process


    The purpose of DX should not be merely the implementation of DX. That is, DX should not be considered an end in itself, but rather a means to achieve management goals in the current situation, where digital shifts have either been implemented, are underway, or both. It is extremely important to examine why DX should be implemented, which will in turn affect how DX will impact the company and society.


    We have launched an in-house task force specializing in development of DX strategies, starting from the upstream and covering all aspects of the process. Some of the most remarkable characteristics of NEC’s DX consultants are that they are able not only to provide in-depth advice from the upstream to downstream implementation and operation, but also can feed back the experience and skills gained in DX implementation and operation into their consultation approaches.


    To ensure that any plans offered are not just pie in the sky, these in-house DX consultants collaborate with about 5,000 DX talent to formulate specific roadmaps towards the achievement of DX. They also collaborate with about 5,000 consultants at ABeam Consulting — NEC’s strategic capital alliance partner, who boasts time-tested results in the consulting field.


    Speaking of the results of NEC’s DX plan formulation, we have already started projects with about fifty clients in seven industries in the past year. These include global projects such as the one at Hawaii’s airports.


    The DX offerings introduced in this issue are positioned in the business process category of the DX approach offerings. We regard our clients’ management issues as creation of innovation, improvement of customer contacts, and reform of operations to provide DX offerings that solve the issues our clients are facing. We are proud that our DX offerings epitomize our specific know-how in different types of businesses and company-wide know-how including NEC’s core technologies.


    Now let’s take a brief look at three examples involving the provision of our DX offerings.


    The first example is our commitment to DX in cities. This involves smart city and super city planning (Fig. 4). To support the evolution of communities that build their future on a foundation of local traditions and characteristics, NEC has formulated three important policies for DX of communities — revitalization of economic infrastructure, improvement of quality of life (QOL) for both residents and visitors, and resolution of issues particular to the community.
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        Fig. 4 Commitment to DX of Cities.
      

    


    Revitalization of economic infrastructure is handled by city management service consultants who help implement policies aimed at leveraging the latest digital technologies to streamline and power up local economies. To improve QOL, we offer co-creation processes to create services tailored to the needs and aspirations of residents. Finally, to solve issues specific to that community, we utilize diverse data, such as medical data and inter-field data related to tourism by which we generate sightseeing plans tailored to individual tourists to encourage them to become repeat visitors. Leveraging such know-how, we have participated in many smart city and super city projects carried out by the government. To date, we have supported 13 municipalities in smart city projects and 31 municipalities in super city projects. For data analysis and management, we use FIWARE, a set of global standard open-source platform components for smart cities. Projects are now being deployed in Europe and India, where data utilization has reached an advanced stage.


    The second example is our cloud service for government agencies (Fig. 5). With open, high-reliability multi-cloud capabilities, we are contributing to the swift digitalization of governmental operations. We offer a cloud platform service that complies with the Information System Security Management and Assessment Program (ISMAP), which is a cloud services assessment program administered by the Japanese government.
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        Fig. 5 Cloud Service for Government Agencies.
      

    


    The third and last example is an identity verification system using face recognition technology, which was utilized in a worldwide sports event held in Tokyo in 2021. NEC not only provided ICT systems but also a next-generation commercial radio system and congestion visualization system to contribute to safe, secure, and efficient event management.


    4.2 Technology


    Technology also plays an indispensable role in the achievement of DX. Concentrating our core set of technologies into the NEC Digital Platform — a standardized global digital platform — that can be deployed across a broad range of applications, we are able to adapt to the requirements of a broad range of applications (Fig. 6). The following are some of the utilization examples of the NEC Digital Platform.
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        Fig. 6 NEC Digital Platform.
      

    


    Deployment of the NEC Digital Platform has enabled us to solve customer problems much more quickly than would otherwise be possible. At airports, for example, we are introducing contactless boarding procedures in collaboration with SITA, an IT and telecommunication service provider to the air transport industry. In collaboration with Star Alliance we have launched Star Alliance Biometrics, an identity verification platform using NEC’s face recognition technology, at Frankfurt Airport and
Munich Airport in Germany.


    We have also introduced a new boarding procedure for international departure flights using face recognition technology called Face Express that has been put into operation at Narita Airport and Haneda Airport. To date, we have introduced systems utilizing the NEC face recognition technology at about 50 airports around the world.


    In Hawaii, in the span of a month, we introduced our walk-through body temperature detection solution at Hawaii’s main five airports with a view to helping restore safe, secure tourism and business. This system utilizes the NEC Digital Platform and we hope to deploy it at shopping centers and sightseeing spots, as well as airports (Fig. 7).
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        Fig. 7 DX of Safe, Secure Airports and Cities.
      

    


    4.3 Talent


    DX Talent power is vital to moving forward with DX. With this in mind, we are offering DX talent development programs, and working to train and upskill our in-house professionals in the theory and practice of DX so that we may continue to enhance and improve our operations in this area. We already have about 5,000 DX talent in various fields and plan to double the number to 10,000 by 2025.


    Collating and integrating our in-house human resource know-how and experience in fields such as AI, security, cloud computing, and design, we are committed to providing our customers with the DX talent development services that the digital age requires1). We also offer the DX Organizer Program, which trains participants in planning and organizing DX initiatives, as well as various other talent development categories that strengthen practical capabilities in fields such as AI and cybersecurity, as well as training programs to teach basic skills to beginners (Fig. 8).
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        Fig. 8 Talent Development Programs and DX Personnel Training Services.
      

    


    Through these commitments and educational systems, we hope to rapidly train and onboard DX specialists with the skills and knowledge in both business and technology to support our customers as they undertake their
own digital transformations.


  


  
    5. Conclusion


    In this issue, we hope to provide a comprehensive overview of the DX offerings NEC has to offer, together with details on various DX offerings that focus on solving specific issues faced by our customers when they implement DX. The articles that follow take a closer look at these issues, highlighting problems and solutions with in-depth case studies. Our commitment to creating social values of safety, security, fairness, and efficiency through DX is reflected in these pages and we do hope you find the material contained herein stimulating and informative.
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    1. Introduction


    The spread of the digital transformation has fundamentally changed people’s lifestyles, communication styles, social norms, and values. At the same time, companies and industries are placing greater emphasis on adopting digital technology to fundamentally change existing business practices and create better value for customers.


    To respond promptly and flexibly to change, the need has been growing to accelerate the advancement of digital transformation (DX) by shifting to a way of thinking that discards conventional values and business models.


    In recent years, the advancement of digital transformation has shifted from the level of technical concept to actual usage and enhancements in DX applications. Many of our current customers who are engaged in digital transformation are beginning to focus their attention on the selection of which external experts they should collaborate with to solve the challenges ahead as their most important management strategy.


    In this context, NEC has prepared a suite of DX offerings as an approach to aid customers in selecting a DX expert.


  


  
    2. Approaches to Digital Business Transformation


    In addition to skills in the formulation of DX strategies, technologies as well as talent reinforcement and organizational transformation, a sense of speed when making proposals as well as a successful track record and accumulated experience in DX implementation like NEC has are essential for creating value and providing support for our customers.


    In the IT industry to date, vendors have sold a variety of systems that meet customers’ needs and requirements, and customers in turn have purchased those systems. With digital transformation, a partner approach with customers is required rather than a focus on simply selling systems. In other words, we believe it is important to be selected as a partner who walks alongside our customers while contributing to their business growth.


    2.1 NEC’s DX approach


    What are NEC’s strengths in relation to the DX approach? Our strengths lie in the fact that we can provide end-to-end services, from upstream consulting on the formulation of DX strategies to better understand a customer’s business environment and management challenges to DX implementation that includes system development, operation, and maintenance services using digital technology (Fig. 1).
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        Fig. 1 NEC’s DX approach.
      

    


    Next, NEC’s DX business know-how and knowledge can be integrated, and we can propose the most suitable DX business to our customers through the implementation of digital transformation at our own company and experiencing the benefits.


    In addition, we can combine multiple IT environments — cloud, data center, and on-premise — to provide our customers with hybrid IT services that are seamless, agile, and continuously updated.


    The concrete realization of the DX concept is our DX offerings, which will be discussed in this paper as a solution that enables customers to quickly respond to constant business changes.


    2.2 Purpose of digital transformation and perspectives on problem solving


    First, we clarify the customer’s management issues through the DX Strategy Concept Development Consultation, develop the customer’s business roadmap and growth scenario, and propose specific measures to resolve the issues through the DX offerings (Fig. 2).
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        Fig. 2 Purpose of digital transformation and perspectives on problem solving.
      

    


    The customer’s DX objectives are organized in five perspectives.


    (1) Innovation generation


    
     To maximize long-term value-added creation in an uncertain business environment, we propose the creation of new markets and business opportunities, focusing on management-level and line-ofbusiness (business unit) customers.

    


    (2) Customer touchpoint transformation


    
     With companies and industries affected by the novel coronavirus infection (COVID-19), we will provide a safe and secure environment and enable business continuity through the provision of online, touchless, and other services.

    


    (3) Business transformation


    
    By utilizing digital technology, we propose the business process transformations that have not been possible up to now, such as reviewing SCM, automating and streamlining operations, and reforming work styles.

    


    (4) Human capital and organization


    
    One of the biggest challenges in promoting digital transformation is the shortage of DX talent. NEC will provide one-stop support for customers’ DX human resource development by bringing together the digital human resource development know-how that NEC itself has put into practice.

    


    (5) Technology and DX platform


    
    To speed up the advancement of digital transformation described in (1) to (4) above, the digital technology and DX platform supporting them are important, and NEC will make ready-made DX proposals using its core technologies.

    


  


  
    3. NEC’s DX Offerings


    To realize concrete digital transformation advances, we have prepared a DX offerings menu as proposals to support the realization of optimal digital transformation for resolving the various issues and meeting the business needs of our customers.


    3.1 DX offerings menu system


     As mentioned earlier, the DX offerings menu focuses on achieving digital transformation from five perspectives: innovation generation, customer touchpoint transformation, businesses transformation, human capital and organization, and technology, and the DX offerings is structured around this DX framework (Fig. 3).
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        Fig. 3 Menu of DX offerings.
      

    


    The system is further divided into industry-common DX offerings and industry-specific DX offerings, with both backed by technologies supporting digital transformation.


    The industry-common DX offerings is based on a value proposition model that brings together the digital expertise of NEC’s entire company as DX offerings in areas that are common to specific industries and business categories or that transcend industry boundaries.


    The industry-specific DX offerings support the digital transformation of companies and industries. The offerings are designed to provide DX solutions tailored to each of the five sectors of manufacturing, retail, logistics & mobility, hotel/leisure/real estate, and finance through the concept of NEC Value Chain Innovation (VCI), which is aimed primarily at the enterprise market.


    In addition, we are developing and providing DX solutions for society and daily living that leverage the unique characteristics of five sectors — digital government, smart city, transportation, city safety and disaster management, and digital health care — that underlie NEC Safer Cities (NSC), a business concept mainly for the public market.


    3.2 Advantages of introducing DX offerings



    Here are some of the benefits for customers when adopting DX offerings.


    First, we prepare ready-made solutions in advance to meet your DX promotion challenges.


    Based on NEC’s own experience and track record of implementation and operation, NEC has created a DX offerings menu that includes internal digital transformation, work style reform/new work styles, and successful models common to all industries and operations, allowing customers to choose from a wide variety of solutions.


    In addition, these have been prepared as a series of products, services, and knowledge for solving customers’ issues that have been standardized, formalized, and compiled into a collection of repeatable best practices. Furthermore, NEC provides support from DX consulting to implementation, construction, and operation, so customers can implement digital transformation with confidence.


    3.3 Technology to support digital transformation and DX offerings


    The DX offerings in the technology sector are located at the lower level of the menu system and serve the role and function of supporting all industry-specific and industry-common DX offerings (Fig. 3).


    The DX offerings for the technology sector is positioned not as NEC recommended packaged products but as best practices that are preset with NEC’s DX experience and knowledge to solve customer issues. The offerings are organized by competency in the areas of consulting, AI & data utilization, biometric authentication and video analytics, cloud services, modernization, security, networking, and VCI.


    As of January 2022, 68 DX offerings are available, and including future plans, the company plans to release over 100 DX offerings (Fig. 4).
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        Fig. 4 List of DX offerings.
      

    


    3.4 DX offerings suite


    From a medium- to long-term perspective, we offer the most appropriate combination of multiple DX offerings for our customers’ larger business challenges (Fig. 5).
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        Fig. 5 DX Offering Suite.
      

    


    3.4.1 Example 1: Event activation in the DX era to transform customer experiences


    Customer:

     
      	Operators, including overseas operators, of facilities such as theme parks, museums, and movie theaters, in addition to stadiums and arenas that serve as venues for large-scale events such as baseball, soccer, and other sporting events, concerts, and other musical events

    


    Challenges and business needs:

     
      	Attract customers to events during and after the COVID-19 era

      	Contribute to the revitalization of the local economy centered on event venue

    


    Provided value:

     
      	Safety and security at facilities through measures to mitigate the spread of infections, such as touchless systems, body surface temperature detection, and crowding and unmasked individual detection, as well as security measures, such as suspicious object detection

      	Strengthened marketing to increase not only the number of visitors, but also the number of core fans, thereby increasing the repeat rate and sales per capita

    


    3.4.2 Example 2: Digital Workplace to change the way people work


    Customer:

     
      	Management, administration and IT departments of companies and organizations aiming to achieve safe and secure business continuity and maximize use of human capital during and after the COVID-19 era

    


    Challenges and business needs:

     
      	Telework is implemented, but there are challenges in security enhancement, management, and communication

    


    Provided value:

     
      	Achieve the same work style whether working remotely or at the office

      	Enjoy services anytime, anywhere through online customer touchpoints

      	Safety and security achieved through touchless services

      	Improved efficiency by using AI and robotics to achieve automation and labor saving

      	Building trust through transparency and visualization in the digital society

    


    3.5 DX offerings and research themes


    The following table shows the relationship between the DX offerings and each of the topics introduced in this issue (Fig. 6).
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        Fig. 6 DX offerings and research themes.
      

    


  


  
    4. Conclusion


    The DX approach we propose to our customers is based on pinpointing the areas that require transformation. The first step is to change the customer’s vision on the way business is conducted, and then change the digital platforms, human capital, and organizations to put this vision into practice.


    The goal is not to promote digitization, but to consider what value is provided to customers (users) and what operations and tasks are necessary to achieve this. The key to success in digital transformation is to simultaneously determine the delivery system and organizational development to realize and deliver the value to be provided.


    These DX offerings are based on a value proposition model leveraging NEC’s track record in resolving management issues for customers. It incorporates the expertise possessed by NEC as a whole and best practices for DX proposals as a reference, and is constantly being updated.


    NEC will continue to contribute to the growth of our customers’ businesses and strive to remain an important partner in their long journey.


  


  
    * Office 365 is a registered trademark or trademark of Microsoft Corporation in the United States and other countries.

    * Oracle is a registered trademark of Oracle Corporation and its subsidiaries and affiliates in the United States and other countries.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    New technologies that enable content to be personalized through the use of social media, mobile devices, and analytics are transforming every aspect of the customers’ experiences. As the value of these new technologies becomes increasingly important to the outcome of service use and the overall experience or using services, it is imperative that companies leverage new technologies such as AI, IoT, VR, AR, and drones to build a sustainable competitive advantage. This paper introduces NEC’s DX concept and strategy consulting services, which is a digital transformation (DX) offering that enables companies to identify issues in DX promotion, plan strategies to effectively implement DX, and develop a roadmap for the realization of DX.
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    1. Introduction


    In recent years, not only have social media and devices using mobile technologies become ubiquitous, companies are also using big data and AI to deepen their understanding of their customers and provide personalized content to match their preferences. These changes are transforming the relationship between consumers and companies. In the past, value was placed on owning the best products and the customer journey was a linear process from companies delivering information about their products to customers ultimately making purchases. With the advent of new technologies in recent years, however, customer-perceived value has evolved, prompting a need to rethink the customer journey. Now that services are available anytime anywhere, customers are more concerned with the results of using the services than with owning the products. Also, as communication between customers and companies has become two-way, a need exists to create a map for the customer journey that does not end with the final purchase but extends to post-sale services and an ongoing relationship with the customer.


    Emerging technologies that are key to building the customer journey are not limited to social media, mobile devices, and analytics but also include technologies that can transform the customer experience such as artificial reality (AR) and extended reality (XR); technologies that can change the nature of distribution such as automatic driving, drones, and 3D printing; and technologies that can change business processes such as IoT and AI. These technologies have ushered in the fifth industrial revolution, otherwise known as the digital transformation (DX) (Fig. 1).
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         Fig. 1 Changes in industry.
        

     


    In Section 2, we explain the key questions that companies need to answer when starting the DX journey as well as the targets and expected effects of promoting DX. Section 3 provides an overview of the current state of DX, Section 4 introduces NEC’s offerings for promoting DX, and we conclude with a summary of this paper.


  


  
    2. Answering Key Questions in DX Promotion and the Expected Results

 
    The DX concept was first proposed for academic development in 2004 by Professor Erik Stolterman of Umeå University in Sweden. In Japan, since the formulation of the Guidelines for Promotion of Digital Transformations (DX Promotion Guidelines) by the Ministry of Economy, Trade and Industry (METI), the objective of DX promotion has been focused on leveraging digital technologies to bolster the competitive edge of Japanese industry (Table 1). To promote DX and establish a competitive edge, companies will need to find solutions to address the key questions and produce results.


    
    　
       Table 1 Changes in the definition of DX.
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    2.1 Key questions companies need to answer


    To promote DX, companies need to answer several questions related to overall corporate management, such as those related to transforming the business itself, providing value to customers, building DX promotion capability, creating an organization that enables repeated verification as well as flexible and timely adaptation, and developing new business performance indicators for the DX era (Table 2).


    
    　
       Table 2 Key questions companies need to answer before starting the DX journey.
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    2.2 DX promotion targets and expected effects


    DX targets can be broadly divided into business, customer experience, and operations (Table 3). In business, the objective of DX is to transform existing businesses through the use of digital technology and to build and develop new businesses by using digital technology to enhance core business competencies. In the area of customer experience, the objective is to utilize big data, AI, and other digital technologies to reveal new customer insights that have not been pursued before and then use these insights to provide positive customer experiences and to strengthen relationships with customers to increase sales and revenue. Lastly, in operations, the objective includes enabling employees to shift to higher value-added work through smarter operations and work-style transformation using digital technology as well as formulating new employee performance metrics that take into account the new skills required to enable the shift to higher value-added work1).


    
    　
       Table 3 DX promotion target areas and expected effects.
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   2.3 DX initiatives in Japan


    As shown in Fig. 2, many companies in Japan consider improving business productivity and adding value to products as important management issues. The development of new customers and new businesses are also viewed as important management issues by nearly half of the companies in the survey. In view of this trend, we can expect companies to continue adopting tools and applications to make their existing businesses smarter while, at the same time, cultivating new customers and developing new businesses in parallel. With the advancement of digital technology causing the boundaries of traditional industry to become ambiguous and potentially causing the replacement of businesses that have been serving as pillars of growth, the move by enterprises to improve operational efficiency is expected to bring management issues such as the development of new customers and new businesses further into the spotlight2).
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         Fig. 2 Future corporate management issues.
        

     


  



  
    3. Current state of DX


    We are currently in the midst of the fifth industrial revolution known as the digital transformation (DX), and many companies are working to promote DX. As stated in the interim summary of the Ministry of Economy, Trade and Industry’s DX Report 2, however, approximately 90% of DX projects are said to have failed to achieve their intended results. As shown in Fig. 3, there are a wide variety of reasons why DX projects do not achieve the results originally envisioned.
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         Fig. 3 Challenges in Promoting the DX Project.
        

     


    3.1 Challenges in project management


    Although DX is inherently about continuous business transformation, many cases exist where DX is organized as a one-shot project. In addition, project management might have many issues, such as projects being carried out without leadership or projects being carried out with an implicit bias against the dazzle of new and emerging technologies.


    3.2 Issues in the steps to promote DX


    DX projects are usually conducted by examining ideas based on insights that were derived from understanding the surrounding environment from various perspectives, updating the concept through small-scale verification of the examined ideas, and proceeding with the establishment and scaling of the concept. In each of these steps, a variety of issues can arise, such as failing to notice the seeds of new ideas in the ideation stage or conversely, not playing a central enough role in the organization’s ecosystem to follow through on what are regarded as good concepts or not having the capability to turn them into a reality.


    3.3 Challenges in organizational penetration and retention


    Challenges can also arise when organizations are vertically divided, show reluctance in promoting new ideas, or attempt to drive transformation across the entire organization. In DX, it is desirable to continuously update the system while conducting small-scale verifications, but if such activities have not been conducted until now, integrating these steps into the organization will be a challenge. While a variety of issues can be observed, it is important to consider a balance of core capabilities, including technology, ideas, and strengths. If this balance is lacking, the project is expected to stagnate or not achieve the initially expected results3)4).


  


  
    4. Approach to DX promotion


    NEC’s DX Strategy Consulting Division, in collaboration with other NEC organizations, can provide total NEC support not only for market research and ideation but also for the study of various DX strategies and the development of technologies, system construction, and operations to achieve DX. In accordance with the recent trend toward digitalization, NEC itself is promoting reforms to create value in the DX era and can provide support for the formulation of more concrete and feasible measures based on our own experiences.


    4.1 Two approaches to DX promotion


    NEC recommends two major approaches to DX promotion. One is the traditional waterfall approach in which a DX agenda and roadmap for the entire company and each functional area is established; followed by conceptual planning, solution planning, and a transformation preparation phase; and then finally the execution and establishment of that transformation. The other approach is to promote agile change through a series of verifications and updates, similar to the lean startup approach used in new business development after the DX agenda is finalized. Depending on the nature of the DX theme, either a waterfall approach or a lean startup approach will be necessary. For example, for customer experience transformation or new business development, a lean startup approach is used because it is necessary to proceed while verifying value, but a waterfall approach is used for mission-critical areas such as system construction.


    4.2 NEC’s consulting service for developing DX concepts


    As part of our DX offerings, NEC provides consulting services to support the formulation of DX concepts and strategies for each business, customer experience, and area of operations. We offer DX strategy planning services, DX business organization services, and other services targeting current and future businesses as well as services that promote DX for enhancing customer experiences and operations (Fig. 4).


     
        [image: 210204_07.jpg]
        
         Fig. 4 Outline of consulting services to formulate DX concepts and strategies.
        

     


  


  
    5. Conclusion


    This paper describes the targets and expected effects of DX promotion as well as the actual situation and challenges in DX promotion. In order for a company to achieve sustainable growth, it is important to build a competitive advantage through DX.


    By leveraging our own DX experiences, NEC will support the realization of DX for companies by providing DX strategy consulting services.
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    Design thinking and service design are well-known approaches to creating new businesses and achieving business innovation in a VUCA world of volatility, uncertainty, complexity, and ambiguity. Since the 1980s, NEC has been incorporating design-driven approaches and applying its experience-based knowledge of business processes and organizational structures to the creation of a wide range of businesses. More recently, NEC has applied a design-driven approach to its digital business design methodology and has been offering it to customers through its DX Design Consulting Service that was launched in April 2021. In this paper, we introduce Future Creation Design — a DX offering that is offered through the design consulting service for the purpose of accelerating new business creation and business innovation for our customers.
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    1. Introduction


    To survive and thrive in this VUCA world marked by volatility, uncertainty, complexity and ambiguity, digital transformation as well as the transformation of organizations must be a priority for companies and for the industry as a whole. Design thinking and service design are two well-known ways for companies to effectively maneuver through VUCA challenges to create new businesses and achieve business innovation1). These methods are also known for the wide range of benefits they offer, including minimum viable product (MVP) and prototyping methods to quickly formulate and test hypotheses of value creation for companies and their technologies; strengthening empathy and involvement, which are important for platform-based business creation; and collaborative ways of proceeding across value chains and organizational boundaries.


    Governments and municipalities are faced with the challenge of bridging the digital divide and building systems that ensure that no one is left behind. To address these challenges, solutions range from citizen participation in the design of services, inclusive design using design thinking, and experience design using the concept of user experiences (UX). Service design guidelines for digital government have been prepared in many countries, and activities are underway to incorporate the user’s perspective in these designs through the use of design thinking2).


     As shown in Table, NEC began its universal design initiatives in 1986. Since 1993, together with IDEO, a world-renowned design firm that is said to have created design thinking, NEC has developed the design process that is the basis of today’s design thinking and has achieved a long history of maintaining the top domestic share in the PC and global market domains3).


    
   　 
      　Table NEC’s design method history.
    　

   　 [image: 210205_01.jpg]
    


    In the 2000s, NEC’s business shifted to the system integration (SI) business with a focus on social infrastructure. In line with this shift, NEC’s design process evolved into a design consulting methodology to support customers in creating businesses and achieving business innovation and it continues to be used in various fields to create businesses.


    Nowadays the use of digital technology has become a management issue in itself, and design approaches are applied to clarify the purpose of business creation and innovation. NEC has developed the NEC Design Thinking  Framework in collaboration with Business Models Inc. (BMI), a company with global business design experience and sophisticated methods to help customers solve their business challenges (Fig. 1).
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        Fig. 1 NEC Design Thinking Framework.
      

    


    NEC’s Future Creation Design, one of NEC’s suite of DX offerings, leverages this framework and the power of digital technology to help customers drive innovation (Fig. 2).
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        Fig. 2 NEC’s Suite of DX offerings.
      

    


  


  
    2. Future Creation Design


    Section 2 presents the typical offerings and individualized programs for Business Grand Design 60 Days, Service Branding Design 60 Days, Experience Design 60 Days, and Technology Experiment.


    2.1 Business Grand Design 60 Days


    A grand design, produced during your business opportunity exploration or value proposition phase, is used to help you realize and clarify business opportunities and build a roadmap of concrete actions that need to be undertaken to achieve your vision.


    2.2 Service Branding Design 60 Days


    This consulting service is intended to help you design sophisticated branding strategies that will enable the brand and image of your business or service to achieve greater market penetration and lead to stable sales and management.


    2.3 Experience Design 60 Days


    A refined user experience is developed using prototyping verification during your proof-of-value or effectiveness confirmation phase. We offer both a collaborative approach with our customers and a coaching approach to enhance your team’s capabilities.


    2.4 Technology Experiment


    This is useful when you want to perform an experiment that combines NEC’s key assets with new technologies. For example, you can quickly test the availability and feasibility of new technologies to create sophisticated user experiences, such as training that uses virtual reality (VR) and Local 5G or a combination of face recognition, conferencing, and emotional analysis.


    2.5 Individualized Programs


    2.5.1 Research to gain insight


    By analyzing the real voices and behavior of customers and end users, we derive the essential issues (insights) that serve as the starting point for planning new services and businesses.


    2.5.2 Support for the Servitization of Manufacturing


    This program assists in setting the strategic direction that is critical for successfully building revenue streams for manufacturers from their services.


    2.5.3 UIUX Design


    We design the user interface (UI) with the user experience (UX) in mind to improve the experience and value of a service and to realize products and services that are in tune with the behavior and state of mind of users.


    2.5.4 MVP & Prototyping


    MVPs and prototypes are created in accordance with your objectives to verify acceptability, business feasibility, and viability.


    2.5.5 Smart Control Room


    By using user experience (UX) and technologies based on ergonomics and human-centered design (HCD)4), a wide variety of information that changes in real time can be used to optimize human decision making and to improve the quality and efficiency of operations in control rooms.


  


  
    3. Manufacturing Execution System of Future Creation Design


    NEC’s design consulting team is comprised of a diverse group of individuals with expertise in seven areas and the team is capable of providing solutions using design thinking in a variety of ways, from solving abstract social and corporate issues related to customers’ businesses to realizing product design (Fig. 3). Teams are organized in accordance with the project themes, and team members participate in the projects as active members to transform the businesses together with the customers.
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        Fig. 3 Manufacturing Execution System of Future Creation Design.
      

    


  


  
    4. NEC Academy for Future Creation Design


    NEC Academy for Future Creation Design (FCD) is a place to learn, practice, and develop skills to solve social issues and to design next-generation businesses with the use of digital data and NEC’s Design Thinking (Fig. 4). The program supports the development of talent to design next-generation businesses.
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        Fig. 4 NEC Academy for Future Creation Design.
      

    


  


  
    5. Implementation Case Studies


    All Nippon Airways Co., Ltd. (ANA) used Business Grand Design 60 Days to chart a course for its business using digital technology, and Itec Hankyu Hanshin Co., Ltd. used the Experience Design 60 Days coaching program. In this way, Future Creation Design is already being used for the creation as well as the transformation of business in a variety of fields.


    5.1 All Nippon Airways; Cutting-edge technology and virtual-reality (VR) applications at comprehensive training centers5)6)


    ANA Blue Base (ABB) covers an area of over 30,000 square meters and is one of the largest and most advanced training facilities in Japan and in the world. It is used as a base for human resource development to improve operational quality, encourage innovation, transform workstyles, and disseminate the ANA brand — starting with safety as the foundation for management. By introducing the latest technology, we aim to improve service quality through personalized training and to develop new services through sharing talent and ideas. For example, data on posture, procedures, gaze, and trainees’ emotional changes that could not be collected in the existing training program was collected and analyzed in real time from various IoT devices such as cameras, devices for remote gaze detection, vital sensors, and VR goggles. This information was then fed back to each individual trainee to further enhance the effectiveness of training. In this way by using new technologies and combining them with existing terminals, simulators, and mockups within ABB, we are developing new services together. Amidst the rapid headway of DX, ANA and NEC are using the latest technologies and proactively responding to digitalization to create new businesses and services that are not bound by conventional frameworks (Photo 1).
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        Photo 1 Workshop at ABB.
      

    


    5.2 Itec Hankyu Hanshin7) ; New value creation in the railway vehicle field


    In this project, the participants gained practical experience in developing new businesses that led to improved profitability by introducing NEC’s Design Thinking. Itec Hankyu Hanshin, a member of the Hankyu Hanshin Toho Group, is engaged in business development. Amidst a changing business environment, the company was faced with challenges such as the need to transform its business from a traditional contract model of business to a proposal model based on the services and business models developed by the company itself. They needed to quickly launch highly profitable businesses with an eye on the next era and to develop the next generation of talent through cross-functional interactions. We introduced NEC’s Future Creation Design, one of NEC’s suite of DX offerings, to pave the way for the company to develop new businesses that will lead to the next generation. The project was launched by mainly the younger members, and the participants were able to gain firsthand knowledge of how to create businesses and how to develop ideas (Photo 2). Based on the skills and experience gained through the program that included cross-divisional exchanges and activities to raise awareness from the customer’s perspective, the participating members are expected to actively create new value in their respective workplaces in the future.
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        Photo 2 Practical Seminar.
      

    

  


  
    6. Conclusion


    This paper explained the origins of NEC’s Design Thinking, the methodology of the Future Creation Design in the suite of DX offerings, and the characteristics and examples of use of each offering. Based on the knowledge and practical skills we have cultivated over the years and NEC’s technology, we will create the social values of safety, security, fairness, and efficiency through design consulting for our customers and contribute to the realization of a sustainable society in which everyone can fully realize their humanity.
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    Abstract


    Government interventions aimed at mitigating the novel coronavirus infection (COVID-19) pandemic have devastated the event industry. Sports, concerts, theme parks, and museums or galleries have all struggled in the face of restrictions that limit the number of people who can attend — or, in some cases, preventing any people from attending at all. In an effort to bring back the crowds without creating viral clusters, NEC is creating event environments centered around a variety of sophisticated preventative measures for COVID-19 that offer an enhanced sense of safety and security, giving people the confidence to attend in person, thereby increasing the number of visitors. More than this, NEC has developed new ways to enrich the live experience by building a hybrid environment of online and real worlds. By restoring event facilities to their places as entertainment hubs and community activities, NEC hopes to revitalize COVID-ravaged communities. By effectively implementing fan marketing to create devoted fans of the community and by encouraging event visitors to actually go out and experience the host community, NEC is confident that one-time visitors can be induced to return again and again. All of this is packaged in what NEC calls Event Vitalization DX Offering Suite, an integrated set of event and community solutions that will help towns and cities leave the pandemic behind and begin life anew.
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    1. Introduction


    For more than two years, efforts to battle the novel coronavirus infection (COVID-19) pandemic have brought ordinary life to a halt. Nowhere has the impact of these efforts been more keenly felt than in the event industry. Concerned that large gatherings of people could lead to superspreading, governments have imposed severe restrictions on the number of people permitted to attend sports events, concerts, theme parks, and exhibitions.


    In Japan, for example, strict restrictions were imposed during the state of emergency typically limiting the number of attendees to 5,000 people or 50% of the seating capacity — whichever was greater. In some cases, no audience at all was permitted. Such restrictions have made people who attended such events previously hesitant to attend public events even when permitted for fear that they might get infected. This has led to a situation in which many event venues are unable to even attract the minimum number of attendees permitted by local or national governments. Instead, online events — which were relatively rare pre-pandemic — have enjoyed a tremendous boost in popularity and are now frequently held. Online concerts and esports events (video game competitions) are increasingly becoming the norm.


    NEC has announced the Event Vitalization DX Offering Suite against this backdrop. With this set of solutions, we provide new ways of enjoyment to build an environment that promises potential visitors safety and security, enabling them to confidently attend events at large venues even under COVID-19 circumstances. More than this, however, the Event Vitalization DX Offering Suite is designed to help users prepare for and take advantage of the post COVID-19 world with features such as the ability to strengthen your team’s morale or send inspirational messages, fan marketing, facility management using robots to both attract media coverage and save labor, and other innovations. The idea is to facilitate a quick and sustained recovery as soon as possible while providing fans with convenient services such as online ordering of food and beverages, face recognition entry and payment, as well as fun functions such as smile contests using smile detection technology, augmented reality (AR)/virtual reality (VR)-enhanced sports viewing, and automatic photos taken of events.


    Event facilities act as centers where information is disseminated and that convert visitors into fans of the community, encouraging them to take the time to experience local hospitality rather than returning straight home after the event (Fig. 1). Whether they number a few thousand or tens of thousands, the presence of these visitors can invigorate struggling communities. In the following pages, we will lay out in detail the nature of the solutions NEC has developed to help bring communities back to life.
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        Fig. 1 Revitalization events.
      

    


  


  
    2. Commitment to Provision of Safer, Securer Environments


    When thousands of people all gather together in one place, breathing the same air, watching the same thing, and sharing moments of both joy and sorrow, they experience something rare and transcendent that is almost impossible to reproduce in everyday life. Under COVID-19, NEC’s goal is to bring back those experiences by providing environments that make people feel safe enough and secure enough to visit the event venues.


    2.1 Using the world’s number-one ranked biometric technology to provide contactless face recognition entry and payment


    Preregistered face information can be connected to ticket information to facilitate ticketless entry with face recognition. Combining this with the detection of abnormalities in body surface temperatures can significantly reduce waiting time and help to alleviate congestion while increasing fan satisfaction (Fig. 2). Moreover, face recognition payment systems can make possible a completely cash-free environment, eliminating the need for any contact during payment and thereby helping to minimize the risks of infection for visitors while significantly reducing the hassles of handling cash and the corresponding risks of infection for staff working at the event. NEC’s face recognition technology makes it possible to verify someone’s identity even when masks are worn and also works with colored or patterned masks.
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        Fig. 2 Anti-infection countermeasures.
      

    


    2.2 Flow detection and crowd monitoring helps prevent overcrowding


    NEC’s image analysis technology can analyze flows of people. In addition to counting the number of people and determining whether or not they are wearing masks, this technology can also gather information on age, gender, and even the degree of a smile. While the number and flow of people can be used to support preventative measures for infectious diseases, such additional information can also be used for marketing. Moreover, by setting the minimum distance between individuals in advance, the occurrence of high crowd density can be quickly detected and displayed via easy-to-understand heat maps. Monitoring of all this data helps prevent overcrowding by changing the flow of people and dispatching security guards when necessary (Fig. 3).
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        Fig. 3 Usage example of preventative measures for COVID-19 (crowd detection).
      

    


    Case study: Technology verification at Yokohama Stadium in 2020


    In October 2020 NEC participated in a consortium led by DeNA which conducted a project to verify preventative measures for infectious diseases at a large-scale event (Fig. 4). This project was intended to clarify where key hazards might be when holding large-scale events to enable the event holder to create guidelines for a safer, more secure event by effectively using information and communication technology (ICT) while making appropriate adjustments in event management methods.
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        Fig. 4 Technology verification of preventative measures for infectious diseases when holding large events.
      

    


    NEC used image analysis technology to obtain data on the transition of mask wearing rates of spectators in the stadium stands, human flow conditions in the concourses, occurrences of overcrowding, and changes in human flows around the stadium and in the entry and exit ramps. Chronological as well as correlative analyses were performed on the data obtained, combining it with other data such as changes in CO2 concentration, while taking steps to avoid crowding at the gate such as having well distributed exits. This enabled NEC to clarify the points that need to be addressed when holding a large-scale event in the future and provide support for formulating crowd management plans. This technology verification was covered by various media outlets both in Japan and abroad. As a result, numerous inquiries were received from many facility managers of stadiums and arenas, and this technology is now contributing to the creation of safer and more secure environments.


  


  
    3. Building up a Fan Base and Offering New Ways for Enjoyment


    Ensuring a stable audience is key to success in the event industry — particularly in the sports domain. Some sports teams, especially in major markets outside Japan, have all their games permanently sold out, making tickets especially hard to come by. So-called core fans are a critical source of income for sports. They are the people who show up at every game, who spend enormous sums of money on team paraphernalia, and who, according to some studies, play a leading role in bringing in new fans. In other words, creating and cultivating loyal core fans is essential to a team’s success.


    3.1 Understanding the audience is a prerequisite for fan marketing


    The first step in developing a fan marketing plan is to collect data on the fans who come to the venue. In this context, NEC’s image analysis technology makes it possible to integrate estimates on the gender and age of visitors with image analysis technology in addition to information on fan clubs and ticket purchases — all of which can potentially be leveraged to quickly create and deploy policies to lead to more effective fan marketing (Fig. 5).
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        Fig. 5 Visitor analysis for marketing (estimation of age, gender, and emotion).
      

    


    3.2 Easy-to-start, hard-to-delete fan app and common data platform


    Another effective way to capture and retain fans is to build a system that provides useful information while creating a stronger, more intimate bond between fans on the one hand and between teams and players on the other. Many teams have attempted to take advantage of this by creating fan apps, but many are either troublesome to install or are rarely used and eventually deleted. In lieu of a dedicated app, NEC offers FORESTIS which is a tool on the LINE platform — the most popular instant messenger in Japan. All the user has to do is add the LINE Official Account of events to their list of friends. This completes registration, and the user can start using FORESTIS immediately without having to install an app. This lowers the barrier to entry and minimizes the chance that the app will be deleted. Using FORESTIS as an entry point to collect data makes it possible to build a common data platform. When the collected data is combined with other data (Fig. 6) such as unstructured dataincluding the Internet of Things (IoT), services can be  customized to better meet individual needs.
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        Fig. 6 IoT platform + data utilization platform.
      

    


    3.3 New ways to watch games


    In addition to the ways fans watched games in the past, today fans expect more. Meeting those expectations requires the implementation of ever more versatile ways of watching the game that correspond to the levels and tastes of fans. For fans who want a more realistic feeling of being at a game, artificial reality (AR) and virtual reality (VR) can be used in our system in which images from cameras installed at multiple locations allow fans to enjoy the game from their preferred vantage point. We also offer a system that displays past statistics on smart glasses, enabling fans to watch the game while taking advantage of statistics to predict and interpretthe action. For fans who cannot make it to live events because they live too far away, we have created an environment where they can get together with fellow fans to enjoy the game while enjoying food and drinks in remote pseudo-stadiums set up in different locations. We will continue to grow and expand our range of services by listening to the fans to find out what they want and how they think we could improve.


    3.4 Use of robots to capture fan attention and minimize labor requirements


    NEC is promoting the use of robots at event facilities. When visitors buy drinks and food, they are served by a robot without human assistance. Using that image analysis technology incorporated into the robot, we can estimate the customer’s gender, age, and an indication of their mood by measuring their smile to customize the robot’s interaction with the customer, including talking about topics that match the customer’s estimated propensity to help relieve the boredom of waiting in line. This robot service has already been introduced at some large theme parks and restaurants to offer something newsworthy and to entertain visitors (Fig. 7). In restaurants the waiter robots bring food to the tables (Fig. 8). At hotels the room service robots bring towels and linens. These robots can travel autonomously. They can even take the elevators by themselves and are able to reliably deliver articles to specified destinations. They are therefore expected to be one way to help deal with labor shortages and to significantly reduce labor costs.
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        Fig. 7 Utilization of robots.
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        Fig. 8 Food/drink delivery robot.
      

    


    3.5 Commitment to dynamic pricing


    With a view to optimizing the prices of merchandise sold in stadiums and other facilities, we conducted a demonstration of dynamic pricing in cooperation with Kashima Antlers F.C. (Fig. 9). This project was aimed at testing variable pricing of confectionaries from locally popular sweet shops at the Kashima Football Stadium in Ibaraki Prefecture. Prices were adjusted depending on the degree of crowd density.
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        Fig. 9 Dynamic pricing demonstration experiment.
      

    


    Here we used NEC’s technology to detect the degree of crowd density. Crowd density conditions were detected in real-time using the cameras installed in the shopping area, and the resulting data was then uploaded to the Web and made public to the visitors. Prices were adjusted according to the degree of crowd density, and the impact of these changes on shopping behavior was closely monitored. We will use the data collected from this test project to help shape policies for implementation in actual stores. 


  


  
    4. Community Revitalization Centering on Event Facilities


    Event facilities such as stadiums, arenas, and theme parks attract anywhere from a few thousand to tens of thousands of people. NEC is aiming to create an environment in which event visitors can also enjoy the community itself by strolling around nearby sightseeing spots and restaurants and staying at local hotels (Fig. 10).
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        Fig. 10 Community revitalization centered on event facilities.
      

    


    In the Nanki-Shirahama area in Wakayama Prefecture, entry and payment services have been standardized at many locations from the airport to hotels, including theme parks, restaurants, stores, and other places. Visitors will be able to enjoy services and purchase goods anywhere in this area using only face recognition without the need to carry a purse or wallet. The visitors are treated warmly as if they were regular customers even if it is the first time they have visited. They will experience a special feeling that they will not experience anywhere else.


    Based on this case, we can implement a community revitalization system centered on event facilities that links various services to create an enjoyable experience for visitors. That experience will translate into an appreciation of local hospitality and make them fans of the community, eager to return and participate in future events held in that community.


    Many stadiums and arenas endeavor to increase their operational ratio and ideally achieve a facility that operates 24 hours a day, 365 days a year. That is why the companies planning to renovate an existing facility or to open a new facility are aiming at building a new city, so to speak, by developing a facility complex that includes a stadium, hotels, a shopping mall, and public facilities such as municipal offices and schools. NEC proposes, designs, develops and installs networks and ICT equipment to help these new cities (Fig. 11). We have already implemented these systems successfully in Japan and other countries around the world (Fig. 12), continually refining and enhancing them with the latest technology and best practices to offer various revitalization solutions to suit any requirements.
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        Fig. 11 Integrated and optimized ICT equipment stack.
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        Fig. 12 Installed stadium/arena solutions.
      

    


    NEC also offers solutions to control the flow of human traffic and to generate new ways for visitors to have fun during their stay by optimizing customer experiences (CX). We hope to work closely with members of local communities to integrate facility complexes into local areas and help revitalize them as we have done in Nanki-Shirahama.


  


  
    * “LINE” is a trademark or registered trademark of LINE Corporation.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Due to the spread of the novel coronavirus infection (COVID-19), safe and secure management of airports is now more important than ever before, especially in cities where tourism is essential. To carry out effective mitigating countermeasures while maintaining existing airport operations, digital transformation (DX) is critical and solutions addressing urgent issues are quickly needed. As solutions for infection control at multiple airports to ensure safe and secure operations for both passengers and airport employees, NEC has begun to provide services that fully leverage our accumulated biometrics and video analytics technologies. This paper introduces DX offerings in airport facilities management that utilize biometrics and video analytics.
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    1. Introduction


    The novel coronavirus infection (COVID-19) pandemic has had an enormous impact on the tourism industry as well as airlines and airports. However, in anticipation of eased travel restrictions, introducing certain measures to prevent the spread of infection is urgently needed for a safe and secure journey both at home and abroad. To address this need, NEC has decided to offer solutions that utilize biometric technology.


    This paper will introduce the suite of DX offerings to mitigate the spread of infectious diseases in section 2, the features of the system and the on-site commitment to introduce the services in section 3, and the DX offerings to improve convenience by utilizing biometrics and video analytics in section 4.


  


  
    2. Safe and Secure Airport Management


    2.1 Overview of DX-UX in facilities management


    The introduction of new technology while scaling up and reforming existing operations helps improve customer experience (CX) , employee experience (EX) and accelerates DX in facilities management overall (Fig. 1).
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         Fig. 1 Overview of airport DX.
        

     


    The overview of NEC’s DX in facilities management includes verification of employee health conditions and screening (core body temperature detection) and monitoring (video analysis and biometric technology) of passengers, as well as improvement of usability (ID management and biometrics).


    2.2 First step to safety and security


    NEC’s Infection Prevention DX Offering Suite is a service that provides solutions for various issues in airport facilities management. For the first step in the promotion of DX in airport management, this service helps implement border control measures that can help quickly manage urgent issues on a large-scale basis to ensure safety and security (Fig. 2).
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         Fig. 2 Infection Prevention DX Offering Suite.
        

     


    2.3 Issues in airport management and measures against them


    NEC’s Infection Prevention DX Offering Suite is designed to provide solutions for airport facilities management regarding infection control. Airports need to take measures against COVID-19 in their operations, however, it is not as simple as measuring core body temperature and health conditions. In addition to improving the accuracy of the technology and enhancing the safety of systems, solutions shoul d consider the foll owing: (1) keeping the passenger’s flow paths which is the same as before, (2) immediate availability for the on-site staff to use without complex training, (3) monitoring the conditions of the airport facilities by the management, and (4) no additional measures necessary for handling personal data and privacy.


    Consequently, NEC has considered the following points to use and manage the airport safely and securely as well as pleasantly (Fig. 3).
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         Fig. 3 Operation processes.
        

     


     
      	System that makes walkthrough detection possible and highly accurate

      	Easy-to-use screening application and monitoring system

      	Minimum necessary data design in terms of operation

     


  


  
    3. Features of the Biometrics/Video Analytics Platform


    3.1 Overview of the system


    Achieving solutions for infection control at the airport, this system is comprised of the NEC I:Delight Services1) face recognition platform, which makes possible walkthrough usage, the integrated user interface of screening applications and monitoring, core body temperature detection thermal cameras, and RGB (color) cameras that sense broad bands of red, green, and blue to capture faces for matching the registered detected elevated body temperature images (Fig. 4).
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         Fig. 4 System overview.
        

     


    Thermal cameras are installed at all disembarking gates at the airport. When the system detects that the core body temperature of an individual exceeds the threshold value, the face of that individual is acquired and sent to the face authentication platform, where a high-quality image is selected by the direction and blurriness of the face. The registered facial image is synchronized with the face matching system that monitors the hallways of the airport to get information on the routes registered individuals take. The sequence of this information is displayed on the integrated user interface to allow the airport staff to recognize the facial images of the registered individuals and their travel routes.


    3.2 Technical issues


    Preparing high-quality face images for the face recognition system is the key point in successful face matching. Preparing quality face images such as those used in passports and driver’s licenses is ideal. If the registered image has a low resolution or is blurry, the feature information cannot be extracted properly. For this reason, it is common to register an image taken from the front in a still position — without a face-obstructing object such as a hat, sunglasses, and a mask. However, the need to have the disembarking passengers stop at the gate prolongs the procedural time, which would be problematic. Due to measures against COVID-19, moreover, wearing a mask is mandatory or recommended at all airports, bringing the issue of the need to even register faces completely different from those in conventional face registration.


    The system should be usable by staff with minimal training needed. Managers should also be able to monitor current conditions effectively — even in large airports.


    3.3 Advance verification


    We estimated the behaviors of disembarking passengers and conducted advance verification in how the walkthrough registration is affected by the factors such as a facial direction, walking speed, light source location, camera installation height, subject-to-camera distance, mask pattern difference, and camera setting difference between activation and deactivation of WDR* mode. We set up a testing facility simulating an airport environment at NEC Tamagawa Plant (in Kawasaki, Kanagawa Prefecture). Obtaining cooperation from 20 employees, we conducted advance verification tests using the face recognition engine compatible with masks, which was just released at that time. In some cases, such as when a person looked down while looking at their smartphone or looked around quickly to find a place to move after disembarking, the face could not be recognized and therefore could not be registered. Also, when the subject-to-camera distance is short, the camera angle to the face became too sharp, making the image not suitable for face registration. This made it necessary to make adjustments to the viewing angle to maintain resolution even from a distance using optical zoom. We also found that patterned masks led to erroneous detection of eye positions and made it impossible to obtain the feature data. When shadows are cast on the face due to strong backlight or oblique light, the face image quality deteriorated. Detection of mask-covered faces — which we were not sure if it would work — could be performed relatively satisfactorily except for some interference from the patterns, allowing us to establish the effectiveness of the new engine. Considering these results comprehensively, we set forth the guidelines recommending modification of the camera positions and passenger flow paths to have the disembarking passengers direct their faces to the cameras as much as possible, elimination of blurriness in images by setting the shutter speed fast enough, and assurance of availability of sufficient amount of light.


    3.4 Parameter adjustment in an actual environment


    When we introduced the system in airports, there were various restrictions on camera installation positions and passenger flow paths due to the ceiling construction and the locations of the counters. Even if the cameras could be installed right in front, the passengers might look at the left and right as soon as they exited the disembarking area. So, it was difficult to get frontal images of faces in those areas. In order to register as many frontal faces as possible, a function was added to sort by the angle of the detected face. Face matching thresholds were also adjusted to eliminate false positives. As a result of these adjustments, we were able to conduct a demonstration in the presence of the client to get their approval to launch a formal operation. To sum up, it is important to have advance coordination with the client, especially in cases where walkthrough face registration is involved (non-cooperative authentication) to ensure that the cameras can be installed in optimal locations in consideration of passenger flow paths.


    As for the operability and ease of use of the system, we performed start-up procedures in cooperation with the on-site staff when setting up the system at the airport. This allowed the staff to get accustomed to the operation methods.


    3.5 Other points we considered


    Since video is used for detection in walkthrough authentication, the same individuals end up being detected multiple times. This can result in an enormous number of alarms and non-essential information on the user interface display. To solve this problem, the integrated user interface utilizes face recognition to combine multiple alarms into one when there is a similarity between faces. Also provided is a function that shows the current location of an individual on the map if that person is detected in a different location. So, it is possible to track the whereabouts of the subject chronologically. From the viewpoint of personal information protection, the data is kept only for 30 minutes after the disembarkation, which is generally the length of time passengers stay in the airport, and all the personal information is deleted from the system database when 30 minutes have elapsed.


    
       * Wide dynamic range — a function where the camera can prevent overexposure and loss of shadow detail in adverse shooting conditions with a big difference between brightness and darkness.

    

 
  


  
    4. Commitment to Future Expansion


    4.1 Linkage of IDs and services inside and outside the airport


    Because ID management with biometric authentication improves the convenience of services concerning airport operations such as airport management companies, airlines, and tenants, we are pushing forward to expand the linkage between systems in addition to checking the health conditions of departing and arriving passengers (Fig. 5).
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         Fig. 5 ID management.
        

     


    Linking biometric information with passports, boarding passes, vaccination certificates, and negative PCR test certificates and sharing that with checkpoints such as boarding, customs, and quarantine (PCR testing), can allow passengers to pass through checkpoints without showing physical credentials. Biometric authentication is also employed at facilities in the airports such as lounges, restaurants and hotels as well as various other services to simplify operation procedures and payment. As we have seen, we are leveraging the ID linkage service to push forward our commitment to providing DX offerings that achieve a seamless experience in the entire airport.


    4.2 Cloud-based data linkage between airports


    It is expected that linking data between arrival and destination airports can omit redundant operational tasks and handling passengers especially when those airports share routes. By doing so, they can also improve UX and make the airports and travel experience more pleasant (Fig. 6).
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         Fig. 6 Airport operation linkage.
        

     


    In case an organization manages multiple airport facilities, they can improve system management efficiency by linking and utilizing data in the cloud, making it possible to track the history of health conditions of passengers for smooth airport operations. Also, by using biometric information, as an authentication tool, the boarding and quarantine processes can be integrated into a system so that the burden on both the operators and passengers can be reduced.

  


  
    5. Conclusion


    We have introduced infection control solutions to multiple airports in just six months, and have successfully provided safe and secure operations with the use of our biometric technology and know-how. This could only happen with the cooperation of staff in Japan and abroad as well as our partners and customers. We are sincerely grateful to them for their efforts. NEC will continue to provide DX offerings with high convenience and increase opportunities in which biometric authentication and ID management services can be used safely and securely. In order to pursue our aim, we will optimize biometric and ID management technologies and also enhance usability so that enterprises and individual users will be able to adopt the services more easily and effectively.
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    Abstract


    Recently, in the field of urban/area development, companies cannot simply continue to provide services limited to the conventional real world due to changes in the external environment, such as lifestyle changes caused by the spread of the novel coronavirus infection (COVID-19) and the proliferation of online services. In this paper, we will focus on digital transformation (DX) in the urban and real estate fields, something which advanced companies have recently begun to address, and how DX can be applied to provide personalized services to customers, realize a seamless customer journey, and optimize space through data collection, data linkage, and utilization. In addition to describing those three initiatives and related cases, we will also introduce NEC’s Urban and Real Estate DX Suite and core data platform services that are realizing those digital transformations.
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    1. Introduction


    Recently urban and area development domains have reached a major turning point: with the spread of high-quality IT services such as Amazon and YouTube, people’s daily activities have become online-centric. When people go out, their destinations and travel routes are to some extent determined by online information and services, making it difficult for them to have serendipitous encounters, such as finding unexpected stores or products. Also, the spread of the novel coronavirus infection (COVID-19) has drastically changed the very way people live. People are spending more time at or around home, and services that can be used without having to go out to the stores, such as e-commerce and home-delivery services, are increasingly considered as purchasing options. In this social context, companies cannot simply continue to provide services that are limited to the conventional real world.


    This paper introduces digital transformation (hereinafter referred to as DX) in the urban and real estate domains, which advanced companies have begun to address in recent years. In section 2, we will discuss highly effective urban and real estate DX initiatives that have an impact on the improvement of sales of existing businesses, the establishment of new business areas, and the reduction of existing costs. Section 3 introduces NEC’s DX offerings to realize these initiatives, and then we will conclude with a summary of this paper.


  


  
    2. Urban and real estate DX initiatives


    In section 2, we will introduce three DX initiatives and case studies as effective approaches to the digital transformation of urban and real estate: providing personalized services to customers to improve sales in existing businesses, realizing seamless customer journeys to establish new business domains, and collecting, linking, and utilizing data for space optimization to reduce existing costs.


    2.1 Provision of personalized services to customers


    As customers’ needs are diversifying in terms of lifestyles, concerns, wants, and self-fulfillment, it is becoming increasingly difficult to reach out to customers on a continuing basis, even with conventional information dissemination and service provision. As such, service providers are unable to gain an edge over a variety of online services.


    In recent years, leading companies have been improving the value of the customer experience by providing personalized information and services in accordance with the customer’s situation at various customer touchpoints, including both real and digital. Specifically, we have established various customer touchpoints, including digital ones, and integrated them under a single customer ID to increase the number of customer flow routes. This creates an Online Merges with Offline (OMO) customer experience, differentiating it from conventional online services and improving sales through cross-selling.


    For example, Mori Building Co., Ltd. previously used different customer IDs for each online service, but the company introduced NEC’s ID integration platform and data utilization platform and is now using common IDs for various services and analyzing customer behavior data connected with these IDs to provide information and services tailored to each customer (Fig. 1)1).
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         Fig. 1 Hills Network installed for the Mori Building.
        

     


    2.2 Seamless customer journey


    Many companies have established digital customer touchpoints such as smartphone apps, but because these services are only for a part of the customer journey,  these services are not used by all but the most loyal customers in many cases. For example, an application that can be used at a specific commercial facility does not cover the entire customer journey, which includes transportation around the city and consumer activity outside the facility. This makes it difficult to create enough incentives for a large number of customers to use the service.


    In recent years, area management organizations and other organizations have been increasingly working to provide a variety of services that encompass the entire customer journey by establishing a common ID and interface for the entire area, rather than being limited to the service domain of a single company. This will not only increase the incentives for customers to use services, but also enable each service provider to collect data on customer attributes and behaviors across the customer journey, making it possible to approach customers with the appropriate target timing.


    For example, in the Nanki-Shirahama smart city tourism experiment (in Wakayama Prefecture), NEC’s face recognition platform was used to provide users who registered their face information on their smartphones with personalized information in a series of journeys or interactions with the customers as tourists, such as receiving personalized information on tourism signage at the airport, keyless check-in at some hotels, and face recognition at theme parks and shops2).


    2.3 Data collection, linkage, and utilization to optimize space


    When operating facilities, the number of people will differ in accordance with the time of day and location. This information cannot be completely visualized even with detailed customer contact, and the lack of such information results in uniform costs for security, lighting, air conditioning, and other services when managing the space. Also, with the recent spread of COVID-19 infections, crowd density in each space has become a major factor in business continuity and customer satisfaction. Efforts to visualize spatial data by analyzing camera images and utilizing IoT sensors as well as the distribution and analysis of such data to optimize space management costs and improve customer experience have therefore been promoted in recent years.


    For example, NTT Urban Development Corporation’s Urbannet Nagoya Nexta Building, scheduled for completion in 2022, is currently under study as a smart building that will use NEC’s onsite data distribution platform in the building to optimally manage and operate building security with robots, display information about crowding on signage, and detect suspicious activity by using cameras (Fig. 2)3).
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         Fig. 2 Data application at Urbannet Nagoya Nexta Building.
        

     


  


  
    3. DX Offerings to promote urban and real estate DX


    To realize the aforementioned urban and real estate DX, NEC has established the Urban and Real Estate DX Suite, which includes products utilizing advanced technologies — such as face recognition for entrance and exit to a facility, payments, and video analytics — and consulting services such as DX strategy formulation support and agile development start-up support. Section 3 introduces three DX offerings as core data platform services: Connected ID service, Connected Data service, and support services for management strategies in data utilization.


    3.1 Connected ID service to facilitate collection of customer data


    To provide personalized services and seamless customer experiences, it is necessary not only to integrate and link multiple customer touchpoints, but also to collect and utilize data for each customer. Connected ID service4) is a service that enables linkage between multiple customer IDs that consumers are familiar with and also enables the collection of the customers’ data. To protect privacy, however, when linking collected customer data to external organizations, users themselves can choose whether or not to link the data (Fig. 3). For example, when visiting a brick-and-mortar store, users can be shown the location of products that were their favorites in the online store, and this will enable an unprecedented OMO experience by advocating ID linkage and the utilization of customer data.
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         Fig. 3 Connected ID service overview.
        

     


    3.2 Connected Data service to distribute data between organizations


    To realize the advanced management of spaces and the provision of personalized services, an environment is required that enables the real-time, safe, and secure distribution and complex utilization of a variety of data, not only customer data, across services, organizations, and companies. Connected Data service5) is a service that enables real-time distribution of various types of data and also promotes safe data utilization by controlling authority management functions even across organizations (Fig. 4). For example, by combining data on human flow within a facility and operating data on lighting, air conditioning, cleaning robots, and other utilities, customer experiences and operations can be optimized through real-time data linkage by reducing the use of air conditioning, lighting, and cleaning robots in areas and  at times when no one is around.
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         Fig. 4 Connected Data service overview.
        

     


    3.3 Support services for management strategies to optimize data management and analysis


    To provide personalized services and achieve advanced spatial management, we must not only collect and link data through the aforementioned Connected ID service and Connected Data service but we must also create an environment to centrally manage and analyze data and then plan appropriate customer experiences and policies based on the data. Support service for management strategies in data utilization6) is a service that provides a platform to enable a variety of users with different organizations and job titles to jointly use data and also provides the total service necessary to support that use (Fig. 5). For example, we analyze data such as customer attributes as well as online and offline consumer behaviors, examine the content of the personalized information provided, review the results of how the data was used and consider ways to improve results, agile services, and marketing measures.
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         Fig. 5 Outline of support services for management strategies in data utilization.
        

     


  


  
    4. Conclusion


    In this report, we have described effective urban and real estate DX initiatives as well as case studies based on the recent business environment in the urban and area development domains, we have also described DX offerings that serve as a platform for realizing these initiatives. We believe that by deploying various applications on these platforms, we will be able to promote DX to produce effects that have not been possible with the limited digitalization to date. Also, the business environment, technologies, and services in urban and area development are being renewed on a daily basis, and new elements must constantly be incorporated. In the aforementioned DX Suite, we will work to improve the scalability and functionality of our platform services to provide agile responses to future changes in the external and internal environment.


  


  
    * Amazon is a trademark or registered trademark of Amazon. com, Inc. and/or its affiliates.

    * YouTube is a trademark or registered trademark of Google LLC.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Although many companies are working on digital transformation (DX), few are successful, and the causes of this and possible solutions are being studied and discussed. In this paper, we will describe the challenges and responses that we have found through the vaccination facilitation project of the Ministry of Health, Labor and Welfare (MHLW) as well as their solutions, and then we will summarize the contents that we infer are necessary to maximize the results of DX. We will also introduce the DX offerings we have prepared based on our learnings.
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    1. Introduction


    The term “DX” has become a matter of common usage. Since Japan’s Ministry of Economy, Trade and Industry’s report on digital transformation (DX) was released in 2018, many company executives have begun to embark on a variety of initiatives. According to a study by ABeam Consulting Ltd. in 2020,1) 60% of the approximately 500 largest companies with annual sales of 100 billion yen or more are investing 0.5% or more of their annual sales in the implementation of a DX strategy. On the other hand, the same survey, as shown in Fig. 1, was used to ask if the DX investments promoted by the companies were successful or not, and only 6.6% of the companies rated their efforts as successful.
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         Fig. 1 Groups that have achieved success with DX initiatives.
        

     


    In Fig. 2, the groups that have achieved success are compared with those that have not and shows the achievement gap in the 12 items regarded as necessary to achieve DX. The largest gaps are in the three areas of digital education for all employees, decision-making by a management team with digital knowledge, and knowledge of digital, business, and operations possessed by the DX organization — indicating that a lack of digital literacy is an issue for both management and frontline workers.
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         Fig. 2 Gap between Successful and Not Successful Groups.
        

     


    In this paper, Section 2 introduces the actual challenges and solutions identified in the project awarded by the Ministry of Health, Labor and Welfare in Japan. Section 3 discusses the keys to DX success in Japan, and Section 4 introduces specific DX offerings.


  



  
    2. Challenges of DX seen in a national project


    2.1 Urgent national project


    In early fall 2020, NEC received an order from the Ministry of Health, Labor and Welfare (MHLW) for a vaccination facilitation system (V-SYS) to provide protection against infections caused by the novel coronavirus infection (COVID-19). The system is designed to facilitate the smooth vaccination of the public and is used to exchange information on the desired quantity of vaccines, supply, and delivery locations between private companies, local governments, and the national government. In addition to building a SaaS-based (software as a service-based) system, NEC was responsible for its operation and user support. The key point of this project was that it was an urgent project. There were various uncertainties, so an agile response was required to support the system design and establish business processes within a limited timeframe.


    2.2 Challenges and solutions


    While the project was moving forward with the prompt system design and system improvements, significant issues arose due to this fast-paced approach. In particular, user support was an issue. The platform was accessed by tens of thousands of users, including not only the government but also private companies and hospitals. It was extremely difficult for users to keep up with the new systems and systems that are being developed. Here we will introduce three specific issues and the solutions we implemented.


    2.2.1 IT literacy


    1) Issue: User literacy


    
    On a typical day, the call center set up by NEC received more than 1,000 inquiries, 40% of which (Fig. 3) were about not being able to log in. Most of the problems were related to IT (information technology) literacy, such as being unable to install the recommended browser or find the e-mail that contained the login information.
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         Fig. 3 Classification of inquiries to the call center.
        

     


    2) Solution: General purpose support system


    
    Even with the user-friendly UI unique to general-purpose cloud services, such inquiries always exist. This time around, operators are prepared with basic IT knowledge to provide knowledgeable support about system operations and its surrounding environment to ensure that no user is left behind.

    


    2.2.2 Increase in number of inquiries


    1) Issue: Responding to inquiries


    
    In response to agile business start-ups and improved processes, the number of inquiries might increase rapidly, and operator resources might be insufficient. In this project as well, more than 3,000 inquiries were waiting to be answered when users faced workflows involving system operations or when updating the system.

    


    2) Solution: Efficient response and appropriate resource planning


    
    In response to this situation, NEC first classified the log of inquiries into categories by keywords, standardized the questions, and prepared a list of frequently asked questions (FAQ) along with the answers. After categorization, speed was the priority, and the FAQ appropriate for each group was emailed as an answer. As a result, the backlogged inquiries, which had numbered more than 3,000, were reduced to a few dozen in about two weeks, and the situation was successfully normalized. Also, by analyzing the number of inquiries and trends, the occurrence of similar events became possible to predict when similar events would occur and to prepare FAQs in advance, thereby successfully eliminating subsequent backlogs with appropriate resource planning.

    


    2.2.3 System Usage


    1) Issue: Reluctant users


    
    In particular, many users in the private sector were not proactive in using the system, and the workflow was stagnant in many cases. As an example, about 30% of users had not completed the process of signing documents and sending them as e-mail attachments one week before the due date, and about 20% had not completed the process even one day before the due date.

    


    2) Solution: Proactive support and business improvement


    
    Based on this situation, we analyzed the status of users and reminded them of actions to be taken by phone or e-mail. We also provided individualized explanations to users who did not know how to respond and thereby encouraged them to progress in their work. As such, the workflows of all users were successfully completed. In addition, the system was modified to improve the workflow for many users who had been stagnant so that they could easily complete all of the steps in the workflow.

    



  


  
    3. Key to Success of DX Based on Actual Cases - User Support


    When a company tries to digitally transform its operations, even if it designs a good system or workflow, it will fail if users do not use it. As mentioned earlier, 94% of companies that engage in DX regard it is a failure. The lack of digital literacy of management and front-line personnel is cited as a factor, but there is a limit to trying to compensate for these factors through education. Instead it would be more effective to start business operations first and then improve digital literacy by involving users and providing timely and appropriate support in accordance with their particular situations. Speed is the key to DX, and the use of cloud services are expected, but not everyone will be able to use them perfectly from the start. On the other hand, if we respond to every request, it will be cumbersome, and the requirements may change while designing it. To overcome this dilemma and maximize the effects of DX, we believe it is important to provide users with prompt and attentive support while focusing on speed to launch the system and to advance the business through an active approach. We also believe that recognizing the importance of such support in advance and incorporating it into the overall plan at the concept stage is the key to DX success.


  


  
    4. DX Offerings


    Based on the information we have provided so far (Sections 1–3), NEC has developed a DX offering to maximize the effectiveness of DX. Section 4 provides an overview of this DX offering and its features.


    4.1 Overview


    NEC offers a service for business process outsourcing (BPO) that is tentatively called DX-BPO and that focuses on maximizing DX results. First, we listen to learn about the client’s business and its objectives, define the support needed to achieve those objectives, set key performance indicators (KPI) as necessary, and propose an optimal plan that combines these KPIs by considering multifaceted support that goes beyond simply requiring to inquiries. The basic plan includes (1) contact center (receiving/answering inquiries from customers), (2) proactive contact center (active support by phone or e-mail in accordance with customer situations), (3) work on behalf of customers (document preparation and system operations on behalf of customers), and (4) database construction (including analyzing inquiry databases to extract customer insights) (Fig. 4). In addition, optional plans include (5) provision of educational content for users and (6) system operations on behalf of the client, whereby a staff member with expertise in education or operation can propose initiatives to promote user understanding and reduce the operational burden of the client.
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         Fig. 4 Basic plan details of DX-BPO (tentative name).
        

     


    4.2 Characteristics


    In contrast to a typical call center or business process outsourcing, the features of NEC’s DX-BPO service are as follows.


    4.2.1 Synergies from System Design and BPO


    As shown in the examples in Section 2, providing system construction and BPO as an integrated service can create synergy and be a driving force for DX promotion. When NEC provides everything from system design to operations and user support, we can propose practical and effective solutions to issues based on our thorough knowledge of system constraints and scalability. One of the values that NEC hopes to provide is the creation of an efficient improvement cycle that integrates systems and operations and includes the immediate reflection of user insights in business operations.


    4.2.2 User analysis by data scientists


    As mentioned in Section 2, when the number of users is large, appropriate approaches and their targets can be identified by analyzing the following user behavioral data:


     
      	User login status

      	Business progress by screen and function

     


    The example in Section 2 describes a situation in which the user did not perform the required action by the due date. The data scientist was therefore able to check the system log for work status, identify the delay at an early stage, and contact the Proactive Contact Center to complete the urgent task.


    Other analyses by data scientists might be used to visualize statistical trends that are difficult for individual personnel to notice and provide assistance to decision makers (in conjunction with business intelligence (BI) tools and others to present a comprehensive view of the overall business situation).


    In addition, because contact center conversation logs contain vast amounts of natural language data, it is difficult to manually check all of them and notice trends. Data scientists therefore analyze the data and add frequently asked questions to the FAQ list or identify points that lead to major dissatisfaction and result in changes in the system. In addition, by implementing chatbots and enhancing the content of the automatic responses of the chatbots in accordance with the analysis results of contact center conversations, the overload of calls to the contact center can be reduced even when the number of users increases.


    Rapid DX implementation can easily create urgent and flexible changes in operations, which can cause confusion for users. In addition, the decision makers can check the status of DX sequentially, enabling a rapid PDCA cycle. By providing the aforementioned items such as the visualization of business progress through log analysis, analysis of inquiry content using natural language analysis technology, and other methods to the DX-BPO (tentative name) plan, NEC will be able to provide a DX-BPO service that is more efficient than conventional ones. We support the realization of continuous improvement activities.


  


  
    5. Conclusion


    The term DX has become a keyword that is becoming more and more familiar to many people. On the other hand, quite a few users are resistant to the term because of its broad and abstract nature. NEC not only contributes to DX for our customers with cutting-edge technologies but also provides support to reluctant DX users. NEC acts as a partner to truly transform business for our customers. We are responsible for providing total support.


  


  
    Reference


    
      1) SAITO Gaku,KUMAGAMI Tadashi: Significance of Digital Transformation for Japanese Business, ABeam Consulting Ltd., 2020 (Japanese)

      https://www.abeam.com/jp/sites/default/files/inline-files/WP008_DX_for_Japanese_companies_1.pdf
    


  


  
    Authors’ Profiles


    
      AKAISHIRyo
    


    
      Expert

      Digital Business Offering Division

    


    
      TSUBOMasahiro
    


    
      Senior Expert

      Digital Business Offering Division

    



    
      YONEKAWAYuya
    


    
      Expert

      Digital Business Offering Division

    


    
      MOTOHASHIYosuke
    


    
      Deputy General Manager

      AI Analytics Division

    


  


  
    
      Special Issue on DX Offerings to Accelerate the Digital Transformation of Society
    

 
    
     DX Offerings to Promote Business Innovation
    

  


  NEC’s Digital Workplace — Where New Workstyles and Businesses Are Created


  
    IMANISHIMasako, WATAHIKIYukiko, HARADAFumiko
  


  
    Abstract


    Partly due to the novel coronavirus infection (COVID-19) pandemic, the digital shift is advancing on a global scale and greatly changing social values as well as individual values. To deal with this situation, companies now must acquire agility against change and greater resilience in business. NEC is no exception; the company is also making efforts to maximize the performance of NEC’s human capital by providing employees with office environments worth working in that are not only conducive to work but also increase job satisfaction by fully using technology in the corporate infrastructure as well as through cultural and institutional designs. This paper introduces various innovative solutions developed by NEC and also our DX offerings that we provide to our customers by making the best use of those innovations.
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    1. Introduction


    Because of the novel coronavirus infection (COVID-19) pandemic, the movement of people and goods continues to be physically blocked on a global scale with restrictions such as stay-at-home orders, city lockdowns, and immigration restrictions on those coming from other countries. On the other hand, the digital shift of society has advanced rapidly as seen in dramatic increases in Internet traffic and in the demand for semiconductor chips for use in data centers, and this shift is bringing great changes to individual lives as well as to society and to the economy.


    What is necessary for a company to deal with the digital shift is the agility to adapt to change as well as resilience in business. The means for achieving this is the incorporation of technologies such as artificial intelligence (AI), data utilization, robotics, and 5G into the corporate infrastructure. We also believe that transformations in the work cultures and organizations are critical to enabling employees to manifest their full potential.


    In this paper, section 2 introduces workstyle trends and cases in which NEC is endeavoring to embrace the digital shift. Section 3 describes the concept of NEC’s Digital Workplace and the DX offerings available from NEC in accordance with those aforementioned cases.


  


  
    2. Key Shifts in Workstyle and NEC’s Approach


    2.1 Key shifts in workstyle


    The digital shift of society has exerted a major impact on the way individuals work. Professor Lynda Gratton, who served as an advisor to the Japanese Government’s Council for Designing 100-Year Life Society, predicts in her book The Shift: The Future of Work Is Already Here1) that the following three shifts will occur in workstyles as we head toward the year 2025:


    
      (1) A shift from shallow generalist who knows a little about a lot to serial master who has in-depth knowledge and competences in a number of domains. Individuals are also expected to slip and slide into other areas of expertise throughout their lifetime.


      (2) A shift from isolated competitor who competes for the sake of individual achievement to innovative connector who collaborates with colleagues, partners, and customers.


      (3) A shift from voracious consumer who works in pursuit of consumption to impassioned producer who gets passionate about the work itself or regards the work itself as a great experience.

    


    These shifts will lead to the idea that individuals do not belong to companies and they will not compete with other individuals in any given job as they did in the past. They themselves will instead consider their own careers, develop their own expertise, and collaborate with customers and partners by using that expertise and by connecting with them to inspire innovation and provide value to society. In response to such new workstyles, NEC has developed several approaches.


    2.2 NEC’s approach


    The keys to better coping with the new workstyles are maximizing the use of technologies and transforming the cultural and institutional aspects of organizations. In this section, we will review actual cases showing NEC’s approach toward achieving these objectives.


    Since 2018, NEC has been transforming the work culture and creating an environment that makes it easier for employees to work by implementing activities such as office reform, the introduction of super flexible work arrangements, and the establishment of telework. As a result, the workstyle of NEC employees has changed drastically as exemplified by a telework rate of up to 85% and by 31,000 web meetings per day being held as of August 2021.


    In addition, as one of the key points of the Mid-term Management Plan 2025, activities that can enhance actual job satisfaction while manifesting the maximum potential in the performances of both individuals and organizations will be promoted under the strong commitment and leadership of top management. The following section will outline the concepts behind the application of NEC’s approach to the workplace, digital technology, and work principles.


    2.2.1 Workplace


    Although a hybrid form of work based on the autonomous workstyle of employees can be established with flexible location options in principle, the office has become a communication hub where employees gather. Also, a shared space where employees, guests, and visitors can collaborate in the co-creation of innovations is increasing in importance, and NEC plans to expand such spaces eightfold.


    2.2.2 Digital Technology


    Beyond the mere framework of IT infrastructure development, NEC uses technology as the driving force for the creation of job satisfaction by having it permeate all aspects of employee workstyles so that both individuals and their teams can be inspired to give their best performances. By eliminating the workstyle restrictions created by location, language, life plans, and other circumstances and by unleashing the power of the wide variety and the large volume of data that exists in the company, NEC can create a workplace that enhances experiences and stimulates productivity so that employees can feel connected to the worlds both inside and outside the company and can experience personal growth. In accordance with the two concepts of well-being by design and security by design, the provision of a client environment with both the security and convenience of the cloud environment for comfort, the simplification of how application forms are used and how inquiries are made by transferring them from multiple locations to a single platform, and the use of robots and AI in jobs that can be standardized enable employees to enhance their work experiences by focusing their business and creative talent on more complex and high value-added tasks. NEC also appreciates the importance of a digital community in which knowledge and best practices can be shared or developed inside and outside the company and in which a variety of data can be analyzed and utilized. Based on this idea, NEC has started the preparation of corporate infrastructure that will enable us to be proactive in making connections to enable data utilization while also taking into consideration possible issues regarding personal information, privacy, and the circumstances of different countries.


    2.2.3 Work Principles


    Regarding the reform of the organization’s culture and systems as well as the people who are supporting new ways of working, in this section we will give some examples of the mindset needed to commit to changes in the relationship between employees and employers, the introduction of job-based management, and how data utilization can enhance team strength.


    (1) Commitment to changing the relationship between
employees and employers


    
      In the future, the relationship between employees and company will be on a more equal basis in which the two parties select each other. At NEC, as a promise to realize both the career that employees themselves envision and the growth of the company, the NEC Way sets out and clarifies the values and actions of the company and employees, so the company can commit to the provision of opportunities and discretion to enable employees to make their planned careers come true. The provision of opportunities is based on the idea of career ownership, which is indispensable for the introduction of job-based management. In this way, employees can autonomously design their workstyles so that they can achieve the maximum outcomes with freedom and responsibility and so they can actively develop their careers (Table).

    


    
      
        Table Opportunity and discretion provided by the company.
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    (2) Introduction of job-based management


    
      In October 2019, NEC started reforms of its environment and culture under the human resource policy titled “NEC, for Those Who Seek Challenge” so that each employee can be ensured of having a range of opportunities to take on a diversity of challenges and growth and of receiving fair evaluations. Proactive employees who take on these challenges will shine. The introduction of job-based management is one of the reforms that aim to clarify the roles and responsibilities of each person and then reward those who have fulfilled their responsibilities. NEC considers it important to foster a culture in which diverse talents can grow autonomously and take pride in their work by reforming the environment and culture, two areas that are entwined together, into ones where they can do their best and where career ownership can be fostered.

    


    (3) Data utilization to strengthen teamwork


    
      As a measure for using data to enhance team strength, the degree of job satisfaction, productivity and mental and physical health are the key performance indicators in human resources (HR-KPI) for checking the status of an organization or team. To improve that status, we are also working on being able to diagnose the health of an organization or team in accordance with the information obtained from Microsoft 365, working hours, and personnel data as well as company-wide surveys and stress checks done at regular intervals, so that the results can then be provided to the line managers (Fig. 1).
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        Fig. 1 Diagnosis of team health and productivity (Workstyle analysis platform).
      

    


  


  
    3. NEC’s Digital Workplace — Where New Workstyles and Businesses Are Created


    3.1 Concept


        Based on NEC’s approach to maximize the use of technology in corporate infrastructure and to transform individuals, organizations, systems, and culture as described in section 2, this section introduces the concept of the Digital Workplace that NEC provides to our customers.


        The Digital Workplace is based on the premise of new ways of working and achieving better results while maintaining overwhelming productivity at the same time as demonstrating creativity through autonomous work in accordance with one’s well-being status to promote innovation and to solve social issues (Fig. 2).
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        Fig. 2 Concept of NEC’s Digital Workplace.
      

    


    In addition to the natural consequence of providing an environment where people can work safely and securely even in the COVID-19 pandemic, the Digital Workplace will also enable the realization of workstyles that take into consideration the health and psychological well-being of employees and become a place where both individuals and organization can grow significantly.


    3.2 DX offerings


        To enable our customers to maximize the use of technology in corporate infrastructure and to consider the introduction of and then quickly perform the changes necessary to transform individuals and organizations, systems, and cultures in accordance with the concept described earlier in this paper, NEC has used our wealth of experience and knowledge in the development of our DX offerings shown in Fig. 3.
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        Fig. 3 DX offerings of NEC’s Digital Workplace.
      

    


    The maximized use of technology includes the use of AI and automation, compatibility with zero trust security and cloud shift, the use of 5G, the provision of a cloudbased virtual desktop, and the use of face recognition. Strategic consulting services are being deployed to assist with the transformation of systems and cultures in organizations.


    Among these DX offerings, we will now focus on those that are particularly important for new workstyles in the future, namely, the use of AI in corporate infrastructure, data utilization, commitment to human resource reform to support the idea of career ownership, and the cultivation of talent.


    3.2.1 NEC Digital Assistant — Working with AI


    Potential issues


    The permeation of telework among businesses has led to the emergence of cases where work involving details has not proceeded smoothly, such as the coordination of meeting schedules, the settlement of expenses, or the answering of personnel inquiries, resulting in increased pressure being placed on main duties.


    Provided value


    This DX offering addresses issues that could lead to a decline in productivity for each employee by providing AI Chatbots that immediately respond to requests or questions about detailed procedures using online chats. The AI Chatbots are capable of learning and output optimal personalized recommendations. This improves the productivity of employees and enables them to focus on creative, value-added work that can only be done by humans. By providing employees with a special feeling that comes from working with AI that personalizes responses for them and in a sense understands them, employee engagement would improve.


    3.2.2 Business & data-driven agile partners — Data-driven management


    Potential issues


    In an era of rapid changes where all kinds of data is being used both inside and outside companies, efforts must be made in an agile manner to discover its value and use it in business.


    Provided value


    This DX offering replaces the conventional methods of waiting to receive the specifications provided by customers before starting development. Instead the project development moves forward in accordance with the key goal indicators (KGI) and the key performance indicators (KPI) of the customers’ businesses and we work together with the customers to design and develop the functions necessary to improve the KPIs. For example, to improve a call center’s abandonment rate, we utilized the data to identify that the best way would be to reduce the time used to process inquiries and then we developed functions for that purpose.


    Advanced IT and business skills are required to determine what functions can help attain the KPIs, and the feature of this DX offering is the provision of talent possessing both of those skills. Various AI technologies are also used in the data utilization. For example, when causal analysis is used, it is possible to analyze the causations that are hidden in the data and that are not identifiable from the correlations, the logic of things, or the mechanisms in context and then present the automatically generated causal mechanisms. This is attracting attention because it can be applied to the analysis of employee engagement as well as in the analysis of products and services.



    3.2.3 Commitment to human resource reform


    (1) Development programs for human resource reform


    Potential issues


    To win in a competitive business environment and deal with various changes, companies have an urgent need to adopt measures to remedy their human capital situation, such as securing digital talent and introducing jobbased management.


    Provided value


    This DX offering addresses the aforementioned issues related to human capital. Consultants who are experienced in human resource reforms at NEC or other organizations identify the issues of each customer based on an understanding of the strategies, policies, and other systems used in human resource management and then support the development of roadmaps.


    When the skills needed for the jobs are clarified in job descriptions through this service, the customer will not only be capable of securing talent from outside but also of improving the use of the existing talent.


    (2) Support for workstyle visualization & reform


    Potential issues


    Some cases might exist where the current rules do not match the practice of new workstyles. To address issue, supplementation of the rules using quantitative, objective data is necessary.


    Provided value


    With this DX offering, consultants perform quantitative analysis to solve problems based on a variety of log information related to workstyles and then formulate transformation roadmaps. This offering features the ability to analyze the differences between staff by flagging the talent who are regarded as high performers.


    3.2.4 NEC Academy for AI — AI training


    Potential issues


    Since the beginning of the COVID-19 pandemic, key issues for companies to consider have been the downsizing of existing businesses and the further enhancement of measures taken to shift to digital and online operations. The problems causing these actions to be delayed are the unavailability of highly specialized talent and the lack of know-how.


    Provided value


    This DX offering is a program for the cultivation of data scientists. NEC is providing the training methodology used by NEC to cultivate large numbers of AI talent as our way of giving back to society. The talents from the customer’s company are under assignment at NEC for a certain period of time so that they not only acquire knowledge but are also able to overcome barriers in practice. One feature is being able to acquire first-hand knowledge by working together with us to tackle issues that might occur in NEC’s projects.


  


  
    4. Conclusion


    To become a company or employee capable of providing higher value by transforming dramatic changes occurring on a worldwide scale into opportunities, NEC is making full use of the power of its technologies related to data, AI, and automation, and is also working to transform the culture and systems of organizations and the people in them. At the same time, NEC also provides DX offerings based on that experience and knowledge to support our customers with their new workstyles and expanding businesses.


  


  
    * Microsoft 365 is a registered trademark or a trademark of Microsoft Corporation in the U.S. and other countries.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    At the construction, operation, and maintenance sites of capital-intensive industries involving infrastructure and plant development, civil engineering, and building construction, aging facilities, information distribution and isolation, as well as manpower shortages are issues. There is an urgent need to improve the efficiency and optimization of field operations through digital transformation (DX). In field service management, it is important to obtain a sense of acceptance from the field staff and align the direction of the digital transformation with that of the DX and the information systems departments to achieve overall optimization. This paper introduces NEC’s approach to this process. As concrete examples of our shared DX offerings and efforts in co-creation with clients, we will introduce digital plants with the aim to realize digital twins for the plant industry as well as initiatives to support in-house development of digital twins through low-code development.
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    1. Introduction


    In recent years, field service management (FSM) at the construction, operation, and maintenance worksites of capital-intensive industries has been facing issues such as aging equipment, information distribution/isolation, and labor shortages. There is an urgent need to improve the efficiency and optimization of on-site operations through digital transformation (DX).


    In this paper, we will introduce NEC’s DX offerings to help solve these issues and provide case studies of shared efforts at co-creation with our clients.


  


  
    2. Challenges in Field Service Management


    Construction, operation, and maintenance sites in capital-intensive industries face shared challenges in terms of equipment and people (Fig. 1).


     
        [image: 210211_01.jpg]
        
         Fig. 1 Issues in field service management.
        

     


    2.1 Equipment: Aging facilities


    Much of the equipment in basic infrastructure and plants is aging. Because of a lot of renovation or renewal work, blueprints might not be available or might differ from the current situation, making it difficult to accurately assess the condition of facilities. When formulating a construction plan, it is always necessary to reconfirm (resketch) the site and study the route to take while viewing photographs — this can account for nearly half of the planning work.


    2.2 Quality: Decrease in work efficiency and quality due to information distribution and isolation


    Although vast infrastructure and plant facilities contain a vast amount of information regarding design, construction, operation, and maintenance, only a limited number of people have a grasp of all this information, and in many cases, information is not shared among teams. Furthermore, this information is distributed and managed across all systems and paper documents, making it difficult to obtain timely information when it is needed. This means that the preliminary preparation for production and maintenance planning must start with a search for information — a task that is said to account for approximately 30% of the total workload.


    Even in the case of new construction, information regarding the design, construction, and operations or maintenance is often created and managed separately by each contractor. To efficiently create a high-quality plan for operations and maintenance, it is important to understand the entire life cycle of the facility and to collect and manage the information in an integrated manner.


    2.3 Human resources: Labor shortage


    In capital-intensive industries, chronic shortages of labor continue because of a declining workforce, the norm of long working hours, and the image of being dirty, dangerous, and difficult (kitanai, kiken, and kitsui or the 3K in Japanese). In particular, compliance with the revised Labor Standards Act will be required as of 2024, and violators will be penalized. As a result, an urgent need exists to improve labor productivity through the full use of information and communication technology (ICT) and to work toward creating workplaces that are more appealing.

  


  
    3. NEC’s efforts in Field Service Management


    These issues are shared by many of the capital–intensive industries, and NEC provides comprehensive support from the planning stage when business issues and measures are examined to systems development and operations to maximize the effects of DX-based on-site
business reforms.


    NEC has been working on the development of a shared DX offering that involves the departments of field operations and information systems and also on a development process that allows for immediate feedback and improvement of field evaluations. Through shared planning support and agile, flexible development, we will realize the co-creation of DX with a high level of acceptance in the field.


    From Section 3.1, as a concrete example of our work with clients, we will introduce NEC’s support service for requirement development in field service management as a consulting-based DX offering that provides planning and requirement development support and formulates solutions for clients — that is to say digital plants — that aim to realize digital twins for the plant industry. We will also introduce NEC’s efforts in the development of digital twins with the aim to support in-house production through low-code development.


    3.1 Support service for requirement development in field service management


    NEC’s support service for requirement development in field service management is provided to clients such as those in the aforementioned capital-intensive industries, especially those who are unable to incorporate DX strategies and digitalization policies into concrete initiatives and are unable to successfully define the solutions needed to realize DX strategies and digitalization policies. This is a consulting-based DX offering for clients facing challenges so that together we can study and define a system to improve the efficiency and the optimization of on-site and administrative tasks.


    NEC personnel who have an understanding of business in this area will work with the clients to identify the root causes of business problems, organize the measures to be taken, and formulate effective requirements for subsequent system development, such as incorporating the measures to be taken into a business/functional overview. This allows us to efficiently define solutions that are directly linked to the realization of the client’s strategy as well as the ability to implement those solutions.


    NEC’s support service for requirement development in field service management involves six steps from problem identification to requirements verification and is provided in 105 business days (Fig. 2). This DX offering emphasizes the development of requirements for solutions that are characterized by the FSM domain as being on-site (construction, operation, and maintenance operations) and involves the ability to be implemented. In this shared DX offering, the client’s DX department and also people who are in charge of on-site operations or who have experience in the field are assigned to the project to co-create solutions.
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         Fig. 2 Steps in implementation of support for field service management requirement development.
        

     


    In addition, this DX offering provides a list of issues, measures to take, evaluations, user stories (materials equivalent to use cases of measures that can be taken), user story maps (materials equivalent to functional overviews of measures), and screen sketches. This makes it easy for clients to have a concrete image of the measures that will be taken and enables a smooth transition when clients actually request the development of those measures.


    3.2 Digital Plants


    A digital plant is a 3D visualization of a plant in virtual space and a reproduction of the plant in real space that is associated with the information on the plant’s equipment, specifications, and people. Currently, the inability to easily access scattered information and systems when on site frequently results in reduced quality and productivity. This problem can be solved by providing timely access to information and systems that are centralized and stored in a digital plant without regard to location for all aspects of plant operations and equipment maintenance.


    NEC’s concept of a digital plant is realized through the use of cloud applications, and users use a web browser. The plant in virtual space is represented by point clouds measured by 3D LIDAR, and all related information such as drawing data and maintenance history management systems can be linked to the equipment in the plant.


    A chemical manufacturer recently converted part of its plant into a digital plant. We measured the point clouds containing approximately 280 power points, including the main 5-story plant and its periphery, and used dedicated processing software to synthesize all the point cloud data, compress it, and implement it in a cloud environment. In addition to user passwords, user management in this cloud environment is enhanced with two-factor authentication for device security.


    As a first step, the client had a first-hand experience of the digital plant by temporarily linking the equipment in virtual space with the document management system in which field drawings and operation manuals are stored. Participants extracted several scenarios from the on-site perspective, such as how this could be used in actual operations or how this could significantly change the work itself.


    In the second step, we will work together with clients to examine what truly usable DX should look like in onsite operations, including 1) specific linkage methods with other existing systems, 2) combinations with NEC’s AI technologies such as predictive failure detection using invariant analysis and 3) rust/crack detection technologies using RAPID machine learning, and 4) the transformation of information access using digital plants (Fig. 3).
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         Fig. 3 Image of application in digital plant operations.
        

     


    3.3 Initiatives to support in-house development of digital
twins


    Some of NEC’s clients are attempting to solve the issues described in Section 2 by integrating data that was previously managed separately in each department, each affiliated company, and each process into a single data model and by optimizing business processes from a company-wide perspective. Resolving such issues will result in improving the profitability of the entire company.


    In the field of FSM, all the data from drawings, tests/inspections, site record photos, work progress reports, and safety indicators are integrated. In recent years, attempts have been made to map various types of integrated data onto a digital twin to share information and improve communication efficiency by transcending organizational barriers and space and time constraints. For example, there are attempts to use data recorded during on-site inspections at the time of building construction for post-construction maintenance and management.


    In addition, some companies have begun in-house development of digital twins optimized for their own business processes. In many cases, even if ready-made products are introduced, they are not used onsite. To immediately respond to onsite requests (and improve employee engagement), the decision is being made to develop in-house and to introduce agile development methods.


    In recent years, companies without advanced programming skills have been able to bring in-house ICT systems without outsourcing to IT vendors by introducing a low-code development platform (LCP). A prototype of a digital twin for FSM was developed in a short period of time using LCP, and it was confirmed that in-house development can be done without advanced programming skills as long as the functional blocks for digital twin development are prepared in advance. We also found that when it comes to actual operation, however, assurance of quality, performance, and security is essential, and advanced IT service management skills are required. For example, when rendering 3D data of a building acquired with a 3D scanner on a smartphone, the amount of data processing required for point clouds and polygons is extremely large with heavy battery consumption when using a smartphone (causing the device to get unusually hot) and prevents smooth rendering. We believe that this is an area that can be solved by combining NEC’s technologies in networks (5G, etc.), AI, and cloud systems integrators (SI) to optimize 3D model rendering for smartphones. We will continue to work with our clients to realize this through co-creation.


  


  
    4. Conclusion


    In this report, we have introduced NEC’s DX offerings and specific examples of co-creation with clients to solve on-site work issues in construction, operations, and maintenance in capital-intensive industries involving infrastructure, plants, civil engineering, and architecture. The examples of digital plant initiatives introduced in Section 3 are being exhibited as of March 2022 at the Future Creation Hub, a showroom in NEC’s headquarters (Minato-ku, Tokyo). Through this and other exhibits, we will present a new way of doing on-site work and management in the FSM field. Based on these ideas, we will promote DX to our clients through co-creation with them.
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    Abstract


    Today Japanese industries are facing the problems of labor shortages and difficulty in transferring specialized skills. With an expectation of being a solution for these problems, local 5G is attracting more and more attention as a key technology in advancing industrial digital transformation (DX). Based on NEC’s accumulated experience in network engineering provided to telecom carriers as well as our knowledge of information technology (IT) and operational technology (OT) provided to the industrial markets, we now provide our customers with an array of local 5G services as DX offerings. We are strengthening our commitment to making the most of local 5G to promote industrial DX and to producing social value through co-creation with our customers. This paper introduces local 5G, which will accelerate industrial DX and help achieve a prosperous society.
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    1. Introduction


    In Japanese industry, in addition to the issues of labor shortages caused by the decline of the working population and difficulty in transferring specialized skills due to an aging population with a declining birthrate, the issue of restrictions affecting on-site work has surfaced because of the novel coronavirus infection (COVID-19) pandemic. To address these social issues, the benefits that industrial digital transformation (DX) has to offer must be leveraged to connect all kinds of information and fully utilize information technology (IT) and operational technology (OT). By fundamentally revolutionizing business processes in pursuit of improvement of operational efficiency, industrial DX calls for remote operations and automation as major key drivers (Fig. 1).
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        Fig. 1 Key drivers to achieve industrial DX.
      

    


    To achieve remote operations and automation, networks need to have high reliability, high security, high speeds, low latency, device connectivity, easy installation, and stable mobile communications. By taking advantage of local 5G — which can meet these needs that are difficult to meet with Wi-Fi, we will help create new social value.


    This paper introduces NEC’s DX offerings for local 5G1); their features, and cases in which local 5G was adopted through co-creation with customers.


  


  
    2. Local 5G DX Offerings and Services


    We offer our customers services that leverage network strengths under the brand NEC Smart Connectivity2), which — as support for the realization of industrial DX — “wisely” connects everything they need to create new value. Local 5G is one of the components of these services
along with Wi-Fi and more. We also provide industry-specific DX offerings. By combining them with our partner companies’ excellent technologies, products, and other assets, a suite of DX offerings can be tailored to each industry and customer (Fig. 2). This enables our customers
achieve highly reliable DX in a short period of time.
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        Fig. 2 Positioning of local 5G DX offerings.
      

    


    2.1 Overview of NEC’s local 5G DX offerings


    While the introduction of local 5G is underway in various markets, many challenges have been found for the introduction of local 5G such as the complexity of networks, the difficulty of securing IT talent, and the costliness of purchasing devices. To help our customers solve these issues, we offer local 5G products as one of our service packages — including a menu of these services to use NEC’s asset equipment on a monthly subscription basis — by leveraging the knowledge of 5G technology that we have gained in the telecom carrier business (Fig. 3). We are standardizing these services and building a system so DX offerings can be promptly offered in accordance with the needs of each customer. The local 5G DX offerings consist of five services: local 5G consulting services, local 5G integration services, local 5G managed services, consulting on security requirement definitions for local 5G, and support in local 5G security architecture design.
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        Fig. 3 Local 5G services.
      

    


    2.2 NEC’s local 5G DX offerings


    The consulting category of NEC’s local 5G DX offerings includes four services; 1) support in requirement definition in which network requirements are defined through on-site surveys, 2) radio wave surveys that confirm the existence of radio waves before applying for the license, 3) 5G terminal verification that confirms the connectivity between the customer’s 5G devices and local 5G system in advance, and 4) value verification in which NEC’s local 5G devices are rented out on a short-term basis to let the customer confirm the expected effectiveness of local 5G with our services. These four services make it possible to carry out preliminary verification before full-scale introduction.


    The integration services category combines two services; 1) local 5G construction in which our experts work together with customers to define requirements, design fundamentals and details, and then build and evaluate networks; and 2) support in radio license acquisition in which our engineers who are experienced in licensing procedures aid our customers with the acquisition of a radio license.


    Three services are available in the managed services category: 1) 5G core on the cloud, 2) operation support, and 3) device subscriptions. The 5G core on the cloud service enables customers to reduce initial costs thanks to the 5G core functions being available from the cloud, and this makes it possible to flexibly increase or decrease resources in accordance with their operational plans. NEC’s customer-centric operation support service provides support in two main areas: i) network recovery support where NEC takes charge of network operations on behalf of the customer in the event of a failure and provides support for the recovery of the network by remotely isolating the sections where the failure occurred; and ii) network management support where NEC offers both configuration management and operation management that includes monitoring of the customer’s network operations in addition to isolation in the event of a failure. Lastly, the device subscription service offers a package of device rentals and maintenance for a monthly fee. As a result, the initial costs for the introduction of the devices and the costs of fixed assets can be reduced.


    The security services category offers consultation services by which security requirements that are needed for each system are defined. Also, these services can be used to clarify how the security requirements are attained in the system and provides support in designing system architecture to improve the overall security design.


  


  
    3. Features of NEC’s Local 5G Systems


    Some features of 5G are the technical characteristics that include ultra high speed, ultra low latency, and multiple simultaneous connections. Local 5G, however, is attracting attention because it can be used to build optimal networks in accordance with customer needs.


    3.1 NEC’s local 5G systems


    Local 5G consists of three major components: (1) a 5G core, (2) RAN (radio access network), and (3) a local 5G dedicated device (Fig. 4). The 5G core manages mobility and access, sessions, and subscription information. As a base station system to which the 5G devices are connected, the RAN controls communications and manages user traffic. It is divided into three sections with different functions: a central unit (CU), a distributed unit (DU), and a radio unit (RU).
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        Fig. 4 Basic configuration of NEC’s local 5G networks.
      

    


    To meet diverse needs, NEC offers a wide range of local 5G products and services. In this section, we will introduce two types of base stations — separate and integrated (Fig. 5).
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        Fig. 5 NEC’s separate/integrated base stations.
      

    


    The separate type of base station consists of different pieces of hardware for the CU, DU, and RU. This type is excellent in scalability. For example, the number of the RUs to be introduced can be determined according to the customer’s requirements, and even after their introduction, the number of RUs can be increased or decreased according to the modified requirements.


    Developed ahead of the competition, the integrated type of base station3) is an all-in-one (AIO) model that contains the CU, DU, and RU in a single housing. The compact housing enables more freedom in selecting the installation location. Moreover, thanks to a simple network configuration, fewer man-hours are required for the construction of local 5G infrastructure. Although the radio output is lower than the separate type, an integrated base station is ideal for use indoors where installation can be complicated. We expect that integrated base stations will expand the scope of applications to push forward the introduction of local 5G in many companies and thereby lead to solving the issues of our customers.


    3.2 Total and seamlessly linked networks


    Not only does NEC offer local 5G solutions that are individually tailored, we can also achieve an end-toend network specifically designed for each application by seamlessly connecting 5G slicing with the virtual tenant network (VTN) for the software-defined network (SDN) architecture. What is more, we also visualize and automate the entire network including the radio access network (RAN) in addition to the conventional local area network (LAN) and the wireless area network (WAN) by integrated management of the SDN and the RAN intelligent controller (RIC), thereby ensuring safe network operation.


  


  
    4. Case Studies — Introduction of Local 5G towards Social Implementation


    The use cases of local 5G in which industrial DX is achieved include real-time monitoring and analysis using high-definition images in production lines and construction sites. By delivering on-site video images to a remote monitoring room at ultra low latency using local 5G, it is expected that value can be created and possible include value such as the improved efficiency of monitoring operations, labor savings, ensured safety with quick anomaly detection, remote technical support from experts, and improved productivity (Fig. 6).
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        Fig. 6 Use case example: HD video monitoring.
      

    


    4.1 Case study in the manufacturing and construction industries


    While sharing NEC’s vision with some early adopters of local 5G, we are endeavoring to help them achieve industrial DX and making innovation a reality. For instance, our commitment to local 5G is apparent in the following scenario.


    In the field of manufacturing, the development of solutions for remote control and automation in factory operations is underway. Those solutions have actually been introduced in some factories to verify their effectiveness4). For example, Ricoh has introduced standalone (SA) local 5G in the Ricoh Industry Tohoku Plant. This will bring benefits such as technical support and equipment control by seamless connections from a remote location to on-site personnel and total visualization of intra-factory data. In addition, it will also make possible a new customer experience of touring the factory through the use of HD live video images5).


    In the construction industry, skilled workers are aging and retiring while the number of young workers is decreasing. There is an urgent need to dispel the conventional image of these sites as dangerous and harsh places to work so that a stable workforce can be secured. By taking utilizing the features of 5G, our efforts in remote as well as autonomous operation of heavy machinery aim to achieve a safe, secure, and pleasant work environment in addition to labor savings. NEC offers the heavy machinery remote control service6)7) that achieves smooth remote operations in a wireless network environment. We are also making a commitment to co-creation with our partner companies for the further dissemination of remote operations8).


    4.2 Innovative through co-creation with customers


    To expedite these efforts of co-creation, we operate the NEC Local 5G Lab. We have created an environment where our customers and partner companies can bring in their devices and try solutions and where use cases can be demonstrated. Simulating a construction site, the testing site at NEC’s Abiko plant was established to provide a venue to verify the effectiveness of the remote control of heavy machinery in a wireless network environment (Fig. 7).
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        Fig. 7 Innovative through co-creation.
      

    


  


  
    5. Conclusion


    This paper has discussed the features, services, and use cases of local 5G to realize the digital transformation of industry. As industrial DX advances, the demands on networks are increasing, and local 5G is attracting a lot of attention from various industries. By leveraging NEC’s expertise in local 5G and digital technology accumulated over decades in communication technologies, we will provide our cutting-edge technologies to achieve local 5G implementation in society. NEC will promote activities that focus on co-creation with our customers and partner companies as we pursue advanced initiatives to create new social value.


  


  
    * Wi-Fi is a registered trademark of the Wi-Fi Alliance.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    To respond to the rapid changes of recent years, supply chain management (SCM) reform in the manufacturing industry requires a fundamental rethinking. Firstly, from the conventional perspective of individual optimization, we must reconsider the ideal form of SCM as one based on a company-wide perspective of realizing the management strategy of the entire group company. Secondly, these reforms must be actively and highly interwoven with the evolution and deepening of the digital transformation (DX). Lastly, changes in consumer preferences resulting from the new coronavirus infection (COVID-19) pandemic, etc. must be taken into account. Based on these three points, it is essential to examine not only technology but also business processes, organizations, and human capital among other scenarios. This paper introduces SCM Advancement Support, a DX offering for promoting the digital transformation of the supply chain.
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    1. Introduction


    To respond to the rapid changes of recent years, supply chain management (SCM) reform in the manufacturing industry must more actively incorporate the evolution and deepening of the digital transformation (DX) and become more advanced to maintain or improve corporate competitiveness. The ability to maintain and improve corporate competitiveness is premised on considering reform scenarios from a company-wide perspective that contributes to the realization of company-wide management strategies, ensuring strategic rationality. At the same time, multiple perspectives must be considered in areas such as business processes, technology, organizations, and human capital based on the evolution and deepening of DX.


    1.1 Conventional supply chain management


    In the past, most SCM initiatives were confined to business units and consisted of reforms focused on existing business processes, and DX utilization was also dominated by efficiency gains through localized digitalization of business processes (Fig. 1). In recent years with the rapidly changing global situation, however, optimization is necessary for the entire company through digitalization of business and manufacturing processes throughout the company/organization to ensure business continuity, not instead of SCM reforms confined to a single department (Fig. 2).


    
      [image: 210213_01.jpg]
      
        Fig. 1 Concept of DX stages and scope of transformation.
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        Fig. 2 Current SCM issues and points to consider for SCM advancement.
      

    


    For example, centralized management of factory inventories across the country will enable appropriate inventory allocation in the event of unexpected events; this will further stabilize business activities. Thus, there is an urgent need to reconsider the supply chain for the entire group of operating companies.


    1.2 External environment in recent years


    It is said that since the 2010s we have been in an era of volatility, uncertainty, complexity, and ambiguity (VUCA). And with the spread of the new coronavirus infection (COVID-19), the world is changing on all fronts. For example, consumer tastes and work styles have changed dramatically around COVID-19. For companies to be able to respond to such unforeseen events, it is important to formulate management strategies and concepts to realize those strategies with greater consideration of agility and resilience.


    1.3 Challenges in the manufacturing industry


    New factors have impacted those around the manufacturing supply chains in recent years. For example, rapid changes in demand as well as factory closures are resulting in a reevaluation of production and procurement systems. Instead of the digitalization that was done in SCM in the past, manufacturers now find it necessary to consider DX from a company-wide cross-sectional perspective.


    However, many companies are struggling with how to formulate DX strategies and concepts, and as a result, there are cases where the business process is limited to local digitalization.


    This paper introduces SCM Advancement Support, a DX offering to help advance supply chain DX.


  


  
    2. NEC’s View of the Key Points of SCM Advancement


    Based on the issues described in Section 1, NEC believes there are three main points to consider for SCM advancement.


    (1) Perspectives on DX utilization


    
        For example, internal and external data would become centralized through the use of technology, and decision making would be quicker through insight analysis based on raw data.

    


    (2) Consumer perspective


    
        For example, the customer journey changes through the use of digital technology and must be reconstructed, an understanding of customer needs can be gained through personalization and digital marketing, and customers can be retained and educated about these needs.

    


    (3) Group-wide perspective


    
        For example, company-wide, cross-functional organizational transformation is possible through the use of digital technology, group strategies must be identified, and organizational transformation centered on digital technology needs to be advanced.

    


    On the other hand, risks such as the COVID-19 pandemic, which caused disruptions in the supply chains, are still possible in the future. So, in addition to the three points mentioned earlier, agility and resilience are also essential in the formulation of a concept for SCM reform.


    Agility


    
        For example, by building data infrastructure that connects data held across departments, supply chain managers can quickly implement alternative plans for switching suppliers, production plants, and distribution routes based on the visualized results and thereby avoid a complete disruption of the entire supply chain in the event of an emergency.

    


    Resilience


    
        For example, the scope of impact on the supply chain can be minimized in the event of an emergency through surplus collateral such as having multiple suppliers of raw materials, increasing the number of production plants by having bases in multiple locations, and securing multiple distribution routes by air, sea, land, and so on.

    


  


  
    3. NEC’s Strengths


    NEC’s strengths are the following two points (Fig. 3).


    
      [image: 210213_03.jpg]
      
        Fig. 3 NEC’s strengths.
      

    


    
        (1) NEC has the capability to perform the entire process from the asking of Why and What in the phases of strategic planning and conceptualization that help realize management and business strategies all the way to solving the question of How* through the establishment and implementation of the solutions.

Our DX strategy consultants, who also have a wealth of knowledge on reaping the benefits of DX, act as organizers of sorts and conduct strategy planning and formulate concepts while always keeping in mind the ultimate goal of realizing the management strategies. Based on our rich experience and know-how in system construction and business transformation for clients in various industries and business sectors, we will determine the optimal solutions and bring them to realization.


    (2) As a manufacturing company, NEC has been positioned as a target for reform, and our strength lies in highly effective consulting services that are not just idle talk. Rather, our expertise comes from first-hand knowledge gained through the implementation of various corporate DX projects such as those involving the reform of our internal businesses, organizations, and culture (Fig. 4).

    


    
      [image: 210213_04.jpg]
      
        Fig. 4 Example of NEC’s digital transformation as a manufacturer.
      

    


  
    * Refers to business processes, IT, organization/human capital, rules/systems, etc.

  


  


  
    4. Case Studies


    Utilizing the capabilities described in Section 3, NEC has extensive consulting experience with clients in a variety of industries and sectors, including the manufacturing industry.


    4.1 Major manufacturer A: Support in concept formulation for SCM advancement


    We conducted a quick assessment of the client’s situation and proposed focus areas/scenarios and a way to proceed with the project. We adopted a companion approach based on intensive discussions with the client and supported the formulation of a concept for SCM advancement.


    4.1.1 Quick assessment to rethink corporate mission


    In the course of interviewing individual departments about their individual solutions, we found that while the corporate mission of the entire company had been visualized, the vision of the company as a whole was unclear (Fig. 5). Taking account of this, we reviewed both the mission and the vision.


    
      [image: 210213_05.jpg]
      
        Fig. 5 Image of top scenarios organized by goal.
      

    


    Based on the results of this review, we have instituted a hybrid strategy, adding a new differentiation strategy (enhancement of social value) to our existing cost leadership strategy (maximization of profits), and have organized these goals so that they can be attained.


    4.1.2 Planning measures based on “To-Be” model


    NEC’s DX knowledge and methodologies were used to organize key measures to achieve the client’s goals (Fig. 6).


    
      [image: 210213_06.jpg]
      
        Fig. 6 Image of measures organized by scenario.
      

    


    In addition to organizing measures from the perspective of business processes and considering how to facilitate further understanding of the use of technology and consumer needs, NEC also proposed scenarios for the reform of organizations and their rules as well as reform of the organizational culture based on the knowledge gained by our own transformation. In addition, the study of measures and scenarios was conducted not only from the standpoint of the client company itself but also from the standpoint of the rationality of the management strategy of the entire group as well as the agility and resilience of the entire supply chain based on analysis of future changes in the external environment, including the COVID-19 pandemic.


    4.1.3 Prioritization and roadmap creation


    After organizing the measures, they are then arranged into a pattern according to their relationships with each other; prioritized based on their degree of difficulty, feasibility, and realization effects; and then organized into a roadmap (Fig. 7).
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        Fig. 7 Priority assessment and roadmap.
      

    


  


  
    5. Conclusion


    In this paper, in addition to the existing issues in the supply chain of the manufacturing industry, we have introduced some key points and case studies in considering SCM advancement for the New Normal era based on the weaknesses in the supply chain exposed by the COVID-19 pandemic that brought about a global crisis.


    NEC strongly supports the construction of supply chains with greater agility and resilience for the success of our customers’ businesses by leveraging both the knowledge in consulting and the experience in system construction experience we have cultivated through the transformation of our manufacturing customers and our own knowledge as a manufacturing company.
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    Abstract


    We are now in the era of volatility, uncertainty, complexity, and ambiguity (VUCA) in which severe changes can be constantly expected. In such times, a shift is required from conventional KKD management (relying on kan (intuition), keiken (experience) and dokyo (courage) to make management decisions) in Japan to data-driven management using algorithms and data. This paper discusses the reason why data-driven management has been gathering attention in businesses as well as the issues that customers face with the introduction of data-driven management at their offices. Lastly, this paper also describes a use case of the introduction of NEC’s DX offerings into a customer’s company.
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    1. Introduction


    1.1 What is data-driven management?


    Data-driven management1)2) enables users to perform informed decisions in accordance with data provided to achieve business objectives. For example, a weather forecast says that the probability of rain is 80%, so you bring an umbrella with you. That is data-driven decision making. The idea of data-driven management is to objectively understand events by analyzing and using data and continuously make data-driven decisions based on those results to accumulate corporate growth.


    1.2 Effects of data-driven management


    Establishment of data-driven management is expected to result in the following effects:


    (1) Highly objective understanding of events based on data


    (2) Standardization of complex decision-making criteria based on analytics using AI and other technology


    (3) Accurate, quick decision making based on visualizations such as graphs, etc.


    Implementing data-driven management enables quick responses to market changes so both an increase in sales and a decrease in costs can be achieved at the same time.


  


  
    2. Background


    Companies that practice data-driven management are more likely to have higher probabilities of success than those that do not. Also, the rate at which their businesses grow is seven times higher than that of the growth rate of the global gross domestic product (GDP), and the increase in their corporate value is also noticeable. Now in an era of rapid change, companies that succeed will respond quickly to changes through data utilization, making it an era of success for them.


  


  
    3. Customer Challenges


    Customers aiming at data-driven management are facing the following four issues.


    3.1 Data silos


    Good insights are often hindered by insufficient data for analysis in companies3). The data is usually stored at isolated locations throughout organizations or departments and it is controlled by different people. Even if you can specify what data is needed, you will have difficulty getting access to the data in a timely manner and be unable to gain any data-driven insight. This is caused by socalled data silos. For timely access to necessary data, the elimination of data silos is a significant and urgent issue.


    3.2 Education and mindset


    In companies where KKD management (decision making based on intuition, experience, and courage) is established, the traditional way of doing business is often regarded as being problem-free, so data-driven management has difficulty being established in such situations. In such cases, people need to understand that data-driven management can improve operation efficiency and help the company achieve better results and that KKD management is no longer capable of handling recent situations. Then, what should be done next is to set key performance indicators (KPI) for each office or company and incorporate them in their operations by linking the KPI with the data. To advance any business reforms, it is necessary to foster a mindset in which decision making should be based on data and to let people experience the success that can be obtained by using data at work.


    3.3 Return on investment


    Even after the return on investment (ROI) is explained specifically to decision makers of companies, they often don’t find any advantage in data-driven management. Those decision makers cannot judge if it is really effective because data-driven management is very different from the traditional way of business. This hinders the decision of investment and therefore makes it impossible to advance the project. In such a case, it is recommended for them to start the project with a small investment to verify the effects of the data usage. Then, they can gradually increase the investment according to the project scale while checking the results.


    3.4 Inter-organizational linkage


    When IT departments develop data analysis environments without coordinating with the operations department, some details necessary for analysis by the operations department may be omitted, often resulting in unusable analysis or inability to obtain the analysis results desired by the people in the field. If this occurs, it is necessary to establish a cross-functional organization that can compile the detailed requirements of the business units and agree on the objectives/outcome targets for the use of the data analysis from a neutral standpoint.


  


  
    4. DX Offerings for Data Usage


    To solve the aforementioned issue, NEC provides DX offerings that enables data to be used optimally as shown in Fig. 1.


     
        [image: 210214_01.jpg]
        
         Fig. 1 DX offerings for data usage.
        

     


    4.1 Assessment for data usage


    After sharing the client’s business goals with the relevant parties, a workshop is conducted to select focus areas and identify issues that must be overcome to achieve the business goals, and then an assessment is performed to formulate a roadmap to reach the goals. NEC also proposes DX offerings, which are described later, for realizing the roadmap (Fig. 2).
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         Fig. 2 Outline of data usage assessment.
        

     


    4.2 Support for planning the deployment of data usage platform


    This service aims to create a roadmap to increase the value of the data the customer already owns. This is achieved by first identifying the current and desired state of data usage, examining typical use cases of the data in combination, formulating a data usage strategy roadmap for achieving the business goal, and finally proposing a specific system architecture.


    This system architecture is based on NEC’s rich experience in introduction of data usage platforms over twenty years. It is practicable at the level of the field engineer and is an offering for developing the scenario of data usage in collaboration with the customer (Fig. 3).
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         Fig. 3 Outline of data usage platform introduction planning support.
        

     


    4.3 Management strategy support (Introduction of platforms)


    This is an offering to build infrastructure based on the system architecture defined in the data usage platform deployment planning support. It proposes architecture and operation of infrastructure that can expand in line with growing requirements, such as by continuously building up use cases, increasing the number of users in stages, adding functions, and responding to data growth.


    Proposals of small models are also possible, which enables customers to start with just a small investment when deploying a data usage platform (Fig. 4).
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         Fig. 4 Outline of management strategy support (introduction of platform).
        

     


    This offering provides the expertise in data usage in stylized forms so the data usage values can be verified in a short period. Application of NEC’s secure development/operation guidelines makes it possible to handle the key data in a secure manner.


    4.4 Data catalog compilation/data quality visualization


    Once a data catalog is compiled, various problems occur such the lack of data that can be used for analysis in the operations department.


    It is hard for the data analyzing personnel to identify what kind of data is stored in which location. Even when the design document is available, it is still hard to understand the significance of content in the business. In this DX offering, the customer is interviewed on the significance of data and its positioning in the business, and based on the results of the interview, the data is reorganized in the form of a catalog.


    In addition, when problems occur such as missing data or data not being created according to the rules, a quality inspection is performed to ensure that the data can be utilized, and a report is issued on the current state of the data (Fig. 5).
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         Fig. 5 Outline of data catalog compilation/data quality visualization.
        

     


    This offering provides NEC’s expertise which enables the customer to develop the first version of the data catalog, data quality rules and data addition/updating process in a short period of time.


  


  
    5. Case Study: Citizen Watch Co., Ltd.


    In FY2019, Citizen Watch started a new mid-term management strategy under the group’s midterm management vision of “Innovation for the next — Sense the time and create an impression for the future. ”


    The company is working on a project to build a data usage platform as one of their measures to further strengthen their ability to respond to the ever-changing times (Fig. 6).
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         Fig. 6 Scenario for Citizen Watch Co., Ltd.
        

     


    5.1 Background of issues


    The existing data warehouse (DWH) of the company had mainly accumulated sales-related data, with virtually no manufacturing, process, or accounting data.


    In addition, when each department within the company requested the use of data such as sales progress by period or actual fixed costs, the data mart had to be designed and developed manually each time, requiring a considerable amount of man-hours.


    We aimed to build a standardized data usage platform to integrate the data managed by different group companies in different departments and business categories and utilize it across the entire company.


    5.2 Results of introduction


    Using NEC’s DX offerings for data usage platform deployment planning support, Citizen Watch proceeded with the introduction of data-driven management; creating the data model suitable for analysis to be stored in the DWH, as well as the rules applied to the data model creation according to each purpose.


    NEC analyzed actual data by receiving the data structure information, called the schemer, from Citizen Watch. First, we checked the present status such as the contents of data, the linked locations and the table definitions. Then, based on the overview of the status, we identified the table definition information and integrated entire data structure, so that the customer can keep and access the required information more efficiently.


    After this process, the key points were identified based on NEC’s expertise, and discussions were repeated to create the rules for data model creation that is valid even when new data is generated in the future.


    A large number of issues were uncovered in the process of arranging and integrating the data, such as having to unify the structure of sales data among group companies. These issues were also important in determining the direction of future system construction.


    These actions have enabled us to develop a culture and processes that allow people from various departments and positions to quickly utilize the data they need and solidify the foundation for our customers to implement data-driven management.


  


  
    6. Conclusion


    From planning to introduction, operation and back to planning again, data usage is not simply a waterfall process. Instead, the cycle as shown in Fig. 7 will continue as the customer’s business grows.
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         Fig. 7 Process of data use of customer.
        

     


    NEC’s strength lies in its know-how in proposing data utilization to a large number of customers as well as in its DX offerings for data usage that can support this cycle at any stage. NEC will continue to help customers realize data-driven management through proposals based on these DX offerings.
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    Abstract


    Today, one concept more than any other is driving the way businesses are structuring for the future. Digital transformation (DX) promises to revolutionize everything from products and services to business models. But this transition can’t happen on its own. To get there, companies need workers with the skills and knowledge to understand, manipulate and deploy data and digital technology to meet the needs of customers and society. With DX talent now in high demand, companies worldwide are struggling to recruit competent DX talent, increasing the need for DX human resource development. NEC has launched the NEC Academy for DX, a one-stop service offering solutions for DX human resource development required for the digital age. We will describe that program in this paper and examine a number of case studies conducted at NEC Academy for DX that demonstrate the effectiveness and efficacy of this program.
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    1. Introduction


    For businesses to survive and thrive in this new era requires comprehensive business model reforms at every level in all industrial areas where data and digital technology are tightly integrated into every aspect of a business’s operations. Shortages of staff with the requisite skills in digital transformation (DX) is now a serious societal issue. DX Report 2 (Interim Report) compiled by the Ministry of Economy Trade, and Industry in 2020 stresses the importance of developing the necessary human resources to push DX forward1). Another report, DX White Paper 2021, published by the Information-technology Promotion Agency, analyzes the DX human resource shortages faced by Japanese companies in terms of both quantity and quality, concluding that the need to scale up training of DX talent is urgent2).


    At NEC Academy for DX, the trainees are organized into three different groups or “strata” to facilitate the development of targeted policies (Fig. 1). The first stratum is composed of people who will work exclusively in the DX domain, implementing the latest technologies to transform and maintain digital businesses. The second stratum consists of the DX execution talent. These are the people who design and carry out various business or organizational operations and projects that leverage the power of digital technology. Finally, the third stratum is comprised of all employees who are now required to utilize in their daily activities the digital technology deployed by the organizations they work for.


    
      [image: 210215_01.jpg]

      
        Fig. 1 The three strata of DX trainees.
      

    


    Going forward, it is safe to assume that most companies in most industries will attempt to accelerate their efforts to promote and implement DX. Recruiting and training skilled DX talent to achieve their efforts is now a matter that requires immediate attention.


    In this paper, we will examine the skills required by DX talent in the digital age, discuss the points to bear in mind when training them, and introduce NEC’s DX Human Resource Development Offering by looking at various case studies of the NEC Academy for DX.


  


  
    2. DX Human Resource Development Approaches


    In our view, training of DX human resources can be separated into three main phases: decision making in DX human resource strategies, practical DX human resource training, and continuous diffusion of DX culture (Fig. 2). The first phase — decision making in DX human resource strategies — is predicated on exhaustive research into possible policies and projects. In the second phase — practical DX human resource training — DX specialists are trained in all aspects of the field so that they can play a leading role in the achievement of DX at the company and are expert enough to train other employees in DX literacy. The third strand in this multi-layered training involves continuous diffusion of DX culture. This can be done by offering continuous DX training courses and supporting the DX talent at the company.
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        Fig. 2 DX human resource development approaches.
      

    


    When DX promotion is implemented, it invariably sends shock waves reverberating throughout the company, radically reforming its business models and challenging traditional ways of management. To ensure success, it is critical that these three phases be cycled repeatedly and that top management be fully committed. Nor is it sufficient to focus on DX specialists and DX users. All employees — including ordinary employees who would not normally interact in a deep way with technology — will need to habituate themselves to the new ways of doing business. They will need to relearn things they think they are accustomed to (reskill) and they will need to continuously learn new things in order to internalize a mindset dedicated to DX promotion. Only when all employees are united in the shared goal of reforming the company’s business operations, as well as its structures, processes, cultures, and environments, only then will it be possible to take up the bold challenges necessary to establish their competitive superiority.


  


  
    3. Key Points When Training DX Talent


    When promoting DX, operational planning and development involves close cooperation between multiple staff each of whom has a different skill set. Working together, they execute a particular project by choosing and adopting optimal technologies and solutions to achieve the benefits DX has to offer. Below we highlight the key points — clarified through the DX training endeavors carried out thus far — that we believe must be taken into consideration and applied according to the three strata of the DX trainees (Fig. 3).
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        Fig. 3 Knowledge and skills needed by DX trainees.
      

    


    3.1 All employees


    While specialists and planners design, develop, and implement digital technology, it is all employees who will interact with that technology on a daily basis, using it to achieve the company’s goals and leveraging in service of their daily tasks. To overcome any latent fear of change, these employees will need to understand the value brought by DX and to acquire basic knowledge of digital technology (AI, IoT, cloud, etc.) (Fig. 4). This means they will need a level of data literacy sufficient to enable them to accurately interpret and evaluate data for utilization in various tasks while making data-driven, logical decisions. They also should learn how to operate and utilize the various business systems which have been expanded and upgraded to an extremely sophisticated level via digital integration and play an active role in providing feedback on how to improve and enhance the system for actual utilization in their daily operations.
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        Fig. 4 Key points when training all employees.
      

    


    To accomplish this, a wide range of training programs and seminars must be offered that will enable all employees to acquire the requisite knowledge and skills of DX.


    3.2 DX execution talent


    These are the people responsible for planning and promoting competitive digital businesses. In order to successfully transform a business, the DX execution talent have to be able to design roadmaps that clearly delineate the end goals and chart out a course for reaching those goals. This means not only having a grand vision, it also requires a clear understanding of essential business issues that need to be addressed and the ability to select the technologies most appropriate to solving those issues (Fig. 5).
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        Fig. 5 Key points when training DX execution talent.
      

    


    When promoting DX that transforms conventional onsite operational flows, it is necessary to validate the proposed value through proof of concept (PoC). At the same time the judgment points for the introduction have been clearly defined, while obtaining cooperation from busy on-site departments. The DX execution talent are also responsible for assessing the business value of a technology validated through the PoC process even when it has already been extensively applied to other on-site departments and similar operations.


    DX execution training requires training programs centered around various past DX cases in the same industry and other industries, workshops for learning how to implement DX and obtain design thinking, and accompanied coaching for new business creation and operation reform.


    3.3 DX specialists


    These are the people who make digital transformation a reality. Responsible for implementing the digital businesses planned by the DX execution talent, DX specialists need to have specialized knowledge in fields such as data science, AI, and cybersecurity, as well as the IT skills necessary to implement and operate digital technologies. Also important is enthusiasm for learning new things while actively keeping an eye on rapidly changing digital technology.


    A number of references are available that allow us to measure the skill levels of DX specialists. For example, the Japan Data Scientist Society released a checklist to define the skill levels of business capability, data science
capability, and data engineering capability3) required for data scientists who play a central role in the technological aspects of DX at a particular company. For definition of the skill levels of cybersecurity talent, the Workforce Framework for Cybersecurity (NICE Framework) published by the U.S. National Institute of Standards and Technology is useful. In Japan, the Security Body of Knowledge (SecBoK) human resource skill map released by the Japan Network Security Society4)5) is another valuable source of information.


    To optimize training, DX specialists should be provided with opportunities to repeatedly practice problem solving utilizing digital technology through various simulations such as mock projects and machine exercises, as well as opportunities to actually work through real projects (practical on-the-job training).


  


  
    4. DX Human Resource Development Policies


    Garnering training knowhow gained in the areas of AI, security, cloud, and design thinking, NEC launched the NEC Academy for DX, which is a one-stop service to support DX human resource development required in the digital age. The training policies adopted at the academy are introduced below (Fig. 6).
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        Fig. 6 DX training policies.
      

    


    4.1 DX literacy training for all employees


    The NEC Academy for DX offers training programs for DX literacy in which all employees learn the basic skills they need to function in the DX domain. These programs can help deepen their understanding of what can be accomplished with digital technologies that support DX (AI, IoT, cloud, etc.), how those technologies can be utilized to create value, as well as the importance of learning to use DX and the risks of not using it.


    4.2 DX business training for the DX execution talent


    With a view to accelerating digital utilization in business departments, it is necessary to offer DX Human Resource Development Offering (e.g., AI/data utilization planning support) that include groupwork, ideathons, and OJTs. While studying representative usage cases of DX, course participants can learn the key points regarding business planning and become accustomed to utilizing AI and data. After participating in simulations (workshops and homework) that combine operation-specific, industry-specific domain knowledge and digital knowledge, they take part in repeated hands-on OJTs with accompanied coaching.


    4.3 Enhancing the skills of DX specialists


    To enhance the practical capability of DX specialists, DX Human Resource Development Offering is recommended that combine machine exercises, project-based learning (PBL), and OJTs in fields such as AI and cybersecurity. NEC has launched an adjunct service called the NEC Academy for AI, where participants can be trained as competent data scientists. Trainees in this academy learn to utilize data analysis and AI in their businesses through OJT and PBL case studies with guidance from mentors who are active on the front lines of various fields6).


    NEC also provides yet another service called the cybersecurity training ground. Designed to train cybersecurity talent, the cybersecurity training ground puts trainees in the thick of the action through simulated attacks on system vulnerabilities. This lets them experience the actual damage that such attacks can generate and push them to come up with a rapid and robust response. Through this experience they can acquire the practical skills they will need to build robust systems able to withstand cyberattacks. DX specialists can only obtain the skills to solve the real-world challenges they will face by actually experiencing those challenges in hand-on simulations. At NEC, our priority is to develop DX human resources equipped with all the tools and knowledge needed to take on real-world challenges with confidence, which is why we place emphasis on the provision of opportunities for practical experience.


    4.4 Future prospects of the NEC Academy for DX


    While implementation and utilization of digital technology are moving forward with surprising speed, that progress could slow down if shortages in DX human resources are not soon met. Working closely with our clients, NEC Academy for DX supports the training of DX talent on a continuous basis, while promoting strategies to develop DX human resources and disseminate DX culture through each company. Over the next three years, we hope to graduate 6,000 DX personnel ready to work at companies committed to DX7).


  


  
    5. Conclusion


    This paper has discussed the training methodology for the DX personnel based on the case study at NEC Academy for DX. The need for skilled DX personnel has never been greater, yet concern that Japan will fall behind in DX is increasing. Competition between companies for the few available competent DX human resources puts enormous stress on any business hoping to make the transition to the digital future. Because it takes time and money to train DX talent, it is important to commit to start training DX talent as early as possible. By sharing the DX human resource development methodologies NEC has developed in-house, we will help our customers increase their labor productivity and international competitiveness, thereby contributing to the achievement of a human-centered digital society where everyone can make secure and effective use of digital technology.
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    Abstract


    In response to enormous progress in technology as well as the acceleration of the digital shift and the increase in uncertainty triggered by the novel coronavirus infection (COVID-19) pandemic, digital transformation (DX) is now an urgent matter for companies to tackle. To enable companies to promote DX so that they can increase their cooperate value while keeping a clear eye on the direction in which they should go, the transformation of their human capital and organizations that support their DX strategies is essential. In this paper, we will first discuss the type of human capital and organizations that are regarded as necessary for DX and then we will introduce NEC’s DX offerings that support our customers as we accompany them in the digital transformation of their human capital and organizations by leveraging NEC’s accumulated experience in the digital transformation of NEC’s own human capital and organizations.
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    1. Introduction


    In response to the opportunities presented by the novel coronavirus infection (COVID-19) pandemic, the digital shift has accelerated, consumer behaviors and values have become increasingly diversified, and digitalization has progressed more than expected because of the interconnections between people, companies, and society. Companies can no longer delay the promotion of digital transformation (DX) to improve their corporate values and respond quickly to drastic changes in external environments. The obstacle to achieving DX is a shortage of in-house talent. Companies must develop talent who can agilely implement DX throughout the company by incorporating the latest technologies so that they can achieve their goals that were impossible with conventional ways of thinking. Against this backdrop, NEC has started providing DX offerings to support the DX development of human capital and organizational transformation by leveraging our accumulated experiences in NEC’s own digital transformation.


    The Japan Management Association conducted a survey on DX promotion issues which was given to executive officers of companies. According to the results of the survey, about 90 percent of the respondents answered that the shortage in DX talent is their main issue — this percentage was much higher than those who said that the inability to draw DX vision roadmaps was an obstacle. This data backs up the fact that there is a shortage of talent regardless of what DX policies are made.


    What kind of human capital is needed to become DX talent? NEC defines DX talent as those who can use digital technology to solve social and managerial issues and those who create new values for society. This definition, however, is rather abstract, so we tried to clarify it more as we describe it in section 2.


  


  
    2. Prerequisites for Talent Required in the DX Era


    2.1 What are the behaviors necessary to bring about a digital transformation?


    To quickly and accurately cope with drastic changes in external environments, the four behaviors shown in Fig. 1 are necessary.
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         Fig. 1 Environmental changes and required behaviors.
        

     


    (1) Agile promotion of operations


    
        Because of increased uncertainty and the future being difficult to predict, talent must proceed with a focus on speed and take action as soon as possible even if plans which are incomplete or small-scale. To carry out this series of operations, talent who can lead the project is required.

    


    (2) Data-driven discovery of a means


    
        In the midst of an accelerated digital shift, talent must be able to understand the current conditions and come up with data-driven solutions to accurately grasp changes in customer behavior, business climate, workstyles, and employee expectations.

    


    (3) Cross-departmental promotion


    
        To provide new customer experiences and to promote business reform agilely, companies need to have talent who are capable of directing and operating company-wide projects by gathering the knowledge beyond the barriers between divisions and departments as well as between business and IT areas.

    


    (4) Practical use of the latest technology


    
        Rapid advances in technology make it more likely that we can do what was previously unachievable. To accomplish business goals and solve a wide variety of issues, talent who can plan how to leverage the latest technology are needed.

    


    2.2 Need for DX talent


    The ideal DX talent who demonstrate the desired behaviors described in section 2.1 are defined for general purposes in Fig. 2. Customer-specific DX talent is defined in the DX talent reinforcement program’s shared offering, which is described in section 4. The training programs are planned in accordance with those definitions.
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         Fig. 2 Examples of DX talent.
        

     


  


  
    3. How to make the promotion of DX in an organization


    Now let’s take a look at how DX should be promoted in an organization. From the perspective of a model common to companies that have been successful in a digitally competitive environment as shown in Fig. 3, we explain it based on the discussions in The Technology Fallacy by Gerald C. Kane, et al.1). The book argues that “digitally mature organizations are: less hierarchal and more distributed in leadership structure; more collaborative and cross-functional; encouraging of experimentation and learning; more bold and exploratory, with a higher tolerance for risk; and more agile and quick to act.”
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         Fig. 3 Common model among successful companies in a digitally competitive environment.
        

     


    Also required is organizational design that also gives consideration to the securing of trained talent and their retention. In this design it is important that the functions of the organization and the required talent be clarified (organizational design and staffing plans), opportunities for active roles be provided in a planned manner (staff placement plans), skills and career paths be visualized (skill management), and performance targets as well as a fair and equitable assessment system that align with organizational goals be established (target management and performance assessment). All these need to be combined with talent reinforcement and development.


  


  
    4. DX Offerings for Organizational Reform and Human Capital Provided by NEC


    To help customers achieve organizational reform and the human capital necessary for the DX era as we have discussed, NEC provides a wide variety of offerings. This section introduces three major services that NEC has to offer.


    4.1 Overview


    NEC carries out its shared offerings with customers in two approaches to help them attain the organizational reform and the human capital necessary to promote DX. The first is a “hard” approach for items that can be documented and formalized such as visions, strategies, organizational structures, and operational details and rules. The second is a “soft” approach for items that are difficult to document or to formalize such as skills in terms of personality, interpersonal relationships, leadership, decision-making patterns, and awareness.


    Reform is difficult to achieve with one of the two approaches alone. We recommend promoting DX with a combination of both approaches. Some of NEC’s DX offerings for which many inquiries have been made recently are shown in Fig. 4.
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         Fig. 4 Two approaches to DX.
        

     


    4.2 DX offerings for the hard approach


    Based on fit-gap analysis of current conditions, NEC offers the following three services targeted at a range of activities from organizational design to talent management (Fig. 5).
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         Fig. 5 List of DX offerings for the hard approach.
        

     


    (1) Assessment of organizational reform and human capital


    
        The overall picture of the transformation ranging from organizational design and staffing plans to staff placement plans, skill management, and target management are assessed and then the points to be improved and priorities are clarified. Because this assessment is based on a framework resulting from the practical experiences at NEC, the assessment can be completed within the short period of one month.

    


    (2) Support for organizational design and staffing plans


    
        As a follow-up to the assessment described in section 4.2.1, organizational functions, required positions, job descriptions, and staffing plans are determined.

    


    (3) Support for the implementation of talent management


    
        After the planning described in section 4.2.2 has been completed, the details in staffing plans, skill management, and target management are decided. As effective ways to retain existing human capital and obtain new skilled talent, give opportunities to trained talent, show them attractive career paths, and change the assessment system to the one that highly rates challenges.

    


    4.3 DX offerings for the soft approach


    In accordance with the issues and needs of customers, NEC provides the following three DX offerings.


    (1) DX talent reinforcement program in shared offering


    
        The necessary skills for the DX talent are derived from definitions such as those in the list of examples in Fig. 2, and then the necessary training programs are established in accordance with the gap analysis of those skills that are needed and those skills that the talent currently possess. Also carried out in this offering are investigations into methods of assessing the training results and into the availability of opportunities. This offering flexibly meets customer needs by setting the scope of the talent to be targeted in the members of the DX promotion and IT departments for example (Fig. 6).
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         Fig. 6 DX Talent reinforcement program — shared offering.
        

     


    (2) Change leader training program


    
        This program trains the leaders who will promote DX, conduct the company-wide transformation, and build comfortable relationships among people in the cross-functional company teams. Not only do they learn methodology from attending lectures, they are also coached in how to apply the DX scheme to practical tasks in their businesses (Fig. 7).
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         Fig. 7 Change leader training program.
        

     


    (3) Support for reform of organizational culture


    
        This offering supports our clients as they perform continual activities to realize the ideal form of the organization by examining its strengths, features, concerns, troubles, and obstacles found in the practical activities to bring about the transformation. In many cases, the reforms are first launched in a specific section of the company rather than on a company-wide scale (Fig. 8).

    


     
        [image: 210216_08.jpg]
        
         Fig. 8 Support for organizational culture reform.
        

     


  


  
    5. Conclusion


    In this paper, we first introduced the capabilities of staff and organizations that NEC regards as necessary in the DX era. Then, we discussed the DX offerings that NEC provides for the talent reinforcement and organizational reform needed for digital transformation. These offerings are based on NEC’s accumulated experiences in our own organizational reform and talent reinforcement as well as various NEC’s assets. These offerings therefore contribute to the realization of speedy and realistic reform. By accumulating more experiences in the provision of such offerings, NEC will enhance our assets to further improve the value provided to customers in the future.
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    1. Introduction


    The importance of cybersecurity awareness has been increasing accompanied by the further advancement of digital transformation (hereinafter referred to as DX) at companies and other organizations.


    This paper introduces the trend of cybersecurity underlying in the background and the features of NEC’s cybersecurity businesses, as well as security services to support DX and our unique menu of DX Offerings.

  


  
    2. Trend of Cybersecurity


    As companies and other organizations push forward DX, various systems are now connected with each other, further accelerating the use of PCs and other devices both in the office and remote locations. So, there are more devices connected to the Internet, and from the attacker’s point of view, this means that there are more targets that can be attacked, and it is easier to penetrate more deeply into the network once they succeed in compromising the system. In addition to conventional attackers whose purpose is to get money, there are an increasing number of highly skilled attackers whose purpose is to harm the economic security of the targeted country.


    Companies and other organizations are now exposed to cyberattacks that jeopardize their operations, making cybersecurity a bigger management issue than ever before.


    To address these situations, the Japanese government proposes three directions including “advancing digital transformation and cybersecurity simultaneously” to ensure free, fair, and secure cyberspace in Cybersecurity Strategy1) released in September 2021 (Fig. 1). This report discusses the concept of security by design (SBD) that ensures cybersecurity from the stages of planning and designing systems for various tasks, products, and services and the need for concurrently promoting the commitment to digitalization and cybersecurity — that is the strategy called “DX with Cybersecurity”.
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        Fig. 1 Issues and directions of the Japanese government’s cybersecurity strategy.
      

    


    In other words, companies and other organizations will be needed to achieve DX with cybersecurity and continue operations while cyberattacks are becoming more intensified and advanced. To achieve this, a mere addition of cybersecurity measures will not suffice. It is instead required that cybersecurity be considered, introduced, and operated from the stage of planning a system to be prepared for incidents and accidents that may occur in the future.


  


  
    3. Features of NEC’s Cybersecurity Operation


    We have broken down the concept of SBD into creation of secure products, maintain security of products, and protection from attacks (Fig. 2) based on our belief that the topmost importance is not to stop our customers’ businesses. Not only do we sell products, we also offer various services that cover the entire lifecycle of a system ranging from planning and design to development, management, and monitoring.
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        Fig. 2 Required cybersecurity measures.
      

    


    Whereas PCs and other devices as well as business applications all exist in-house in a conventional office environment, it should now be assumed that a company’s system is accessed from devices outside the company and a third-party cloud is used in a DX and telework environment. The conventional idea of thinking that it is safe as long as the system exists in-house is no longer valid. It is now required that all the communications from devices to applications be checked to see if there is any problem in terms of security (zero trust). It is also necessary to implement an activity to eliminate vulnerability of devices and systems all the time (cyber hygiene).


    Based on this concept, we have put together our knowhow and technology for products and services to solve the security issues of our customers (Fig. 3) and provide a menu of DX offerings. In Section 4 and thereafter, we introduce the services to be provided at each stage of system planning, building, and operation, as well as the human resources development programs which foster cybersecurity talent.
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        Fig. 3 NEC’s security service.
      

    


  


  
    4. Security Consulting Service


    To achieve DX with cybersecurity, it is not enough just to provide strategies to prevent cyberattacks that are becoming increasingly sophisticated and skillful. It is also necessary — from the planning and conception stage of DX — to examine protection of privacy and basic compliance policies for security regulations and guidelines set forth by a government agency.


    At NEC we offer a variety of security consulting services for information system departments (IT), product development departments (IoT), and production departments (OT) of our customers who are committed to DX. These services feature: (1) utilization of knowhow gained through security measures in our in-house systems that have been built and operated for a long time, (2) numerous results of consultations by the holders of security certifications such as Certified Information Systems Security Professional (CISSP) and Registered Information Security Specialist (RISS), as well as the members of international standardization committee members, and (3) compliance with various security regulations and guidelines.


    We also offer various DX-focused consultation services, including assessing security risk, supporting security policymaking, supporting maintenance of secure development and operation systems and processes, supporting maintenance of security incident response systems and processes, and supporting designing of product/system security. Now let’s take a look at a case in which security assessment and maintenance of secure development processes was introduced.


    One of our customers in the financial industry was having an issue of strengthening the security measure of their IT system in apprehension of risk of cyberattacks when transitioning the system to the cloud due to DX. So we conducted a security assessment (threat analysis) of the DX system and found a few dozens of vulnerabilities for threats such as spoofing and unauthorized access, making it clear that measures against threats were insufficient. Consequently, we proposed various security enhancement measures based on zero trust principles. We also supported the construction of secure development processes for their IT system based on the SBD concept. As a result, security was taken into consideration from the upstream stage of the development of their newly developed IT system, thereby reducing the number of vulnerabilities detected in testing processes and operation stages and reducing backtracking man-hours.


    In addition to this case, we have also contributed to the strengthening of security by supporting secure IoT product development in manufacturing and OT policymaking in critical infrastructure.


  


  
    5. Professional Service


    This is a total support service by our security professionals that supports a wide range of stages from planning and design to construction and operation.


    To achieve the above-mentioned zero trust and cyber hygiene, it is not the best way to introduce products and services individually. It is necessary to properly set products and services and having them operate in concert in order to perform continuous and secure observation of the system communications and eliminate their vulnerabilities.


    This requires advanced expert knowledge regarding design, construction, and operation in security. The lack of this knowledge may cause security risk due to erroneous setting, for example.


    The Professional Service offers risk-related support and features the following.


    
        	Supporting design, construction, and operation based on the SBD concept

        	Leveraging the expertise of experienced engineers who have introduced, built, and operated numerous products

    


    Taking advantage of the wealth of knowledge, we provide a menu of DX offerings that helps achieve prompt introduction of security measures. For instance, we offer the Professional Service to help introduce the cloud security edge (Zscaler Internet Access) service. This supports a series of operations including hearing requirements, setting parameters, and implementing and testing a system, as well as giving operational instructions to customers’ administrators, pertaining to Zscaler Internet Access designed to build a secure Internet access environment. We also provide a menu of DX offerings for Microsoft’s cloud services.


    In the future, we will add operation support services to the Professional Service to continue to provide total support. At the same time, we will continuously improve our menu of DX offerings and security services that help our customers shift to cloud services of providers such as Microsoft and AWS.

  


  
    6. Managed Security Service


    In addition to firewalls that are already subjects of monitoring, devices brought outside the office by employees (endpoints) and their access operations to clouds now need to be monitored critically due to the increase of telework and shifting to clouds-based workstyle. This has resulted in further advancement in security management and monitoring operations and increased workload as well. NEC offers managed security services that address these issues.


    The ActSecure χ Managed Security Services (Fig. 4) support our customers’ safe use of clouds by monitoring security logs from clouds to endpoints.
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        Fig. 4 ActSecure χ Managed Security Services.
      

    


    One of our DX offerings, the Cloud Security Log Monitoring Service monitors alerts generated from firewall/proxy services on clouds. When alerts are detected, their importance is judged and reported to the customer. In the meantime, the communications for which alerts are generated are blocked. Besides, the Endpoint Security Log Monitoring Service (planned for release) judges the importance of alerts generated from security tools installed on devices and promptly implement initial measures such as quarantine of devices and interruption of suspicious processes (Fig. 5).
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        Fig. 5 Endpoint Security Log Monitoring Service.
      

    


    The ActSecure χ Managed Security Services combine our proprietary intelligence employed for monitoring NEC offices, AI and security analysts. In consequence, it offers quick and efficient monitoring at high precision on a 24/7 basis and support the improvement of our customers’ security.


  


  
    7. Security Human Resource Development


    In order that companies and other organizations may accelerate DX securely, it is essential to develop adequate human resources. They are expected to promote the design and implementation of security of systems based on the SBD concept and to execute them in practice. Many of security exercises, however, focus on follow-up measures after the occurrence of an incident. So NEC Group has developed practical exercises to incorporate security design and implementation effectively and incorporated them into the human resource development program (Fig. 6).
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        Fig. 6 NEC Group’s security human resource development programs.
      

    


    Taking the initiative in the industry, NEC launched a permanent exercise environment for system engineers called the NEC Cybersecurity Training Ground in 2019. Since then, more than 2,800 people participated in this program. The participants learn the importance of secure construction through the experience of first building their own robust systems with secure architectures, and then going through an exercise in which their system is actually attacked. Then they carefully review their experiences and acquire practical security design and implementation capabilities and incident response skills.


    Also we have been holding an in-house contest called NEC Security Skill Challenge, in which more than 5,000 people have participated since 2015, to visualize the skills of our employees. The results are linked to professional profiles systemized by governmental and industrial institutions* to find and train potential candidates for security personnel.


    What’s more, we have turned these practical training programs provided for NEC Group engineers into services in the menu of DX offerings available to customers. They are NEC Cybersecurity Training Ground Exercise and NEC Cybersecurity Stadium Exercise, which is a capture-the-flag (CTF) competition. By using these services, our customers can improve their practical skills to build secure architecture and take incident prevention measures as well as find and develop employees who have potential skills.


    For example, we conducted the NEC Cybersecurity Training Ground Exercise at Tokyo’s Shinjuku City Office using a version customized to their needs. The result not only exhibited improved skills of the city office personnel but also their increased awareness in operational issues they face such as information sharing.


  
    * Security Body of Knowledge (SecBoK) human resource skill map (NPO Japan Network Security Association), i Competency Dictionary (Information-technology Promotion Agency, Japan), etc.

  


  


  
    8. Conclusion


    This paper has discussed the increasing importance of cybersecurity accompanied by the advancement of DX, the need for companies to introduce comprehensive security measures from planning to operation based on the SBD concept, as well as a variety of NEC’s security services and DX offerings that meet that need. While continuing to support DX at companies and other organizations, NEC will contribute to the achievement of a safe and secure society.


  


  
    * CISSP is a registered trademark of International Information Systems Security Certification Consortium.

    * Microsoft is a registered trademark or a trademark of Microsoft Corporation in the U.S. and other countries.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The use of cloud services in corporate IT systems is accelerating because of the advancement of digital transformation (DX), workstyle reform, and conditions during and after the pandemic of the novel coronavirus infection (COVID-19). With this shift, IT service management is becoming increasingly important for reviewing and improving conventional IT system operations. This paper describes the DX offerings provided by NEC as a solution to achieving the ideal state of IT system operations. We also explain the multi-cloud operation service and DXera monitoring that use ServiceNow, an IT service management system with a global track record in designing digital workflows that underlie NEC’s suite of DX offerings.
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    1. Challenges in IT System Operations


    In the past, most IT systems ran inside on-premises server rooms or data centers with each business unit and system using solutions from separate IT vendors, resulting in systems being implemented in a siloed manner and using proprietary tools, processes, and on-site operation systems.


    The improvements in network and security technologies in recent years, however, have led to the widespread use of remote and on-demand services. This has facilitated the introduction of cloud services in corporate IT systems.


    This trend is further accelerated by the advancement of digital transformation (DX), work style reform, and conditions during and after the pandemic of the novel coronavirus infection (COVID-19) as well as multi-cloud services that can speedily use multiple clouds in accordance with the business at hand, ensuring that the use of IT by the right person in the right place is becoming mainstream.



    In response to customer needs in this area, NEC has formed alliances with global vendors to jointly develop menus of DX offerings and to strengthen delivery systems. Alliances include the first corporate-level strategic collaboration in Japan with AWS in the U.S.1), expanding collaboration in areas such as global 5G and digital government2)  as well as expanding strategic partnerships with Microsoft3) and ServiceNow4). As the shift to multicloud computing progresses, the number of IT system environments in use will increase and lead to a rise in the complexity of platforms that are required for operations.


    With regard to this trend, we believe that a greater focus will be placed on achieving the ideal state of system operations by improving operational quality and by reducing workloads through the overall optimization of siloed platforms as well as the standardization and automation of increasingly complex operational processes. This will enable customers to shift IT personnel to higher value-added tasks, reduce costs for operations and maintenance, and channel money into new investments.


    The following challenges are some of those that need to be addressed to achieve the desired state of system operations.


    Challenges at the management level


    
        	Reform the IT cost structure and streamline operating expenses (OPEX) to enable investments in new strategies such as DX

    


    Challenges in IT departments


    
        	Optimize quality, cost, and delivery (QCD) for the operations of the entire information system
Support for siloed operations that have different operational management processes, tools, or personnel for each platform and system

        	Secure IT talent
Assign talented personnel who plan and draft IT strategies in DX promotion to handle operation and maintenance management tasks on an around-theclock basis


        
            	Transition to remote operational services because of work style reforms and COVID-19 conditions during and after the pandemic

            	Support for manual operations that require an onsite workforce

        


        

    


  


  
    2. DX Offerings


    To help customers address the aforementioned challenges and realize the ideal system operation, NEC offers ITIL-compliant best practice tools for multi-cloud system operations management (functions/processes) and a wide range of standard operations for cloud environments as an all-in-one DX offering (Fig. 1).
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        Fig. 1 DX offerings.
      

    


    This DX offering is a service that provides the use of a system operation management infrastructure that can support various platforms in on-premises environments and multi-cloud environments such as AWS and Microsoft for a short period of time in a small start and that then expands the scope of application as needed to achieve the desired system operation.


    These measures will enable the integrated operation and the management of multiple systems — including existing systems, the automation of operational tasks, and the sharing of information in real time regardless of location. This will thereby help customers improve the efficiency of their entire ICT environment, reduce operational burdens, and quicken the response to emergencies.


    The value provided is the overall optimization of system operations by integrating operations management — including existing systems — regardless of platform. The main benefits are as follows.


    
        	Reduced operational loads by linking APIs with various tools and by automating cloud-based operational tasks around the clock


        	Real-time sharing of information among stakeholders via the portal regardless of location


        	ServiceNow’s cloud service and its standard operation menu enable a small start in a short period of time


        	ServiceNow is available as a managed service, so in accordance with the scope of service, upgrades or maintenance do not have to be performed by the client

    


    This DX offering is a managed service for operations that incorporates NEC’s standard operation processes — backed by years of operational experience — into ServiceNow, which sets a new global standard for platforms used in operations management. The DX offering leverages the strengths of both ServiceNow and NEC to enable quick starts on a small scale.


  


  
    3. IT Service Management to Support DX


    Because DX is about transforming businesses, IT service management has the important role of supporting businesses as IT and business become more and more closely tied in the DX era. In conventional systems where systems are installed and used until they can no longer be supported, the main function of IT service management is to ensure the stable operation of the systems as originally intended at the time of initial installation by using forms that have already been created for incident management, capacity management, and other areas of system quality control and to ensure error-free operations by following established procedures. In the DX era, however, the businesses and the services provided by the system are directly linked, so the system needs to change flexibly in accordance with the business situation. IT service management must not only ensure stable operation of the systems but the management of IT services also determines whether or not the services provided by the systems contribute to the achievement of business goals. These services must be constantly improved with business strategies in mind.


    Also, for a business to achieve a successful digital transformation, newly emerging technologies and cloud services must be proactively incorporated, and the IT service management system (ITSMS) — the framework that supports IT service management — must be able to respond quickly and flexibly to these new technologies and cloud services. NEC has been working to enable this by creating an ITSMS framework for the DX era based on revamping ITSMS from the perspectives of standardization, cloud utilization, and automation.


    3.1 NEC multi-cloud operations


    NEC’s multi-cloud operations, an offering launched in February 2021, is a digital workflow mechanism. It combines NEC’s standard operational business processes — cultivated through outsourcing services provided to more than 6,000 companies for over 30 years — with ServiceNow’s ITSM (IT Service Management) and ITOM (IT Operations Management) (Fig. 2).
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        Fig. 2 NEC multi-cloud operations.
      

    


    NEC has long been working to standardize IT service management and has used this approach to design service operations, create procedure manuals, and provide operation services. Over the years, however, this has resulted in the creation of a huge amount of documentation for each client, making the work involved in operations extremely complicated. As a solution, NEC launched multi-cloud operations that uses standardized processes, but the process is executed in accordance with a digitalized workflow instead of constantly referring to the documents while running operations. This results in fewer mistakes, expedited work, and improved service operations.


    Improvements in the quality of operation services were also achieved from an automation standpoint. In contrast to the past where personnel were required to report operational failures by phone or e-mail and then enter the details into an incident management form, reports received from the monitoring system with NEC’s multi-cloud operations are automatically registered into the incident management database and dispatched to operations personnel. Furthermore, since the status of incidents can be checked on the Web, concerned parties can check the incident status without having to contact operators each time to inquire about the status of the incident response.


    Another benefit provided by NEC’s multi-cloud operations from the perspective of automation is that configuration management, including asset management, is also automated. Asset management is a system that compiles IT service management targets such as server equipment and software into a list, and information about the relationship between the targets is the configuration management information. If this configuration management information is not kept up-to-date, it can lead to errors in judgment and unexpected major failures, and this makes updating the information a very stressful task. The configuration management database (CMDB) of NEC’s multi-cloud operations has been revamped to enable centralized management of configuration management information that has been shared with related parties and also enable the automatic collection (discovery)  of configuration information from managed systems to ensure that the database is always kept up-to-date.


    3.2 Monitoring in the DX era


    The aim of IT service management is to continuously provide services that meet user expectations while minimizing loss of value by responding to changes in the environment and needs, and this requires constant observation and checking of the quality of services provided to users. System monitoring is therefore one of the most important functions of IT service management, and the monitoring function needs to be updated to meet the demands of the DX era.


    To maintain and improve service levels in modern digital services, it is important to monitor the following four golden signals defined in Google’s Site Reliability Engineering (SRE)5).


    (1) Latency


    (2) Traffic


    (3) Errors


    (4) Saturation


    Latency refers to the time it takes to service a request; traffic is the measure of how much demand is being placed on your system; errors are the rate of requests that fail; and saturation is a measure of your system fraction, emphasizing the resources that are most constrained. Conventional infrastructure-centric monitoring can monitor some of the saturation levels, but other indicators must be read from application logs and other information sources. Nowadays, however, application performance management (APM) products make it easy to monitor the golden signals. With the ability to monitor not only on-premises systems and IaaS (infrastructure as a service) but also cloud native environments such as containers, serverless functions, and various managed services from major mega-cloud vendors, APM is evolving into a mainstream monitoring tool in the DX era. APM can be used to monitor critical indicators of business such as the golden signals. When a problem occurs with the service, incident reports and dispatching to respond to the problem can be automatically performed by the NEC multi-cloud operations via the application programming interface (API).


  


  
    4. Conclusion


    In this paper, we described system operations for clients who are implementing DX in their organizations. To ensure that system operations do not impede the progress of digital transformation in the DX era, operation services need to respond flexibly to the speed of change, and the provision of IT service management that focuses not only on the system but also on the customer’s business is becoming increasingly important.


    We will continue to build an IT service management system that can respond to new technologies and new cloud services and that can lead our customers’ DX advancement by leveraging the expertise in system operations that we have cultivated over the years.


  


  
    * Microsoft is a registered trademark of Microsoft Corporation in the United States and other countries.


    * ServiceNow is a trademark or registered trademark of ServiceNow, Inc. in the United States and other countries.


    * Google is a trademark of Google LLC.


    * All other company names and product names that apear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Digital transformation (DX) has become a key to survival for organizations. The establishment of IT systems and services that enable organizations to promptly respond to changing business needs is no longer just an option, but a requirement. To rapidly roll out DX offerings to address this challenge and to ensure the safe and stable use of the systems and services offered, NEC has developed the NEC Digital Platform (NDP), a common platform that brings together NEC’s strengths. This paper provides an overview of NDP and also describes the characteristics of its development/execution platform as well as its operation/management functions that enable us to meet a wide range of customer needs.
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    1. Introduction


    Since the Ministry of Economy, Trade and Industry (METI) released a report titled “Report on Digital Transformation: Overcoming of ‘2025 Digital Cliff’ Involving IT Systems and Full-fledged Development of Efforts for Digital Transformation” (the DX Report) in September 2008, the term DX, otherwise known as digital transformation, has spread and many companies have become more aware of the importance of digitalizing their business. The subsequent spread of the novel coronavirus infection (COVID-19) has further amplified this awareness, turning digitalization efforts into a deciding factor between corporate success and failure.


    In this rapidly changing and unpredictable environment, organizations are increasingly called upon to analyze data as well as quickly launch and continuously improve services that meet the true needs of customers. Without the right IT systems in place, it would be impossible for organizations to flourish. To address this challenge, NEC has developed the NEC Digital Platform (NDP), a cloud service that provides a common platform to quickly and flexibly resolve customers’ issues. This platform is first being rolled out in Japan with plans to expand globally in the future.


    NDP will use cloud-based, advanced technologies; improve connectivity with other systems and services; and apply multi-cloud operation management while leveraging NEC’s extensive experience and knowledge in meeting diverse system needs. This will enable customers to use cloud services with greater stability and peace of mind. Furthermore, by combining standardization based on best practices with flexibility to meet diverse requests, NDP will provide a basis on which to support NEC’s suite of DX offerings that are designed to solve the challenges facing customers.


    This paper first provides an overview of the NDP in Section 2, followed by an explanation of the development/execution platform as well as the functions for operation and management in Section 3. Finally, we introduce a proof of concept (PoC) application that was developed using NDP’s functions.


  


  
    2. The NEC Digital Platform


    As shown in Fig. 1, the architecture of the NEC Digital Platform (NDP) is comprised of two groups: commercial products and standardized assets. The commercial products group contains five layers: software as a service (SaaS), platform as a service (PaaS), infrastructure as a service (IaaS), network, and edge computing. Through these layers, value is delivered directly to the customer. This is supported by the standardized assets group that contains the operation and security layers that provide the platform for development and execution as well as the functions for operation and management. By using a common platform made of this architecture, NEC will be able to quickly provide high quality DX offerings that contribute to solving a variety of issues for customers around the world.
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        Fig. 1 NEC Digital Platform architecture.
      

    


    In particular, by leveraging NDP’s standardized assets, NEC aims to accomplish the following goals through the cloud service.


    
        	Develop cloud-native methods to enable the quick provision of better services

        	Centralize operation methods and structures to enable the provision of appropriate service levels

    


    For the rapid provision of better services, we are mainly promoting the streamlining of UI development, unification of execution environments for containers and provision of knowledge, and provision of references for data utilization as related to the development/execution platform.


    In addition, for appropriate service levels, we are working to standardize processes and tools based on ITIL to achieve the fit-to-standard approach.


  


  
    3. The Functions of the NEC Digital Platform


    This section describes what NEC delivers through use of NDP’s common global platform.


    3.1 Characteristics of the development/execution platform


    NEC has prepared development frameworks and tools to deliver systems that meet customer needs in a timely manner. However, it has been difficult to increase speed and flexibility, because the execution environment differs from project to project.


    As a solution three measures based on NEC’s technical capabilities have been implemented in the NDP. These three are: limiting the types of execution environments for developed services, providing development environments that assume an operational execution environment, and supporting the launch of development projects. These measures enable us to provide a consistent software lifecycle from development to execution and operation, thereby improving development efficiency and implementation methods.


    3.1.1 Component-oriented user interface development


    Intuitive use of the system without hurdles for users is one of the keys to maximizing the effectiveness of service utilization, and the user interface (UI) is an important factor to achieving that. However, it is a difficult task to develop a variety of services while pursuing both speed and flexibility to create a look and feel in UI that best meets the needs of both the market and customers. In contrast, the development of component-based user interfaces (CoUI) enables increased speed and flexibility in the upstream, implementation, and operational phases.


    CoUI focuses on the universality of the CRUD (create, read, update, and delete) operations in the components of the services and uses standard components, which have two major characteristics.


    One is that we are expanding the range of components with a set of UI designs and implementation libraries that can be used in prototyping tools. This enables quick and flexible trials in the upstream process during the proposal/design phase w here demonstration models (demos) are created in prototyping by copying and pasting components. In addition, as a result of these trials, the optimal library can be quickly utilized and implemented during the implementation phase to accelerate the development speed of services.


    The other is that our design philosophy incorporates Atomic Design, a methodology used in component design that emphasizes reusability, and CoUI components are set at the optimum granularity to avoid becoming monolithic. As a result, during the operation phase, the maintenance of a range of equipment can be minimized for greater speed and flexibility in response to change.


    3.1.2 Uniform execution platform and improved development platform for containers


    Until now, the standardization of service development has been a challenge, because it is necessary to first understand the execution platform that differs for each project before proceeding with development.


    The NEC Digital Platform has improved the speed of development by unifying the execution platform for production and by creating a development platform to attain delivery to the execution platform as standard.


    For the execution platform, we adopted Kubernetes (K8s), which is the industry’s standard platform for containers, to create uniform methods for deploying applications and scaling systems and then we added non-functional requirements for commercial use.


    To be more specific, in addition to designing an environment where container images can be acquired without going through the Internet, we have included
the non-functional requirements that are essential for corporate activities such as the encryption of communications, access control, and vulnerability detection.


    The development platform has an automated build/test deployment mechanism that is triggered by source code changes and deployed to the execution platform without going through the public Internet. This improves quality, cost, and delivery (QCD) in microservices development by ensuring that applications are always tested and delivered efficiently and securely.


    By vertical integration of the process from development to the delivery to the execution platform, the time to market (TTM) for IT services is reduced.


    We also provide hands-on practice and tutorials in the development of container applications through Scrumbased sprints to accelerate launches by development teams that leverage the NEC Digital Platform.


    3.1.3 Data utilization platform


    Based on the growing importance of data utilization, NDP provides data utilization platform as the execution platform necessary for the integration and utilization of data.


    When previously dealing with data, it was necessary to consider how to combine services and products in accordance with the data every time, and the architecture of the execution environment was not standardized.


    To solve this problem, NDP has established standard use cases and requirements for data collection, storage, integration, and management based on NEC’s experience and has standard configurations that combine various services and products from Amazon Web Services (AWS). These enable users to quickly introduce data utilization platform and to collect, visualize, and analyze business systems, IoT, and a variety of other data on that platform for efficient service development.


    Also, these will be linked so that they can be used in combination with the aforementioned container-centric development/execution platform. This enables data integration, visualization, and analysis on a single platform, enabling smooth visualization and utilization in analysis of data entered in applications.


    3.2 Features of operational functions


    To date, NEC has been developing its own portals and using a ticket system that uses Redmine and other solutions in operations. Although systems that are easy to use can be built by customizing, for proprietary development and Redmine, the maintenance costs required to maintain the functions and the measures that have to be taken to utilize the data for development will be challenges.


    NDP therefore has an architecture that can be used to reduce maintenance costs, link with various cloud services, and expand functions by changing the system based on the data structure of the tools that are the defacto standard to achieve the fit-to-standard approach.


    In addition, when implementing operations, as part of our support for launching development projects, we avoid implementing operations with proprietary data structures and conduct requirements definition so that operations are implemented according to the data structures prepared as a standard. We standardize design and implementation by aligning with standard requirements management flows and minimizing proprietary implementations to increase development speed and maintainability.


  


  
    4. Demonstration Experiment Using NDP’s Provision Function


    We conducted a proof-of-concept (PoC) application for service development on the NEC Digital Platform (NDP) to verify both the effects of service development and the implementation of standard operational functions by using the development/execution platform described so far.


    For this PoC, we developed functions in the system configuration shown in Fig. 2 that can be used to enable the registration of investment information and the visualization of return on investment as part of the decision-making support in investment management within NEC. The details of the verification conducted by this PoC are shown in Fig. 2.


    
        	Quick value creation and implementation of UI prototyping and implementation using CoUI to register investment information

        	Accelerated development of applications on the container platform using development/execution platforms (EKS, GitHub) and scrum development through development best practices using these platforms

        	Visualized returns on investment in a short period of time based on investment information by combining the development/execution platform with the data utilization platform

        	Standardization of operations, such as failure notifications and temporary support, for developed applications in cooperation with the operation/management functions using standard tools
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        Fig. 2 Investment management PoC chart.
      

    


    Thanks to this PoC, we confirmed that in terms of development a demonstration model could be created in three hours and a secure minimum viable product (MVP) could be developed in four weeks. And on the operational side, we confirmed that it would work for operational standardization. In addition, to solve the problems of application development and data linkage information faced by service developers, a reference guide based on verification details has been prepared and released to the public. This will help our customers with the rapid development and delivery of cloud-native service applications.

  


  
    5. Conclusion


    This paper describes how NEC will contribute to the rapid provision of flexible cloud services that meet customer needs b y providing a dev elopment/execution platform and operation/management functions as a common global standard platform.


    In the future, by leveraging these capabilities and linking many of NEC’s technologies, we will increase the number of proposal-based DX offerings that solve our customers’ problems and help them expand their businesses.
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    Abstract


    NEC launched NEC Cloud IaaS as a domestically made, in-house cloud platform service in 2014 and revamped it in 2020 to support the information system security management and assessment program (ISMAP), enhance price competitiveness, and improve platform quality for the company’s DX offerings.

This paper will explain how continuing to use domestic clouds as well as in-house clouds is significant, what systems are being developed and how they are operated, and what skill sets are in place as the mega cloud is increasingly being adopted to enable digital transformation (DX). The paper will also discuss future cloud computing initiatives in Japan that leverage these achievements.
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    1. The Role of Domestic Cloud Computing in Digital Transformation


    NEC procures servers, storage, network equipment, and management software manufactured/provided by NEC as well as products from other companies; combines these to plan, design, and implement the services required by customers as Infrastructure as a Service (IaaS); and then develops the processes, procedures, and talent to operate these services.


    These activities have shown us that having our own domestic cloud enables us to provide the quality and security demanded by customers. In addition, by operating a large-scale, domestic cloud for NEC’s own use, we continue to maintain expertise in IaaS system configuration and operations that support digital transformation (DX).


  


  
    2. Business Areas Addressed by Domestic Cloud Computing


    2.1 Domestic cloud required for digital transformation in the government sector


    The first business area that the domestic cloud should address is cloud computing in the government sector. Domestic cloud computing is needed as a place to put sensitive data held by governments, municipalities, and public institutions.


    In the future, based on the concept of best of breed, the ideal systems without any special requirements should be constructed using open, cost-competitive hyperscalers based in other countries. On the other hand, systems that handle classified information for governments should be constructed in a private cloud environment operated by a domestic vendor. The use of multicloud computing is expected to make advancements in government sectors.


    2.2 Domestic cloud computing needed for DX utilization in core business systems


    Cloud lift of core business systems for Japanese companies is another area where domestic cloud computing is used. This is because for digital transformation of core business systems in Japanese companies, some ingrained cultural ideals and needs do not align with Western hyperscalers in terms of operational quality, system failure response and follow-up.


    Where foreign hyperscalers strictly follow service specifications and agreements as written in regard to disclosure of information and actual response to system failures, domestic cloud providers often put the customer first and bend to the needs of the customer. This difference is one of the reasons that major Japanese companies will select a domestic cloud provider to promote DX.


    2.3 Network connectivity required to promote DX


    Many Japanese companies have systems that are installed on-premise locally or co-located in DCs that cannot be moved to the cloud. To promote DX, there is a growing need for network technology to seamlessly connect systems that have lifted/shifted to the cloud, systems that are still on-premise/co-located, as well as systems that are comprised in multiple cloud environments.


    This need is especially high in the transitional period of shifting to the cloud where some legacy systems will remain co-located in the data center while cloud computing is being deployed in stages elsewhere.


  


  
    3. NEC Cloud IaaS Architecture


    3.1 Government clouds and the need for enhanced security


    The information system security management and assessment program (ISMAP) is a Japanese government program for assessing the security level of government information systems. It aims to ensure the level of security that cloud service providers (CSP) must comply with and contribute to the smooth implementation of cloud services through evaluation and registration of CSPs that meet the security requirements of the government.


    The ISMAP steering committee receives applications from CSPs being audited and reviews applicants for compliance to standards for governance, management, and control measures by examining more than 1,000 requirements that are defined in detail at each layer. If the applications are accepted, the CSP’s cloud services are registered on the ISMAP cloud services list. Some examples of requirements for registration are:


    
        	Strong authentication for users, such as provision of multi-factor authentication

        	Application/approval processes for access to production environments and strict control of operators

        	Separation of components, to provide fault tolerance or security

        	Automated vulnerability assessment, such as periodic scans to ascertain status, and more.

    


    A wide review of the operational procedures of NEC Cloud IaaS as well as development to further strengthen its infrastructure was done to meet the wide range of ISMAP requirements. Actual results that provided proof of its operational procedures were then submitted to the ISMAP auditing organization. After a review process that lasted approximately six months, NEC Cloud IaaS was registered on the ISMAP cloud service list in March 2021 (Fig. 1).
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        Fig. 1 NEC Cloud IaaS and ISMAP criteria.
      

    


    3.2 Cost reduction and enhanced competitiveness by product procurement


    In designing the configuration of the High Availability Plus (HA-Plus) execution platform for NEC Cloud IaaS, our priority was to select a product that could be stably procured at the lowest cost that also met our requirements. To do this, we made a side-by-side comparison of not only NEC products but also those from outside vendors before making our selection. We compared the following items:


    
        	Ability to be procured globally

        	Ability to implement a globally standard architecture

        	No service downtime or other negative impact during maintenance and replacement

    


    3.3 Enhanced resiliency and service lifecycle


    The HA-Plus service for NEC Cloud IaaS has reduced downtime and improved availability compared to our conventional services. Our basic policy for improving availability is as follows:


    
        	Design for availability, including redundant components, so that a single point of failure does not disrupt service

        	Catch errors in the application layer and perform retransmission instead of expecting the lower layer (TCP/UDP) to do the retransmission

        	Provide redundancy of three or more components to eliminate the need for immediate action if one component fails

    


    In addition, multiple zones have been constructed to ensure that user application services can continue even in the event of widespread failures, such as failures that occur to storage devices. Users can specify a specific zone when creating a virtual server, which enables operations to continue in other zones even if a failure occurs in one certain zone.


    3.4 Seamless connection between co-location and cloud


    NEC Cloud IaaS provides a network connection service within the hosted data center that connects customer’s co-located server racks to the NEC Cloud IaaS network. This enables customers to implement systems connected to their co-located equipment with low latency.


    Also, by using our public cloud connection services, the data center can be connected to other public clouds via a closed network to realize a multicloud system that enables the use of other clouds and services to meet customer needs.


  


  
    4. Service Operation and Management of NEC Cloud IaaS


    Since its launch in 2014, NEC Cloud IaaS has deployed services operation and management to handle approximately 10,000 incidents per year and 50 enhancements or modifications per year based on specified rules and processes. Many users utilize multiple services such as co-location in combination with NEC Cloud IaaS. Proper service operation and management are conducted so that users can safely and securely use our services.


    4.1 Service portal


    The NEC Cloud IaaS service portal provides customers with features to perform operational and management tasks (contracts, arrangements, billing), customer communication (portal, inquiries, notices), and service desk (provision of services) (Fig. 2).
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        Fig. 2 NEC Cloud IaaS.
      

    


    In addition to NEC Cloud IaaS, support is also currently provided for other services such as co-location and provision of hyperscaler clouds through the same portal, and we are working to make it possible not only to apply for services but to also use the portal for tasks such as applying for admission into the data center, access to the service desk, or other permissions using the same ID.


    This service portal is used not only by users but also by NEC’s own sales force, system engineers (SE), and operational staff of various services. It is a tool for the safe and secure execution of operational processes for large-scale service businesses.


    4.2 Service operation


    NEC Cloud IaaS is currently operated by rules and processes defined for more than 100 service menus and more than 50 modifications per year. It is unfortunate that failures occur, but we are working to improve operations by taking measures such as predictive detection, redundancy in design, workarounds, and other solutions to reduce the impact of failures on services. These efforts combined with automated reports help to reduce the impact of failures on business operations.


    4.2.1 Operational improvement group


    To quickly resolve issues, we have established an operational improvement team that understands the operational requirements and can make efficient improvements.


    The operational improvement group is organized into teams for each functional component. Each group understands development requirements, user requests and security requirements, sets priorities, and puts actions forward. The group has become the core ingredient in providing continuous stable operations while development and automation proceed at a rate that is more than double the efficiency compared to when the group was not yet in place.


    4.2.2 Operational automation


    Automation efforts are continuing to advance by dividing them into automation triggers and automated processes. Automation triggers use monitoring tools to monitor the system for changes and to detect anomalies. Automated tools for the web and command automation tools are currently being used.


    For example, after an anomaly is detected by a monitoring tool, we use a command automation tool to automatically block network devices and isolate the section with the anomaly, thereby ensuring that normal communication paths continue. Automated web tools are used to automatically check the functionality of new NEC Cloud IaaS features when they are released and to input data to web pages for tasks such as creating IDs.


    4.3 Internal control and regulation certification


    NEC Cloud IaaS is compliant with various regulations for security and internal control, including SOC 2 Type 2, ISO27017, ISO27018, ISMAP, and others.


    For ISMAP, as mentioned in Section 3, NEC Cloud IaaS meets the standards for governance, management, and control measures that are defined in detail at each layer. To obtain and maintain certification, confirmation that the design information and performance results meet the requirements are done, which are then verified and reported by an auditor.


  


  
    5. Future Initiatives


    5.1 Multicloud utilization in DX offerings


    With the variety of clouds in existence today, businesses that are making advancements in DX will wish to procure the services they need from the necessary clouds and combine them to develop their desired system. On the other hand, NEC will differentiate itself as a cloud service provider by leveraging our own strengths as a domestic cloud vendor, such as quality, security, white box operations, and other features unique to domestic cloud computing, as well as being able to provide the rich functionality offered by global hyperscaler cloud providers. Next-generation domestic cloud services will require the capability to provide customers with a multicloud environment that combines the strengths of several or multiple cloud vendors, and the services will also require the capability to link the services provided by these cloud vendors with customers’ on-premise environments.


    5.2 Next-generation domestic cloud architecture


    To provide services utilizing the multicloud, our first step is to work on value-added services for the hyperscaler cloud. We will manage the hyperscaler cloud with the added value of our knowledge accumulated through operating NEC Cloud IaaS and provide it as a DX offering, combining the functions of multiple services to solve specific issues. As the next step, we aim to automatically deploy developed applications and stored data to multiclouds simply by designing multicloud utilization policies through multicloud management and container technologies (Fig. 3).
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        Fig. 3 Next-generation domestic cloud architecture.
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    Abstract


    Biometric authentication is used every day by people around the world. By linking biometric authentication to all types of digital services in the future, we might be able to provide optimized services for individuals. The role of non-contact biometrics is becoming increasingly important as society shifts to one of non-contact interaction because of the novel coronavirus infection (COVID-19). In the benchmark tests conducted by the National Institute of Standards and Technology (NIST) held in 2021, NEC’s biometric technology ranked first in the world
in two categories: non-contact face recognition and iris recognition. This article introduces the features of NEC’s technology for both face recognition and iris recognition that support our DX offerings, multimodal authentication that combines both of NEC’s winning technologies, and possible applications using the core technologies of face recognition.
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    1. Introduction


    Biometric authentication is routinely used by people worldwide. Unlocking smartphones is one of the most familiar examples of using biometrics, but biometric authentication is also used in many other situations such as when people enter or leave offices and condominiums, open bank accounts, or make payments. In the future, through biometrics playing a central role in linking digital services, the provision of optimized services tailored to individuals is expected. To make such a world a reality, it is essential that the use of biometric authentication is safe and secure.


    Recently, as we shift to a society of non-contact interaction and no face-to-face contact in the novel coronavirus infection (COVID-19) pandemic, the role of non-contact biometrics is becoming increasingly important. Under these circumstances, NEC’s biometric technologies ranked first in the world in the benchmark tests conducted by the National Institute of Standards and Technology (NIST) in 2021 in two categories: face recognition and iris recognition1)2).


    In this article, NEC’s technological features of face recognition and iris recognition are described in Sections 2 and 3, respectively. Section 4 introduces multimodal authentication that combines these two biometric technologies to provide high authentication accuracy. In addition, Section 5 describes applications that will closely support individuals from the viewpoint of healthcare by using the core technologies of face recognition.


  


  
    2. Face Recognition


    As previously mentioned, the use of face recognition has been rapidly expanding in recent years. This is largely because of the high level of usability of face recognition, such as the ability to perform non-contact authentication. From the technological perspective, however, usability and accuracy are generally contradictory in many cases, and ensuring the authentication accuracy without compromising usability is a major feature of face recognition technology. Also, as usage expands, not only accuracy but also technology which ensures that the use of face recognition is safe and secure are becoming important as is taking precautions to prevent spoofing using other people’s photographs or ID. Face recognition uses data (called face feature vectors) to authenticate individuals. Any data leaks, however, would have a significantly negative impact on the privacy of users. Therefore, the development of privacy protection technology is also important to address such situations.


    Section 2.1 introduces the features of NEC’s face recognition in terms of authentication accuracy, Section 2.2 introduces NEC’S anti-spoofing technology, and Section 2.3 introduces NEC’s technology for privacy protection.


    2.1. Special features of NEC’s face recognition


    In recent years, the accuracy of face recognition has dramatically improved because of the progress made in deep learning. This improvement in accuracy has supported the expanded use of face recognition as mentioned earlier, but super high accuracy is required in some fields, and greater improvement of the accuracy of face recognition is still important.


    Under these circumstances, NEC’s face recognition has been ranked as best in the world for accuracy in benchmark tests conducted by NIST. In particular, our strengths are in large-scale authentication with many galleries and in large age-gap authentication with a maximum age gap between images of 10 years.


    This section describes NEC’s high-accuracy face recognition technology. The process of face matching, which is the core of face recognition, is shown in Fig. 1. Face matching extracts facial features and converts them into vectors expressed in a string of numerical values best suited to identifying individuals. The accuracy of face recognition varies greatly depending on how best to calculate these facial feature vectors. NEC’s face recognition uses a proprietary method that maximizes the differences between exact matches and similar matches in calculating these facial feature vectors, and from a technical perspective this is a feature that enables us to achieve such high accuracy.
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         Fig. 1 Processing Flow in Face Matching.
        

     


    2.2 Anti-spoofing face recognition


    Spoofing is the act of impersonating other people by using the photographs or other ID belonging to other people. Three main types of spoofing include the use of photographs and displays as shown in Photo 1 and 3D masks used as disguises. A technology must be developed to detect all three types of spoofing.
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         Photo 1 Example of spoofing with photos or displays.
        

     


    NEC is developing a technology to detect all three types of spoofing with high accuracy. The accuracy standards for the detection of presentation attacks (spoofing) are stipulated by the ISO standard ISO/IEC 30107-3. NEC’s spoofing detection was the first released by a Japanese company to be found in compliance with this ISO standard in tests conducted by an international quality assurance organization that is an independent third party3).


    2.3 Privacy protection


    The facial feature vectors used in face recognition are numeric strings in which the characteristics of the face are compressed. Recovering the original facial image from these feature vectors is almost impossible but not completely impossible if the algorithm used for face recognition is also obtained at the same time. It is necessary to prevent facial feature vectors from being used for purposes other than authentication, such as spoofing.


    NEC is developing cancelable biometric authentication and encrypted face information as technologies to prevent such unauthorized usage. Cancelable biometric authentication is a technology that can be used to convert biometric feature vectors into something that is irreversible using keys that are registered in the system and used for face recognition. Because the feature vectors are irreversibly transformed, the original biometric feature vectors are not known. Even if the data is leaked, the data is invalidated by re-converting it with a new key. The latter is a technology that strongly protects the feature vectors by computing the authentication results while the feature vectors are encrypted.


  


  
    3. Iris Recognition


    The iris refers to a doughnut-shaped area surrounding the pupil located at the center of the eye. The iris is suitable for biometric identification because a person’s iris pattern is unique and generally remains unchanged throughout a person’s life, and because it is protected by the cornea, it is less susceptible to damage compared to other parts of the body. Section 3 introduces the technology used in iris matching, which is the basis of iris recognition. We will then introduce a walkthrough-type identification that uses NEC’s iris recognition technology to capture high-resolution iris images from a walking person and to instantaneously verify his/her identity.


    3.1 Iris matching


    In iris matching, a fine pattern in an iris area is used to compare two iris images, a registered image and a matching image, to verify the identity of a person. NEC’s iris-matching makes full use of AI-based authentication technology — one of NEC’s strengths — and is characterized by an extremely high authentication accuracy for images that have deteriorated quality because of various disturbances, which can often occur in practical situations. NEC’s iris recognition technology ranks first in the world in the benchmark test (IREX 10) conducted by NIST for iris recognition.


    3.2 Walkthrough-type iris recognition


    Because iris recognition uses a fine pattern in an iris with a diameter of approximately 12 mm as a feature, iris images are captured at a resolution (10 to 15.7 pixels/mm) that is approximately 25 times higher than that of face recognition. NEC is considering a walkthrough-type recognition approach to making iris recognition more convenient. To realize iris recognition as a walkthrough-type system, an advanced iris sensing method is required, because the camera, whose focal point is set slightly away from the camera itself, needs to capture irises of a person as a high-quality image without blurring at the moment w hen he/she passes through this focal point, as shown in Fig. 2.
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         Fig. 2 Iris images in walkthrough-type iris recognition.
        

     


    The processing flow of iris sensing is shown in Fig. 3. We have developed image quality assessing technology to select images of suitable quality for authentication from a group of images around the eye area. These images are captured continuously when a walking subject passes near the focal point. We have also developed high-speed, high-precision eye position detection technology and iris detection that robustly detects iris areas against light reflections and other disturbances. These technologies are integrated into NEC’s iris sensing method.
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         Fig. 3 Processing flow of iris sensing.
        

     


    This walkthrough-type iris recognition system that uses the iris sensing can capture the iris of a person who is walking at a speed of 1 m/sec and can instantaneously verify the person’s identity.


    NEC’s walkthrough-type iris recognition system can use people’s irises to identify them while they are walking as shown in Photo 2. This system allows identification without stopping people. Because this system can realize high accuracy biometric authentication with a high throughput of approximately 20 people per minute without imposing a burden on anyone, NEC’s system can be applied to access control of important facilities that require control of many people entering and leaving the facilities within a short period of time.
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         Photo 2 Demonstration of NEC’s walkthrough-type iris recognition system.
        

     


  


  
    4. Multimodal Authentication


    This section introduces a multimodal biometric authentication terminal that incorporates face recognition and iris recognition.


    NEC’s multimodal biometric authentication terminals enable authentication that achieves a false acceptance rate (FAR) of less than one in ten billion by integrating face recognition technology — which is being rapidly introduced in a variety of applications because it is highly convenient to use — and iris recognition technology that enables advanced biometric authentication. In addition, high speed authentication can be performed with stability and high accuracy in large-scale systems that must respond to a diversity of physical characteristics and in usage environments that require strict identity verification.


    This multimodal authentication terminal automatically adjusts the angle of the built-in camera in accordance with the height of the user. It then detects the face and iris by determining the position of the face and eyes, and at the same time, verifies the identity based on the matching scores of similarity. To capture a high-resolution image of the iris with high quality, which has previously been difficult to do compared to face information, the position of the iris is quickly and accurately identified from face information, and the focus and lighting are automatically adjusted in an instant. This enables high speed biometric authentication in approximately two seconds without imposing a burden on anyone even if individual heights are different.


    These multimodal authentication terminals are expected to be widely used in a variety of applications, including use in large-scale systems in countries and regions around the world, access control for offices that require high security, food processing factories that require hygienic clothing and masks, clean rooms in factories, medical facilities, as well as quick identification of customers at ATMs and prompt payment at stores (Photo 3).
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         Photo 3 Multimodal biometric authentication terminals.
        

     


  


  
    5. Healthcare Applications of Face Recognition


    Some signs related to mental and physical health as well as emotions might appear on people’s faces. By applying face recognition technology, we can detect gaze, iris, pupils and so on. If we can capture faces with even greater accuracy, we will then be able to obtain a variety of information such as changes in facial color or movement, blinking, pupil size, iris movement, and facial expressions. If physiological information or behavioral characteristics can be known based on this information, it could provide an opportunity to identify mental and physical health conditions (Fig. 4).
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         Fig. 4 Concept of healthcare application of face recognition.
        

     


    Such healthcare applications based on NEC’s face recognition technology have the potential to be used in a wide range of businesses. Companies can use it to keep track of the physical conditions of employees when they go to the office or stay at home. At airports, face recognition can be used to control the spread of infectious diseases by checking someone’s physical condition at the time of immigration as well as a variety of other applications. When driving a car, the driver’s physical condition can suddenly change. As the number of elderly people who live on their own increases in an aging society, we can respond to the need to protect and care for the elderly. Furthermore, even in telemedicine, which has already begun operation in some regions, we can expect that the accuracy of examinations will further increase if more information can be provided to doctors.


  


  
    6. Conclusion


    In this article, we have explained NEC’s technologies and applications of face recognition and iris recognition, which are recognized as best in the world. In the future, we will work on research and development with the aim of expanding use scenes where high reliability is required. In addition, we will apply the technologies cultivated through biometric identification to a wide range of applications, including healthcare.
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    Abstract


    Digitization, which makes use of the fact that people, things, experiences, and money continue to be connected by data, is continuing to make progress even in the novel coronavirus infection (COVID-19). This paper describes a composable approach to tackle these changes and accelerate growth. A composable approach is an effort to restructure and to recombine the models of society, enterprise, operations, organizations, and systems. This paper outlines the background to explain why such efforts are needed; how these enterprises, operations, organizations, and systems should be constructed to enable these innovations to take shape; and what needs to actually be done to move forward. NEC is supporting our customers as they accelerate their transformation and growth by providing DX offerings that enable them to engage in that final step of composable transition and evolve from a digital shift to a digital transformation (DX).
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    1. Introduction


    In the book Managing in the Next Society, Peter Drucker states that everything can be outsourced except for its mission, its vision, and its values. He also states that the biggest challenges for a company in the next society is to establish its purpose as a company and to create a set of pillars or values. According to Drucker’s message, companies are now able to recombine their business models, functions, and organizations except for the directions, purpose, and values for which they are aiming. On the other hand, companies that cannot do this will be left behind. This paper describes how to restructure and recombine business models and organizations while inheriting the purpose and values of the company itself.


    By effectively utilizing digital technology, companies can restructure and recombine business models of companies and societies. Companies can use this composable approach to solve the current problems of customers and any other beneficiaries as well as solve any long-term issues that contribute to sustainable growth. This paper will describe structures that can be used for these purposes1).


  


  
    2. Connection creates value. Accelerating Changes in Intangible Assets


    Although we are now experiencing major changes because of the spread of the novel coronavirus infection (COVID-19), mankind has experienced countless times the acceleration of changes that had begun during and after such a crisis. In terms of the future after going through the COVID-19 pandemic, it can be said that the pace of change will be accelerated through the use of digital technology.


    As of 2010, approximately 4,390 million people (57% of the world’s population) are now connected to the Internet, and approximately 510 million people (67% of the world’s population) use mobile devices. It is estimated that 25.3 billion devices are linked to the Internet at the same time2), but this number will accelerate further in the future. The functions of each device can be simulated based on the digitization, visualization, and accumulation of data, enabling a variety of predictions to be made. Data and numbers can now be used to indicate the past and future, and the accuracy of those predictions is also improving at an accelerating rate. As exemplified by the pictograph from the World Economic Forum’s Global Risk Report 20203) on the left side of Fig. 1, the risks faced by people are essentially intertwined in a world that continues to be connected. Societal, economic, geopolitical, environmental, and technological risks are linked. These areas are risks as well as opportunities for great innovation. In particular, great potential for transformation can be found in areas related to environmental, social, and governance (ESG) as well as those related to sustainable development goals (SDG). Furthermore, as shown in the pictograph on the right in Fig. 1, people’s lives and the companies as well as the activities of companies and other such organizations involved in their lives will all be connected. The use of digital technology is also the reason for the creation of value and future growth.
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        Fig. 1 Interconnections for interdependence, opportunities, and risks.
      

    


    The value of intangible assets is important in a world where it is presupposed that we are all becoming increasingly interconnected and interdependent through digital technology such as the Internet and that modern networks are expanding and becoming increasingly interdependent. In the past 50 years, the corporate value created by intangible assets has continued to increase (Fig. 2).
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        Fig. 2 Growth of intangible asset value.
      

    


    Intangible assets refers to the following assets in the Cabinet Office’s reference materials (Fig. 3).
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        Fig. 3 Three pillars of intangible assets and creation of added value.
      

    


    For example, information assets cost almost nothing to copy aside from the initial fixed costs. The marginal cost approaches zero, and increasing the number of users by one costs almost nothing. By effectively leveraging a company’s networking and complementary values, you can significantly increase the scale of a company’s value. Information value updates are faster than those for hardware. Artificial intelligence (AI), such as machine learning and deep learning, can also be used to update and accelerate the provided value and the value structure.


    People and organizations are said to be important for economic competitiveness. In particular, value is demonstrated in three ways: code of conduct and value standards, self-reliance and self-sustainability, as well as diversity. A code of conduct and value standards set the value standards that are aligned with the direction in which companies are aiming, and those values are thoroughly enforced in individuals and organizations. Value standards that are shared and acted upon bring people together. By thorough implementation of activities and governance that reflect these value standards, current productivity as well as mediumto long-term ESG contributions can also be put into practice.


    The strategy is to select the resources that companies and organizations can use. In other words, the future strategy is likely to be one where value is created in line with a company’s purpose and intangible assets such as information and data, organizational competitive advantage, and intellectual property are chosen in a limited amount of time in addition to people, things, and
money.


  


  
    3. Trade-off Reconciliations for Customers as a Source of Value


    In this paper, we will discuss how digital technology can be leveraged through the use of interconnections and data in the following three sources of value:


    (1) The reconciliation of conventional trade-offs


    (2) The connection of customer journeys and customer experiences


    (3) The integration of a value chain to create value


    With regard to the reconciliation of conventional tradeoffs (1) in particular, many companies are now required to incorporate ESG as an economic value. Companies that respond to this are attracting investment. In addition to the traditional accounting values, there is a demand for factual proof of contributing to ESG.


    An addition to the initial e-commerce (EC) business model drawn up by Jeff Bezos the founder of Amazon is shown in Fig. 4. Customers now assume it is commonplace to have a vast selection of products, low prices, and fast delivery. However, trade-off reconciliations were implemented at the time, and the company continues to update and grow.
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        Fig. 4 Amazon’s business model according to Jeff Bezos.
      

    


    Furthermore, Amazon is also continuing to incorporate the continuous connection with customer experiences in (2). E-commerce (EC) has spread to cover almost everything one needs in life and includes not only the buying and selling of music and videos but also the making and delivery of the necessary hardware. Based on the company’s vision of being Earth’s most customercentric company, Amazon continues to connect with the experiences and journeys of beneficiaries and customers. With regard to the integration of the value chain to create value in (3), the integration of the EC’s value chain continues, and each of the functions in the value chain are provided as value as well. The Fulfillment by Amazon (FBA) service provides value to merchants and marketplace sellers by using each of the EC-related functions as a service. Amazon Web Services (AWS) and other services can be said to have been born out of the value chain4).


  


  
    4. Growth Through Continuous Reconstruction and Recombination to be Composable


    Using digital technology as leverage, there are three points to remember so that the structure and functions of enterprises, operations, organizations, and systems can be constructed and function in a composable manner for continued growth.


    (1) The future directions of the purpose of the company are clearly shown in its purpose, mission, vision, and other statements.


    (2) The purpose, mission, vision, and values foster empathy in people, their behaviors become routines, and they continue to act in accordance with these guidelines even when business models are restructured and recombined.


    (3) Reconstruction and recombination are possible.


    All of the activities corresponding to these three points such as a company’s activities, selection of resources, support for people’s actions, customer experiences, and value chains are structured so that the purpose, mission, vision, and values are inherited even though the operations continue to be restructured and recombined.


    In a world where these three points are linked and the rate of change continue to accelerate, composable stacks are required to increase the degree of freedom in business models and strategies for their implementation, to continue innovation, and to continue growth. The overall structure of a composable stack is shown in Fig. 5.
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        Fig. 5 Composable stack.
      

    


    In addition, the technology stack (or tech stack) is divided into four stacks to incorporate a composable strategy using technology (Fig. 6).
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        Fig. 6 Technology stack.
      

    


    (1) Application stack


    
        Enables the quick introduction, recombination, and expansion of functions and applications that are directly required at the business site. To do this, priority is given to using a combination of standard functions.

    


    (2) Common service stack


    
        Separates the functions that were previously available for shared usage and that were built into each individual system and now provides them as a new common service. This service reduces the burden of function development on the business site while also improving the user experience. This is an important area for application programming interface (API), identification (ID), and data platforms as well as data management and composable approaches.

    


    (3) Infrastructure stack


    
        Supports the acceleration of scaling the business model. It is essentially cloud-based so you can concentrate on business areas such as cost management and service quality without having to worry about maintenance and management. It responds to the growth of the business organization and no conscious effort is required.

    


    (4) Security stack


    
        Security is essential when reconstructing and reconfigure composable systems. Provided across the aforementioned three stacks to ensure the security of each stack.

    


  


  
    5. Ten Key Points in Advancing Digital Change


    How can we continue to leverage our business models and technology stacks and use a composite approach to respond to changes in the business environment and society, reconstruct and reconfigure our company and organization’s models ahead of others, and continue to grow? There are 10 points to consider:


    (1) Establish the purpose and value of a company or organization as a premise


    (2) Clarify the aims of companies and organizations by having scenario planning and an impact on purpose and by using the sensemaking process to understand and realize the strategies


    (3) Conduct continuous dynamic reviews of global trends and the company’s efforts


    (4) Review the value of products from the viewpoints of customers and beneficiaries

　　　- Expansion based on the journey of the value of the customer experience

　　　- Integration of the value chain to create that value


    (5) Agile approach for realization of new values and continual updates


    (6) Small start and minimum viable product (MVP)


    (7) Digital technology for reform of human capital5)


    (8) Develop better knowledge of corporate culture as a value


    (9) Top management commitment


    (10) Monitoring and feedback on these practices


    The basic philosophy is to verify and incorporate these three aspects: business values, values as seen from the perspective of customers and beneficiaries, and the implementation of technology. These must be consistent with the purpose and value standards as a company or organization. Also, the business value here is the result of a business model that combines ESG and economic value. As shown in Fig. 7, we will grow from the minimum values of our MVP, update the values, scale, and continue to grow while trying it out on our customers and beneficiaries to move forward.
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        Fig. 7 Agile approach to digital transformation.
      

    


  


  
    6. Conclusion


    In addition to these organized approaches, NEC provides numerous DX offerings to help customers restructure and recombine models of enterprises, operations, organizations, and systems as they continuously update. With regard to the overall strategy or individual items described in this paper, we are ready to leverage NEC’S digital technology and help customers create value and solve problems or issues that together we should aim to address now for the continued success of our customers.


  


  
    * Amazon is a trademark or registered trademark of Amazon.com, Inc. or its affiliates.


    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Group A: KunihikoFukushima in Photo 2;


    For Contributions to the Development of Artificial Intelligence with Pioneering Research that Applied Principles of Neuroscience to Engineering through Invention of Neocognitron, a Hierarchical Neural Network Model of the Visual Cortex of the Brain
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        Photo 2 From the right: Dr. KunihikoFukushima, Group A recipient; Dr. TomonoriAoyama.
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        Photo 3 Dr. Prof. RodneyBrooks, Group B recipient.
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