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    Social Infrastructure that Guarantees Safety, Security, Fairness, and Efficiency


    ■Technologies for Achieving Digital Transformation (DX) of Social Systems: DX of Government and Administrative Services


    The Future of Cloud in Promoting Digital Government


    In recent years, countries around the world, including Japan, have been accelerating progress towards the realization of digital government. NEC believes that the pursuit of an agile government capable of using existing systems without creating new ones and advancing rapidly from development to trial is the key to promoting digital government in Japan. This paper uses the example of initiatives led by Denmark — one of the most digitally advanced countries in the EU — to explain what agile government encompasses, explore current issues, and discuss the components and future prospects of NEC’s Government Cloud Solution for turning digital government into reality.


    Supporting the Commitment of Local Governments to Digital Transformation (DX)


    In recent years, the rapid evolution of broadband network technology, together with the widespread dissemination of ever more sophisticated smartphones and other electronic devices, has reached a point where traditional governmental administrative procedures that involve the signing and stamping of original paper documents seem out of step with contemporary practice. Eliminating paper and digitizing all administrative data make it possible to realize the huge performance gains that AI-enabled big data and other cutting-edge technology offer. Applications for digital data are expanding at a phenomenal pace, creating new value and providing a range of exciting new tools for management and administration.In this context, we are committed to providing local citizen-facing public agencies with the support and the technologies they need to execute a successful digital transformation (DX). In this paper, we discuss the ways in which we are helping to standardize operations and implement and validate practical applications.


    Collaborative Learning Support Solution Based on Speech Visualization


    In response to the novel coronavirus disease (COVID-19) pandemic, businesses operating in the education sector that provide support for students, teachers, and learning itself are now actively seeking to develop new and more versatile systems for learning and teaching. NEC’s Smart School Business has developed a Collaborative Learning Support Solution designed to support and facilitate group activities in online learning such as remote active learning. By visualizing and analyzing various characteristics of an individual student’s speech (how often learning keywords appear, speech frequency and rate, etc.), this solution makes it possible to tailor instruction for each student.


    ■Technologies for Achieving Digital Transformation (DX) of Social Systems: DX of Broadcasting Systems


    Providing Video Platform Service as New Social Infrastructure to Facilitate Digital Transformation (DX) of Video Distribution


    The management and distribution of video footage is shifting from analog tapes to digital files, and the mechanisms to do so are also changing dramatically. As a result, there is a need for service infrastructure that not only stores and transmits video footage, but also provides safe and secure video distribution DX with functions such as quality check, preview, and online transmission. This paper presents an overview of the Video Platform Service, a new social infrastructure for video distribution provided by NEC, and examines the main functions, technologies, and future prospects of the service.


    New Video Coding Technology Provides the Foundation for the Forthcoming Digital Transformation (DX) of the Broadcasting Industry


    Accounting for roughly 80 percent of Internet traffic, video data has become a ubiquitous feature of modern life, with the use of video extending to applications ranging from broadcasting to teleworking. What makes all of this possible is video coding technology which compresses large, unwieldy video data, shrinking them down to a size suitable for fast, smooth online distribution. This paper introduces NEC’s video coding technology for ensuring the safety, security, fairness and efficiency of broadcasting infrastructure, and discusses NEC’s initiatives to realizing digital transformation (DX) of the broadcasting industry.


    ■Technologies for Achieving Digital Transformation (DX) of Social Systems: DX of Airports


    Electronic Customs Declaration Gates to Reduce Congestion at Airport Customs Inspection Areas


    The situation around us is changing practically every day as the novel coronavirus disease (COVID-19) continues to spread, the world population grows and tourists are invited to attend international events, and Japan’s working population spirals downward. To help airports cope with the challenges arising from these changes, NEC provides the Electronic Customs Declaration Gates at customs inspection areas. The system aims to facilitate smooth entry of ever-increasing inbound passengers, shorten their waiting times, and reduce congestion at customs. NEC’s world’s No. 1 face recognition technology and spatial design will provide a secure, stress-free, and speedy customs process for passengers visiting Japan. As Japan, along with the rest of the world, goes through increasingly extreme and rapid changes, NEC aims to deliver a higher level of comfort by embracing the concept of NEC I:Delight.


    Introducing Face Express, a New Boarding Procedure Using Face Recognition (One ID at Narita Airport)


    Face Express, a new boarding procedure that utilizes NEC’s face recognition system, is now in operation at Narita International Airport. Once passengers register their facial image in Face Express, they will be able to access and proceed through subsequent procedures at the airport, including checking in baggage, entering the security checkpoint, and boarding the plane, all without showing their passport and boarding pass. This will enable seamless and contactless check-in procedures. This paper discusses the difficulties in demonstrating the accuracy of face recognition in the Narita International Airport “One ID” system development project, the importance of adjusting image quality for each installation location, the design for realizing a “walking pace”, and the efforts to coordinate with various stakeholders related to existing operations.


    Development of a GPS-based Aircraft Approach and Landing System (GBAS: Ground Based Augmentation System)


    NEC has developed Japan’s first operational Ground Based Augmentation System (GBAS), a landing guidance system that uses GPS to support aircraft approach and landing, and delivered it to Tokyo International Airport. NEC has developed and manufactured a variety of important social infrastructures such as air traffic control systems, radar systems, navigation systems, and landing guidance systems that contribute to the safety, security, and efficiency of aviation. Compared to conventional landing guidance systems, GBAS can provide information on multiple approach paths with a single system, thereby reducing installation and operation costs. In addition, depending on the installation environment of the airport, GBAS is expected to enable a flexible approach and landing.


    Laying the Groundwork for the Next Generation of Air Traffic Control


    NEC has been developing and delivering advanced air traffic control systems that support the civil aviation bureau and air carriers in Japan for more than half a century. In the future, as the nations of the world draw ever closer together, the volume of air traffic will grow substantially, bringing with it a demand for more sophisticated and flexible air traffic control systems. This paper discusses some of the issues the aviation industry is facing going forward and explains how NEC’s commitment to focusing on the next generation of air traffic control will help to solve those issues.


    ■Sensing Technologies Underlying Social Systems: Sensing Technologies That Work Behind the Scenes


    Optical Sensor Technology Supporting the Climate “SHIKISAI” (GCOM-C) Satellite and Its
Achievements


    To achieve the sustainable development goals (SDGs) aimed at solving issues common to the entire world, Earth observation satellites are becoming more and more important for monitoring the environment and assessing disaster situations on a global scale. Since developing Japan’s first satellite-borne optical observation sensor, NEC Corporation has built a strong track record in developing optical sensors for use onboard satellites. In this paper, we provide an overview of the hardware and the in-orbit achievements obtained with these technologies. Specifically, we focus on the multi-wavelength optical radiometer onboard the Global Change Observation Mission – Climate “SHIKISAI” (GCOM-C) launched in 2017; the hyperspectral sensor for space demonstrations installed on the International Space Station in 2019; and the sensors onboard the Greenhouse Gases Observation Satellite “IBUKI” (GOSAT), which has been in operation since its launch in 2009.


    Monitoring Infrastructure with Synthetic Aperture Radar (SAR) Satellite Service for Safe and Secure Society


    Numerous satellites have been launched in the past few years, providing a broad array of invaluable data that is being used to support a rapidly expanding range of activities. For the most part, this data is optical image data, which cannot be collected under adverse weather conditions or at night. Recently, synthetic aperture radar (SAR) ― which uses microwaves ― has begun to attract attention as a possible solution. Among other things, SAR makes it possible to measure ground surface displacement with high precision across a wide range. NEC adapted this technology to create a service to visualize deterioration and displacement of buildings, bridges, and other infrastructure. However, because SAR image data does not provide an image comprehensible to the human eye, it must be used in conjunction with various analysis technologies. In this paper, we will introduce these add-on technologies and outline the infrastructure maintenance service offered by NEC.


    Observation of Internal Structures Using Muography


    Imaging of internal structures using an elementary particle called a muon is called muography. Operating in the same way as radiography, muography offers non-destructive imaging thanks to the high penetrability of the muon particle. In this paper, we explain how a muon detector works and how internal structures can be apprehended using machine learning. We also discuss the various fields in which muography can be applied and NEC’s efforts to develop a muography system.


    Manipulating the Underwater Propagation Path of Sound Waves with Variable Depth Sonar


    For more than 90 years, NEC Corporation has been developing sonar sensors for detecting submarines that threaten Japanese territorial waters. Recently, the quieting performance of submarines has improved dramatically, triggering the need for new sonar technology to counteract this improved performance. In response to this need, NEC has developed the “Variable Depth Sonar” system that manipulates the propagation path of sound waves to search for submarines. Although we encountered many difficulties during the development of this technology, we overcame them and succeeded in achieving results in practical testing in the sea that exceeded our expectations. This paper provides an overview of the development process of the technology.


    Development of Mid-Mast TACAN Radio Beacon Antennas for Ships


    NEC Corporation develops and manufactures a variety of key infrastructure that contribute to the security, safety, and efficiency of aviation, such as systems for air traffic control, radar, navigation, and landing guides. One is the tactical air navigation (TACAN) system, which is a radio beacon system that provides aircraft with distance and bearing information. The TACAN system is not only installed on land but also on the Japan Maritime Self Defense Forces ships carrying helicopters, etc. It has been considered that the optimum positioning of the antenna of a ship-borne TACAN system is the top of the mast because its openness is suitable for helicopters in all directions. However, NEC Corporation has developed the world’s first TACAN system that can provide omnidirectional service even when it is installed in the middle of the mast, and this paper will introduce its details.


    Onboard Track Patrol Support System — Supporting Railway Track Inspection with Advanced Image Analysis


    In the face of population decline brought on by a declining birthrate and rapidly aging population in recent years, labor shortages have worsened. This is as true in the railway sector as it is in other industries. Labor-saving solutions for inspections have become critical. NEC’s onboard track patrol support system facilitates the automatic detection and visualization of obstacles on or near the railway track captured in video images as the train travels along the rails. This increases efficiency and ensures safe, reliable railway service. This paper introduces NEC’s onboard track patrol system in detail, outlining the system configuration, providing application examples, and discussing future prospects.


    ■Sensing Technologies Underlying Social Systems: Sensing Technologies for Detection and Recognition


    NEC’s Radio Identification Technology: Current Status and its Future


    Sensing technology has become ubiquitous and is now found almost everywhere, providing vast amounts of invaluable still and motion picture data. The mere presence of security cameras can deter crime, and analysis of still and video images from the scene can be useful in identifying, tracking down, and arresting a suspect. As sensing technology continues to proliferate, criminals are likely to respond by taking a more sophisticated approach such as exploiting blind spots and other weaknesses in video security systems. In the future, increased demand for new technology to supplement or replace conventional still and video imaging systems is expected. One of these potential new technologies ― radio identification ― is introduced in this paper. With radio identification, radio signals are collected by a radio sensor and analyzed to identify devices and users. In this paper, we will outline the component technologies of radio identification and examine some likely future use cases.


    The Current Status and Future Prospects of Deep Learning–Based Fingerprint Matching Technology


    In recent years, deep learning has become the driving force of AI technology, propelling many of the innovative breakthroughs that are transforming the world we live in. The field of biometrics is no exception. Deployment of deep learning is well underway ― especially in face recognition. More recently, deep learning has been applied to fingerprint matching, taking advantage of capabilities like image enhancement and feature extraction. In this paper, we will examine the current status of the application of deep learning to fingerprint matching and consider the future prospects of this technology.


    Measurement of three-dimensional information of the face and its application to facial image examination


    A facial image captured by a security camera can be an important clue in criminal investigations. However, there is a wide variety of face poses and lighting conditions, which has a significant impact on facial appearance on the image. As a result, in case of comparison to a pre-registered facial image, it is difficult to determine whether each subject is the same. This paper proposes to register 3D information of the face instead of the ordinal 2D facial image in advance. Then, it is possible to reproduce the facial image under the same conditions as the facial image in a security camera, so facial examination becomes direct comparison, and in consequence, more rapid and more reliable. In this paper, we will introduce NEC’s high-speed and high-precision face 3D measurement technology and its application to facial image comparison and facial examination.


    Invisible Sensing – Walk-through Security Screening


    Sensing technologies utilising penetration characteristics of radio waves have been attracting attention as a measure to enhance security screening in public transportation and various venues. For these applications, it is important that the security check be performed without impeding the flow of people, with minimum human effort, and in a noncontact manner. In this paper, we introduce a walk-through security screening system called Invisible Sensing, which is the radio wave-based sensing technology and is capable of detecting weapons or dangerous objects concealed inside bags and/or worn on the body without requiring persons to stop during the scan.


    ■Cutting-edge Technologies to Build a Better Future: Advanced Technologies Permeate Every Facet of Our Lives


    Development and Approach to Software-defined Radio Technology


    Software-defined radio (SDR) refers to radio equipment systems that can switch between multiple communication methods by changing the software. Specifically, multiple modulation and demodulation methods are realized by switching the processing and the circuits of the built-in digital signal processor (DSP) and the field programmable gate array (FPGA) with the central processing unit (CPU). This paper describes the Japan-U.S. joint research for two-way software-defined radios between Japan and the U.S., the prototype and mass production of a broadband multipurpose radio system for the Japan Ground Self-Defense Force (JGSDF) using the research results, and a program modification project that makes use of the characteristics of software-defined radios.


    Automation and Labor-Saving Technology for Satellite Operation


    NEC has been operating the high-precision compact radar satellite called ASNARO-2 since 2018, using GroundNEXTAR, a highquality ground system package developed by NEC, to maintain stable operation. This paper introduces the features of the GroundNEXTAR and discusses what we have learned about automation and labor saving in the course of satellite operation. An important aspect of this is intention learning technology, a sophisticated form of machine learning that automates decision making by learning from experienced operators. With this technology, we can accelerate automation of satellite operation and reduce dependency on experienced operators for selection of observation candidates, a critical part of satellite operation.


    Quantum Cryptography — the Next Generation of Light-based Cryptographic Technology


    Quantum cryptography is an encryption method capable of protecting information for a very long period without the risk of being decrypted even far into the future. It is expected to be applied to mission critical systems at the nation level. Quantum cryptography is used to encrypt communications using a technique called a one-time pad, which uses a procedure in which cryptographic keys are produced in advance by quantum key distribution (QKD) for sharing between the parties. QKD enables key information to be placed on photons, which are particles of light, to protect the key with their properties of quantum mechanics. In addition to the method called BB84, NEC is conducting research on the continuous-variable quantum key distribution (CV-QKD) method, a next-generation technology.


    Labor-saving and Unmanned Robotics Takes the Effort out of Physically Demanding Work


    With its declining birthrate and aging population, Japan faces acute labor shortages ― especially in industries where physically demanding work is involved. In those fields where hard, physical labor is required, and where automation is more difficult to implement, the answer is robotics. In this paper, we look at two of the robotics systems NEC had developed in trial production projects run by Japan’s Acquisition, Technology and Logistics Agency (ATLA). One of these is a high-agility powered exoskeleton that multiplies the power of the operator and reduces the apparent weight load, while at the same time providing a high level of agility and usability on rough terrain. The other is a multi-purpose autonomous robotic vehicle that can operate on rough terrain without requiring priori map information. In addition to configuration and main component technologies, we will also discuss the projects in which these robots are being used and speculate on what possibilities the future may hold.


    Development of Wireless Power Transfer Antenna Capable of Efficiently Transmitting High Power to Unmanned Underwater Vehicles


    This paper introduces the development of an underwater wireless power transfer (charging) antenna that is important for the operation of unmanned vehicles under the sea. Research and industrial activities are advancing in areas such as situational awareness, resource surveys, and the development of equipment for mining and extraction, and in recent years, unmanned underwater vehicles, like drones, are being widely used underwater. However, due to the limited range of wired power supply, and short operating time of battery-powered power supply, we have started to develop a wireless power transfer system for underwater use to improve operational efficiency. NEC has succeeded in developing a 50 W class underwater antenna using its original antenna technology obtained by R&D, but its capacity is small and its range of application is limited, so we began development of a practical level kilowatt class antenna.


    ■Cutting-edge Technologies to Build a Better Future: Advanced Technologies in Space Applications


    The Ion Engine of Hayabusa2 and Potential Applications


    Designed for asteroid exploration, the Hayabusa2 spacecraft has ion engines installed which powered the outbound journey from Earth to the near-Earth asteroid Ryugu and the flight back to Earth after collecting samples. But that wasn’t the end of the mission. Hayabusa2 is currently on its way to a new destination, collecting valuable data to support humankind’s exploration of the solar system. The ion engine that powers the spacecraft is a form of electric propulsion that has become the key to deep space exploration and is attracting a lot of attention. This paper provides an overview of spacecraft propulsion systems in general and the ion engine in particular, discussing NEC’s role in the development of this advanced space propulsion system, how it performed on Hayabusa2, and how we plan to improve its performance for Japan’s next deep space exploration mission named DESTINY+.


    Hayabusa2 — Autonomous Navigation, Guidance and Control System Supported Pinpoint Touchdowns on Asteroid Ryugu


    After arriving at the asteroid Ryugu, which orbits the Sun at a distance of over 300 million km from Earth, the Hayabusa2 asteroid explorer executed a pinpoint landing, touching down with a margin of error of about 1 m. This feat was largely made possible by Hayabusa2’s autonomous navigation, guidance and control system that surmounted the severe environmental conditions on the asteroid’s surface and the extended communication delay time. In this paper, we will introduce this critical system and outline the technology that makes it possible ― including the target markers (TMs) and the laser altimeter that facilitate pinpoint landings. We will also discuss the results of the mission, highlighting Hayabasa2’s principal achievements.


    Spaceborne LIDAR-Supported Autonomous Landing of Hayabusa2 Spacecraft with Remote Sensing Technology


    As more and more countries compete to launch deep space exploration missions, such as the one Japan’s Hayabusa2 asteroid explorer is on, light detection and ranging (LIDAR) is becoming one of the advanced technologies facilitating this new wave of lunar and planetary exploration. Ever since the Apollo program, LIDAR has been used to determine the altitude of a spacecraft as well as for topographical survey of various astronomical objects. It was also incorporated in the selenological and engineering explorer (SELENE) nicknamed Kaguya and will be in the Martian Moons eXploration (MMX) vehicle set for launch in 2024. In this paper, we will introduce the LIDAR technology developed by NEC for space exploration and its current status as of 2021.


    Hayabusa2: System Design and Operational Results


    NEC played a leading role in the development and manufacture of the Hayabusa2 asteroid explorer, not only designing the system, integrating equipment, conducting tests, and providing operational support, but also coordinating the development of the subsystems for the spacecraft’s structure, thermal, power supply, telecommunications, data handling, attitude/orbit control, ion engine, electric instrumentation, and sampling systems. NEC supplied some of the components for these subsystems as well as several of the observation devices. This paper discusses the role NEC played in the Hayabusa2 project and discusses operational scenarios and results in the vicinity of asteroid Ryugu as well as the factors that contributed to the mission’s success.


    Optical Inter-satellite Communication Technology for High-Speed, Large-Capacity Data Communications


    NEC Corporation is building a network based on optical inter-satellite communication technology to achieve inter-satellite data communications with a higher speed and larger capacity than the present. It will improve the ability to transmit data immediately from satellite observations for use in various fields. As a first step, NEC has developed an optical communications equipment that is onboard the optical data relay satellites launched by the Japan Aerospace Exploration Agency (JAXA). The equipment was launched on November 29, 2020 and succeeded in establishing an optical link with an optical ground station approximately 40,000 km away. NEC is also planning an in-orbit testing of optical inter-satellite communication with an optical communication system onboard an earth observation satellite. The onboard service operation will be started after the in-orbit testing.


    Development of 30 kW-Class X-Band Solid State Power Amplifier for the Misasa Deep Space Station


    Under contract with the Japan Aerospace Exploration Agency (JAXA), NEC Corporation has delivered a 30 kW-class X-band solid state power amplifier to the Misasa Deep Space Station (Ground station for deep space exploration and telecommunication: GREAT) located in Saku City, Nagano Prefecture. To date, klystrons have been used for the high power X-band transmitters required for deep-space probe operations, but NEC has succeeded in implementing the world’s first X-band solid state power amplifier in the 30 kW-class by multiple-stage combining of power amplification units using domestically produced gallium nitride (GaN) devices.


    Development of the World’s Highest-Performance Thin Membrane Solar Array Paddle


    Solar array paddles mounted on satellites are required to be as lightweight as possible and capable of supplying high power. The NEC Corporation has been developing thin membrane solar array paddles (TMSAP) in collaboration with the Japan Aerospace Exploration Agency (JAXA) and aims to achieve the world’s highest power-toweight ratio of 150 W/kg or more for the power generated. The TMSAP, which greatly reduced weight by using a new structural method, has been confirmed to have attained the targeted performance with both the ground and on-orbit demonstration models. The newly developed TMSAP is expected to play an active role in various space development projects, such as deep space exploration and satellite constellations. This paper introduces the features of the TMSAP, its development history including on-orbit demonstrations, and perspectives on future development.
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    Today we find ourselves in a time of worldwide turmoil, forced to confront social issues. The disruption caused by the novel coronavirus disease (COVID-19) has been particularly pronounced, having far-reaching impacts on our traditional social structures. We are now living in a time of dramatic transformation that is affecting the entire world all at once.


    The Japanese government enacted a package of six legislative bills related to digital reformation on May 12, 2021, including establishment of the Digital Agency on September 1, 2021 to accelerate seamless sharing of information. The Agency will also tackle the social issues that have emerged from the pandemic, and then further enhancement of digital transformation (DX) of public administrations will be strongly expected.


    In Tokyo and other locations in Japan, longdelayed large-scale sporting events are being held one after the other under the new normal amidst COVID-19. Furthermore, the World Expo is scheduled to be held in Osaka in May, 2025. These international events require urgent changes in transportation hubs, such as airports and seaports, as well as in the broadcasting industry, which is responsible for transmitting world-class events across the globe in an attractive manner.


    The deterioration of aging social infrastructure is another issue that can no longer be postponed. Natural disasters, including torrential downpours have become more devastating and more frequent than ever in recent years, heightening the risk of disruptions to operations. On the social side, Japan now faces labor shortages due to the declining birthrate and aging population since 1997. From the viewpoint of public safety and security on a global scale, we are faced with not only natural disasters, but also numerous other threats such as piracy, terrorism, and the proliferation of mass-destruction weapons. The Indo-Pacific region, to which Japan belongs, is no exception. In pursuit of peace, stability, and prosperity around Japan, the Japanese government is promoting the Free and Open Indo-Pacific initiative.


    The digital transformation is regarded as crucial to solving these domestic social issues and international threats. Sensing technology, for example, plays a critical role in capturing the movement of humans and objects as well as in visualizing the conditions of public infrastructure. NEC is also making remarkable progress in optical sensor technology for observing greenhouse gases that cause global warming from space, infrastructure monitoring technology for assessing the deterioration of buildings and public infrastructure on the ground from space, and muography for the nondestructive measurement of volcanic activity, landslides, and underground structures by utilizing muons, which are elementary particles that fall from space. What’s more, deep learning is playing a central role in sparking the third artificial intelligence boom. Deep learning is not only used for various applications including the analysis of real-world environments but also leveraged to improve the accuracy of traditional areas, including biometric recognition of fingerprints and faces. Network and information technology is another critical component of the digital transformation, facilitating efficient exchange of the massive quantities of data generated by sensing and information processing.


    In this special issue, “Social Infrastructure that Guarantees Safety, Security, Fairness, and Efficiency,” NEC takes a look at how digital transformation is making an impact on public administration services, broadcasting, airports, and other infrastructure that support our social systems. We also show how sensing technology is extending our reach from the bottom of the sea to space, and zoom in on the incredible technology that made it possible for the Hayabusa2 asteroid explorer to collect samples from the asteroid Ryugu and bring them back to Earth with courage and hope for people all over the world suffering from the COVID-19 pandemic. NEC’s involvement in the research and development of these technologies has perfectly positioned us to introduce cutting-edge infrastructure technology that can help shape the future from the bottom of the sea to the far reaches of outer space.


    NEC hopes you enjoy the future as portrayed by this special issue and looks forward to working together with you to make it a reality.
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  Building a World Where Everyone Can Enjoy Abundance and Well-being through Innovative Public Infrastructure Technologies


  
    The novel coronavirus pandemic (COVID-19) is changing the world dramatically, and the digital transformation (DX) of social infrastructure such as public services, broadcasting systems, and airports is quickly escalating. In recent years, natural disasters have become more serious and more frequent, driving the need for sensors to enable the provision of more appropriate warnings and directives. To achieve a continuously sustainable society, where current and future generations can enjoy abundance and well-being, NEC believes it is essential to establish DX and sensing technologies as well as to promote advancements in future-focused network and infrastructure technologies. This paper presents a broad view of NEC’s wide-ranging research and development (R&D) into innovative social infrastructure technologies ― which extend from the present to the future and from the bottom of the sea to the far reaches of space.
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    1. Introduction


    Society is like a living organism, which is constantly evolving and changing. Today, we are experiencing revolutionary changes that are creating the need for us to rebuild the social infrastructure that has supported our society. Based on NEC’s R&D philosophy that society should be a place where all people can enjoy abundance and well-being, NEC is pushing forward with research and development in pursuit of solutions to not only the challenges we currently face, but also to those we will potentially face in the future. This special issue highlights NEC’s various activities.


  


  
    2. Technologies Supporting Digital Transformation in Social Systems


    2.1 Digital transformation in public services


    The digital transformation (DX) of the government is underway and has been quickly escalating in recent years. NEC believes that the key enabler is the set of agile government approaches that will enable the government to deliver solutions promptly without coding. In the framework developed by NEC, various basic services are offered as blocks which can be stacked and/or recombined as necessary to quickly respond to different social issues, allowing the government to quickly build an optimal service under the cloud environment.


    Digital transformation of local governments is also important because it can significantly improve interfaces between citizens and public administrators. These contact points are often beset by lengthy procedures, time-consuming paperwork, and the use of handwritten signatures and stamps for verification. In Japan, this process has been customary for so long that it now represents an adherence to tradition rather than efficiency. Local governments now plan to reconstruct this process, and then all governmental information will become paperless and digitized. The digitization of information will dramatically increase its convenience and usability, while utilization of big data and artificial intelligence (AI) will almost certainly create new value. Deployment of these technologies will break through the logjam of bureaucracy and significantly improve the efficiency of local government operations and the convenience of residential services.


    Social changes are also significantly impacting educational areas. The digitization of education has been well underway for many years, but the COVID-19 pandemic has accelerated many of those trends, while also forcing children, teachers, and education service providers to shift to a new way of studying and teaching. As one of the learning modules in NEC’s Smart Schools, the Collaborative Learning Support Solution supports remote online group activities such as active learning and promotes the enhancement of teacher-student interaction by analyzing and visualizing various behavioral characteristics such as oral communication between students and teachers. This will make it possible to customize learning solutions for each student.


    2.2 Digital transformation in broadcasting systems


    Video libraries are not only digitalized, but are also evolving into a service platform that realizes safe, secure digital video distribution with functions, such as quality check, preview, and online video transmission. NEC’s Video Platform Service is expanding its applications from video management for improved operational efficiency within a business (inB) to creative business-to-business (B2B) video distribution.


    Video’s large data footprint makes data compression especially important in this field. Since the amount of video data that must be managed and distributed is expanding exponentially, the importance of the technology for video codecs continues to increase. NEC continues to tackle DX technologies in broadcasting systems, including making basic improvements.


    2.3 Digital transformation at airports


    2.3.1 DX technology for passengers using airports


    Everyone who has traveled abroad knows that the customs area at airports is usually crowded and the lines move slowly. To solve this problem, NEC provides various airports in Japan with electronic declaration gates (e-Gates) at customs checkpoints. Using excellent space design and NEC’s proprietary face recognition technology, which is ranked number one in the world1), the e-Gates facilitate safe, quick, and efficient customs procedures for visitors and returning residents to Japan.


    Another problem that needs to be addressed is the inconvenience of boarding procedures. To help solve this, NEC’s face recognition system called Face Express will be introduced at Narita Airport. After passengers have registered their faces at the Face Express kiosk, they can proceed to the baggage check-in area and then through the security checkpoint and boarding gate without having to show a boarding pass or passport. Instead, their faces will be scanned and used for identification. This system is ideally positioned to handle the imperatives of the new normal of living in a pandemic because of its contactless properties. NEC is now working to connect this system to peripheral systems and to other airports and to also deploy it at various airports around the world where it can help achieve convenient, contactless airport services that meet today’s needs for safety and security.


    As more and more people are vaccinated, the COVID-19 pandemic is expected to come to an end. Building on the concept of NEC I:Delight, NEC continues to provide more pleasant ways to cope with changes in the environment in Japan and around the world.


    2.3.2 DX technology for air traffic control systems


    The troubles of travelers do not end once they have passed through the gate and boarded the plane. They must then hope that their flight will depart on schedule and arrive safely at the destination airport without delay. NEC’s technologies support on-time flight services that work behind the scenes and assure a smooth, trouble-free experience for passengers.


    One of those technologies is a ground-based augmentation system (GBAS), which uses the global positioning system (GPS) to assist in the safe approach and landing of aircrafts. NEC developed Japan’s first practical-use GBAS and supplied Tokyo Haneda Airport with it. GBAS makes possible more precise approach-and-landing support than conventional landing guidance systems. Thus, it can improve flight efficiency by shortening routes and increase the in-service rate by helping achieve safe landings even under adverse weather conditions.


    The other technology is an air traffic control system. Safety and on-time service in air traffic are ensured by air traffic controllers. They instruct airplanes to keep intervals between airplanes to maintain safety. This requires a system able to provide them with a flight plan for each airplane and real-time position information. For more than half a century, NEC has been developing and supplying air traffic management systems to assure safer and more efficient air traffic management, minimizing delays and maximizing safety, while supporting the controllers with sophisticated, reliable technology.

  


  
    3. Sensing Technologies That Support Social Systems


    3.1 Invisible sensing


    3.1.1 Monitoring of global environment and infrastructure


    Sensing technologies play a critical role in the effort to protect people’s life and property from natural disasters, which appear to be increasing in severity and frequency, and also help achieve the United Nations Sustainable Development Goals (SDGs). Sensing technologies facilitate global environment monitoring and make it possible to anticipate disasters, limit vulnerability, and increase the ability to respond to disasters when they occur. These technologies can also be used to keep an eye on physical infrastructure, watching for deterioration and alerting us to potential problems.


    NEC owns a comprehensive suite of sensing technologies. These include satellite-based observation systems that can support the achievement of the SDGs. Use of the second-generation global imager (SGLI), the hyperspectral image suite (HISUI), the thermal and near-infrared sensor for carbon observation (TANSO), and other optical sensor technology incorporated in Earth observation satellites makes possible global observation of snow and ice, aerosols, ocean colors, and vegetation as well as greenhouse gases such as carbon dioxide and nitrogen, enabling more accurate climate change projection.


    Similarly, spaceborne synthetic aperture radar (SAR) can measure ground surface displacement with high precision. Applying various analysis technologies to the SAR measurement data makes it possible to visualize the impact of shield construction and the deterioration of physical infrastructure, such as bridges, roads, and buildings. NEC has developed a SAR infrastructure monitoring service that uses these visualization technologies, contributing to a safer and more secure world.


    Although the observation targets are on the ground, they can be observed using elementary cosmic particles called muons, which are part of the cosmic radiation that showers the planet. Muons have extremely high penetrability and make possible the use of muography, a type of non-destructive imaging that shows the inside of objects in much the same way as radiography does. NEC is now working on a muography system for geoscientific applications, including the monitoring of volcanos, tide levels, and soil moisture to estimate the potential danger of mudslides. This same technology can also be used to monitor industrial infrastructure such as blast furnaces, electric furnaces, power plants, etc.


    3.1.2 Sensing technologies for defense applications


    The Indo-Pacific region, to which Japan belongs, is one of the more tumultuous parts of the world and faces a variety of threats such as piracy, terrorism, and the proliferation of weapons of mass destruction. As a supplier of defense equipment, NEC has been supporting the mission of the Japan Self-Defense Forces to protect the life and property of Japanese citizens. This special issue introduces a variable depth sonar system and a ship-based tactical air navigation (TACAN) system, two advanced defense systems we supplied to the Japan Maritime Self-Defense Force (JMSDF).


    The variable depth sonar is an acoustic sensor used to detect underwater threats such as submarines. Because light and radio waves have a short propagation distance underwater, acoustic waves are used instead. However, the nature of the medium varies considerably depending on conditions such as water temperature, salinity, the effect of currents such as the Kuroshiro Current, and pressure changes in depth direction. For this reason, the propagation path of sound waves fluctuates in complex ways. Under certain conditions, this can create a blind zone where it is impossible to detect a submarine. By adjusting the sensor depth in accord with the environment, the variable-depth sonar eliminates blind zone to ensure the detection of underwater threats to support the missions of the JMSDF, which protects the life and property of the citizenry.


    The TACAN acts as a lighthouse for aircraft, providing range and bearing information. TACAN for ships serves as a beacon for shipboard helicopters. Because an omnidirectional beam is required, the antenna of a conventional ship-based TACAN system is usually installed at the top of a mast where an unobstructed view can be obtained. As threats become increasingly sophisticated, space at the topmost part of the mast is now needed for the installation of other devices able to detect those threats and improve JMSDF’s defense capabilities. That’s why NEC has developed the world’s first TACAN antenna that can deliver omnidirectional services even when it is mounted on the middle of a mast. This assures aircraft safety while allowing a more robust response to other evolving threats and enables us to help the JMSDF with their missions.


    3.1.3 Labor-saving technology to compensate for a declining workforce


    The decrease in the labor force due to declining birthrates and aging populations is already a major social issue in Japan. Adapting to this requires increased investment in labor-saving technology. The railway industry, for example, is now shifting its inspection operations from a manual system to an automated track patrol support system that combines onboard cameras and AI to automatically detect and visualize any object that could potentially obstruct train services. We plan to convert the onboard track patrol support system to a cloud-based subscription service that will be easier to deploy and thereby attract business from more railway companies.


    3.2 Detection and recognition sensing technology


    3.2.1 Helping attain more efficient and sophisticated criminal investigations


    Reducing crime is one of the surest ways to help make society safer and more secure. NEC has been working to improve the efficiency and sophistication of criminal investigations for many years. This special issue takes a look at some of those efforts. These include radio fingerprinting, which uses the characteristics of radio emitting devices such as smartphones to identify an individual, and biometrics, which identifies a person by specific physical features such as fingerprints, palm prints, or facial features.


    Smartphones and other wireless devices are now ubiquitous. Almost everyone has one and most people carry it with them wherever they go. This makes wireless devices ideal for quick identification of individuals, because in most cases identifying the device identifies the individual. This makes it possible to track suspicious persons and sources of interfering waves. The radio identification system developed by NEC uses unique features extracted from the signal waveforms produced by the device itself to identify it. It cannot be fooled by counterfeit or randomized addresses and, because it applies only to data in the physical layer and not to actual communications, it provides a level of personal data protection that other systems do not. NEC continue to refine this technology to help make the world a safer and more secure place.


    The AI technology known as deep learning has greatly increased in use in recent years and is now applied in ever more areas of modern life, propelling many of the innovative breakthroughs that are transforming the world we live in. One of these areas is the field of biometrics.


    As the undisputed pioneer and still the world’s top player in the field of fingerprint matching technology, NEC started researching and then developing technology for fingerprint matching more than forty years ago and has since developed and refined impressively sophisticated technologies based on minutia. While this remains our core technology for fingerprint matching, the advent of deep learning has massively impacted the field. We are currently engaged in applying deep learning to our matching systems to achieve higher speed and higher precision.


    Face recognition is another area where new technology developed by NEC promises significant gains in speed and accuracy. In most cases, faces that need to be identified are recorded by security cameras. The quality and recognizability of the image can vary enormously, depending on the orientation of the face with respect to the camera and how well the face is illuminated. This can significantly affect the visibility and appearance of the faces in the images. After 3D face data has been preregistered, it can be reproduced under conditions that mimic those captured on video, making it easier for law enforcement agencies to identify faces more quickly and more accurately. This issue highlights NEC’s highspeed, high-precision 3D facial measurement technology and describe how it can be used to match and identify faces regardless of the imaging conditions.


    3.2.2 Security measures in public transportation systems and facilities


    Against a background of increased terrorist threats and urban crimes such as homicides, enhanced security in public transportation systems and facilities where people gather in large numbers has become a matter of great importance. NEC is now researching and developing invisible sensing (IVS) technology that uses the permeability of radio waves to perform noncontact detection of dangerous articles concealed in bags or under clothing without actually having to stop and search people. NEC believes IVS technology is an effective tool that can be used to enhance security at facilities in urban areas because of its high throughput, user convenience, and ability to differentiate between specific dangerous articles and daily use articles. NEC will shortly start doing validation tests in actual environments with the goal of implementing this technology as soon as possible.


  


  
    4. Leading-Edge Technology That Enhances Communications


    4.1 Advanced technology that permeates society


    4.1.1 Software-defined radio


    Software-defined radio (SDR) refers to a radio that incorporates software or programmable hardware to handle various communications systems such as multimode, multi band and/or multi-function wireless communications without modifying the hardware. This special issue takes a look at a joint Japan-U.S. research project that seeks to achieve intercommunication between the SDRs of both countries. It also discusses the broadband multipurpose radio system NEC developed for the Japan Ground Self-Defense Force based on this research, from prototype phase to full rate production phase and furthermore a software program improvement project that makes the most of SDR characteristics. In the future, NEC will take advantage of SDR’s flexibility and extensibility to support more reliable and more effective communications between government agencies and between nations.


   4.1.2 Automation and labor-saving technology for satellite operation


    NEC has been operating a small high-performance radar satellite known as ASNARO-2 since 2018. To maintain stable operation, we use GroundNEXTAR, our original ground system package. This issue introduces the features of the GroundNEXTAR and findings on the automation of the satellite operation and the labor-saving technology. It also discusses intention learning technology, which is an advanced type of machine learning that learns the decisions of experienced operators so that it can make appropriate decisions as necessary without human guidance and automate the satellite operation when selecting observation candidates. Through the automation of the satellite operation system and the acquisition of automation and labor-saving technology using AI, NEC will help solve social issues and support sustainable social values such as equality and efficiency.


   4.1.3 Quantum cryptography — the next generation of light-based cryptographic technology


    Quantum cryptography is a cryptographic technique that enables ultra-long-term protection of information with no risk of compromising the data even in the future. This technology is expected to be applied to critical backbone systems on a national level.


    In quantum cryptography, a secret k ey is transmitted and shared in advance by quantum key distribution (QKD) and communication is encrypted by an algorithm called a one-time pad. The key information is placed on a photon, which is a type of light particle, and the keys are protected by their quantum mechanical properties.


    NEC has developed a QKD system called BB84 that achieves the world’s top key generation speed with wavelength multiplexing and ensures safety in system implementation. It is now conducting research into a new QKD technology called CV-QKD that makes it possible to share communications for key distribution in a single optical fiber cable and distribute keys via satellites.


   4.1.4 Robotics technology that saves or eliminates labor in heavy work


    Japan’s demographic crisis, brought on by an aging population and declining birth rate, has led to severe labor shortages in many fields, particularly those where physically demanding work is involved. In this case, robotics is attracting notice as a technology that can effectively compensate for this labor shortage. In this special issue, we look at two of the robotics systems developed by NEC. One is a high-mobility powered exoskeleton that reduces the apparent weight load, while at the same time providing a high level of agility and usability on rough terrain. The other is a multipurpose autonomous driving robot that can operate on rough terrain without requiring advance map information. Both systems are now undergoing trials at the Japan’s Acquisition, Technology and Logistics Agency. In this special issue, we will examine the configurations and main technologies of these systems and speculate on where these technologies may go in the future.


    As Japan’s birthrate continues to plunge and society grows ever older, fewer and fewer young, physically fit people are available to maintain operations in many industries. To counter this, robotics technology is expected to become increasingly prevalent in both defense and consumer sectors. At NEC, we are committed to continuing our efforts to support the evolution of society through the pursuit of robotics technology and the promotion of social solutions.


   4.1.5 Development of an efficient wireless power transfer antenna for unmanned underwater equipment


    Unmanned underwater equipment is increasingly being used to support research of marine resources and inspection of submarine production facilities. Continuous operation is limited, however, because batteries need to be replaced periodically by humans. To solve this problem, a wireless charging system ― just like that used by a robot cleaner when it charges automatically after returning to its docking ― is required. This technology has already been applied successfully to electric vehicles, but is more difficult to apply underwater due to current loss resulting from the vibrations of water molecules and by sodium (Na+) and chloride (CI−) ions. NEC has developed an underwater antenna with dielectric assist structure which has made possible a 50 W–class underwater wireless power transfer system with high efficiency and high performance in terms of clearance between the transmitter and receiver antennas.


    By improving power transmission efficiency for increased power and checking the resistance to partial discharge, we plan to achieve a kilowatt-class antenna. As applications for underwater wireless power feeds increase, we expect that the internet of things (IoT) will also expand underwater in the not so distant future.


    4.2 Cutting-edge technology at work in space


    4.2.1 Great achievement of Hayabusa2 asteroid explorer and NEC’s technology


    Departing Earth in December 2014, the asteroid explorer Hayabusa2 traveled to the asteroid Ryugu where it entered orbit in June 2018. From then until December 2019, the Hayabusa2 conducted various operations in the vicinity of the asteroid, deploying multiple exploration robots to the surface and making two landings itself on the asteroid. On December 6, 2020, Hayabusa2 delivered the samples collected on Ryugu to Earth with courage and hope, where people were suffering from the COVID-19 pandemic. We are sure that everyone was excited to see Hayabusa2’s remarkable achievements and are still excited when they look back on them.


    In addition to providing its proven technology, NEC was involved in many parts of the project from the design and management of the overall system to integration, testing, and operational support, helping lead the mission to success. This special issue introduces NEC’s technologies that supported the great achievement of Hayabusa2 as well as the factors for its success within the context of system design and operation.


    Having supported this six-year journey as it had with the first Hayabusa, Hayabusa2’s ion engine system (IES) was once again brought into the limelight for its leading role in contributing to the mission’s success. But that wasn’t the end of the mission. Hayabusa2 is currently underway to a new destination. The IES that drives the spacecraft is a form of electrically powered spacecraft propulsion that has become the key to deep space exploration. This special issue describes how the IES works, how we developed it at NEC, how it performed on Hayabusa2, and also how we plan to improve its performance for Japan’s deep space exploration technology demonstrator named Destiny+.


    One of the most amazing aspects of Hayabusa2’s journey was its successful landing on Ryugu. Hayabusa2 touched down on the asteroid approximately 300 million km away from the Earth with a margin of error of approximately 1 m ― a feat made possible by its autonomous navigation, guidance, and control system. This extraordinary performance was made possible by the dedication and commitment of the NEC team that developed this system, which performed at optimal levels throughout the mission despite the severe environmental conditions on the asteroid’s surface and the extended delay time in communications. In this special issue, we take a closer look at the technology that made possible this remarkable breakthrough such as the target markers and laser altimeter that enabled the spacecraft to touch down with pinpoint precision. We also highlight the results of the mission itself.


    The laser altimeter referenced earlier is called LIDAR, which stands for light detection and ranging. By projecting a laser beam at the surface of the asteroid and detecting the reflected light, LIDAR can measure the distance to the surface of the asteroid, providing support for the autonomous functions of the spacecraft and enabling successful operation without real-time control from Earth or support from satellite navigation systems such as GPS available on Earth. This time it also contributed to the determination of the touchdown location with LIDAR’s state-of-the-art 3D modeling capability.


    LIDAR also clarified the material structure of Ryugu thanks to its ability to detect the differences between varieties of rocks according to differences in reflectance when light bounces off of the rocks. This capability made it possible to learn what materials constitute Ryugu.


    Finally, this special issue takes a retrospective look at the course of NEC’s involvement in the Hayabusa2 project from the design and management of the overall system to actual operations as well as the role NEC played in the Hayabusa2 project and this issue also discusses operational scenarios and results in the vicinity of asteroid Ryugu as well as the factors that contributed to the success.


    4.2.2 Optical inter-satellite communication technology achieves high-speed, high-volume data communications


    NEC is aiming to achieve inter-satellite data communications with higher speed and higher volume than conventional communications by building an optical communications network between satellites to enable the utilization of satellite observation data with increased real-time performance. As a first step, NEC developed the laser utilizing communication system (LUCAS) which was carried on the Japanese data relay satellite (JDRS) launched on November 29, 2020. This successfully established optical links between the JDRS and an optical ground station 40,000 km away. Planning is now underway for an in-orbit validation of inter-satellite optical communications with the advanced land-observing satellite (ALOS-3) launched by the Japan Aerospace Exploration Agency (JAXA). We are also conducting R&D into developing a next-generation optical communications device with a compact and lightweight design and capable of high speeds for practical use.


    4.2.3 High-power X-band transmitter for operation of deep space explorers


    Under contract with JAXA, NEC delivered a 30 kW–class X-band solid state power amplifier (SSPA) to the Misasa Deep Space Station in Saku, Nagano prefecture, Japan. Klystrons were conventionally used for high-power X-band transmitters required for deep space explorer operations. NEC developed a 30 kW–class X-band SSPA, the world’s first solid-state type, by multi-stage synthesis of power amplifier units using Japanese-made gallium nitride (GaN) elements. This high-power SSPA makes possible more stable operation than the klystron type. However, the klystron type remains superior in terms of size and power consumption, so we plan to continue our efforts to make the SSPA more compact and more energy efficient.


    4.2.4 Development of the world’s best performing thin membrane solar array paddle


    Spacecraft solar cell systems are required to have a lightweight design and high power-to-weight ratio that can supply high power. NEC’s extensive experience in solar cell production enabled us to come up with a new concept to reduce the weight. The thin membrane solar array paddle (TMSAP) that was developed in collaboration with JAXA achieves both flexibility and the world’s highest power-to-weight ratio. NEC subsequently conducted a deployment demonstration and power generation experiment in orbit, confirming that the TMSAP operated as designed. The TMSAP is expected to play an active role in various space development projects such as deep space exploration and satellite constellations.


  


  
    5. Conclusion


    By working on innovations in social infrastructure that include the promotion of DX technologies and the development of cutting-edge sensing technology, NEC is actively striving to build a better future for everyone. NEC, however, is only one part of these massive projects. Social infrastructure involves the cooperation of the nation as a whole, its government, its businesses, and all the other organizations that compose it. Thus, NEC never forgets that it is only by collaborating with its stakeholders and by discussing and creating together that innovation in social infrastructure becomes a reality. Together with stakeholders, NEC aims to contribute to the achievement of a sustainable society in which current and future generations of people can enjoy the abundance and well-being it has to offer.
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    Abstract


    In recent years, countries around the world, including Japan, have been accelerating progress towards the realization of digital government. NEC believes that the pursuit of an agile government capable of using existing systems without creating new ones and advancing rapidly from development to trial is the key to promoting digital government in Japan. This paper uses the example of initiatives led by Denmark — one of the most digitally advanced countries in the EU — to explain what agile government encompasses, explore current issues, and discuss the components and future prospects of NEC’s Government Cloud Solution for turning digital government
into reality.
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    1. Introduction


    In recent years, many countries around the world have been actively pursuing digital government to promote the convenience and happiness of its citizens. In Japan as well, the adaptation of digital government is also advancing as indicated by the passing of bills related to digital reform in May 2021. This paper uses Denmark, recognized for its digitally advanced economy, as a case study to outline Japan’s vision of digital government and discuss the initiatives undertaken by NEC to achieve this vision.


  


  
    2. Case Study: The Digitally Advanced Economy of Denmark


    Denmark is a global leader in digital government and one of the happiest nations in the world as attested by its No. 1 ranking in the UN E-Government Survey and No. 2 ranking in the World Happiness Report1)2). It was almost 50 years ago that the country established the Danish personal ID number (CPR), which is roughly equiv alent to the My Number system in Japan. Since establishing the Agency for Digitisation in 2011, Denmark continues to drive forward its digital transformation with innovative solutions, including electronic PO boxes and reciprocal use of public data.


    One of the companies that has been leading digitization in Denmark is KMD. An NEC Group company since 2019, this Danish IT giant has played a key role in the development of IT infrastructure in Denmark for more than four decades. Some of the solutions offered by the company include the Common Digital Platform for Local Governments and WorkZone.


    The Common Digital Platform for Local Governments provides functions used in administrative services as common modules to create an ecosystem so that various local authorities and enterprises can combine them to provide administrative services. Fig. 1 provides an outline of the platform’s configuration.
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         Fig. 1 Outline of the Common Digital Platform for Local Governments.
        

     


    WorkZone is an enterprise information management platform that allows administrative officers to define their own business logic and easily create application workflows and data management systems. Fig. 2 provides an outline of the platform’s configuration.
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         Fig. 2 Outline of WorkZone.
        

     


    As you can see, creating a social system in which no one is left behind and using a platform that allows rapid advancement from development to trial are the two areas where digitization is progressing in Denmark.


  


  
    3. Digital Government in Japan


    3.1 Agility in the administrative sector


    As in Denmark, the government of Japan is also working to promote user-friendly digitization that ensures no one is left behind3). This speaks to the need to embrace the concept of agile government to bring agile thinking to government administration4).


    Previously in the administrative sector, it was not uncommon for it to take years to move from the process of policy formulation to the start of system operation, which made it difficult to address the changing social environment and user needs in a timely manner. Meanwhile, in recent years, the government is increasingly being confronted with situations requiring rapid decisions and actions, such as in response to earthquakes, typhoons and other natural disasters, and providing new values through technologies that enable touchless and remote operations to promote safety during the COVID-19 pandemic. To provide the required administrative services quickly, it is necessary to perform the process from system planning to verification in an agile manner under the premise that these services are improved sequentially after they are started. Public administration based on applying a system development method (agile development) that approaches system completion through repeated implementation and improvement is called “agile government,” and NEC is supporting digital government based on this concept.


    The two most important points for realizing agile government are to use existing systems without making new ones and advancing rapidly from development to trial.


    3.2 Issues in using cloud services


    Realizing agile government using technologies such as cloud services presents some issues that need to be addressed.


    First of all, cloud services evolve quickly, and it is not uncommon for there to be hundreds of updates per year. When using cloud services, it is important to have the right knowledge of the specifications of the services to be used and the experience to properly combine and operate them.


    In addition, as shown by the Common Standards for Information Security Measures for Government Agencies and Related Agencies (Japan), the requirements for government systems differ from the requirements for general systems, making it difficult to apply cloud services meant for general use without modification.


    In this way, the need for government agencies to modify systems from various perspectives in order to utilize cloud services hinders the ability to quickly and easily test systems.


  


  
    4. NEC’s Approach to Digital Government


    In order to solve these issues and realize agile government, NEC is offering the Government Cloud Solution. This solution is composed of four blocks: cloud infrastructure, applications, management, and security.


    One unique feature of this solution is that it allows the four blocks that were previously designed individually to be available as components. By combining the blocks, the system can be easily configured to meet the requirements of government agencies. Each of the blocks are described in the following sections.


    4.1 Cloud infrastructure


    For the cloud infrastructure block, NEC offers the Government Cloud Service based on Japan’s cloud infrastructure service NEC Cloud IaaS.


    As shown in Fig. 3, this is a one-stop service that does not simply provide a cloud service but also includes a secure network connecting the users to the cloud. It is compatible with the multi-cloud configuration combining several cloud services and capable of connecting multiple cloud services to the data center through closed networks.
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         Fig. 3 Overall Image of the Government Cloud Service.
        

     


    The NEC Cloud IaaS is registered in the cloud service list of the ISMAP (Information system Security Management and Assessment Program) run by the Japanese Government, and meets the security level required of cloud services for government agencies.


    4.2 Applications


    Agile government requires rapid improvement of policies and systems based on user feedback. A development method in which improvements can be implemented quickly is more suitable than the traditional development method based on strict planning and performing the project plan step by step. NEC provides the Low-Code Development Platform (Fig. 4) for this purpose.
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         Fig. 4 Low-Code Development Platform and its components.
        

     


    Within the Low-Code Development Platform, screen templates, data models, and API components required by government agencies are prepared in advance, and by combining these components, applications can be developed quickly with minimal coding.


    This enables application development that is responsive to changes, allowing administrative officers and system developers to discuss and make screen design changes and function expansions on a day-to-day basis based on feedback received from users.


    4.3 Management


    Cloud services have a wide range of features and rules. For instance, the cost of using a public cloud service is dependent on the amount of services used, but the cost may be higher than expected if the resources are mismanaged. For stable system operation, it is necessary to have cloud personnel with appropriate skills and operational know-how, which requires a lot of time and money.


    To address this issue, NEC offers the Multi-Cloud Management Service, which integrates cloud personnel and operational know-how. This service standardizes and automates management by responding to cloud-related inquiries, supporting performance management aimed at cost optimization, and providing ITIL-compliant operational processes and documents.


    4.4 Security


    The security of cloud services can be divided into two parts; the part that is made secure by the service provider and the part that is made secure by the user. It is necessary, therefore, to consider security based on a correct understanding of this boundary of responsibility.


    In addition, the systems of government agencies are required to comply with security standards such as the Common Standards for Information Security Measures for Government Agencies and Related Agencies (Japan).


    NEC addresses these needs through the provision of a mechanism (template) that prepares security settings that comply with the standards and automatically implements these settings. This enables quick and easy implementation of systems that comply with the required security standards.


  


  
    5. Conclusion


    As discussed in this paper, NEC provides services in the form of blocks that can be combined to quickly configure an optimal cloud environment and enable government agencies to use existing systems without creating new ones and advance rapidly from development to trial.


    The speed and flexibility provided by cloud services are essential for promoting agile government and offers the potential to put new technologies to practical use more swiftly than previously possible.


    At the same time, the realization of digital government requires not onl y the ev olution of technol ogies; the appropriate use of collected data and a change in user awareness are also essential. NEC will work with stakeholders involved in digital government to develop rules and cultivate human resources in parallel with developing technologies.


  


  
    * ITL is a registered trademark of AXELOS Limited.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    In recent years, the rapid evolution of broadband network technology, together with the widespread dissemination of ever more sophisticated smartphones and other electronic devices, has reached a point where traditional governmental administrative procedures that involve the signing and stamping of original paper documents seem out of step with contemporary practice. Eliminating paper and digitizing all administrative data make it possible to realize the huge performance gains that AI-enabled big data and other cutting-edge technology offer. Applications for digital data are expanding at a phenomenal pace, creating new value and providing a range of exciting new tools for management and administration. In this context, we are committed to providing local citizen-facing public agencies with the support and the technologies they need to execute a successful digital transformation (DX). In this paper, we discuss the ways in which we are helping to standardize operations and implement and validate practical applications.
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    1. Introduction


    It would not be inaccurate to say that Japan is now undergoing an unprecedented transformation that no other country has yet to experience. Key drivers of this transition include a rapidly aging population that has resulted in a steadily decreasing population. These in turn have led to a host of challenges, piling up one after another in rapid succession ― from disappearing revenue sources and labor shortages to skyrocketing social welfare spending and obsolete infrastructure replacement. With the country already reeling, fiscal 2020 brought what was perhaps the biggest challenge yet ― the outbreak of the novel coronavirus disease (COVID-19). The response to this pandemic massively impacted day to day life, business operations, and much more. Under these conditions, business as usual is no longer an option; instead, we have no choice but to transition to new lifestyles. Against this background, Japan enacted a bill to launch the Digital Agency on September 1, 2021. This agency lists six priority action items based on the above-mentioned issues and is committed to forging policies that will make transactions with the public easier and more convenient while streamlining and enhancing the administrative performance of local governments.


    In the sections that follow, we discuss this great transformation ― that is, the digital transformation (DX) of local governments that the soon to be established Digital Agency will foster and support. We begin by examining the commitment by local governments to engage in this transformation, how their systems have evolved so far, and where they stand now, highlighting actual cases where NEC has contributed.


  


  
    2. Evolution of Local Government Systems


    Decades of technological advances have gradually refashioned the way public agencies conduct their business. Over time, administrative work has made several significant transitions. Computerization eliminated the need to do everything by hand, informatization simplified the collection and organization of data, and standardization assured compatibility between different departments. In this section, we outline the evolution of local government systems from the early post-war period until today.


    2.1 From manual work to general-purpose computers


    The Local Autonomy Law was promulgated in April 1947, right in the middle of Japan’s post-war recovery. It was at this time that local government structures were reorganized into today’s prefectural system and new municipal administrative operations began. Naturally, clerical work was performed manually and would continue to be done so for most of the next three decades.


    Beginning in the late 1970s and continuing on into the 1980s, mainframes (legacy systems), suited to largevolume clerical processing with stable operation, were gradually introduced to local governments. System building at this stage stayed in the realm of specific optimization where mainframes were created for individual local governments.


    2.2 Introduction of open system packages


    Various vendors started developing and offering packages for local governments in the 1990s, changing the style of municipal administrative systems from specifically designed systems to package systems.


    In the 2000s, as technological progress accelerated with the integration of the Internet into business and public operations, compact, high-performance systems became both more powerful and more affordable. Reliance on mainframes supplied and maintained by specific vendors was no longer necessary. Instead, the trend was towards introduction of standardized packages across agencies (total optimization). Yet, even as local governments shifted from big, closed systems to compact, open systems, they continued to rely on individual customization to match the administrative procedures already in place even when a package system was introduced. This meant there was still a lot of room for improvement ― for example, by decreasing the amount invested in IT systems.


   2.3 Cloud computing and the debut of the My Number system


    Towards the end of the 2000s, a trend towards sharing systems and storing data in the cloud was becoming increasingly apparent ― especially in smaller local governments. This trend became known as “local government cloud” in common parlance and was actively promoted at the time.


    The dispersal of public systems into the clouds was closely followed in the second decade of the 21st century by the introduction of social security and tax identification system called Individual Number. More commonly known as My Number, this system involved the assignment of an individual number issued to each citizen and resident of Japan. Aimed at improving people’s convenience, this system finally took full advantage of information and communications technology.


  



  
    3. The Great DX Transition at the Local Government Level


    As discussed above, local government systems have transitioned from mainframes to open system packages and clouds (in smaller local governments). As a result, standardization and commonization are now underway, leading to an expectation on the part of the public that local municipal clerical work to be conducted more efficiently, while investment in IT systems is reduced. Nonetheless, the actual state of digitization at many levels of Japan’s government structure remains inadequate and outdated. For example, there is concern that the My Number system has not been sufficiently used by citizens to apply for temporary cash handouts for COVID-19 relief. This concern with respect to the effective utilization of digitization applies to various other contact points with residents, as well. We expect that the new Digital Agency will direct significant resources to promoting and supporting more effective utilization of digitization.


    In this section, we look at what local governments are doing now with respect to standardization and commonization, moving administrative procedures online, and promotion of the utilization of AI and RPA in the administrative sector.


    3.1 Standardization and commonization


    The Study Group on Strategies for Local Government in 2040 was launched in 2017. This study group released a paper focusing on the issues local governments would face in 2040 and what measures would be needed to address them. The paper argues that in an age of decreasing population and absolute labor shortages, a paradigm shift in local government operations is required. To achieve this paradigm shift, the paper recommends standardization and commonization of local government administrative procedures.


    Subsequently, in 2018, the Study Groupon Standardization of Operational Processes and Systems and Utilization of AI and Robotics in Local Governments (Smart Local Government Study Group) was launched. This was followed by the establishment of the Advisory Committee on Local Government Systems in 2019. These marked the beginning of the creation of standardization specifications for 17 of local government operations.


    In April 2021, the standardization specifications for resident records were released. Release of standard specifications for group 1 (nursing care, welfare for the disabled, school attendance, and local taxes [fixed property tax, individual inhabitant tax, corporate tax, and light vehicle tax]) is planned for the summer of 2021 and for group 2 (child allowance, voter list, national pension, advanced elderly medical service, livelihood protection, health management and child rearing allowances, and child and child care support) in the summer of 2022.


    While the costs of IT systems have remained high due to individual customization in local governments, efforts are ongoing to bring down these costs by pushing standardization. It is now possible to make government administrative operations more sophisticated and more efficient and to improve resident services by allocating staff man-hours conventionally involved with system introduction to local government clerical work that is truly necessary.


    NEC not only aims at complete compliance with the standard specifications of resident records but also with any standard specifications scheduled for future release. We will also support the achievement of the goals pursued by national and local governments and other administrative bodies by offering systems that feature full compatibility with a government-authorized standardized digital infrastructure provisionally named “Gov-Cloud” and by helping those governmental bodies that offer cloud-based services.


    3.2 Moving administrative procedures online


    In addition to standardization and commonization, another priority action item for the Digital Agency will be online applications by members of the public for temporary cash handouts for COVID-19 relief which have been highlighted as being a serious problem.


    The plan is that applicants will be able to apply online at the My Number portal (Mynaportal) using their My Number cards. The targeted procedures for the time being total 31 procedures that include child care (15 procedures), nursing care (11 procedures), disaster relief (disaster certificate), and car ownership (4 procedures). It is hoped that these online applications will be established in all local governments by the end of fiscal 2022.


    In addition, improvements in the Mynaportal’s user experience (UX) and user interface (UI) and achievement of network communications for mission critical systems will make it possible for members of the public to make applications from home.


    NEC will devote maximum effort to helping transit government procedures online. Details on how this will be achieved are discussed in the preliminary cases introduced in section 4 below.


    3.3 Promoting the use of AI and RPA by local governments


    The Smart Local Government Study Group recommends that any clerical work that can be done by AI and robotics should be done by AI and robotics. This will facilitate the transition to smart local governments that make full use of disruptive technology (such as AI and robotics). As of February 2020, only 277 local governments had introduced this technology. However, it is expected that future progress in standardization and commonization will enable more and more local governments to introduce this technology at an accelerated pace. NEC has been involved in several actual cases that utilize not only RPA, but also AI. Details about these cases are discussed in the following section.


  


  
    4. Digital Use Cases


    4.1 Smart administrative service counter solution


    Basic resident registers handled by local governments should be created based on factual information about residents under the supervision of mayors of cities, towns, and villages. Basic resident registers improve the convenience of daily life of residents by authenticating residential conditions and providing foundational material for various government clerical works. With a view to addressing the public’s rising consciousness about personal information and improving the reliability of basic resident registers, identity verification procedures for notifications have been standardized nationwide now and are handled in a rigorous manner.


    These changes have led to increasing demand for improved online application procedures facilitated by an immediate transition to DX. Prevention of identity theft and confirmation of identity authenticity are prerequisites for achieving this transition. With respect to electronic notifications, procedures using the Japanese Public Key Infrastructure (JPKI) are required by the Basic Resident Registration Act. On the other hand, procedures for moving in and out are usually required to be face-to-face. Procedures normally conducted in person have presented various problems during the ongoing coronavirus crisis and are now undergoing urgent review. The idea is to push policies that will make it possible for most procedures to be handled via the Mynaportal.


    In this context, NEC is developing the smart administrative service counter solution that is expected to improve local government service counter procedures. One of its greatest features is a reception function that uses a pen tablet for change-of-address application procedures that require face-to-face interaction. This function will make it possible for local government staff to correct information declared by residents. It will also make it possible to search special Chinese characters (characters not included in the JIS character set) used in people’s names based on characters (strokes) drawn on the tablet. Technology that saves the stroke information and authenticates the individual’s identity is also incorporated.


    Another challenge is the font used on the residence certificate. Those fonts feature special characters different from those used by ordinary PCs, so accurate confirmation of those characters is necessary. Previously, local government staff had to check handwritten characters visually and enter them using dedicated software. We are trying to build a system that allows residents to choose and decide on character candidates themselves. This will make possible selfservice notifications and enable residents to conclude procedures on their own (Fig. 1).
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         Fig. 1 NEC’s Smart Administrative Service Counter Solution supports the digitization of service counters.
        

     


    4.2 Mynaportal messaging function


    The smart administrative service counter solution introduced in section 4.1 above are intended primarily to reduce staff workload when local residents are filling out paperwork at a local government office. However, the national government is currently working to popularize the My Number card and eliminate in-person procedures altogether by making it possible for people to do everything online without having to go to a government office.


    Once this has been achieved and conventional flows of paper-based applications which require residents to come to the government office are successfully transferred online, it is expected that operations normally handled on a face-to-face basis will be massively impacted. To achieve this, the Japanese government is vigorously promoting the Mynaportal. The Mynaportal incorporates a messaging function that lets people know when there is information that they need to pay attention to. This function is likely to be actively utilized in the future.

    Although the Mynaportal messaging function is already available, it is not widely used because the My Number card itself has not yet been popularized. Furthermore, any system that electronically sends messages from a local government to local residents must be configured so that it can generate messages compatible with the various different interfaces used by the people who will receive those messages. Considering the fact that few people currently use the Mynaportal, it is natural that local governments conscious of cost effectiveness are reluctant to introduce this function.


    To solve this problem, NEC has developed a dedicated tool that can externally specify the address numbers of local residents to send messages to. Development of this tool was possible by fully utilizing our original technology that extracts text information from PDF file formats after generating XML file formats that can achieve system linkage from electronic documents (Fig. 2). This made it possible to build a system that can link with messages from the Mynaportal without requiring major modifications to current mission critical systems.
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         Fig. 2 Validation of digitization of messages to residents using the Mynaportal.
        

     


    This can be used not only for transmission of systemgenerated documents but also for messaging of documents created using different apps (e.g., Word). Conventional paper-based messages incurred significant printing and posting costs. However, this is not the case with digital messages, which offer tremendous cost savings and save on labor by avoiding the problem of messages being returned due to absence of receivers.


    4.3 AI-related precedents


    Government administrative work is executed based on laws and regulations. However, these laws range widely and there are cases where judgment is difficult depending on how a law is interpreted. When judgment is difficult only using judicial precedents and legal interpretations, memos are sometimes issued as supplementary material. This requires local government staff to make a judgment based on the latest laws and various memos. Local government staff has to read such wide-ranging material to make confirmation and appropriate judgment. So reduction of such workload on staff has been demanded for some time.


    To address this issue, NEC developed and validated an AI-related precedent assistant that enables local governments to search entries in law collections by utilizing NEC’s auto response function, which incorporates the Recognizing Textual Entailment (RTE) technology (Fig. 3). This assistant function is different from a keyword search function, making it possible to search text lines whose meaning is closely related even if text lines include completely different keywords. It does this by displaying lines of text in sequential order beginning with those judged closest to the original text lines after AI reads contexts and analyzes connotations. Instead of a one-question-and-one-answer style, this system uses a one-question-and multiple-answers style, dramatically increasing speed and efficiency, finding the desired answer much more quickly than a chatbot system.
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         Fig. 3 Validation of AI system that searches collections of law/regulation and case studies.
        

     


    Additionally, content is not something created by staff. We believe that the key to solutions that support local government operations is the ability to quickly retrieve the correct answer. This can be achieved by entering the latest legal literature data provided by publishers that publish books about local government operations. Because these publishers immediately respond to any law revisions, keeping that information up to date is much easier.


  


  
    5. Conclusion


    We believe that the establishment of the Digital Agency and the impact of the COVID-19 pandemic will accelerate digitization in the local government market. At NEC, we are committed to contributing to the improvement of performance of local government operations and resident service convenience.
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    Abstract


    In response to the novel coronavirus disease (COVID-19) pandemic, businesses operating in the education sector that provide support for students, teachers, and learning itself are now actively seeking to develop new and more versatile systems for learning and teaching. NEC’s Smart School Business has developed a Collaborative Learning Support Solution designed to support and facilitate group activities in online learning such as remote active learning. By visualizing and analyzing various characteristics of an individual student’s speech (how often learning keywords appear, speech frequency and rate, etc.), this solution makes it possible to tailor instruction for each student.


    


    
      Keywords


      education, collaborative learning, validation, speech recognition, NEC’s education cloud OPE, COVID-19

    

  


  
    1. Introduction


    As Japan intensifies its efforts to transition to Society 5.0 ― a concept put forward by the Japanese government ― it is moving forward with digitization in as many different areas of society as possible. Education, in particular, has been targeted for reform with plans to integrate information and communications technology (ICT) in all aspects of the learning process.


    NEC provides NEC’s education cloud, the Open Platform for Education (OPE)1), and its education support service, the Collaborative Learning Support Solution. This paper introduces the outline and the future approaches of these services.


    1.1 Educational reform — revised curriculum guidelines


    Partial revision of the School Education Law introduced in April 2019 allows use of digital textbooks in addition to conventional textbooks. In accordance with the revised curriculum guidelines, computer programming and foreign language studies were introduced at the elementary school level in fiscal 2020.


    At the core of the revised curriculum guidelines as set forth by the Ministry of Education, Culture, Sports, Science and Technology (MEXT) is an emphasis on fostering the qualities and capabilities that will be needed in the new era. Taking its cue from data analysis, MEXT is calling for qualitative improvements in education through an enriched learning experience that is both independent and interactive (active learning, collaborative learning, etc.) and by improving methods for evaluating students’ progress.


    In line with the new guidance proffered by the revised curriculum guidelines, schools across the nation are introducing new in-class learning systems that focus on interactions with and between children. The next step is to develop systems that can evaluate collaborative learning classwork based on quantitative evidence.


    1.2 Educational reform — GIGA School Program


    At almost the same time as it introduced its revised curriculum guidelines, MEXT announced the GIGA School Program2) in December 2019. GIGA stands for Global and Innovation Gateway for All.


    Features of the GIGA School Program include the provision of a device for each student and the construction of a high-speed, large-capacity communications network for students in the Society 5.0 era. Cloud databases will be a key component of this program and will be supported by a system for ICT device procurement and maintenance, distribution of representative device usage cases, and implementation of the PDCA cycle in device usage. In so doing, GIGA is expected to facilitate continuous achievement of individually optimized learning at schools across the nation, ensuring equitable access for students with diverse capabilities, including those with disabilities. In addition to addressing the long-standing demand for effective utilization of leading-edge technology based on ICT, this program is also aimed at resolving delays in the construction of subsidized school ICT environments, as well as the digital divide between local authorities.


    Since April 2020, all of these trends were accelerated by the novel coronavirus disease (COVID-19) pandemic, and even more emphasis is now being placed on ensuring that children can continue with their studies using ICT even during an emergency such as the one that resulted in the government temporarily shutting down schools in an effort to prevent the spread of COVID-19. Thanks to these efforts and support from MEXT, the GIGA School Program has accomplished all of its initial goals ― which originally planned to be completed in four years ― in just the last year.


  


  
    2. NEC’s Smart School Business


    To support MEXT’s efforts to reform education as quickly as possible, NEC is pushing ahead with its Smart School Business. These products include the following.


    2.1 OPE educational cloud


    In addition to supplying devices for students as part of the GIGA School Program, NEC introduced in fiscal 2020 an educational cloud platform called OPE, that enables seamless access to learning materials with a single signon (Fig. 1 & 2). Students can access learning systems that will train them in practical English skills, computer programming, and much more. Drill materials for all subjects are also provided, enabling students to study more efficiently.
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        Fig. 1 NEC’s educational cloud OPE.
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        Fig. 2 Strength of NEC education cloud OPE.
      

    


    2.2 Collaborative Learning Support Solution


    The combination of active learning and collaborative learning makes possible an enriched experience that is both independent and interactive. In order to instruct and evaluate students accurately, teachers must have access not only to each student’s results, but also to data about their individual learning processes. In addition to work sheets, test results, and so on, information that is especially important to student evaluation is what students say in class, how active they are in debates, and if they say something that triggers an exchange of opinions. This necessitates technology to make it possible for teachers to check what students say in the collaborative learning process during or after class and to use that information for evaluation of students and improvement of classwork.


    The solution is a teaching support service that utilizes multiple AI technologies and will be provided on the OPE. When a collaborative learning class is held, the microphone connected to the device introduced in the GIGA School Program on a one-device-for-one-student basis captures what teachers and students say during the class. By visualizing this, this solution meets on-site needs from schools from the viewpoint of provision of evidence in evaluation of students as well as improvement of teachers’ instructions.


  


  
    3. Creating educational value


    This section discusses the educational value provided by the Collaborative Learning Support Solution and explains the mechanism to visualize the speech information.


    3.1 Educational value


    The educational value made possible by this solution can be broken down into three main parts.


    The first is that teachers can give instructions and talk to students if necessary while they walk around the classroom. In collaborative learning, multiple groups comprised of multiple students concurrently proceed in discussions on different subjects while a single teacher is supervising those discussions. This solution notifies the teacher of particular groups and individuals who should be prioritized, allowing the teacher to offer suggestions to the whole class, to individual groups, and to specific individuals as and when required. Notifications are delivered to the teacher’s device in real time as alerts during the class (Fig. 3). This system is especially useful because of the importance of providing effective instructions to students in class during limited school hours.
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        Fig. 3 Real-time visualization of learning conditions and notification function.
      

    


    The second factor contributing to the educational value of this solution is that it provides teachers with a text record of what they said during the class and how actively students exchanged opinions. When required, this text information can be played back as audio (Fig. 4), enabling teachers to apprehend nuances such as tone in the vocal utterances of both teachers and students as well as the atmosphere in the classroom. These kinds of details ― which are difficult to pick up with text information alone ― provide much greater context to the discussion.
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        Fig. 4 Class review and analysis function (per group).
      

    


    The third component is the ability to check statistical information such as the transition of the number of times teachers and students speak based on learning data collected in previous classes. This capability is useful for the teachers as it allows them to statistically review their own classes to improve their teaching accordingly. It is helps the teachers keep up with how the students have grown and changed (Fig. 5).
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        Fig. 5 Learning history analysis function.
      

    


    3.2 How we created this solution


    To achieve this solution, we combined the authentication function incorporated in the OPE with several of NEC’s most advanced AI technologies including voice recognition, speaker recognition, and emotion recognition which convert a vast amount of data drawn from what teachers and students say into useful information for teaching. (Fig. 6) (related patent pending).
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        Fig. 6 How the Collaborative Learning Support Solution works.
      

    


    Using microphones connected to the teacher’s and students’ devices, this system works by recording whatever is said by the teacher and by each student during collaborative learning and converting the audio data into voice information. After identifying the speaker, the system processes the voice data into various contextualized data points, including text lines, number of times an individual spoke, changes in emotion, and how often desired keywords appeared. Based on this data, the solution is able to alert the teacher in real time to which groups and individuals should be given the most attention at any particular moment (see the first component of educational value above).


    The processed data is organized and linked to voice data in a way that makes it accessible to classes and individuals. This makes it possible to play back each utterance in a single unit of text, thus making it possible to continuously play back voice information in specific ranges (see the second educational value above).


    The system’s design ensures that accumulated data not only can be managed as the teacher’s instruction history and as each student’s learning history that took place in each class but also as statistical information across the board (see the third educational value above).


  


  
    4. Conclusion


    As of 2021, this solution is still in the of validation stage. Validation procedures regarding visualization and evaluation of learning conditions in collaborative learning3)4) have been conducted continuously since 2019 at four demonstration schools in Kyoto (two elementary schools and two junior high schools. The idea is to help achieve learning that matches each student and improve teachers’ instruction capabilities at the stage of compulsory education (Photo).
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        Photo Validation at school in Kyoto.
      

    


    Initially, the validation tests were based on the assumption of collaborative learning in conditions where teachers and students were close to each other. Due to COVID-19, however, validation is now underway in an environment where teachers and students are physically distant from each other. In other words, we are hypothesizing various use cases to address various issues in terms of environment and technology.


    We are committed to continuing our efforts to achieve a more nourishing and collaborative learning environment that benefits from application not only of NEC’s proprietary technologies, but is also open to collaboration with vendors specializing in other technological fields.
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    要旨


    The management and distribution of video footage is shifting from analog tapes to digital files, and the mechanisms to do so are also changing dramatically. As a result, there is a need for service infrastructure that not only stores and transmits video footage, but also provides safe and secure video distribution DX with functions such as quality check, preview, and online transmission. This paper presents an overview of the Video Platform Service, a new social infrastructure for video distribution provided by NEC, and examines the main functions, technologies, and future prospects of the service.
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    1. Introduction


    In recent years, the management and distribution of video footage, especially in the broadcasting industry, has shifted from analog tapes to digital files, and the handling of these files is not limited to inB (intracompany) but has expanded to BtoB (business-to-business) and BtoC (for general consumers) domains. For example, in October 2017, the online delivery of TV commercials in digital files began, and a platform for cross-industry video distribution has been developed; so, even wider distribution is expected in the future.


    In this way, while the service platform that enables a new video distribution system is drawing attention, this paper outlines the functions and technologies that make up the Video Platform Service, a new social infrastructure platform for video distribution provided by NEC, and also examines its future prospects.


  


  
    2. Overview of the Video Platform Service


    Fig. 1 provides an overview of the functions of NEC’s Video Platform Service.
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        Fig. 1 List of Video Platform Service functions.
      

    


    This service provides a platform infrastructure with functions for the management and distribution of material content, mainly video. Each function adopts a microservices architecture, which enables a flexible combination of functions to suit the type of service used. In addition, the service is provided on a hybrid cloud platform using the JDCC Tier 4 rated NEC Cloud Infrastructure as a Service (NEC Cloud IaaS), which provides a high level of security and reliability, and the AWS environment, which offers superior flexibility and versatility. This enables us to provide services in an optimal environment that meets the needs of both mission-critical systems that require high processing accuracy (System of Record) and flexibly changing operations that require speed and diversity (System of Engagement).


    A description of each function is given below.


    (1) Security


    
    Web Application Firewall (WAF) and Intrusion Detection System (IDS) functions are implemented to block unauthorized access and cyber-attacks to the network layer and application layer.

    


    (2) Approval Workflow


    
    The system manages the status of each project and provides an inter-company and inter-departmental approval workflow function.

    


    (3) Metadata management


    
    This function provides a metadata management function for each video material. Details are given in section 3.1.

    


    (4) Material management/preview function


    
    This function provides management and preview functions for each video material. Details are given in section 3.2.

    


    (5) QC (Quality Check) function


    
    This function provides a quality check function for video footage. Details are described in section 3.4.

    


    (6) Editing functions


    
    Simple automatic editing functions such as transcoding and scene cutting of video footage are provided.

    


    (7) Transfer PF (Platform)


    
    Equipped with a multi-server (thread) operation engine, this function enables large amounts of video footage to be sent and received efficiently. In addition, the external disclosure function allows temporary users to share video footage and request uploads.

    


  


  
    3. The Main Functions that Make Video Distribution DX Possible


    Section 3 describes the key functions that are particularly important in making Video Distribution DX a reality.


    3.1 Metadata management function


    To make video distribution between companies and departments possible, it is necessary to unify the metadata used during delivery and extraction.


    For example, in the case of TV commercial delivery to broadcasting stations, metadata for delivery defined by the Japan Commercial Broadcasters Association (JBA) has been prepared. The Video Platform Service has a function to check that the delivered metadata is in accordance with the standards defined by the JBA. This enables safe and secure delivery and extraction between companies and departments.


    In addition, functions for incorporating and managing the delivered metadata, as well as functions for outputting the metadata and linking it to an external system can help improve the delivery and extraction process. In the Video Platform Service, the XML file input/output function for metadata enables flexible metadata linkage. In the case of TV commercials delivered to broadcasters, NEC has achieved automation of the submission process at broadcasting stations by using metadata linked to the CM submission server provided to broadcasters (Patent No. 5999756).


    Furthermore, in addition to the above-mentioned metadata, it is also possible to manage information related to the file structure (format, compression rate, etc.) of the video itself, and custom metadata that the user can freely set for each video.


    3.2 Proxy generation and preview function


    3.2.1 Proxy generation and preview function


    Video footage is often managed in a proprietary format with high resolution and low compression rates to prioritize video quality. On the other hand, when assuming video distribution, it is necessary for inter-company and inter-departmental viewing to be confirmed without any discrepancies. To preview the video in a general-purpose PC environment, it is necessary to generate a proxy file that can be viewed on a PC at the time of upload and manage it with metadata. In this case, it is important to maintain a picture quality level that enables identification of the content of the video material without stress, assuming that the connection is made from the Internet environment of each PC. Therefore, the Video Platform Service adopts MP2 (MEPG1 Audio Layer-2) as its file format, which can be viewed on Windows and MAC. In addition, to maintain a visually identifiable image quality, the bit rate is set at 2 Mbps and the frame rate at 29.97 fps, which enables preview viewing without any discrepancies between companies and departments.


    3.2.2 Subtitle preview function


    In order to improve the accessibility of information for the hearing impaired and the elderly who have difficulty in hearing, and to ensure that video content can be understood fairly and widely, the use of subtitles in video is becoming more widespread.


    On the other hand, closed captioning on TV is an original broadcasting standard, so a dedicated player is required to preview it on a PC. By implementing the proxy file generation function for subtitles, the Video Platform Service enables the simultaneous previewing of subtitles for HD, SD, and mobiles without the need for a special viewing environment (Fig. 2) (Patent No. 6380695).


    
      [image: 210106_02.jpg]
      
        Fig. 2 Subtitle preview function.
      

    



    By providing this function, we will contribute to the further distribution of subtitled content and ensure that the service is provided equitably across a diverse range of users.


    3.3 Video material identity guarantee function


    In order to realize safe and secure video distribution, it is important to ensure the identity of the footage being delivered and extracted.


    The Video Platform Service generates a hash value at the time of material upload and manages it as metadata. By checking this hash value when uploading or transferring footage, it is possible to ensure the identity of the footage when they are delivered or extracted.


    The hash value is also used for version control of the footage. When footage with the same hash value is uploaded or submitted, you can choose to overwrite it as the same footage, register it as a new version, or copy it as different footage. These functions allow for efficient management of footage.


    3.4 Function to confirm the safety of video footage


    In order to realize safe and secure video distribution, safety is also important in addition to ensuring the identity of video footage.


    Section 3.4 describes two technologies of the Video Platform Service used to check the safety of video footage.


    3.4.1 Technology to detect sections with flashing lights


    In the past, there have been cases where users suffered from optically stimulated epileptic seizures and other problems triggered by viewing bright flashing lights in animations. In light of the harmful effects of excessive flashing lights in videos1), a function that detects sections with intense flashing lights in advance can ensure the safety of users. Such a function is offered by the Video Platform Service through its unique quality check functions (Fig. 3).


    
      [image: 210106_03.jpg]
      
        Fig. 3 Overview of detecting sections with flashing lights.
      

    


    The mechanism for detection of flashing lights is shown below.



    	For each frame of video data, an 8x8 reduced image is generated.

    	The ratio of luminance change of the 8x8 reduced image within the analysis window in the time direction of 1 second is calculated for all 64 pixels, and the ratio of pixels whose luminance change reaches 10% is calculated. If the number of pixels with a luminance change of 10% or more exceeds 1/4 (16 pixels), the temporal difference of luminance between adjacent frames is calculated for the corresponding pixels.

    	The number of times the sign of the temporal difference reverses in one second is counted, and if the number exceeds 10 times, it is detected as a section with flashing lights that may cause an adverse effect.




    3.4.2 Technology to detect sections with subliminal stimuli


    Japan Broadcasting Corporation (NHK) and JBA prohibit the use of subliminal stimuli in their respective program broadcast standards. A function that can detect the presence of sections with subliminal stimuli can be used to ensure the safety of video footage.


    The Video Platform service features a unique quality check function that can detect sections with subliminal stimuli in advance (Fig. 4).
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        Fig. 4 Overview of detecting sections with subliminal stimuli.
      

    


    The mechanism for detection of subliminal stimuli is shown below2).



    	Visual feature quantity is extracted for each frame of the video.

    	The temporal trajectory of the feature quantity is analyzed, divided into shots when the feature prediction is off, and shots with a length of less than
one second are detected (extremely short shots).

    	The pattern of occurrence of ultra-short shots before and after the detected shots are examined and identified as subliminal stimuli if they occur in isolation. These detection techniques make it possible to detect shots of less than one second inserted in a video.




  




  
    4. Conclusion


    The Video Platform Service is evolving from inB (intra-company) video management to BtoB (business-to-business) video distribution. This has resulted in transforming the service previously aimed only at improving business efficiency, such as through the management of past assets, into one aimed at creating new value from video.


    Currently, information handled in the video distribution process (usage results, effects, etc.) can also be managed in detail as metadata. Such information accumulated daily will create new value as marketing data, and will further develop into a service that realizes a continuous PDCA cycle in the video production business through video content analysis.
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    Abstract


    Accounting for roughly 80 percent of Internet traffic, video data has become a ubiquitous feature of modern life, with the use of video extending to applications ranging from broadcasting to teleworking. What makes all of this possible is video coding technology which compresses large, unwieldy video data, shrinking them down to a size suitable for fast, smooth online distribution. This paper introduces NEC’s video coding technology for ensuring the safety, security, fairness and efficiency of broadcasting infrastructure, and discusses NEC’s initiatives to realizing digital transformation (DX) of the broadcasting industry.
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    1. Introduction


    The origin of NEC’s video coding technology can be traced all the way back to1928 when Japan’s first fax machine — the NE-type phototelegraphic equipment — was developed by Yasujiro Niwa and Masatsugu Kobayashi. At the time, Japan’s major newspapers all used imported phototelegraphic machines, but the new NEtype equipment quickly established its superiority, successfully transmitting photographs of Emperor Hirohito’s Accession Ceremony at high speed and with high picture quality.


    Ever since, NEC has been a leading developer of video transmission and coding technologies for telecommunications companies and broadcast networks, contributing to the progress of telecommunications and broadcasting not only in Japan but around the world, introducing powerful technologies such as the world’s first television signal compression device and digital terrestrial broadcast encoder, just to name a few.


    In section 2, we will review NEC’s long-standing commitment to supporting the broadcasting sector. In section 3, we will describe some of the changes impacting this sector. Section 4 will summarize the discussion and point to future goals.


  


  
    2. NEC and the Broadcasting Sector — A Long-Term Commitment


    2.1 NEC’s video coding technology


    High interconnectivity is essential for video services, so compressed data formats have been standardized by international bodies such as ITU-T and ISO/IEC. Even before standardization was achieved, NEC had been actively involved in the development of video coding technology. Many of the technologies developed by NEC have been adopted as the basis for major international standards1). To ensure that we can offer products and services that meet high technological required in broadcasting services, NEC offers several key proprietary technologies which are discussed below.


    2.1.1 High image quality


    Based on the pattern, color, and other elements of the input image, the system optimizes the granularity of the reproduced image (compression ratio) of each region according to how noticeable the degradation is when viewed by the human eye2). Complex patterns, where degradation is less visible, are compressed at a coarse granularity to reduce the data volume, while faces and flat areas, where degradation is more visible, are compressed at a fine granularity to maintain high image quality (Fig. 1).


     
        [image: 210107_01.jpg]
        
         Fig. 1 Visual sensitivity adaptive quantization.
        

     


   2.1.2 Low computational complexity


    In video coding compliant with international standards, video frames (image planes) are processed by dividing them into blocks. NEC’s technology analyzes the patterns in each image plane region to estimate the optimal block shapes. This facilitates optimal rendering even with limited computational complexity ― for example, a flat area such as the sky can be consolidated in a larger unit, while a detailed area such as the contours of an object can be rendered with finer detail in a smaller unit as shown in Fig.2. This technology has made it possible for us to develop the world’s first hardware 4K encoder compatible with the High-Efficiency Video Coding (HEVC) international standard and is applicable even to field-programmable gate arrays (FPGAs) available since 20143).
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         Fig. 2 Estimation of optimal block division by multi-stage analysis.
        

     


   2.1.3 Low latency


    In applications where latency of one frame duration or less is required, conventional technology cannot effectively analyze the visual sensitivity and complexity of the accumulated image data. NEC’s encoding technology, on the other hand, uses an NEC-original stochastic model (Fig.3) that is able to accurately estimate visual sensitivity and complexity with minimal latency. Because processing of the target area is based on several previous lines of historical data, high-precision estimation of visual sensitivity and complexity can be achieved, ensuring both high image quality and low latency of one frame duration or less4).
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         Fig. 3 Low-latency, high-precision visual sensitivity estimation.
        

     


   2.1.4 Highly parallel process


    Video encoding is composed of multiple processing steps whose characteristics differ significantly from one another ― such as motion estimation, transformation, and quantization. NEC’s proprietary highly parallel processing algorithms5)6)7) can optimally use graphics processing units (GPUs) according to characteristics of the processing being performed. We also have the knowhow to maximize the operation rate of each processor even when processing assignments for each region in the image plane are changed, by allocating tasks optimally between heterogeneous processors in central processing units (CPUs) and GPUs (Fig.4).
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         Fig. 4 High-speed video encoding through CPU/GPU coordination.
        

     


    2.2 NEC’s products and contribution to society


    2.2.1 Distribution encoder


    Following advances in 4K/8K camera and display technology, the first 4K test broadcasting system was launched in June 2014 via communications satellite (CS). The system went live in December 2018 with fullscale 4K/8K broadcasting launched via broadcast satellite (BS) and 110-degree CS.


    NEC’s 4K/8K distribution encoder complies with the HEVC operation standard and ensures hi gh image quality even at a high compression ratio8) by applying the NEC-original technology discussed above. Capable of faithfully reproducing detailed patterns as shown in Fig.5, NEC’s 4K/8K distribution encoder played a significant role in NEC’s 4K/8K UHD broadcasting equipment’s winning the 30th Radio Achievement Award given by the Minister for Internal Affairs and Communications, which described it as a key component of the new 4K/8K satellite broadcasting system that offers end-users a video experience characterized by a true-to-life “being there” feeling9).
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         Fig. 5 Offering a video experience with “being there” feeling (4K/8K broadcasting).
        

     


    2.2.2 Video material transmission codec


    A video material transmission codec is used for transmitting video material from a shooting location to a broadcast station in combination with a field pickup unit (FPU) that serves as a wireless station for broadcast operation. Inevitably, due to the basic operation properties of the codec, there will be cases where low latency is required ― such as conversations during a live broadcast or switching video feeds during a live sports broadcast such as a golf tournament, for instance, where both wired and wireless transmission are used (Fig.6).
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         Fig. 6 Why low latency is needed in video material transmission.
        

     


    NEC’s video material transmission codec brings into balance the high image quality required for video transmission applications and the industry’s lowest-level latency10)11).

 
    Because NEC’s video material transmission codec has rendered low latency and high image quality compatible, it has contributed to the effective utilization of frequency bands when FPU frequency bands were switched from 700 MHz to 1.2/2.3 GHz. As a result, NEC was awarded the 28th Radio Achievement Award12) by the Chairman of the Board of ARIB.


  


  
    3. Changes in the Broadcasting Environment and NEC’s Recent Activities


    3.1 Changes in the broadcasting environment


    In this section, we will examine NEC’s response to various changes in the broadcasting environment.


    3.1.1 Lifestyle changes


    Over the past decade or so, smartphone technology has accelerated at an incredible pace and penetration is now worldwide. Accompanied by flat-rate service packages, and, most recently, the impact of the COVID-19 pandemic, this has resulted in a massive shift in how users access video content. For conventional broadcasters, the need to transform themselves into Internet businesses has never been more urgent.


    3.1.2 Technology changes


    Various broadcasting technologies previously accessible only via dedicated equipment are now becoming widely available thanks to the development of IP-based transmission of broadcasting-quality video13), the development and widespread use of general-purpose computing triggered by deep learning, and the development of cloud services.


    3.1.3 Policy changes


    The progress in international standards and fullfledged dissemination of 5G will accelerate integration of broadcasting and communications and availability of universal services.


    3.2 Broadcasters move onto the Internet businesses and initiate DX of their operations


    When broadcasters simulcast their content on the Internet, some footage may need to be replaced by preregistered still images if potential copyright issues exist. By making this process highly reliable and fully automatic, we believe we can support both the digital transformation (DX) of that particular application and the broadcaster’s transition to the Internet more broadly.


    To achieve this, NEC has developed a system that automatically replaces commercials with preregistered still images at frame accuracy by linking to commercial cue signals from the terrestrial broadcasting master system. We have also developed technology that transmits information to video distribution platforms. The information is needed to replace commercials with still images and the transmission format is compliant with the SCTE-35 standard (Fig.7).
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         Fig. 7 Automatic, frame-accurate replacement of commercials with preregistered still images.
        

     


    NEC developed a live simulcast encoder solution that applies the above-mentioned technology and started delivering this system to broadcasters in September 202014). Broadcasters need only introduce this solution to their existing broadcasting master system and they will immediately be able to operate Internet-simulcast service. Additionally, NEC’s simulcast encoder can also be used for simulcast transmission of terrestrial TV contents via local 5G in the event of a disaster or emergency15).


    In sum, NEC not only provides broadcasters with the technology and know-how to transition smoothly to the Internet and digitally transform their operations, it also provides measures to ensure safety and security for end users should a disaster occur.


    3.3 Expanding and enhancing value


    3.3.1 Transition to universal services


    The nature of universal services is now under discussion at the Information and Communications Council of the Ministry of Internal Affairs and Communications, where various stakeholders are attempting to hammer out a vision for the future. These discussions have taken on greater urgency as broadcasters shift to the Internet and 5G broadband becomes more widespread, blurring the lines between broadcasting and communications.


    NEC will contribute to the transition to universal services through several initiatives, including incorporating broadcast mode transmission technology into 5G facilities to improve the efficiency of capital investment in equipment, providing NEC’s proprietary adaptive video streaming control technology16) to stabilize services on congested network, and adopting Common Media Application Format (CMAF)17) (Fig.8) as a unified format for packaging media segments.
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         Fig. 8 Universal service using 5G.
        

     


    3.3.2 Transition to software and cloud computing


    Achieving dramatically higher compression performance than the HEVC standard currently used in smartphones and 4K/8K broadcasting, the Versatile Video Coding (VVC) standard was completed in July 2020. Although VVC is now being reviewed to decide whether to employ it for next-generation terrestrial broadcasting in Japan, the huge amount of processing required for encoding makes its practicality an issue of concern. The amount of processing for VVC encoding is estimated to be about 8 times as much as HEVC. To address this issue, NEC applied the original technology discussed above and promptly succeeded in developing 4K real-time VVC encoder on a single general-purpose server (Photo).
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         Photo VVC real-time encoder prototype.
        

     


    The key takeaway here is that NEC developed cutting-edge technology for real-time encoding of VVC ― the newest international standard ― using software that operates on a general-purpose server. Unlike the dedicated hardware previously offered to broadcasters, this technology offers unparalleled flexibility and scalability, making it easy to add functions and expand services. It will also be available as a cloud service in the very near future, enabling further expansion of services and optimization of equipment costs for broadcasting companies. Furthermore, we think it can also contribute to applications such as large-scale video surveillance and public viewing by linking it with a various engines on a cloud, such as video recognition or data analysis by artificial intelligence (AI) (Fig. 9).
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         Fig. 9 Expansion of video services.
        

     


  


  
    4. Conclusion


    As the efforts outlined in this paper illustrate, NEC’s commitment to creating new value in communications for individuals and society remains as strong as ever. We make best use of media and are dedicated to providing people with the tools they need to enjoy an enriched and more fulfilling life.
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    Abstract


    The situation around us is changing practically every day as the novel coronavirus disease (COVID-19) continues to spread, the world population grows and tourists are invited to attend international events, and Japan’s working population spirals downward. To help airports cope with the challenges arising from these changes, NEC provides the Electronic Customs Declaration Gates at customs inspection areas. The system aims to facilitate smooth entry of ever-increasing inbound passengers, shorten their waiting times, and reduce congestion at customs. NEC’s world’s No. 1 face recognition technology and spatial design will provide a secure, stress-free, and speedy customs process for passengers visiting Japan. As Japan, along with the rest of the world, goes through increasingly extreme and rapid changes, NEC aims to deliver a higher level of comfort by embracing the concept of NEC I:Delight.
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    1. Introduction


    While the novel coronavirus disease (COVID-19) continues to spread, the number of foreign visitors to Japan is likely to increase again due to the growing world population and the invitation of tourists to international events. This is driving increased attention to infection control measures at airports, and the digitization of immigration procedures is also expected to accelerate. This paper provides an outline and introduces the features of NEC’s Electronic Customs Declaration Gate designed to realize a secure, stress-free, speedy customs process for passengers.


  


  
    2. Electronic Customs Declaration Gate


    This section describes the Electronic Customs Declaration Gate (e-Gate).


    2.1 Overview of the e-Gate


    In order to facilitate smooth entry of ever-increasing inbound passengers, shorten their waiting times, and reduce congestion at customs, e-Gates have been installed at customs inspection areas at airports in Japan. While passengers wait for their baggage to appear on the carousel, they can electronically submit Declaration of Accompanied Articles and Unaccompanied Articles (Declaration) form through the Electronic Declaration Terminals. This eliminates the need to submit the Declaration in paper form. After picking up their luggage, passengers can proceed to the e-Gate and walk through seamlessly, thanks to the face recognition technology. This system does not only achieve speedy customs procedures through digitization but also contributes to COVID-19 infection prevention by reducing contact between people.


    2.2 How to use the e-Gate


    To use the e-Gate, passengers must download the Customs Declaration App on a smartphone or tablet and create a QR code containing the information on the Declaration. The Customs Declaration App can also be used offline. By downloading the app in advance, passengers can create the QR code after boarding the airplane even without Wi-Fi or other Internet connections. A QR code can also be created using the information entered the previous time for the second and subsequent times.


    Next, the passenger places the created QR code and IC passport on the reader of the Electronic Declaration Terminal installed at the customs inspection area to let it read the information on the Declaration. After completing the procedure by following the guidance displayed on the terminal screen, the passenger proceeds to the e-Gate.


    After passing through the e-Gate*, the passenger enters the country by exiting the customs inspection area and moving into the arrivals hall.


    During this process, face recognition is used for verifying identity (Fig. 1).
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         Fig. 1 How to use the e-Gate.
        

     


    2.3 Airports where the e-Gates have been installed


    As of April 2021, the e-Gate is available in seven airports in Japan including the Narita International Airport, Haneda Airport, Kansai International Airport, Chubu Centrair International Airport, Fukuoka Airport, New Chitose Airport and Naha Airport1).


    In addition to the seven airports above, QR code readers are scheduled to be installed at customs inspection areas of other airports by the end of fiscal 20212), enabling passengers to electronically submit the Declaration using the Customs Declaration App (Fig. 2).
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         Fig. 2 Electronic Submission of Declaration of Accompanied Articles and Unaccompanied Articles.
        

     


  
    * Passengers may be questioned or have their baggage inspected by Customs officers.

  


  


  
    3. Features of the Electronic Customs Declaration Gate


    The following sections describe the features of the e-Gate.


    3.1 Electronic Declaration Terminal


    Electronic Declaration Terminals are installed at customs inspection areas at the airport. By scanning their passport and the QR code created with the Customs Declaration App and advancing through the procedure by following the displayed guidance, passengers can complete the declaration procedure at the terminals. During the procedure, the terminal takes a photo of the passenger’s face and collates it with the facial image stored in the IC chip embedded in the passport toverify the identity of the subject. The photos taken are used exclusively for identity verification and for face recognition when passing through the gate, and deleted promptly after use.


    The Electronic Declaration Terminal features a barrier-free design. With a variable cabinet height and poleshaped design, the control panel is accessible to all passengers, including children and wheelchair users. Furthermore, voice guidance and animation display are provided during the procedure so that even first-time users can complete the declaration procedure smoothly (Fig. 3).
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         Fig. 3 Electronic Declaration Terminal with barrier-free design.
        

     


    3.2 e-Gate


    The passenger completes the procedure at the Electronic Declaration Terminal and then advances to the e-Gate. Before reaching the exit gate, another photo is taken of the passenger’s face and face recognition is performed, allowing the passenger to pass through the gate smoothly without stopping. The photo taken is used to perform face recognition when passing through the gate and deleted promptly after use (Photo 1).
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         Photo 1 e-Gate.
        

     


    The gate is wide enough for people to pass through with their baggage carts and suitcases. Wheelchair users can also pass through on their wheelchairs. The system can also detect sunglasses and any other items covering the face that can hinder face recognition, and will notify passengers to remove these items so that identity verification can be performed promptly.


    3.3 Space design using pictograph signs and other signage


    To make it easy for passengers to visually recognize the locations of the Electronic Declaration Terminals/e-Gates and the line of flow, pictograph signs are attached to the walls and floor surfaces (Photo 2), banners are hung from the ceilings and guidance is displayed on digital signage (Photo 3). These tools are intended to ensure a pleasant experience for all passengers at the e-Gates at customs inspection areas.
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         Photo 2 Pictograph signs on walls and floor surfaces.
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         Photo 3 Banners and digital signage indicating e-Gate.
        

     


  


  
    4. Incorporated Technologies


    The e-Gate incorporates the following NEC technologies.


    4.1 World’s No.1 face recognition technology


    The e-Gate makes use of NEC’s world’s No.1 face recognition technology3). NEC’s technology achieved the highest matching accuracy in the Face Recognition Vendor Test (FRVT) 2018 performed by the US National Institute of Standards and Technology (NIST). With an error rate of 0.5% when registering 12 million people, the test results placed NEC significantly ahead of the runner-up (Fig. 4).
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         Fig. 4 No. 1 in face recognition accuracy.
        

     


    4.2 Excellent design


    The Electronic Customs Declaration Gate was selected as a Good Design Best 100 in the Good Design Award 2019. The e-Gate was highly appraised for its comprehensive service design featuring facial recognition that allows procedures to be completed electronically at customs inspection areas (Fig. 5). In addition, the e-Gate also won the iF Design Award 2020, which is regarded as the academy awards in the field of design (Fig. 6).
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         Fig. 5 Good Design Best 100 in the Good Design Award 2019.
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         Fig. 6 iF Design Award 2020.
        

     


  


  
    5. NEC I:Delight


    NEC I:Delight (Fig. 7) is a concept that uses biometric authentication such as face or iris recognition as a universal ID, making it possible to offer users a consistent experience by connecting multiple touchpoints and services. Seamless connection of services in various scenarios such as traveling, shopping, and commuting makes it possible to offer a safe, secure, and pleasant experience.
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         Fig. 7 NEC I:Delight.
        

     


    In addition, users are able to enjoy a unique experience carefully tailored to suit their tastes and preferences. Each individual exercises autonomous control over their own personal ID and data, while connecting to multiple corporate and local government services to access them.


    NEC is committed to delivering these personalized experiences, while also delivering the safe, seamless and secure experience introduced in this paper.


  


  
    6. Conclusion


    The spread of COVID-19 has completely changed the global situation. In the future, more measures against infectious diseases through non-contact and non-face-to-face procedures will be required. In addition, there is a possibility that the number of foreign visitors to Japan will increase in the future due to the increase in the world population, the invitation of tourists to international events, and the decrease in the working population in Japan. NEC aims to leverage the cutting-edge technologies introduced in this paper to evolve and adapt to the changes taking place and Japan and around the world to deliver even better experiences for all.


  


  
    * QR code is a registered trademark of DENSO WAVE INCORPORATED.

    * Wi-Fi is a registered trademark of Wi-Fi Alliance.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Face Express, a new boarding procedure that utilizes NEC’s face recognition system, is now in operation at Narita International Airport. Once passengers register their facial image in Face Express, they will be able to access and proceed through subsequent procedures at the airport, including checking in baggage, entering the security checkpoint, and boarding the plane, all without showing their passport and boarding pass. This will enable seamless and contactless check-in procedures. This paper discusses the difficulties in demonstrating the accuracy of face recognition in the Narita International Airport “One ID” system development project, the importance of adjusting image quality for each installation location, the design for realizing a “walking pace”, and the efforts to coordinate with various stakeholders related to existing operations.
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    1. Introduction


    With the increase in global air travel, the airline industry has been challenged by congestion that impedes a smooth and reliable entry and exit process and a pleasant travel experience for passengers. In order to improve this situation, IATA (International Air Transport Association) established a working group to study improvements under the keyword “FAST TRAVEL”.One of the key solutions focused on was the One ID Passenger Process ― a new concept that emphasizes the use of biometric technology including face recognition to streamline boarding and immigration procedures. Face Express is a Japanese version of One ID developed in order to bring the One ID concept to fruition in Japan. The first Face Express system in Japan was built by NEC at Narita Airport1)2).


  



  
    2. Overview of the Face Express System Installed at Narita


    The Face Express system at Narita Airport consists of a face recognition platform with four touchpoints where self-service kiosks and turnstiles are provided to enable to passengers to carry out boarding procedures on their own (Fig. 1 & Photo 1). Passengers can register their faces with Face Express at any of the touchpoints except the self-service boarding gate.
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         Fig. 1 System overview.
        

     


     
        [image: 210109_02.jpg]
        
         Photo 1 Four touchpoints installed at Narita Airport.
        

     


    The face recognition infrastructure uses the NeoFace engine, which won first place in a benchmark test of face recognition technology conducted by the U.S. National Institute of Standards and Technology (NIST)3). By using multiple engines to perform parallel processing, the NeoFace engine has sufficient performance to handle the number of passengers during Narita Airport’s busy season, enabling authentication to be performed without delay.


    The four touchpoints are outlined below.


    (1) Self check-in kiosk (common-use self-service [CUSS])


    
    In addition to conventional check-in functions, this kiosk registers passengers with Face Express by sending passport and boarding pass data, as well as photos of passengers’ faces obtained the same day, to the face recognition platform. It achieves identity verification by inserting a face recognition screen without otherwise modifying the existing check-in software used by each airline company.

    


    (2) Automatic baggage check-in kiosk (common-
use bag drop [CUBD])


    
    Once the passenger’s face has been authenticated, their boarding information is read out from the data registered in Face Express. Now the passenger can drop off their luggage themselves without the need for airline staff to check their boarding pass or passport.

    


    (3) Security checkpoint gate (passenger reconciliation system [PRS])


    
    Confirmation of boarding passes by security staff will be replaced by an automatic gate. Having already built a gate to pass through using boarding passes in fiscal 2019, NEC has now built a gate that incorporates face recognition.

    


    (4) Self-service boarding gate (automated boarding gate [ABG])


    
    This gate is the last checkpoint before boarding. Confirmation of boarding conventionally performed by airline company staff and boarding pass readers will be replaced by the ABG. It reads out information registered in Face Express using face recognition, determines boarding qualification in conjunction with the airline’s boarding system, and allows passengers to pass through the turnstiles as soon as their faces have been authenticated.

    


  


  
    3. Integrated with the Aviation Industry’s Standard System


    In the airline industry, airlines from all over the world (especially those operating international flights) fly into a variety of airports in different countries. In order for airlines to be able to provide the same passenger handling services everywhere, a system has been established to allow the sharing of boarding systems based on the concept of “common use”. In order to achieve this, solutions that comply with IATA’s regulations (CUSS/CUPPS Technical Specification) have been installed in airports around the world.


    One of the greatest challenges NEC faced while working on this project was how to make a strong argument for the incorporation of face recognition technology in the IATA standard-compliant environment where information sharing between airline host systems was already well established. So we talked to the vendors who had already been providing common-use environments to airports (all European and North American companies because the post-World War II development of the aviation industry was led by Europe and North America) and asked them how we might best go about incorporating IATA standard-compliant face recognition technology. We also discussed how this could be achieved without having to modify existing boarding operation applications used by the airline companies. Consequently, we were able to design One ID so that it not only conforms to IATA standards, but also complies fully with the standards of the Association of European Airlines (AEA), which specify detailed ICT communications rules in a common use environment.


    At times these discussions with common use vendors in Europe and North America became quite intense, reflecting the different cultures and backgrounds of the various participants. Fortunately, after many hours of tough negotiations, we finally succeeded in hammering out an agreement.


  


  
    4. Coordinating Specifications with Stakeholders


    Since Face Express was the first working system of this type introduced in Japan, it was difficult to provide potential users with a proper understanding of how it actually worked. This was not only an issue for us, but also for Narita International Airport Corporation (NAA) and for the airlines that would be using the system. To help people picture what the system would look like when actually operating, we created mockups of the gates with virtual reality (VR) support. This made it easier to finalize detailed specifications according to customer requirements.


    Because machines would be taking over identity verification from human staff, security standards based on the assumption that humans would be performing identity verification had to be revised for compatibility with the new technology. NAA played a central role in this process, coordinating with the Japan Civil Aviation Bureau (JCAB) under the Ministry of Land, Infrastructure, Transport and Tourism. NEC proposed technical means of identity verification and the relevant rules were eventually revised as necessary.


    In addition, because the system would be using facial data, NAA engaged in repeated discussions with the Personal Information Protection Commission. JCAB also established a study committee to investigate the best way to handle personal data for the introduction of One ID. Subsequently, they released a guidebook on how to handle personal data in the One ID service at airports where face recognition technology is being utilized. After numerous discussions with NAA and airlines, NEC found a way to meet apparently conflicting requirements ― that is, on the one hand, to obtain informed consent from the passenger to provide facial data and, on the other hand, to improve speed and convenience by reducing the number of screens displayed on kiosks as the airlines demanded. By successfully integrating these two capabilities, we were ultimately able to complete the system in accordance with the guidelines.


  


  
    5. How we met the requirement for high face recognition accuracy


    At the time, kiosks that performed identity verification using passports and registered facial images were already operating at immigration counters at Narita Airport. Similarly rigorous face recognition accuracy was required for this system, but would be even more  difficult to achieve because facial images would be captured on-site, rather than being pre-registered, meaning that lighting conditions would vary by time and location at different kiosks. Identity verification would therefore have to be made using photos shot under different conditions. We discuss the steps to achieve this high accuracy in the following section.


    5.1 Dealing with variable on-site lighting


    An airport provides a challenging environment for face recognition. Lighting conditions vary depending on such factors as the presence of large windows to allow in external light, types of lighting fixtures, as well as the location in the airport, time of day, and season. For this reason, we had to visit the various locations at Narita Airport where the touchpoints would be installed at different times of the day to check the lighting conditions and devise appropriate measures to deal with the angle of incidence and intensity of light (by setting up partitions and curtains). As a result, we were able to create a lighting environment suitable for face recognition without compromising the décor and ambience of those locations.


    5.2 Designing touchpoints


    It was difficult for us to accurately convey to overseas touchpoint vendors the exact nature of the issues regarding the lighting environment. To facilitate their understanding, we set up experimental environments in the vendors’ offices that simulated the lighting environment of the airport. Photos taken in these test environments were evaluated on the face recognition platform provided in the cloud. In collaboration with the vendors, we analyzed the evaluation values of the images returned from the platform to optimize the parameters.


    In addition, an animation screen was added to draw the users’ attention toward the camera, thereby allowing it to capture a frontal view of the face which is most suitable for face recognition. Furthermore, the camera control takes into account the time it takes for the user to turn their gaze to the camera to further ensure reliable face recognition.


    5.3 Quantitative evaluation


    Ideally, system accuracy would be evaluated on location at the airport. However, it is extremely difficult to get a large enough number of test subjects to pass through the system. Consequently, we ex ecuted an evaluation with a test group in a test environment. We also conducted tests to fine-tune cameras to achieve image quality equivalent to the test environment. These tests helped assure that we would achieve the required degree of accuracy when the system was implemented at Narita Airport.


    5.3.1 Evaluation with a large test group


    To achieve the required degree of accuracy, we would need images of several hundred people captured at the touchpoints. To get as many subjects as possible, we called for volunteers from throughout the NEC group. With more than 300 NEC Group employees participating in each test run, we conducted the evaluation several times and collected thousands of facial images. When shooting these pictures, we set up a lighting environment that simulated actual locations and used the actual kiosks at the touchpoints. As a result, we were able to capture facial images that incorporated various human behaviors such as how people would operate the screen and how fast they would walk through the gates. Thanks to the vast number of facial images collected in these tests, we proved that the required accuracy could be achieved in the test environment. These tests also helped to determine the quality of camera images.


    5.3.2 Camera adjustment test


    Depending on the locations and directions of the touch points, the conditions in which the light falls on the face differ. To make it possible to perform face recognition irrespective of the color tones of faces resulted from the lighting condition, we adjusted camera parameters at each kiosk of each touchpoint. As a result, we confirmed that capturing facial images would be possible with the image quality equivalent to the test environment at all the touchpoints of Narita Airport.


  


  
    6. Achievement of Ideal Walking Speed through the PRS and ABG


    One of the most effective ways to make passengers walk through a face recognition gate at the ideal speed is to install a gate with a longer lane ― such as the double flapper gate used at customs, for example. The idea is to extend the time the passenger spends walking through the gate, giving the system more time, from when the camera starts capturing the facial image of the passenger to when they get through the flapper gate, to complete face recognition.


    However, there are hallways and waiting areas in front of the PRS and ABG at Narita Airport that make it difficult to obtain sufficient installation space, leaving only enough room for a single flapper gate with a shorter lane. Furthermore, from the standpoint of security, it was necessary to initiate face recognition as soon as the sensor in the lane detects the passenger in order to ensure fail-free identity verification (Fig. 2).
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         Fig. 2 Double flapper gate and single flapper gate.
        

     


    Working within these restrictions, we narrowed down the detection range of a facial area in the shooting range of the camera, optimized internal processing of everything from camera operation to feature extraction of passengers’ faces, and developed a mechanism to choose good quality images from multiple shots of each passenger’s face as they pass through the gate. These efforts succeeded in achieving compatibility between the world’s highest levels of authentication speed and recognition rate.


    In addition to gate clearance using face recognition, the PRS also offers various gate clearance modalities including the use of conventional boarding passes and Face Express face registration at the PRS for passengers who don’t stop by the CUSS or CUBD kiosk.


    As well as increasing the speed with which passengers can be processed by using face recognition alone, Face Express can also optimize overall throughput of gate lanes by improving the allocation of passengers to lanes and methods for guiding passengers.


    Because this was Japan’s first system of its kind, we also created VR images of entire lanes for this project, which were used from the beginning of the design stage so that we could get a more tangible feel for what actual operation would be like. Using these VR images, we conducted new trials to experience how passengers would feel when passing through the gate and while waiting in the queue in various situations with various passenger loads. By asking the NAA and airline staff to actually experience this VR image-supported environment, we were also able to have more specific discussions on the operation of the entire lanes even when the actual gate didn’t exist yet. This all enabled us to create an operation plan to facilitate passing the gates (Photo 2).
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         Photo 2 Waiting time experience at the PRS using VR.
        

     


  


  
    7. Conclusion


    NEC has successfully developed and installed at Narita Airport Japan’s first face recognition boarding system. In addition to improving the speed and convenience of boarding procedures, this system is ideally positioned to handle the imperatives of the so-called “new normal” because of its contactless feature. Moreover, the system can be made even more convenient by connecting to peripheral systems and to other airports. NEC is now working to promote this system and deploy it at various airports around the world where it can help achieve convenient, contactless airport services that meet today’s needs for safety and security.


  


  
    * FaceExpress and the logo are registered trademarks of Narita International Airport Corporation.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    NEC has developed Japan’s first operational Ground Based Augmentation System (GBAS), a landing guidance system that uses GPS to support aircraft approach and landing, and delivered it to Tokyo International Airport. NEC has developed and manufactured a variety of important social infrastructures such as air traffic control systems, radar systems, navigation systems, and landing guidance systems that contribute to the safety, security, and efficiency of aviation.

Compared to conventional landing guidance systems, GBAS can provide information on multiple approach paths with a single system, thereby reducing installation and operation costs. In addition, depending on the installation environment of the airport, GBAS is expected to enable a flexible approach and landing.
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    1. Introduction


    Since the 1940s, commercial aircrafts have used an instrument landing system (ILS), which uses radio waves to guide the aircraft into and out of the airspace, for a safe landing.


    On the other hand, to meet the ever-increasing demand for aviation, a shift to satellite navigation using positioning satellites such as the Global Positioning System (GPS) is underway.


    Since the 1990s, research and development of Ground-Based Augmentation System (GBAS), which augments the navigation accuracy and safety of satellite navigation, has been conducted in the United States and other countries to enable commercial aircraft to enter and land using GPS.


    NEC began research and development of GBAS in the late 1990s. We received an order to develop a prototype GBAS for the Electronic Navigation Research Institute of the National Institute of Maritime, Port and Air Technology (hereinafter referred to as Electronic Navigation Research Institute) and installed it at Sendai Airport in 2001 and Kansai Airport in 2010, thereby cultivating our knowledge and basic technology of GBAS. Then, in 2016, we received an order from the Civil Aviation Bureau of the Ministry of Land, Infrastructure, Transport and Tourism (hereinafter referred to as the Civil Aviation Bureau) for GBAS for Tokyo International Airport (hereinafter referred to as Haneda Airport) as the first operational system in Japan, and delivered it in March 2020. This paper presents an overview of GBAS, its technical issues, and our response to them.


  


  
    2. Overview of GBAS


    2.1 What is GBAS?


    GBAS is a landing guidance system that uses GPS to support the approach and landing of commercial aircraft. GPS is widely used in car navigation systems and cell phones to determine location information, but the location information obtained from GPS cannot guarantee the accuracy and safety required for aircraft approach and landing. For this reason, GBAS generates and broadcasts augmentation information (error correction data*1, integrity information*2, and approach path information*3) on the ground to guarantee the accuracy and safety of GPS positioning. By applying the augmentation information broadcasted from the ground to the GPS signal, the aircraft achieves a safe approach and landing.


    Fig.1 and Photo show the configuration and appearance of the GBAS. As shown in the figure, the GBAS consists of a GBAS reference station, a GBAS processor, and a VHF Data Broadcast (VDB) antenna.


    
      [image: 210110_01.jpg]
      
        Fig. 1 GBAS overview and configuration.
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        Photo Appearance of GBAS equipment installed at Haneda Airport.
      

    


    The GBAS reference station receives signals from GPS and transmits the received GPS data to the GBAS processor, which uses the received GPS data transmitted from the GBAS reference station to generate augmentation information. The generated augmentation information is broadcast from the VDB antenna to the aircraft as a GBAS message. The GBAS processor also monitors GPS satellite failures and ionospheric anomalies, which are situations where satellites cannot be used due to sudden changes in the ionosphere. If a satellite failure or ionospheric anomaly is determined to have a negative impact on positioning, it is not included in the GBAS message, thus avoiding problems with approach and landing.


    2.2 Advantages of GBAS


    Conventional ILS requires one system for one runway and one approach path. GBAS, on the other hand, can provide information on multiple approach paths with a single GBAS message broadcast from a single system, thus reducing maintenance costs. Fig.2 shows an example of two runways with approach paths from both sides, where a single system ILS can support only one approach path, while a single system GBAS can support four paths.
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        Fig. 2 Comparison of approach paths that can be handled by a single system.
      

    


    Since GBAS provides digital data to the aircraft, it is expected to enable a flexible approach and landing depending on the installation environment of the airport.


  
    *1 Information to compensate for GPS ranging errors.

    *2 Information on the reliability of GPS positioning errors to guarantee safety.

    *3 Information that indicates the approach path to the runway used by aircraft when landing.

  


  


  
    3. GBAS Technical Issues and Their Resolutions


    3.1 Ionosphere


    The ionosphere is a region at altitudes ranging from about 60 km to more than 1,000 km where the Earth’s atmosphere is ionized by ultraviolet radiation from the Sun. Ionospheric activity is strongly influenced by the Earth’s magnetic field and is discussed in terms of magnetic latitude, which is related to the orientation of the geomagnetic field relative to the horizontal plane (magnetic subduction angle). In low magnetic latitudes, the ionospheric conditions tend to be unstable, and ionospheric activity tends to have a strong influence on GPSbased positioning. Japan has a low magnetic latitude relative to its geographic latitude, making it susceptible to the influence of the ionosphere.


    3.2 Effect of Ionosphere on GBAS


    The main sources of error in GPS positioning are satellite position error, satellite clock error, ionospheric delay error, and tropospheric delay error (Fig.3). In GBAS, the geometric distance to the satellite is determined accurately using the precisely surveyed antenna position of the GBAS reference station and the satellite position calculated from the orbital information broadcast by GPS. The geometric distance to the satellite is accurately determined. Next, the difference between the geometric distance and the actual distance to the satellite observed by the antenna is calculated to estimate the error in the GPS signal, which is then broadcast to the aircraft as error correction data.
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        Fig. 3 Main sources of error in the ionosphere and GBAS.
      

    


    In low magnetic latitudes where the ionosphere is unstable, the accuracy of the error correction data may be affected by the large difference in the ionospheric delay, even though the observation locations are not far apart. The change in the ionospheric delay depending on the observation location is referred to as the ionospheric spatial gradient.


    When the ionospheric spatial gradient is small and the ionospheric delay observed by the GBAS reference station (IDgnd) is equivalent to the ionospheric delay observed by the aircraft (IDair), the correction accuracy is good. However, as the ionospheric spatial gradient increases, the ionospheric delay observed by the aircraft and the GBAS reference station becomes less equal, and the correction accuracy deteriorates. Fig.3 shows the situation where IDair and IDgnd are significantly different.


    The large ionospheric spatial gradients that frequently occur in low magnetic latitudes have been the biggest challenge in the practical application of GBAS.


    3.3 Addressing the challenges of the operational use of GBAS with IFM


    NEC’s GBAS introduced Ionospheric Field Monitor (IFM)1), a technology conceived by the Electronic Navigation Research Institute (ENRI) and put to practical use by NEC through the prototype development described above, to monitor the ionospheric spatial gradient.


    Fig.4 shows the situation where the amount of ionospheric delay is not equivalent between the GBAS reference station and the aircraft due to the ionospheric spatial gradient. Only the GPS signal received by the aircraft passes through the region of high ionospheric gradient, resulting in a large correction error. To monitor the ionospheric gradient, the IFM is placed in the direction of the aircraft’s approach path, as shown in Fig.4. If the ionospheric gradient monitored by the IFM exceeds a certain threshold, the satellite affected by the ionospheric gradient will not be included to be observed for the GBAS message, so that the aircraft will not use the positioning signal generated by the satellite. There are about 30 GPS satellites in orbit, and about 8 to 13 satellites can usually be observed simultaneously over Japan. Therefore, even if we do not use a satellite that is affected by the ionospheric gradient, we can continue positioning using other satellites.
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        Fig. 4 Detection of ionospheric spatial gradient by IFM.
      

    


     Haneda Airport has six approach paths, as shown in Fig.5. To cover all the approach paths, IFMs were installed in two locations: the Civil Aviation Bureau facility (IFM1) in the northeast of the airport and the Umihotaru parking area (IFM2) in the southeast. IFM1 is used to monitor the ionospheric spatial gradients affecting the approach from the northeast and northwest, and IFM2 is used to monitor the ionospheric spatial gradients affecting the approach from the southeast.
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        Fig. 5 Approach path and IFM location at Haneda Airport.
      

    


    By implementing these two IFMs, GBAS in a low magnetic latitude environment is realized.


  


  
    4. Conclusion


    In this paper, we presented an overview of GBAS, the first operational system of its kind in Japan, installed at Haneda Airport, and related responses to technical issues. To deal with the ionospheric spatial gradient, which has been an issue in realizing GBAS in low magnetic latitude regions, we introduced the IFM and realized GBAS that is compatible with the ionospheric environment in low magnetic latitude regions. In the future, we plan to deploy this system at major airports in Japan, as well as at airports in countries in low magnetic latitude regions.


    Finally, we would like to express our sincere appreciation to the Japan Civil Aviation Bureau and the Electronic Navigation Research Institute for their guidance in making this development a success.
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    Abstract


    NEC has been developing and delivering advanced air traffic control systems that support the civil aviation bureau and air carriers in Japan for more than half a century. In the future, as the nations of the world draw ever closer together, the volume of air traffic will grow substantially, bringing with it a demand for more sophisticated and flexible air traffic control systems. This paper discusses some of the issues the aviation industry is facing going forward and explains how NEC’s commitment to focusing on the next generation of air traffic control will help
to solve those issues.
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    1. Introduction


    NEC has been developing and delivering air traffic control systems to Japan Civil Aviation Bureau for more than half a century. Air traffic control systems have developed in sync with the construction and expansion of hub airports and the increase in air traffic triggered by economic development in Asia. Looking to the future, the volume of air traffic is expected to continue to increase due to the emergence of various air mobility operations. Already new issues have arisen as the air traffic operating environment becomes ever more complex as air traffic becomes more diverse. To help air traffic control systems advance into the future, it is essential that these issues be solved. In this paper, we look at NEC’s efforts to date in this area, as well as its plans for the future.


  


  
    2. NEC’s Air Traffic Control Systems — The Story So Far


    2.1 A history of development and innovation


    As globalization forges tighter links between nations and economies, the role of airport and air travel has become ever more important. For more than half a century, NEC has been developing systems for air traffic management operations in general, including air traffic control systems (Fig. 1).


     
        [image: 210111_01.jpg]
        
         Fig. 1 Development and introduction of air traffic control systems.
        

     


    2.2 Systems now in operation


    Examples of large-scale systems supported by NEC include the flight object administration center (FACE) system which began operations in 2015 and the hybrid air-route surveillance sensor processing (HARP) system which began operations in 2018. These are discussed in detail below.


    One of the primary responsibilities of air traffic controllers is to ensure that pilots maintain sufficient space between airplanes to avoid accidents. To do this, controllers need access to the flight plans of all the aircraft in their zone, as well as real time location data (Fig. 2). In Japan, FACE plays a key role in digitization and data sharing, while HARP provides pivotal information on the operation status of the various flights. Both systems are critical to the digital transformation (DX) of air traffic control systems.
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         Fig. 2 Image of data linkage between FACE and HARP.
        

     


    2.2.1 FACE — supporting DX of air traffic management infrastructure


    Air traffic controllers manage air traffic using flight plans submitted by operators such as airline companies before flights. Flight plans include aviation call signs, departure airports, scheduled time of departure, destination airports, flight duration, cruising altitude, and other information. To help achieve more sophisticated air traffic control, we are developing a system that allows such information to be used as more detailed flight object data (to trigger DX). FACE serves as a mission-critical component of this advanced traffic control system (Fig. 3) which is transitioning from conventional operation with humans (controllers) handling each element of flight plans individually to one in which integrated flight object data managed by FACE supports supervision and decision making of controllers, thereby helping to achieve safer, more efficient air traffic control.
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         Fig. 3 Overview of FACE1).
        

     


    The system requirements for FACE are as follows.


    
     	High availability: 24-hour non-stop operation

     	Processing performance: Delay-free data processing for all target airplanes of air traffic control and linkage with related systems

     	Processing capacity: Management of data for all target airplanes of air traffic control

    


    NEC technology supports the two of the three requirements FACE requires ― high availability and processing performance.


    FACE utilizes NEC’s DIOSA/XTP, which is a high-reliability, high-availability, large-volume high speed transaction processing platform that supports next-generation social infrastructure. DIOSA/XTP is a proprietary NEC software product that supports the construction of a large-scale, highly expandable, high-reliability, and high-availability system. The DIOSA/XTP platform achieves large-volume, high-speed transaction processing thanks to high-speed data access supported by improved reliability and availability with built-in fail-safes that can be activated in the event of system failure.


    Configuration concept and features of DIOSA/XTP are shown in Fig. 4.
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         Fig. 4 Configurational concept and features of DIOSA/XTP2).
        

     


    2.2.2 HARP effectively exploits sensor data


    To achieve air traffic management that is both safer and more efficient, accurate aircraft location data must be collected in real time and delivered to air traffic controllers and air traffic control systems. Location data can be obtained using radars, as well as sensor technology such as the wide-area multilateration (WAM) sensor, which detects signals from aircraft at multiple receiving stations to position the aircraft, and the automatic dependent surveillance-broadcast (ADS-B) sensor, which automatically broadcasts aircraft location information (Fig. 5). By taking advantage of the high reliability of radar together with the high precision and high frequency of WAM and ADS-B, HARP is able to obtain extremely precise aircraft location information derived from multiple sensors and provide it to air traffic controllers in real time.
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         Fig. 5 Outline of multi-sensor processing compatibility of HARP3).
        

     


  


  
    3. Supporting DX in Air Traffic Management


    3.1 Digitization in the air traffic management sector

 
    The air traffic management sector is now undergoing a period of transition to increased data sophistication (from text format to XML/GML format). For example, it is planned that a new data conversion model called a flight information exchange model (FIXM) will be introduced to convert text-format flight plans to XML-format flight object information (Fig. 6).
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         Fig. 6 The evolution of essential information for aircraft operation4).
        

     


    Similarly, international standardization is underway as evidenced by the fact that weather information will be standardized in the ICAO Meteorological Information Exchange Model (IWXXM) and aircraft safety related information will be standardized in the Aeronautical Information Exchange Model (AIXM). Various efforts for social implementation of these standards are also underway.


    To handle the increasingly complex data being produced, aviation communications and information sharing systems have been updated as shown in Fig. 7.


     
        [image: 210111_07.jpg]
        
         Fig. 7 Evolution of aviation communications and data sharing systems.
        

     


    These shifts reflect international trends towards universal standards as epitomized by the System-Wide Information Management (SWIM) system whose proponents are hoping to achieve a global-scale “system of systems.” These efforts are essential in the air traffic management sector. In today’s interconnected world, it would be counterproductive for individual countries to develop independent air traffic management systems of their own when a necessary assumption is that many flights will be on international routes (Fig. 8).
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         Fig. 8 NEC’s commitment to international validation of SWIM.
        

     


    With an eye towards integrated management of air traffic data ― including the FACE system, NEC has taken the initiative in developing systems to handle high volumes of complex data and is now reviewing social implementation of SWIM. We are now actively participating in international validation projects in the Asia-Pacific region and acting as the driving force, together with the United States, in pushing forward international efforts to achieve universal standards.


    3.2 Promoting DX in air traffic management


    One of the most important reasons why we are committed to DX in air traffic management is to enhance the international competitiveness of Japan’s airline and airport companies, while accelerating digitization of the aviation industry as a whole. To achieve this, we will also make efforts to help the airline and airport companies achieve utilization of data that can contribute to improved value of experience from the viewpoint of passengers. This goes beyond conventional efforts to improve the efficiency and sophistication of air traffic control operations and airport management and involves effectively utilizing data to improve the customer experience (Fig. 9).
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         Fig. 9 Passenger-oriented DX in air traffic management.
        

     


    When SWIM comes online, all operators will be connected to each other. Full utilization of SWIM data will improve the customer experience and revolutionize operator productivity. For example, by linking data from airline companies with intermodal passenger transport and communities, it will be possible to offer a wide range of services ― such as seamless multimodal route search ― to help travelers to enjoy pleasant, stress-free trips. This technology can also help to enhance the work experience by optimizing staffing and reforming work styles.


    Building on our long history and experience in the aviation industry, NEC will continue to contribute to the progress of the Japanese aviation industry by helping them achieve DX in air traffic management (Fig. 10).
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         Fig. 10 How DX in air traffic management is achieved.
        

     


  


  
    4. Conclusion


    In this paper we have outlined the efforts NEC is making to support air traffic management and help transform aviation into a more robust, future-ready industry. We will continue to adapt to changes in technology and the environment as we strive to develop systems that maximize customer value and contribute to further advances in air transport.


    In conclusion, we would like to express our gratitude to the MLIT Civil Aviation Bureau as well as other concerned organizations and manufacturers who have been so generous in instructing and helping us develop the systems introduced in this paper.
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    Abstract


    To achieve the sustainable development goals (SDGs) aimed at solving issues common to the entire world, Earth observation satellites are becoming more and more important for monitoring the environment and assessing disaster situations on a global scale. Since developing Japan’s first satellite-borne optical observation sensor, NEC Corporation has built a strong track record in developing optical sensors for use onboard satellites. In this paper, we provide an overview of the hardware and the in-orbit achievements obtained with these technologies. Specifically, we focus on the multi-wavelength optical radiometer onboard the Global Change Observation Mission – Climate “SHIKISAI” (GCOM-C) launched in 2017; the hyperspectral sensor for space demonstrations installed on the International Space Station in 2019; and the sensors onboard the Greenhouse Gases Observation Satellite “IBUKI” (GOSAT), which has been in operation since its launch in 2009.
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    1. Introduction


    Momo-1, Japan’s first marine observation satellite, was launched in February 1987. Momo-1 was equipped with the multispectral electronic self-scanning radiometer (MESSR), developed by NEC as Japan’s first radiometer for measuring visible near infrared radiation. For more than 30 years since the development of MESSR, NEC has been providing optical sensors for countless satellites, including Earth observation satellites, scientific satellites, and the International Space Station. The optical sensors (radiometers) developed by NEC are capable of measuring radiation in the ultraviolet, visible and infrared wavelengths. This paper introduces the most recent hardware for optical sensor systems developed by NEC and provides an overview of their in-orbit achievements.


  


  
    2. Multi-wavelength Optical Radiometer SGLI Onboard the SHIKISAI


    The Second-generation Global Imager (SGLI) is a multi-wavelength optical radiometer system mounted on the Global Change Observation Mission – Climate “SHIKISAI” (GCOM-C), which was launched on the H-IIA rocket from Tanegashima Space Center on December 23, 2017. SGLI will be observing aerosols, ocean color, vegetation, snow and ice around the globe for a period of five years.


    SGLI is a successor of the Global Imager (GLI) aboard Midori II (also known as ADEOS-II). It is composed of two radiometer components – the visible and near infrared radiometer (VNR) and the Infrared Scanning Radiometer (IRS) (Fig. 1), and has been enhanced with two major new features – resolutions of 250 m to 1 km and polarization/multi-directional observation capabilities for obtaining land aerosols and other observation data.


    
      [image: 210112_01.jpg]

      
        Fig. 1 External views of GCOM-C (top) and SGLI (IRS on bottom left, VNR on bottom right).
      

    


    SGLI is capable of global-scale observations of physical quantities associated with climate change, such as ocean color and vegetation that are calculated using the radiance data retrieved by the radiometers at specific wavelengths. As of 2021, SGLI has been in orbit for three years, and has contributed to achievements in various fields.


    The possibility of obtaining detailed measurements at a resolution of 250 m of snow/ice distribution, snow/ice surface temperature and snow grain size in the observation of glacier melts in the Arctic and Antarctic areas, which are closely associated with climate change, is expected to bring advancement to the numerical models and improve the accuracy of climate change predictions1).


    SGLI can also observe the density of dust and sand storms (DSS) and PM2.5, which are types of aerosols. In particular, the polarized observation function provided by SGLI enables detection of fine particles such as PM2.5, which is helping to advance research on improving prediction accuracy. In Fig. 2, the figure on the left is an image close to one as seen by the naked eye and the figure on the right is an image based on observation of polarized radiance (land only). They show that the darker the image, the higher the concentration of small particles2).


    
      [image: 210112_02.jpg]

      
        Fig. 2 Images observed by GCOM-C on Jan. 13, 2019. Image close to that seen by the naked eye (left), and observation of polarized radiance (right).
      

    


    In the field of fishery, the ocean colors representing the density of phytoplankton and the ocean surface temperature are used to predict fishing grounds and to understand the occurrence and movement of red tides (Fig. 3). In particular, the 250 m resolution enables observation of the situation in coastal areas, which was previously impossible, and is expected to contribute to the aquaculture industry.


    
      [image: 210112_03.jpg]

      
        Fig. 3 Sea surface water temperature distribution estimated using channels in the thermal infrared wavelengths during a red tide around Yamaguchi Prefecture on Apr. 2, 20183).
      

    


  


  
    3. Hyperspectral Imager Suite “HISUI” for Space Demonstration


    The Hyperspectral Imager Suite “HISUI” (Fig. 4)4) is an optical sensor for spectral observation in continued wavelength bands for detailed classification of plantation and minerals for the purpose of securing a stable supply of energy and resources. It was launched on December 6, 2019, and installed on the Japanese experiment module, called “Kibo,” of the International Space Station. HISUI is equipped with a reflective telescope; two highly efficient grating spectrometers covering the visible and near infrared region (VNIR: wavelengths of 400 nm and 970 nm, respectively) and short wavelength infrared region (SWIR: wavelengths of 900 nm and 2,500 nm, respectively); and a low-noise two-dimensional detector and signal processor. This design makes possible spectrometry in 185 bands of continuous wavelengths from the visible to short-wave infrared regions with high wavelength resolution (VNIR: 10 nm, SWIR: 12.5 nm). The spectrometric data has higher land surface resolution (20 m x 31 m) and higher SNR (VNIR: 450 @ 620 nm wavelength, SWIR: 300 @ 2,100 nm wavelength) compared to the results achieved in projects conducted by competitors overseas.


    
      [image: 210112_04.jpg]

      
        Fig. 4 HISUI installed on ISS (top)5), and external view of HISUI (bottom).
      

    


    After obtaining the initial-stage image shown in Fig. 5 in 2020, the HISUI transited to initial-stage operation. It has stored spectroscopic data covering wide regions of the earth as of 2021. Up to now, the multispectral sensor capable of observing a dozen or so bands has been used most frequently among the optical sensors for use in global-scale land area observation. Going forward, however, the spectral data of the continuous 185 bands from the visible to short-wave infrared regions obtained with the HISUI is expected to be used more frequently in identifying the distribution of minerals in the field of resource research and the condition of vegetation in the field of environmental/agricultural research.


    
      [image: 210112_05.jpg]

      
        Fig. 5 Image captured by HISUI in initial stage6).
      

    


  



  
    4. Thermal and Near Infrared Sensor for Carbon Observation TANSO on “IBUKI” (GOSAT)


    Thermal And Near-infrared Sensor for carbon Observation (TANSO) (Fig. 6) is the world’s first sensor having the main purpose of observing from space the concentrations of major greenhouse effect gases including carbon dioxide and methane. It was launched on January 23, 2009, on the Greenhouse gases Observing Satellite (GOSAT). TANSO is composed of two observation sensors: the Fourier Transform Spectrometer (FTS) and the Cloud and Aerosol Imager (CAI). TANSO-FTS can observe a wide range of wavelengths from the near-infrared (wavelength 0.76 μm) to thermal-infrared (wavelength 14.3 μm) with a single unit. It can measure gas absorption spectra of the solar rays reflected on the earth’s surface and the thermal infrared radiation (TIR) emitted from the ground and the atmosphere with high spectral resolution. It also has a pointing mirror that is driven around two axes, allowing it to direct the earth observation point and calibration source quickly and with high accuracy, as well as to compensate for satellite motion during one data acquisition (4s) to orient tow ards the same point. TANSO-CAI is a radiometer covering the UV, visible, near-IR and short-wave IR regions. It is used to obtain more accurate data than TANSO-FTS by identifying the clear-sky area found with TANSO-FTS and obtaining the optical characteristics of the clouds and aerosols.


    
      [image: 210112_06.jpg]

      
        Fig. 6 External Views of TANSO, TANSO-FTS and TANSO-CAI.
      

    


    The overall functionality and performance of TANSO are still good even after the 5-year mission period and no major degradation has been found. The characteristics and changes observed in the hardware in orbit have been addressed by updating the data processing algorithms on the ground so TANSO can continue to provide optimally calibrated data. The accuracy of the greenhouse gas concentrations obtained using data from TANSO are -0.35 ±2.19 ppm (-0.1 ±0.6%) for carbon dioxide and 2.2 ±13.4 ppm (0.1 ±0.7%) for methane as of March 20217), which greatly exceeded the initial success criteria (3-month average relative accuracy of carbon dioxide 1%, methane 2% in a 1,000 km mesh).


    When TANSO carbon dioxide concentration data in 2020 for Tokyo is compared with the average values from 2016 to 2019, it shows that the increase in the carbon dioxide concentration in 2020 was lower than in normal years (Fig. 78)). The intensive observation points of TANSO are shown as circles covering a field of view of about 10 km diameter. The change in the level of increase of carbon dioxide concentration is thought to be influenced by the decrease in fossil fuel consumption due to the COVID-19 pandemic8).
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        Fig. 7 CO2 concentration increase in Tokyo in March 2020 compared with the 2016 to 2019 average.
      

    


    As of March 2021, TANSO has continued in-orbit observations for over 12 years, providing homogeneous greenhouse gases concentration data. In order to develop effective measures to reduce greenhouse gas emissions, simply obtaining the concentration data is not enough but it is also important to calculate the emission quantity per emission source type. As of March 2021, which marks 12 years since the launch of TANSO, research is being advanced to optimize the sampling method for obtaining maximum information from the TANSO data and to calculate the emission quantities. This is expected to contribute to the global stocktake established under the Paris Agreement and scheduled to start in 2023.


  


  
    5. Conclusion


    In this paper, we provided an overview of the hardware of the optical sensor systems that NEC has developed in recent years, as well as the results achieved in orbit. Products such as physical quantities obtained from the data provided by the optical sensors are contributing greatly to monitoring the global environment, improving the prediction accuracy of climate change, and promoting real-world applications in aquaculture and other industries.


    We would like to express our deepest gratitude to the Ministry of Economy, Trade and Industry (METI), Japan Aerospace Exploration Agency (JAXA), Japan Space Systems (J-spacesystems) and other related organizations for their guidance in the development of these optical sensor systems.


    NEC will continue to provide optical sensors for use onboard satellites, and through the products they produce, contribute to the realization of social infrastructure that provides safety, security, fairness and efficiency, and to the achievement of the SDGs that aim to deliver solutions to social issues common to the entire world.
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    Abstract


    Numerous satellites have been launched in the past few years, providing a broad array of invaluable data that is being used to support a rapidly expanding range of activities. For the most part, this data is optical image data, which cannot be collected under adverse weather conditions or at night. Recently, synthetic aperture radar (SAR) ― which uses microwaves ― has begun to attract attention as a possible solution. Among other things, SAR makes it possible to measure ground surface displacement with high precision across a wide range. NEC adapted this technology to create a service to visualize deterioration and displacement of buildings, bridges, and other infrastructure. However, because SAR image data does not provide an image comprehensible to the human eye, it must be used in conjunction with various analysis technologies. In this paper, we will introduce these add-on technologies and outline the infrastructure maintenance service offered by NEC.
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    1. Introduction


    Data collected by Earth observation satellites using radio waves, infrared rays, and visible light, has thus far been used only in specific areas such as weather, defense, and disaster prevention. This is now changing. The costs associated with building and launching satellites have fallen steadily over the past few years. Thanks to improvements in real-time property and the achievement of big data analysis, satellite data can now be utilized in a much broader range of applications, including agriculture, resources, energy, finance, and infrastructure monitoring. Most Earth observation satellites now in orbit incorporate optical sensors that generate images easily comprehended by human eyes. It is in this respect that satellites incorporating synthetic aperture radar (SAR) ― which utilizes microwaves that have superior features than those of optical sensors ― caught the attention of those seeking to obtain more comprehensive coverage. Many venture companies are now planning large-scale projects aimed at building a constellation* of SAR satellites.


    Besides obtaining images even under adverse weather conditions and at night, SAR technology can also obtain phase-based distance measurements. However, because raw SAR image data cannot be visualized by the human eye, it must be processed with a variety of analysis technologies in order to produce usable images. NEC has developed an infrastructure monitoring service that incorporates these analysis technologies to produce actionable images in critical areas such as infrastructure maintenance and management, as well as disaster prevention and disaster risk reduction. This paper outlines this service and describes the analysis technologies used to augment the SAR system, following with a discussion of a couple of case studies that exemplify this service in practice.


  
    * A group of satellites working together as a system so that the satellites operate in a coordinated manner.

  


  


  
    2. Principles of SAR Satellite and Analysis Technologies


    2.1 Principles and overview of SAR


    SAR radiates microwaves to the ground from an antenna mounted on a flying vehicle such as an artificial satellite. An active sensor generates images using reflected waves from a target object. Usually, the larger the antenna, the higher the resolution. To improve the resolution, the SAR system repeatedly transmits and receives the microwaves while tracking the movement of the satellite, thus creating a massive virtual antenna. Fig. 1 shows an overview of a SAR satellite system. SAR can also be installed in other flying vehicles such as airplanes. The system discussed in this paper is a satellite system whose stable orbit due to less air resistance ensures more reliable cyclic observation.


    
      [image: 210113_01.jpg]
      
        Fig. 1 Conceptual diagram of the SAR satellite system.
      

    


    Examples of optical and SAR images are shown in Fig. 2. These images show a section of a city. An optical image is shown on the left and a SAR image is shown on the right. In the SAR image, the intensity information of reflected waves is shown in black and white. Areas where reflected waves are strong are rendered in white, while areas where reflected waves are weak are rendered in black. You can tell from the difference in wavelength and resolution between these two pictures that the SAR image is more difficult to visualize than the optical image. However, by applying various analysis technologies you can obtain a number of advantages only available from SAR images.


    
      [image: 210113_02.jpg]
      
        Fig. 2 Examples of optical and SAR images.
      

    


    For example, since microwaves can penetrate clouds, observation is possible irrespective of day or night and weather conditions. Also, very slight displacements on the ground surface can be extracted by performing interferometric analysis (see below) of the phase information included in SAR images.


    2.2 Interferometric analysis technology and infrastructure monitoring service


    NEC’s SAR infrastructure monitoring service offers two main types of analysis. The first type is change detection analysis which examines SAR images from two different periods and detects the sections where strength information has changed significantly. This is effective for detection of new construction and demolition of buildings as well as pre-disaster and post-disaster flooded areas. The second type is time-series interferometric analysis that detects very slight displacements from phase information. The time-series interferometric analysis is outlined below.


    The flow from imaging to analysis in time-series interferometric analysis is shown in Fig. 3. Time-series interferometric analysis reduces various noise components by analyzing more than twenty SAR images captured in the same location and under the same conditions (orbit, incidence angle, observation mode, etc.). By focusing on phase changes in artificial structures that have strong reflections ― based on the fact that sections with stronger reflected waves always have more stable phases, this analysis can calculate displacement rate (mm/year) of ground surface with millimeter-level precision. By visualizing these analysis results, we are able to generate accurate displacement rate maps. Furthermore, because the use of displacement information in each time series makes it possible to calculate the displacement (mm) on each imaging day, we also offer the displacement maps that visualize the amount of fluctuation over time. Thus, SAR satellite imaging makes possible comprehensive visualization of displacement on ground surfaces across an extremely wide range.
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        Fig. 3 Analysis flow from imaging to analysis in time-series interferometric analysis.
      

    


    2.3 Principles of time-series interferometric analysis


    The principles to extract displacement information from phase information obtained from SAR images are as follows. The simplified formula of phase information in time-series interferometric analysis is shown in Fig. 4, where φ is the observed phase information, φDEM is the phase component generated by the relief of the terrain, φOrbit is the phase component generated by the orbital difference of the satellite, φATM is the phase component of the microwave delay caused by the atmosphere andionosphere, φDisp is the phase component generated by the displacement of the ground surface, and φNoise is other random noise. To extract the displacement of the ground surface φDisp from time-series interferometric analysis, each phase component is estimated from the observed φ and then eliminated. For instance, the phase model for φDEM is estimated based on a digital elevation model (DEM) generated from an aerial laser survey, φOrbit is estimated from the orbit data of the satellite, and φATM is estimated based on the feature that is randomly varying along the axis of time and smoothly varying along the axis of space.
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        Fig. 4 Simplified phase information formula in time-series interferometric analysis.
      

    


    These phase models must be correctly estimated in order to calculate the displacement information (φDisp) with maximum precision. NEC has been actively engaging in R&D efforts aimed at improving measurement accuracy and has developed several methods we believe are capable of fulfilling this goal. One method involves clustering measurement points to evaluate the similarities between peripheral pixels and time-series phases1), another uses space-time phase unwrapping2) to measure nonlinear displacement, while a third divides displacement into vertical and horizontal (east-west) directions based on displacement information observed from two orbits (ascending and descending)3). The most optimal method is applied depending on customer requirements and other conditions.


  


  
    3. Infrastructure Monitoring Service Usage Cases


    3.1 Background


    The high economic growth period saw massive construction of social and social infrastructure, including roads, bridges, tunnels, railroads and more. Today, more than half a century later, much of that infrastructure is showing signs of age and, in many cases, significant deterioration. Managing this involves a repetitive cycle of inspect, diagnose, repair, and record. Assessing the degree of deterioration accurately is critical as determining where deterioration is advanced presents a high degree of urgency.


    Conventional methods in which visual inspection and survey tasks are mainly performed on the site may be impacted by worker shortages and conflict with the teleworking trend that has arisen during the coronavirus pandemic. To improve efficiency, it is necessary to reduce the number of inspection targets that need to be examined by humans and prioritizing them.


    None of these issues affect NEC’s SAR-based infrastructure monitoring service, which can visualize the displacement information across a broad spectrum and capture any evidence of abnormal displacement of infrastructure. This capability makes it possible to prioritize designated inspection targets and execute preventive maintenance to forestall collapse of infrastructure and to stop other accidents from happening.



    3.2 Usage examples


    This service is currently used by owners of infrastructure in various industries. These include energy (gas and power companies), construction (general contractors, developers, and consulting firms), transportation (airports and harbors), financial (non-life insurance companies and banks), national and local governments (roads and bridges). Because this service features wide-area coverage, high cost effectiveness can be expected when the customer owns a lot of infrastructure. To illustrate how the system works, we discuss examples of analysis conducted in a tunnel construction area and an airport area.


    The analysis example of a tunnel construction area is shown in Fig. 5. In tunnel construction, it is necessary to recognize any displacement in the construction site and the surrounding area over an extended period. Usually this is achieved by surveying the site. NEC’s SAR-based infrastructure monitoring service makes possible surface confirmation of land displacement before, during, and after construction. In other words, it is possible to check the soundness of the construction. It is also possible to adjust the observation frequency in accordance with the construction phase. Additionally, the SAR satellite accumulates data from various locations. So retrospective analysis is possible as long as data exists in a particular area, which makes it well-suited to tunnel construction.


    
      [image: 210113_05.jpg]
      
        Fig. 5 Analysis example of a tunnel construction area.
      

    


    An analysis example of an airport is shown in Fig. 6. Parts shown in dark gray represent minus (subsidence) and parts shown in light gray represent areas where there is almost no displacement. Areas likely to subside are usually surveyed periodically. However, due to budgetary constraints, only discrete displacement measurement is performed in most cases. This service makes possible surface displacement measurement so it can be used to supplement the survey.


    
      [image: 210113_06.jpg]
      
        Fig. 6 Analysis example of an airport area.
      

    


  


  
    4. Promotion of Digital Transformation (DX)


    Maintenance and management of infrastructure not only requires regular inspections, it also requires continuance of all aspects of the maintenance cycle including diagnosis and recording. Unfortunately, these tasks have not yet been incorporated in this service. However, by combining multiple technologies, NEC is working to achieve a digital transformation (DX) focused on the creation of a more advanced service for infrastructure maintenance and management.


    An example of how these various technologies could work together is the concept of linking to Kurumie for Cities as shown in Fig. 7. Kurumie for Cities is a new solution from NEC that can discover abnormalities on road surfaces and other surfaces by using images from dash cams attached on cars and image analysis technology of artificial intelligence. It can detect cracks on road surfaces that cannot be detected by satellites. Users can prioritize the order of repairs and record comments from local residents and repair results. By combining the macroscopic viewpoint of SAR’s infrastructure monitoring and the microscopic viewpoint of Kurumie for Cities, we anticipate that anomaly detection accuracy will be improved and the effective infrastructure maintenance management cycle will be achieved.


    
      [image: 210113_07.jpg]
      
        Fig. 7 Concept of linkage with Kurumie for Cities.
      

    


  


  
    5. Conclusion


    In this paper, we described about NEC’s SAR satellite infrastructure monitoring service. By combining this system with other technologies and by continuing our R&D efforts, we are confident that we can continue to add value by improving measurement accuracy and using big data analysis. Working closely with our partner companies, customers, and other stakeholders, we are committed to developing sophisticated digital solutions that contribute to people’s safety and security and help propel the ongoing DX.
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    Abstract


    Imaging of internal structures using an elementary particle called a muon is called muography. Operating in the same way as radiography, muography offers non-destructive imaging thanks to the high penetrability of the muon particle. In this paper, we explain how a muon detector works and how internal structures can be apprehended using machine learning. We also discuss the various fields in which muography can be applied and NEC’s efforts to develop a muography system.

    


    
      Keywords


      muon, muography, apprehending internal structures, machine learning, CNN, geophysical exploration, disaster prevention, non-destructive inspection, MWPC

    

  


  
    1. Introduction


    A muon is an elementary particle that is one of the components of cosmic rays (Fig. 1). Muography is a technique that leverages the muon’s high penetrability to facilitate non-destructive imaging of the internal conditions of an object or structure in much the same way as medical radiography. The first thing that distinguishes muography from existing sensors is that the size of objects that can be observed varies widely ― ranging from a few meters to a few kilometers. The other thing that is important is that muography is not restricted by time or location as it uses cosmic rays ― which is all around us all the time ― as a probe. In other words, no energy source is required for the probe, virtually eliminating any running costs.


     
        [image: 210114_01.jpg]
        
         Fig. 1 Generation of muon.
        

     


    This paper first describes the basic principles of muography1) and shows how the detector NEC is developing will work together with machine learning to provide a coherent and comprehensive visualization of internal structures. We then discuss potential applications for this technology and future prospects.


  


  
    2. Sensing Principles


    Muons are captured using a muon detector, which is described in section 3. The number is counted according to the travel direction. Fig. 2 shows the relationship between zenith angle θ ― where the zenith direction of the detector per unit area is used as a reference axis ― and azimuth angle φ on the horizontal plane. It is known that the number of muons falling from the sky to the surface of the earth depends only on θ in Fig. 2 and is uncorrelated with φ.
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         Fig. 2 Detector and zenith angle.
        

     


    A muon that passes through matter loses energy. How much it loses depends on the type and density of the matter in its path. If a large amount of energy is lost, then the scattering of matter with atomic nuclei and electrons in the muon’s path will also be large. As a result, the muon’s path will deviate from the detector. This phenomenon is observed by the detector as a decrease in the number of muons. Thus, the sensor measures the number (flux) of muons per unit time, solid unit angle, and area in each θ and φ in Fig. 2. By comparing this result with the muon flux known on the surface of the earth, it is possible to visualize the internal condition of the material object ― between the sensor and the surface of the earth ― in the form of density distribution.


  


  
    3. Muon Detector


    The detector used for muography is a gaseous detector called a multi-wire proportional chamber (MWPC)2). The MWPC consists of two circuit boards held at ground potential, two types of wires (sense wires and field wires) that are stretched between the circuit boards at regular intervals, and wires (pickup wires) that intersect those two types of wires at right angles (Fig. 3). When the detector operates, mixed Ar and CO2 gas is pumped into the space between the two circuit boards. When a high voltage is applied to the sense wires, a strong electric field is created between the two circuit boards.
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         Fig. 3 MWPC structure.
        

     


    When the muon passes through the detector, Ar molecules on its path are ionized (Fig. 4 (1)). The ionized Ar moves towards the field wires and pickup wires and the electron moves towards the sense wires while being accelerated in the electric field (Fig. 4 (2)). The electron in transition collides with the Ar molecule and ionizes that molecule (Fig. 4 (3). When this process is repeated continuously as if creating an avalanche, large numbers of electrons accumulate around the sense wires (Fig. 4 (4)) and are sent to the electric circuit as large signals. These electrons are taken in by the Ar ions to the original form of the Ar molecule.
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         Fig. 4 Physical process of muon detection.
        

     


    Since the electrons produced by muons concentrate on the wire closest to where they have passed, the path of the muons can be determined according to the position of the wire which has read out the signals. Hence, by stacking MWPCs in multiple layers, the trajectories of the muons can be determined.


    MWPCs use narrow-diameter wires. Sense wires used for generation of an electric field inside an MWPC measure about 50–60 μm across and the field wires used for acquisition of travelling position information measure about 100 μm across. Numerous wires are required. The sense wire is usually made of tungsten, and the field wire from copper. However, tungsten has poor soldering properties, which often leads to failure when an unsoldered wire contacts the internal surface of the MWPC. This is one of the main drawbacks of MWPCs. By comparing and examining multiple wire surface coating and soldering techniques, NEC was able to significantly improve the soldering properties. Examination of a defect detection method when the sensor is massproduced is also underway.


    To sense the internal structure of matter using muography, the configuration and layout of the sensor must be adjusted according to the observation target in order to obtain the requisite angle of view and observation resolution. NEC’s MWPC has a sensor section and signal processing section whose dimensions are compatible with 19-inch racks (EIA standard). Once the configuration has been modified according to the application, observation at the optimum angle of view is possible. MWPC can also be housed in EIA-compatible portable racks that are waterproof, dustproof and environmentally durable, allowing you to perform muography even in difficult environments such as outdoors as well as underground shafts and galleries. This rack is a metallic housing with excellent shielding properties, so when combined with an anti-noise shield installed in each chamber, it can keep out any external electric noise that might affect muon detection.


  


  
    4. Information Extraction by Machine Learning


    The muon flux obtained from the muon detector needs to be converted into information that can be used by the application. When applied to volcano monitoring, for example, this information could show the density contrast between magma and bedrock. When applied to production facility monitoring, it could show the degree of wear and tear of various components. In this section, we are going to zoom in on technology which is used for detection of unknown underground cavities ― a key requirement in natural resource exploration and archaeological excavation.


    Since only the muons ― which function as observation probe ― traveling between the zenith and the horizon are observed as shown in Fig. 2, the sensor is installed right next to or right below (or somewhere in between) the observation target. This means that ― unlike a CT scan in medical imaging ― coverage of the entire observation target is not possible. The resultant problem in reconstructing an accurate three-dimensional structure of the observation target is known as an “ill-posed problem.”


    In detection of underground cavities using muography, four components of pre-existing information (shown below) are used to reconstruct the locations and sizes of cavities from the flux. In other words, it is possible to detect the density distribution of bedrock while taking into account the presence of cavities.


    
        	Muon flux on the ground surface

        	Energy loss model of muons in matter

        	Density distribution of the bedrock (not taking account of the presence of cavities)

        	Information regarding the shape and size of the observation target (= cavities)

    



    For (1), data about muons from various zenith angles observed by research institutions around the world is widely available. Model formulas of the flux based on the data are also available. By using (2) and (3), it is possible to determine how much energy the muon loses as it travels from the ground surface to the location of the sensor. By combining this data with (1), investigators can calculate the muon flux expected at the location of the sensor. Any deviation between the expected value of the flux and the observed value obtained from the sensor would suggest that there is a structure underground that is not bedrock ― that is, a cavity. By adding (4) to the mix, an accurate, three-dimensional reconstruction of the structure can be generated.


   This can be expressed by the formula,
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     Assuming that the expected value of the muon flux is Fexp (μ, ρ), at the location of the sensor, calculated using the muon’s ground surface flux μ and bedrock density distribution ρ, the value observed by the sensor is Fobs, the shape of the cavity calculated using ρ is Sexp, and the shape of the cavity given as prior information is Spri. To minimize errors, bedrock density distribution ρ of error function Err defined in this formula represents the parameter. Here w1 and w2 represent weighting factors.


    Deep learning ― which is fast establishing itself as the leading AI modality in image recognition and various other areas ― can be used as a means of estimating the parameter of a function while minimizing squared error. At the heart of deep learning algorithms are convolutional neural networks (CNN) where nonlinear output values ― generated by convolutional mathematical operations in each layer of a multilayer neural network ― are input in the subsequent layers. It is known that arbitrary nonlinear functions can be formed with arbitrary precision.


    In estimating bedrock density distribution, a representation that expresses underground bedrock as an aggregation of cubes (voxels) is shown in Fig. 5 (a). By expanding this into multilayers as shown in Fig. 5 (b), it is possible to reconstruct an arbitrary density distribution.
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         Fig. 5 CNN expressed with voxels.
        

     


    In an ill-posed problem, the accuracy of the solution can be increased when there is more prior information available. By defining the error function as formula (A), it is possible to add prior information other than the shape and size of the detection target. Thus, the formulation shown in formula (A) can be used generically in various muography applications.


  


  
    5. Applications of Muography


    Validation of the effectiveness of muography is already underway in geoscience including volcano monitoring and tide-level monitoring. NEC installed the Tokyo Bay Seafloor Hyper Kilometric Submarine Deep Detector (TS-HKMSDD) ― the first of its kind in the world ― in collaboration with the International Muography Cooperative Research Organization at the University of Tokyo. This system successfully conducted real-time measurements of astronomical tide levels in Tokyo Bay. NEC is also working on a muography system to monitor soil moisture levels to estimate the degree of danger of mudflows. Through these monitoring activities, we hope that we will be able to provide information regarding disaster prevention of tsunami, mudflows, and so on. We are also striving to develop practical applications for muography in other fields such as industrial infrastructure (blast furnaces, electric furnaces, power plants, etc.) and cultural heritage (pyramids, buried structures, etc.).


  


  
    6. Conclusion


    In this paper, we have introduced our challenges for developments using muography. Going forward, NEC is committed to enhancing public safety and security by bringing the observational power of muography to crucial social infrastructure monitoring.
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    Abstract


    For more than 90 years, NEC Corporation has been developing sonar sensors for detecting submarines that threaten Japanese territorial waters. Recently, the quieting performance of submarines has improved dramatically, triggering the need for new sonar technology to counteract this improved performance. In response to this need, NEC has developed the “Variable Depth Sonar” system that manipulates the propagation path of sound waves to search for submarines. Although we encountered many difficulties during the development of this technology, we overcame them and succeeded in achieving results in practical testing in the sea that exceeded our expectations. This paper provides an overview of the development process of the technology.
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    1. Introduction


    Japan is one of the leading maritime nations in the world. Surrounded on all sides by water, this island country is highly dependent on the sea with marine transportation serving an integral part of conducting trade with other countries. For this reason, it is extremely important to ensure security measures to defend against the various maritime threats that have intensified in recent years.


    An example of a typical threat is a submarine of unknown nationality violating Japanese territorial waters. Although surface ships and aircrafts can be detected using sensors that use light and radio waves, it is difficult to apply this technique to submarines as light and radio waves cannot travel underwater. Therefore, sonar using sound waves that propagate well in water is commonly used as a sensor for finding submarines.


    NEC has been engaged in research and development of sonar from the period of the pre-war former Japanese Navy to the present-day Japan Maritime Self-Defense Force. With the year 2021 marking the company’s 90th year in business as a sonar system manufacturer, NEC has a long history of contributing to national security projects and to the realization of a safe and secure society through innovations within the field of underwater defense.


  


  
    2. Sonar


    There are two types of sonar – passive and active. Passive sonar receives sound waves generated by the target, whereas active sonar emits pulses of sound waves that reflect off the target and returns through an echo. Each are used according to the intended purpose.


    Fig. 1 shows the schematic principle of sonar using a submarine as an example target. The “passive sonar” receives characteristic sounds such as noise emitted by the submarine itself with two or more receivers, and can estimate the direction of the submarine from the phase difference among received signals. The “active sonar” can estimate the distance to the submarine by transmitting sound waves by itself, receiving reflective sound from the submarine, and measuring the sound wave propagation time from transmission to reception. The “active sonar” can also obtain the direction in the same way as the passive sonar so it can identify the location of submarine based on the distance and direction.


    
      [image: 210115_01.jpg]

      
        Fig. 1 Principles of sonars.
      

    


    Through the processes described above, sonar can be used to detect submarines lurking at tens of kilometers away, and in some cases even more than 100 kilometers away, depending on sea conditions.


    However, due to various factors, it is not easy to determine the exact location of a submarine.


    The prime factor is that the ocean is filled with various kinds of noise, from the sounds of crustal movement and volcanic activity to the sound of rain hitting the sea surface and the calls of marine life. To pick out the sound of the submarine against the surrounding background requires advanced signal detection technology.


    The second factor has to do with the nature of sound waves. Since sound waves are much slower than light and radio waves, information from sound waves is a few seconds or tens of seconds old. In addition, as discussed in detail later, sound waves are bent rather than straight when propagated in water, so this refraction must be taken into account when searching for a submarine. Furthermore, since this characteristic is influenced by the sea water temperature, the propagation situation changes constantly, making the search for submarines difficult.


    The quintessence of sonar is finding submarines hiding in this world “where light cannot reach and is never visible to the eyes” and “which is unknown although it is closer than space”. For members of the Japanese Self-Defense Forces (JSDF) who are defending the safety of Japan on the frontlines, the sonar is their only eye and serves as a lifeline for dealing with underwater threats such as submarines. Since it is essential to first detect submarines for national defense, and system halts threaten JSDF members’ lives, NEC’s mission as a sonar system manufacturer is to build such mission-critical systems.


  


  
    3. History of Surface Ship Sonar Systems


    The stealth capabilities of submarines have also been improving year by year, enabling them to escape detection by sonar. In particular, the drastic improvement in the quieting technology in recent years has made it more difficult than ever to search for submarines. To counteract the improvements in submarine performance, NEC worked in collaboration with the Ministry of Defense and the Acquisition, Technology and Logistics Agency to develop the following two innovative technologies to further enhance the sonar systems on surface ships.


    The first technology is called the multi-static sonar, the image of which is shown in Fig. 2. Previously, submarine search was done from a single surface ship, but the multi-static sonar allows multiple vessels to share data in real time while the transmitting and receiving vessels work together to conduct a search. The technology expands the search range compared to the use of a single sonar, and also improves the chances and accuracy of submarine detection by integrating the target information of each vessel. In addition to collaboration between surface ship sonars, collaboration with sonar dropped from aircraft has been developed, increasing expectations for further improved capabilities.
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        Fig. 2 Image of the multi-static sonar.
      

    


    The second technology is the variable-depth sonar, which is the focus of this paper. Fig. 3 shows the schematic principle of this technology. As mentioned above, underwater sound waves are bent rather than straight when propagated in water due to widespread changes in refraction index caused by the variation in water temperature depending on depth. This leads to the formation of an area called the “shadow zone,” which cannot be reached by sound waves transmitted from near the sea surface, as in the case of a sonar fixed to the hull of a conventional surface ship. It is generally believed that submarines will try to escape into this shadow zone when they recognize the sound of a surface ship’s sonar. To counteract this, the variable depth sonar is not fixed to the hull, but suspended via a cable to change the depth and the vertical propagation path of the sound waves to keep the submarine from escaping.


    
      [image: 210115_03.jpg]

      
        Fig. 3 Image of the schematic principle of the variable depth sonar.
      

    


    The variable depth sonar, however, has several drawbacks, one of which is its heavy load weighing several tons, whereas that needs to be maneuvered from a surface ship navigating at a high speed in rough waters. Also, in addition to the requirements of a conventional sonar, the variable depth sonar requires a sensor with high water pressure resistance, a towfish with excellent attitude stability, a cable with high tensile strength and large power transmission, and a hoisting device for supporting them. With the growing interest by users in recent years to address the issue of the shadow zone, however, NEC decided to take on the challenge of developing Japan’s first variable depth sonar system in collaboration with manufacturers that possess the respective elemental technologies.


  


  
    4. Variable Depth Sonar System


    Fig. 4 shows the overall image of the variable depth sonar system. The depths of the transmitter and receiver can be varied independently by changing the velocity of the surface ship and the lengths of the respective cables.
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        Fig. 4 Image of the variable depth sonar system.
      

    


    The transmitter is suspended deep underwater so it needs to be able to withstand high water pressure. With the sonar system, performance is directly connected to the output of the sound wave. Though increasing the transmitter size enables high power, due to the limited space on board a surface ship, it is necessary to reduce the size of the transmitter while maintaining the required  performance. NEC met these requi rements for the present system by developing a free flooded ring design formed by dividing and stacking structures. The free flooded ring design refers to a cylindrical shape as shown in Fig. 5. Because water enters inside the transmitter, the pressure on the inner and outer surfaces of the transmitter become almost equal, thus minimizing performance changes due to water pressure. The split and stacked structure contributes to increasing the efficiency of vibrations.
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        Fig. 5 Image of the transmitter.
      

    


    The shape of the towfish, which houses the transmitters, was determined through numerical simulations and fluid experiments with models considering actual environments to ensure that it would not lose its posture even when sailing at high sea in rough seas, while also maintaining the space and strength required for installation on a surface ship.


    Fig. 6 shows an image of the hoisting device for the sound source. The towing cable has fairings attached to it to reduce fluid resistance but the fairings may point in various directions due to disturbances in the sea, and if the cable is wound up in the hoisting device as is, they will overlap each other and damage the cable. Therefore, as shown in the lower part of Fig. 6, we installed a mechanism to wind all the fairings in the same direction (aligned winding system), and installed a groove in the drum for the towfish cable to fit into. This eliminates the interference with the winder and the overlapping of the fairings, and allows the cable to be wound and unwound as many times as needed. In addition, as shown in Fig. 7, we have adopted a sliding structure that can be stored in a limited space when stowed and deployed to a position where the towfish can be suspended. Furthermore, when lifting and lowering the towfish, the tip of the hoisting device lands on the surface of the sea, making it possible to stably lift and lower the towfish even in rough marine environments where ships are exposed to waves.
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        Fig. 6 Image of the hoisting device.
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        Fig. 7 Image of storing and deploying the towfish.
      

    


     To obtain the target bearings more accurately, it is desirable to have more elements lined up in a higher density. However, this higher density also increases the number of wires and electronic circuits inside the cable, resulting in an outer diameter which cannot be accommodated due to the limited space aboard the surface ship. This problem was solved by using optical fiber elements to reduce the number of electronic circuits and thereby reduce the outer diameter, resulting in a form that can be mounted on the surface ship while maintaining the performance.


     Since all of these technological elements are new to us, we started by devising a simulation model that had never been used before, and spent several years conducting repeated simulations and testing prototypes for each element. We experienced many costly failures along the way, for instance, a devised technique not being ineffective on the actual sea surface even though it worked well in the simulation; a functional shutdown caused by higher heat generation than estimated; and damaging the prototype due to unexpected stress. After much trial and error, we were able to come up with a solution that satisfied all the requirements.


  


  
    5. Conclusion


    The development of the variable depth sonar was a large-scale project involving many Japanese manufacturers with leading technological capabilities, and as a prime manufacturer, NEC made every effort to make this development a success. The process was not all smooth sailing, and as mentioned above, we encountered many difficulties, but we forged ahead with commitment to building on our long and proud history of developing reliable sonar systems and contributing to underwater defense in Japan. As a result, in the sea trials conducted in 2020 with the prototype installed on a test vessel, the system demonstrated capabilities beyond expectations, such as detecting submarines at a long distance that cannot be accomplished with conventional surface ship  sonar. Following these remarkable results that are on par with products of leading manufacturers overseas, the Ministry of Defense has decided that this system will be installed on the most advanced ships with the expectation that it will enable them to gain an advantage in underwater defense as an ace in the hole in the next term.


    NEC will continue to support customers by striving to ensure that the system continues to demonstrate its high capabilities in actual operations without being satisfied with this result. In addition, we will continue to contribute to the safety and security of Japan and the world by developing further technologies utilizing this system, devising new systems based on our accumulated knowhow, and proposing new ways to use them.


    In closing, NEC would like to express our deep gratitude to the Ministry of Defense and the Acquisition, Technology and Logistics Agency for their kind guidance as well as to the manufacturers for their efforts in making this development a success.
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    Abstract


    NEC Corporation develops and manufactures a variety of key infrastructure that contribute to the security, safety, and efficiency of aviation, such as systems for air traffic control, radar, navigation, and landing guides. One is the tactical air navigation (TACAN) system, which is a radio beacon system that provides aircraft with distance and bearing information. The TACAN system is not only installed on land but also on the Japan Maritime Self Defense Forces ships carrying helicopters, etc. It has been considered that the optimum positioning of the antenna of a ship-borne TACAN system is the top of the mast because its openness is suitable for helicopters in all directions. However, NEC Corporation has developed the world’s first TACAN system that can provide omnidirectional service even when it is installed in the middle of the mast, and this paper will introduce its details.
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    1. Introduction


    For safety flights, accurate identification of the aircraft’s position during flight is required. Radio equipment for this purpose includes a tactical air navigation (TACAN) system, which is a radio beacon system that obtains necessary information from the radio waves transmitted from land, the distance measuring equipment (DME), the very high frequency omnidirectional range (VOR) system and the Michibiki satellite-based augmentation service (MSAS) that augments the information from the global positioning system (GPS) with radio waves from the quasi-zenith satellite. NEC designs and manufactures a TACAN system for providing aircraft with the distance and bearing information as well as a DME system for providing aircraft with the distance information and then supplies them to major Japanese organizations. Particularly, the TACAN systems are not only installed on land but also installed on Aegis-equipped destroyer, and thus becoming key infrastructure for ensuring safe flights for ship-based aircraft (Fig. 1). Even though GPS and other satellite navigation systems have become mainstream, there is still a need for the TACAN system, which allows the pilot to receive radio signals from his mother ship to know the distance and bearing from them.
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         Fig. 1 Conceptual diagram of a shipboard TACAN system operation.
        

     


    Conventional antennas of shipborne TACAN systems are installed on the top of masts where they can be seen because of the need for omnidirectional service. This is because the higher antenna enhances its coverage. More recently, however, to improve the defense capability against increasingly sophisticated threats, there has been a growing need to install antennas at the top of masts to detect such threats.


    Based on these needs as well as experience in the integration of the TACAN system, NEC has developed the world’s first shipborne TACAN antenna that can provide the same performance as a conventional one even when it is installed in the middle of the mast. This paper will introduce NEC’s newly developed antenna.


  


  
    2. Development Concept


    The following concepts were used in the development of the new TACAN antenna to meet the needs of users while maintaining performance.


    
        	To improve aircraft safety

        	To be compatible with various mast diameters and inclinations at mid-mast

        	To consider the radar cross section (RCS)

        	To shorten the maintenance time


    


    2.1 Improved aircraft safety


    As conventional TACAN antennas are disk-shaped and installed on the top of the mast as shown in Fig. 2, a lightning rod installed near the antenna to minimize the effects of lightning strikes has been necessary. However, when a lightning rod is installed near the antenna, the bearing accuracy of TACAN is degraded. Also, when the installation location of the TACAN antenna is lowered from the top to the middle of the mast, the radio waves will be reflected by the mast and the bearing accuracy will be degraded. To deal with these issues, NEC has developed a new mast-penetrating TACAN antenna that posits the antenna around the mast. This eliminates any influence of the lightning rods and masts and also improves the safety of the aircraft.
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         Fig. 2 Effect of conventional TACAN antennas and lightning rods on bearing accuracy.
        

     


    2.2 Compatibility with various mast diameters and inclinations at mid-mast


    To be able to install a TACAN antenna in the middle of a mast, the area through which the mast passes must be hollow or doughnut-shaped instead of the conventional disk-shaped antenna. If the whole TACAN system were to be redesigned, it would be possible to adopt the cylindrical active phased array design in which the transmitter-receiver and antenna are arranged in a circle. In this case, however, NEC studied the possibility of replacing only the antennas while keeping the conventional transmitters and receivers installed in the ship’s equipment room.


    2.2.1 Change of modulation method


    In a conventional TACAN antenna, the dipole element for transmission/reception is installed on a disk-shaped reflector plate, the switching modules for 15 Hz are placed around the dipole element, and the switching modules for 135 Hz are arranged in a circle around them (Fig. 3). The switching modules on the reflector plate modify the signal emitted from the dipole element with spatial amplitude modulation to generate the TACAN signal required to measure the bearing. Although this method is very efficient thanks to the direct radiation of the transmitter output from the dipole element, this structure cannot be passed through the mast because of the presence of the dipole element in the center.
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         Fig. 3 Structure of conventional antennas.
        

     


    Meanwhile, the ground-based TACAN antenna produced by NEC can be shaped like a doughnut, because the antenna elements are arranged in a circular shape. As a result, NEC examined the electric characteristics and structure based on that shape.


    The ground-based TACAN antenna is composed of a distributor and modulator that radiate amplitudemodulated signals from the 36 antenna elements arranged in a circle. The pattern of TACAN’s horizontal radiation is characterized by the fact that the sum of the two electric fields located at 180 degrees from each other is constant and that an increase in one electric field causes a decrease in the other electric field. By using this radiation characteristic so that the output from the modulator is divided into two parts to control the amplification modulation in the opposite phase of the other, it is possible to input a signal of constant amplitude. This is because the power of the input signal can be output with a low loss. By supplying highfrequency signals whose amplitudes are 180 degrees out of phase with each other to antenna elements that are offset by 180 degrees from each other, a low loss is achieved.


    2.2.2 Adoption of split structures


    The split structure of the antenna was developed by taking into consideration how the mounting on the middle part of the mast could be installed, replaced if a failure occurred, or removed for periodical repairs. The use of the same modulation method as the ground-based TACAN antenna was adopted, which required a constant phase of radio wave from the input to the 36 antenna elements. As described earlier, to supply the outputs of two lines from the modulator to two antenna elements that are 180 degrees opposite each other, the 18 antenna elements of each of the two radiation sections in the same phase must be connected. For this purpose, NEC developed a phase-controlled cable with multi-port coaxial connectors and designed the system so that several coaxial cables between the radiation sections can be attached or detached at the same time.


    2.2.3 Directivity on vertical planes


    With conventional antennas, the top of the beam with directivity on vertical planes is oriented at an elevation angle of +30 degrees by the effect of the reflector plate. With the new antenna, the amplitude of an elevation angle at 0 degrees is enhanced to improve the service for aircraft at distant low altitudes. Moreover, by reducing radiation at elevation angles of zero degrees or less, the effect of reflected waves from the sea surface on bearing accuracy is suppressed. To improve the directivity, repeated simulations and prototyping were carried out, taking into account the tilt of the antenna so that the vertical plane’s directivity eventually falls within the target performance range. As a result of trial experiments, a TACAN antenna with a two-block construction and capable of being installed in the middle of the mast was prototyped (Fig. 4).
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         Fig. 4 Structure of antenna.
        

     


    2.2.4 Diameter of the mast hole


    The diameter of the mast hole must be as large as possible, because the cross-sectional shape and inclination of masts vary between ships and the antenna should be compatible with as many ships as possible. Therefore, the antenna elements arranged on the circumference were developed to be less than half the size of those in a conventional antenna. Also, the placement of the modulator made it possible to meet the performance requirements for the TACAN system even when the thickness of the antenna section is decreased.


    2.2.5 Confirmation of bearing accuracy


    The pattern measurement was evaluated to confirm that the final design meets the requirements for the TACAN antenna. A practical assessment of it as a TACAN system was also conducted and the fact that the bearing error is small in all directions was confirmed (Fig. 5).
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         Fig. 5 Measurement data of antenna with small bearing error.
        

     


    2.3 Consideration of the Radar cross section


    TACAN antennas for ships need to have a small radar cross section (RCS) for electromagnetic waves to improve survivability against threats.


    The TACAN antenna shown here has sloped sides to decrease the RCS by reflecting horizontal radar waves so the move upward (Fig. 6). With the sloped side panels, the antenna looks more like an angel cake pan than a doughnut.
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         Fig. 6 Shape of antenna to decrease RCS.
        

     


   2.4 Shortened maintenance time


    As described earlier, the TACAN antenna has a modulator for amplitude modulation of the transmitted radio waves. The modulator is in a position accessible from below the antenna to help make maintenance and servicing easier. It has a plug-in connection to eliminate the need to attach and detach cables and to shorten the maintenance time (Fig. 7). The ship’s antenna is installed in the middle of the mast and is a high, narrow work area, so it is designed with the safety and workability of the maintenance personnel in mind.
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         Fig. 7 Shortened maintenance time when replacing modulators.
        

     


  


  
    3. Cases of Actual Installations


    A TACAN antenna was installed on the JS Haguro, the JMSDF’s latest Aegis-equipped destroyer (Fig. 8). The TACAN system on the Haguro was put into commission in March 2021 after having passed operational tests on the sea.
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         Fig. 8 Case of installation (HAGURO).
        

     


    The TACAN antenna developed by NEC was also installed on the JS Aki, a JMSDF ocean surveillance ship recommissioned 30 years after leaving the active fleet. With previous ocean surveillance ships, the satellite antenna was prioritized and installed on the top of the mast with the TACAN antenna installed next to the satellite antenna. As a result, the bearing error was not within the acceptable range because of the blind area created by the mast of the satellite antenna and reflected radio waves from them. With Aki, the TACAN antenna is installed in the middle of the satellite antenna mast, and the bearing error was well within the acceptable range.


    The TACAN antenna was also installed as part of the composite communication antennas of the 30FFM Kumano, a new frigate presently under construction.


    Fig. 9 shows a comparative example of the installation location between the previous and new antennas, and the Table shows a functional comparison.
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         Fig. 9 Comparison of installation location of conventional/new antennas.
        

     


     
        
         Table Comparison of functionality between conventional/new antennas.
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    4. Conclusion


    The mid-mast configuration of the TACAN antenna for ships has greatly improved the bearing accuracy of the TACAN antennas as well as the ease of maintenance and servicing. It is expected that, in the future, TACAN antennas for ships will be the mid-mast type. Since no TACAN antenna of this type is currently being used anywhere in the world, NEC will advance the business by also considering overseas deployment.


    In closing, the authors would like to express deep gratitude toward the Japanese Acquisition, Technology & Logistics Agency for their kind guidance and support for this development project.
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    Abstract


    In the face of population decline brought on by a declining birthrate and rapidly aging population in recent years, labor shortages have worsened. This is as true in the railway sector as it is in other industries. Labor-saving solutions for inspections have become critical. NEC’s onboard track patrol support system facilitates the automatic detection and visualization of obstacles on or near the railway track captured in video images as the train travels along the rails. This increases efficiency and ensures safe, reliable railway service. This paper introduces NEC’s onboard track patrol system in detail, outlining the system configuration, providing application examples, and discussing future prospects.
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    1. Introduction


    Many of Japan’s industries have been affected by a shrinking workforce resulting from a declining birthrate, an aging society, and a declining population. As a result, the railway industry has had greater difficulty acquiring the necessary maintenance staff and drivers, so labor-saving solutions and greater efficiency in operations have become all the more urgent. To solve these issues, the industry is accelerating efforts to use technology involving artificial intelligence (AI) and the Internet of Things (IoT).


    Conventional track patrol refers to operations in which experienced maintenance staff travel in the front car of a train that is in service and visually monitor the environment along the railway track as well as the conditions of the vehicle and infrastructure, watching for signs of anything that might impede railway operation. This is a task usually assigned to one of the maintenance crew responsible for track maintenance, power, signals, and construction in accordance with a schedule specified by the railway company. We targeted this as a task where significant labor savings and efficiency improvements could be realized when developing our onboard track patrol support system*. Two cameras installed at the front of the train capture video images of the surrounding environment as the train moves along the railway track. The captured images are analyzed in real time to automatically assess conditions and determine whether or not there are any obstructions exceeding the required clearance. This system supports conventional track patrol, which is usually performed visually by onboard maintenance crew, to help make maintenance procedures even safer, more reliable, and more efficient. Video images of the environment along the railway track can be automatically obtained and analyzed over a wireless network simply by specifying a desired date and time for the track patrol. If an impediment is detected at a given location, the onboard track patrol support system automatically classifies the video image of that location and creates a report. This also makes it possible to significantly reduce the work required to create reports ― an additional time-consuming task usually performed manually by the maintenance staff after visual confirmation.


    We will provide a technological overview of the image analysis engine of the onboard track patrol support system, followed by application examples, and finally, we will discuss future prospects.


  
    * A part of this project has been supported by subsidies from Japan’s Ministry of Land, Infrastructure, Transport and Tourism to help the development of railway technology.

  



  


  
    2. Technological Overview of the Image Analysis Engine


    At the heart of the onboard track inspection support system is a function for structure gauge obstacle detection. The structure gauge defines the range of space, in reference to the position of the railway track, where it is prohibited to build any structure or place any object that may interfere with the operation of a train. Any foreign object present in this space be it a problem with the railway’s infrastructure, a fallen object, an animal carcass, or an overgrowth of vegetation must be eliminated to ensure the safety of train operation. Even if a foreign object is approaching the railway track for some reason, it is necessary to detect it and take appropriate measures to prevent any chance of interference with the train as it travels along the track.


    This function acquires three-dimensional (3D) data from video images of the railway track and its environs captured by the cameras installed at the front of the train. This data is then analyzed to determine if a foreign object is present in the vicinity of the tracks that must be cleared. The 3D data takes the form of multiple points, each of which has a three-dimensional coordinate. These points are then aggregated into point groups. If a point is detected within the boundaries of the structure gauge, it is determined to be an obstacle.


    2.1 3D reconstruction using multi-viewpoint stereo measurement


    Two cameras are mounted at the very front of the train and oriented to provide comprehensive coverage of the track. The video images captured by these cameras are measured in three dimensions to provide the most accurate view possible. Because two cameras are used, stereo measurement can be used for 3D reconstruction. Furthermore, the cameras continuously shoot stereo images as the train travels along the track and acquire multi-viewpoint images of the same scene from many different positions. Then, two-dimensional (2D) images captured by the cameras can be reproduced in 3D, dramatically improving the quality of 3D estimates.


    A technology called structure-from-motion (SfM) photogrammetry performs 3D contour reconstruction from video images shot by moving cameras. SfM photogrammetry is capable of not only measuring geometric contours of an object in the image but also estimating the movement of the cameras at the same time. Other ways to estimate camera movement are to use a global position system (GPS), a distal measuring instrument (DMI) that counts the number of wheel rotations to measure the traveling distance, or an inertial measurement unit (IMU) that detects the behavior of the train car. However, the camera motion information used in image analysis needs to be extremely precise, and the sensors used in these alternatives are susceptible to radio interference caused by geographic factors and can also be affected by the spinning of the train’s wheels. Greater precision can consequently be achieved by using methods that estimate the motion of the camera based on image information alone.


    Operating daily, the cameras shoot full high definition (HD) images for several hours a day from the multiple trains in which they are installed. The captured images are aggregated in a data center. Because the results must be presented in a specified timeframe, an enormous amount of calculation is required for SfM photo - grammetry. To optimize performance, this system uses visual simultaneous localization and mapping (SLAM) in combination with SfM. SLAM is a generic term for technology that simultaneously estimates its location and generates maps of the environment. When a camera is used as an input device, it is called visual SLAM. We are now developing a form of visual SLAM derived from SfM photogrammetry that specializes in real-time processing for the navigation of robots and self-driving vehicles.


    2.2 High speed detection of obstacles in the structure gauge


    When an image is input, visual SLAM is applied and high speed measurements of camera motion data and coarse 3D data are performed. By “coarse” we mean that measurements are roughly based on a group of points in which only the outline of the subject in the scene can be captured. This system is designed to determine any obstructions in the structure gauge, so it detects suspicious sections in the structure gauge where it may be obstructed without missing anything. Multi-viewpoint reconstruction is applied only to suspicious sections that have been detected. By changing the coarse data of a group of point to high density data, the system can verify whether or not there is an obstacle in the structure gauge by using detailed images. As a result, the system achieves high speed detection without compromising measurement accuracy. High density 3D restoration results are shown in Fig. 1.


    
      [image: 210117_01.jpg]

      
        Fig. 1 Examples of 3D restoration results.
      

    


    Next, rails are detected in a captured image (Fig. 2 (a)). Then frames that correspond to the structure gauge are placed along the linear shapes of the rails. The system determines whether there is a group of high density points within the structure gauge. If so, the system issues an alert to indicate that an obstacle is in the structure gauge (Fig. 2 (b)).
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        Fig. 2 Example of structure gauge obstacle detection.
      

    


  


  
    3. Case Study – Kyushu Railway Company


    In April 2020, Kyushu Railway Company (JR Kyushu) began using our onboard track patrol support system. The system configuration is roughly divided into an onboard unit (OBU) and a ground unit (Figs. 3 & 4).
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        Fig. 3 System configuration.
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        Fig. 4 Onboard unit.
      

    



    The OBU receives data showing the train’s location and captures track images which are then transmitted to the ground unit. Wireless LTE networks are used for communications, allowing captured images to be transmitted even while the train is traveling.


    At the ground unit, servers for display and analysis servers are installed in a data center. Images are matched with information on corresponding locations and stored on the server. The collected data is processed by the image analysis engine to determine whether or not there is an obstacle. The analysis results and collected images are viewed on the monitors, and the reports are output in the offices where the maintenance staff works (Fig. 5).


    
      [image: 210117_05.jpg]

      
        Fig. 5 Example of report.
      

    


  


  
    4. Future Prospects


    4.1 Development of difference detection technology and use of 3D point groups


    Component technologies which will be incorporated in the onboard track patrol support system in the future include difference detection, anomaly detection, and virtual reality (VR)–based track inspection.


    4.1.1 Difference detection


    Difference detection first records images under typical conditions (reference images) and then compares them to images taken during patrol (test images) to detect sections where differences occur (Fig. 6). This makes it possible to collect images that show conditions in which items that require maintenance are present. When these conditions are input to machine learning, differences between them will be detected from the images. In actual operations, however, items that require maintenance are so various and so diverse that it is difficult to collect them in a comprehensive manner. By defining the differences from typical conditions as candidates of phenomena to be maintained, this problem can be solved.
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        Fig. 6 Difference detection.
      

    


    4.1.2 Anomaly detection


    Just as we can intuitively perceive any deviations from the norm, the anomaly detection we are now developing will allow a deviation to be detected without precisely memorizing typical conditions. For example, humans can immediately notice that something is not right as soon as they see objects blown on or near the rails, deformed rails, and so on (Fig. 7).


    
      [image: 210117_07.jpg]

      
        Fig. 7 Anomaly detection.
      

    


    To achieve this, images showing typical conditions (and a small number showing deviations) are memorized in a deep neural network. Deviations are detected as outliers from typical conditions. Like the difference detection, this technology also eliminates the need to collect rare deviations and enter them into the machine learning system, further contributing to the improved efficiency of track patrol support operations.


    4.1.3 VR-based track inspection


    Because of the coronavirus pandemic and the decline in the number of experienced maintenance staff, it has become critically important to reduce workloads by cutting back on activities such as on-site inspections. By constructing a VR space using the 3D measurements shown in Fig. 1, we are developing a VR-based track inspection system that makes it possible to perform the required tasks for an inspection in that same space.


    In the VR space, we will achieve a user interface that offers the same usability as if you were to actually place a measurement device on a target to measure an item. We assume that measurement points will be placed on the sides of rails and in specific locations in facilities reproduced in the VR space where the distance between measurement points can be measured. For example, points encompassing a specific range of weed growth can be measured to determine how much growth has occurred.


    4.2 Making this system a more readily available service


    Going forward, we hope to popularize our track inspection support system as we are confident this technology has the potential to significantly improve track inspection operations at many railway companies. The current track inspection support system is offered as an on-site product. However, by minimizing initial introduction costs and offering price systems according to usage frequency and selected functions, we plan to convert the track inspection support system into a cloud-based subscription service so that more railway companies will find it easy to deploy.


  


  
    * LTE is a registered trademark of European Telecommunications Standards Institute (ETSI).

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Sensing technology has become ubiquitous and is now found almost everywhere, providing vast amounts of invaluable still and motion picture data. The mere presence of security cameras can deter crime, and analysis of still and video images from the scene can be useful in identifying, tracking down, and arresting a suspect. As sensing technology continues to proliferate, criminals are likely to respond by taking a more sophisticated approach such as exploiting blind spots and other weaknesses in video security systems. In the future, increased demand for new technology to supplement or replace conventional still and video imaging systems is expected. One of these potential new technologies ― radio identification ― is introduced in this paper. With radio identification, radio signals are collected by a radio sensor and analyzed to identify devices and users. In this paper, we will outline the component technologies of radio identification and examine some likely future use cases.
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    1. Introduction


    Wireless devices such as smartphones have become a familiar ― and for some people an indispensable ― part of our daily lives. The fact that now almost everyone carries one of these wireless devices at all times makes them ideal for individual identification. Identify the device and you identify the person, making it possible to track suspicious people and sources of interfering waves.


    One current tracking method uses media access control (MAC) addresses to identify individual wireless devices. It has, however, become a relatively simple matter to spoof MAC addresses and many smartphone models randomize MAC addresses, so this tracking method has limitations.


    The radio identification system introduced in this paper bypasses this issue by identifying devices using the features extracted from the signal waveforms themselves. This means that counterfeit or randomized addresses cannot be used to outwit the system. Because this technology only applies to data in the physical layer and not the communications content, it offers a degree of protection for personal data that other systems do not.


  


  
    2. Component Technologies of the Radio Identification System


    2.1 Radio identification


    Radio identification is used to extract trivial device-specific differences as radio features from radio signals received by radio sensors, and these differences are generated by manufacturing variations in the analog circuits of wireless devices. These features are then classified using a pre-trained model to identify individual radio transmitters (Fig. 1). This is also called radio fingerprinting. In the following example (Fig. 2), these features are extracted from the IEEE 802.11g wireless LAN (WLAN) signals of two smartphones of the same model made by Company A. Although the positions of the peaks are similar, their heights are different. By focusing on such differences, this technology can accurately identify individual radio transmitters.
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        Fig. 1 Process flow of radio identification.
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        Fig. 2 Example of radio features in the physical layer.
      

    


    2.2 Power-spectral-density based radio features


    Some previous studies assumed an environment in which signals could be detected with a sufficient signal-to-noise ratio (SNR) for identification, but the classification accuracy decreased in accordance with decreases in the SNR. In many cases, a dispersion of input data is generally assumed to be a Gaussian distribution in machine learning, and this makes effective learning easier. NEC has proposed the use of one-dimensional radio features to enable the distribution of data to be closer to that of a Gaussian distribution. As a result, an identification accuracy rate of 90% can be achieved when the SNR is 10 dB lower than that of the environment used in previous studies. This makes it possible to reduce the number of radio sensors needed to cover a given area by as much as 75%1).


    2.3 Transmitter re-identification using radio features


    Radio identification often requires that a pre-trained learning model use a sufficient amount of transmission data collected from the identification targets. This is not a realistic situation, however, because it is not always possible to know what will be needed to obtain all possible signals from all transmitters for advance training. In NEC’s proposed method for transmitters’ re-identification (Fig. 3), signals that have not yet been learned are compared, using principles similar to those used in biometrics to identify faces and fingerprints. Specifically, the pre-trained model using a convolutional neural network is used to generate samples for re-identification (Fig. 1). By calculating the similarity between the generated samples and the templates registered in the database, this method can be used to determine if the transmitter has been registered, making it possible to re-identify even transmitters that have not been learned yet as long as templates for re-identification are registered in the database2).
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        Fig. 3 Processing flow of transmitter re-identification.
      

    


    2.4 Deep learning inference accelerator


    To process radio identification in real-time, deep learning inference accelerators are required. These accelerators expected to reduce the system load and have recently become available at affordable prices. They consume significantly less power than a graphics processing unit (GPU) and could facilitate the creation of a more compact system. In most cases, however, they are often equipped with specific computing units for image processing, and this makes it impossible to use the one-dimensional features described in section 2.2. NEC solved this problem by including temporal information in the logarithmic power density and by generating two-dimensional features corresponding to images, and this made it possible to take advantage of an inference accelerator. As a result, NEC succeeded in reducing power consumption by 98% compared to when using a GPU. This is accompanied by a slight deterioration of about 2 dB in the SNR with an accuracy rate of 90%, and the discernible distance decreased by 12%3).


    2.5 Future applications


    NEC’s radio identification system can achieve excellence in an environment with limited differences between the learning signals and the inference signals in the vicinity of the radio sensor. Our tests have revealed, however, that performance degradation may be significant when fluctuation is considerably high in the sensor’s vicinity. NEC’s efforts in research and development (R&D) are now focusing on finding a solution for this issue.


    While NEC’s R&D is currently aimed at WLAN devices such as smartphones, we are confident that this system can also be applied to the radio wave monitoring of problematic or illegal wireless stations and thereby identify the source of radio signals that interfere with critical wireless communications such as fire and disaster management radio communications, aeronautical radio communications, and more.

  


  
    3. Overview of NEC’s Radio Sensor


    To extract feature values from a radio signal, radio signals must be collected using a sensor. This sensor must meet a variety of criteria in terms of functions, performance, and structure. Radio signals can, for example, be collected by low-priced software defined radio (SDR) applications available on the market. In this section, the sensor that is currently under development and expected to improve radio-identification performance is discussed.


    3.1 Features


    The main features of the sensor NEC is now developing are as follows.


    
        	Compatible frequencies: 20 MHz to 4 GHz

        	Instantaneous reception bandwidth: 40 MHz (per channel)

        	Dynamic range: 70 dB or more

        	Number of reception channels: 8 channels (simutaneous reception possible)

        	Power consumption: 70 W or less

        	With pre-filter: For high electric field resistance

    


    This sensor is also designed to allow for possible customization in accordance with the customer’s intended usage. Various combinations of antenna, front-end module, and application are possible (Fig. 4). NEC also offers an application programming interface (API) to facilitate introduction of this sensor to existing systems and development of related applications.


    
      [image: 210118_04.jpg]

      
        Fig. 4 Configuration of the sensor under development.
      

    


    3.2 Applications


    Because this sensor has simultaneous reception with a bandwidth of 40 MHz and eight channels, it can collect signals from and then identify multiple WLAN channels. With a wideband capability of eight channels and 40 MHz width per channel, this system can easily handle various communication frequencies, helping to prevent any features from eluding extraction.


    Thanks to the dynamic range performance and to the pre-filter for a high resistance to electric fields, saturation is less likely to occur even in urban areas where radio signals are constantly being emitted. As a result, this sensor does not have any restrictions on where it can be used.


  


  
    4. Usage


    One use of radio identification might be the tracking of specific smartphone users. As shown by this conceptual diagram (Fig. 5), when the features extracted from the signals are received by the radio sensor and match the preregistered features when re-identified, the system operators are automatically notified so that the target’s specific whereabouts can be determined in real time. In addition to real-time specification and notification, captured radio signals can be stored for post hoc analyses.


    
      [image: 210118_05.jpg]

      
        Fig. 5 Example of how to use the radio identification system.
      

    


    The protection of privacy, however, is an important consideration when handling collected radio features.


  


  
    5. Use Cases


    Here are some use cases for the radio identification system in various situations.


    5.1 Searches for missing people


    When people go missing, a search for them can be conducted by tracking the radio signals from their smartphone. Radio identification is expected to become an important additional tool in such searches, supplementing conventional methods such as witness interviews and analysis of security camera images. Even if the missing people change their appearance, such as their clothing, or even if they are indoors, radio signal sensors can still collect and identify radio signals as long as the missing people have their smartphones with them. In such cases, the effectiveness of tracking will be heightened by increasing the number of sensors installed on streets and in other public spaces in much the same way as security cameras are.


    5.2 Prevention of continued stalking


    Radio identification can be used to monitor convicted stalkers and prevent them from contacting their victims. Because round-the-clock protection for victims is problematic, the police have difficulty preventing stalkers from following and ambushing their prey. Radio identification enables the detection of radio signals from the stalker’s smartphone whenever the stalker approaches a circumscribed zone around the victim. Even if the stalker has not been identified, analysis of the time and the frequency of occurrence in which the sensor detects specific radio signals can make it possible to identify the suspect’s smartphone.


    5.3 Detection of illegal radio signals


    The sensor can detect communication devices that generate illegal radio signals which infringe upon laws such as Radio Act as well as the whereabouts of the device. Because the features of radio signals transmitted by the same model of a communication device will be similar from one device to the next, the presence of radio signals emitted from different individual devices can be detected if they are the same model. When used in combination with a function or a sensor that estimates the direction of the incoming waves, the source’s location can be identified. This can contribute to early detection and elimination of a communication device that may interfere in legitimate communications. Because the radio features must be preregistered in the system in accordance with the models that need to be detected, the features may need to be collected from confiscated illegal devices.


  


  
    6. Conclusion


    In this paper, various use cases for several different situations as well as component technologies of the radio identification system are discussed. We at NEC are now working to improve the system in various fading environment and are confident that once this is accomplished we will be able to apply the radio identification to a much wider range of use cases than discussed in this paper. While continuing to develop this system, we at NEC aim to create a safer city with our radio identification
technologies.


  


  
    Reference


    
      1) Taichi Ohtsuji et al. : Noise-Tolerant, Deep-Learning-Based Radio Identification with Logarithmic Power Spectrum, ICC 2019 - 2019 IEEE International Conference on Communications (ICC), 2019

    


    
      2) Taichi Ohtsuji and Toshiki Takeuchi:Effect of learning patterns on radio re-identification using deep metric learning, Society Conference 2020, The Institute of Electronics, Information and Communication Engineers, 2020

    


    
      3) Taichi Ohtsuji and Toshiki Takeuchi: A proposal of radio feature for inferring accelerator on deep-learningbased radio identification, Society Conference 2019, The Institute of Electronics, Information and Communication Engineers, 2019

    

  


  
    Authors’ Profiles


    
      OHTSUJITaichi
    


    
      Assistant Manager

      Radio Application, Guidance and Electro-Optics Division

    


    
      OKUNOJumpei
    


    
      2nd Government and Public Solutions Division

    


    
      KURIBARATakashi
    


    
      Manager

      Radio Application, Guidance and Electro-Optics Division

    


    
      TAKEUCHIToshiki
    


    
      Principal Creator

      System Platform Research Laboratories

    


    
      KANEMATSUMasahiro
    


    
      Manager

      2nd Government and Public Solutions Division

    


  


  
    
      Special Issue on Social Infrastructure that Guarantees Safety, Security, Fairness, and Efficiency
    


    
      Sensing Technologies Underlying Social Systems: Sensing Technologies for Detection and Recognition
    

  


  The Current Status and Future Prospects of Deep Learning–Based Fingerprint Matching Technology


  
    SHIMAHARATatsuya, HIROKAWAAkira
  


  
    Abstract


    In recent years, deep learning has become the driving force of AI technology, propelling many of the innovative breakthroughs that are transforming the world we live in. The field of biometrics is no exception. Deployment of deep learning is well underway ― especially in face recognition. More recently, deep learning has been applied to fingerprint matching, taking advantage of capabilities like image enhancement and feature extraction. In this paper, we will examine the current status of the application of deep learning to fingerprint matching and consider the future prospects of this technology.
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    1. Introduction


    Biometrics is now essential to our daily life and is widely established as a reliable form of authentication that can be used for identification and access control. Biometrics is already widely used by public agencies including crime investigation1), national ID2), immigration control, and election administration. One of the best known and longest used forms of biometrics is fingerprint matching, which can now be fully automated for rapid, accurate identification. For more than forty years, NEC has been a leader in the development of automated systems for matching of latent fingerprints in criminal investigations and has been ranked number one in fingerprint matching accuracy in benchmark tests conducted by one of the world’s top technology standards organizations3).


    One of the most commonly used methods for fingerprint matching is to compare the positions and directions of a ridge bifurcation or a ridge ending on a fingerprint ― plot points called minutiae. Using the minutiae information to calculate the similarity between fingerprints makes matching possible. While this method has changed very little since its inception, NEC has been conducting research to incrementally improve performance at a more granular level for almost half a century. This involves discovering ways to extract minutiae data from fingerprint images with higher precision and more accurately assessing whether that data belongs to the person in question or some other person. To achieve this, we have been working on noise elimination technology4) and on improving feature extraction and matching algorithms. Over the years, these incremental improvements in accuracy and performance have made possible today’s high-precision matching in large-scale databases.


    However, the rule-based system that has evolved over many years through the accumulation of algorithms is now undergoing a radical change thanks to deep learning. For the first time in decades, the fingerprint matching paradigm is about to shift. In this paper, we will introduce a number of use cases and application methods that show how deep learning is transforming fingerprint matching and discuss what that means for the future of this technology.


  


  
    2. Use Cases of Deep Learning for Fingerprint Matching


    2.1 Pattern classification


    Fingerprint patterns are roughly classified into four types according to their ridge structures, as shown in Fig. 1. This classification is used to identify matching targets. In conventional automatic pattern classification, ridge structures are analyzed heuristically. NEC has succeeded in achieving the same level of classification accuracy by using deep learning. We are now conducting research and development (R&D) into pattern classification ― which offers higher usage value ― at higher accuracy.


    
      [image: 210119_01.jpg]

      
        Fig. 1 Pattern examples (top left: whorl, top right: left
loop,

          bottom left: arch, bottom right: right loop).
      

    


    2.2 Specification of digits


    When a digit ― the thumb of the ri ght hand, for example ― is specified on a fingerprint image, in addition to identification of the matching target, errors, if any, in fingerprint collection can be detected. Experienced fingerprints examiners can easily identify digits from fingerprint images. However, because that knowledge cannot easily be turned into algorithms, the technology for automatic digit specification was never developed. Deep learning has changed that particular reasoning as it has the potential to identify digits with the same degree of accuracy as experienced fingerprints examiners. We are currently analyzing a methodology to visualize deep learning judgment criteria to achieve a system that can identify digits with greater accuracy than human experts.


    2.3 Classification of abnormal data


    In biometric systems, it is extremely important to maintain the quality of data for higher matchi ng accuracy. Achieving this would, for example, require coverage on a national scale using a national identification system. However, because this would also require many system operators, the improvements in accuracy achieved by using a national system may be offset by the difficulty in maintaining a high level of training when the number of staff increases, and that could result in the collection of poor-quality specimens. For example, samples from the left and right hands might be inverted. To counter problems of this nature, a key element of any large-scale fingerprint matching system would be a function that can detect erroneous input.


    Deep learning is especially useful in this regard. It can be used to analyze incoming images and issue warnings when the possibility of erroneous input is high.


    2.4 Detection of central axes


    In fingerprints, a specific point called a central axis can be uniquely defined in most patterns. As shown in Fig. 2, the position of the central axis and its direction are used as points of comparison to start a search for a match.
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        Fig. 2 Left: central position, right: axial direction.
      

    


    If an error occurs in setting the central axis, the matching accuracy will be compromised. To avoid this, fingerprints examiners check the central axis set by conventional algorithms and make corrections if necessary. Deep learning can use the corrected central axis and fingerprint images to derive a central axis that is more correct than when performed by a conventional system.


    2.5 Detection of fingerprint position


    A fingerprint scanner usually scans four fingers simultaneously and puts them in the same image. To effectively match four-finger images, a method to detect each finger is widely used for management of fingerprint information. This differentiation of fingers is essential for high-precision matching. If it fails, matching itself will be impossible.


    Currently, a rule-based method is commonly used. However, detection of fingerprint position using deep learning as shown in Fig. 3 is now possible, achieving a much higher level of accuracy than the conventional method.
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        Fig. 3 Example of deep learning–based detection result.
      

    


    2.6 Extraction of feature points using ridge recognition


    Ridge recognition of fingerprint images is the core technology of the fingerprint matching systems currently in use. Ridge recognition can also be handled by deep learning by which a system can learn fingerprint images and skeletons by fingerprints examiners, thereby achieving high-precision ridge recognition.


    Utilization of deep learning makes it possible to set fingerprint regions more correctly than the conventional method as shown in Fig. 4, effectively eliminating parts below the distal interphalangeal crease or any text in the background of the image, which are outside the fingerprint region, and thereby reducing feature points with erroneous factors.


    
      [image: 210119_04.jpg]

      
        Fig. 4 Top: input image, bottom left: conventional feature extraction, 

bottom right: deep learning feature extraction.

    


    2.7 Extraction of features


    Utilization of deep learning also makes it possible to extract features that can be used for matching. By learning that the distance is small when the collected fingerprint is the same as the fingerprint image and that the distance is large when the collected fingerprint is different from the fingerprint image as shown in Fig. 5, features that can be used for matching can be extracted. Unlike a conventional rule-based matching method, simple distance calculation makes it possible to match fingerprints, substantially reducing matching costs.
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        Fig. 5 Metric learning of fingerprints using a convolutional neural network (CNN).
      

    


  


  
    3. Current Utilization of Deep Learning


    3.1 Deep learning in combination with conventional methods


    While an increasing number of deep learning–based methods are already suitable for practical use, we have not yet reached the point where deep learning–based methods can replace conventional rule-based methods. Efforts are now underway to improve the accuracy of fingerprint matching systems by combining the conventional method with the deep learning–based method. For example, the feature extraction method using ridge enhancement described in section 2.6 is now being combined with its conventional counterpart for fusion matching.


    Fusion matching combines multiple feature extraction methods to improve accuracy. Conventional methods perform fusion matching by using various rule-based methods. Higher accuracy can be expected by combining a conventional method with the deep learning–based method. In fusion matching, the lower the correlation between the component methods, the greater the complementarity there is ― that is, each method compensates for the weakness of the other method. For this reason, fusion matching promises to be much more reliable than any of these methods would be on their own. The key to improving accuracy is how to combine methods in each stage of feature extraction from fingerprint detection to ridge enhancement.


    3.2 Utilization of deep learning for multi-stage matching by using macro data


    Whereas micro data like minutiae data refers to very specific aspects of a single feature, macro data refers to features that aggregate a wide range of data including the entire fingerprint. As described in section 2.7, deep learning can extract features from the entire image and achieve very high-speed matching. In terms of accuracy, however, deep learning–based matching is not yet as good as minutiae matching. Currently, deep learning is increasingly used as part of multi-stage matching.


    To increase the speed of tenprint inquiry, rule-based macro information is conventionally used at an early stage of multi-stage matching. Efforts have been made to replace this stage with the deep learning–based method and use it as a filter on an early stage of minutiae matching. The fruition of these efforts is that the deep learning–based method has achieved accuracy superior to the conventional rule-based macro information matching method by using higher-speed comparison processing to revolutionize the speed of fingerprint matching.


  


  
    4. Prospects for Deep Learning–Based Fingerprint Matching


    4.1 Accelerating the transition from the rule-based method


    The power of deep learning is becoming manifest as new studies produce results in which the deep learning–based method surpasses the conventional rule-based method. Improvements in accuracy are accelerating and the conventional rule-based method is increasingly likely to cease to be necessary at some point in the future. The deep learning–based method has already successfully performed detection and judgement at relatively high speeds with a reasonable degree of accuracy. As accuracy continues to improve, deep learning’s speed advantage should encourage more and more users to make the change.


    Deep learning’s ability to accurately extract and match features is also improving rapidly. So much so that minutiae matching ― which is now essential ― may be deemed unnecessary in the near future for fingerprint matching when using fingerprint databases, where the quality is relatively stable, and will be replaced by the deep learning–based method. On the one hand, minutiae matching is extremely accurate, but on the other hand, the speed at which matches are made is slow and the number of features is large. As a result, this is likely to further advance the transition to the deep learning–based method when higher-speed matching on a larger scale is necessary.


    4.2 Self-evolution by automatic learning


    It is a well known fact that the accuracy of deep learning can be improved through learning from data that comes as close to actual real-world conditions as possible. Due to the characteristics of a fingerprint matching system, operators often check judgments deemed to be correct. In other words, correct data accumulates over time as the actual system operates. For example, features for macro information can become usable as a pair of correct judgments only when operators verify the identity of the person to whom the fingerprints belong. By learning features that can distinguish between the person in question or some other person more clearly, accuracy can be improved. As the process of deep learning–based matching continues ― that is, as the AI evolves ― accuracy will continue to improve on its own.


  


  
    5. Conclusion


    In the past few years, deep learning has become one of the most dynamic forces driving technological change, shattering traditional concepts and methods in almost every aspect of modern life. This is even more so for such heavily data-dependent fields as fingerprint matching. The incorporation of deep learning into fingerprint matching technology is already underway, and its importance is expected to grow rapidly in the years to come. More than forty years have passed since NEC first began R&D into fingerprint matching technology. Now that technology is poised for a paradigm shift as deep learning challenges minutiae analysis, which has for decades been the core of fingerprint matching technology. By continuing to make the most of deep learning, NEC will continue to develop higher-speed, higher-precision fingerprint matching technology that we hope will contribute to the creation of a safer and more secure society.
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    Abstract


    A facial image captured by a security camera can be an important clue in criminal investigations. However, there is a wide variety of face poses and lighting conditions, which has a significant impact on facial appearance on the image. As a result, in case of comparison to a pre-registered facial image, it is difficult to determine whether each subject is the same. This paper proposes to register 3D information of the face instead of the ordinal 2D facial image in advance. Then, it is possible to reproduce the facial image under the same conditions as the facial image in a security camera, so facial examination becomes direct comparison, and in consequence, more rapid and more reliable. In this paper, we will introduce NEC’s high-speed and high-precision face 3D measurement technology and its application to facial image comparison and facial examination.
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    1. Introduction


    Biometrics identification employs various physiological characteristics of the human body such as fingerprints, irises, veins, and faces to identify unique individuals. Fingerprints, in particular, have long been used in criminal investigations to identify subjects based on their uniqueness and permanence. T oday, w ith the r apid proliferation of security cameras in stores, streets, and other public spaces, a facial image captured by a security camera can often be an important clue for criminal investigations. Then, more reliable systems are expected to utilize these facial images for criminal investigations and facial examination.


    For usual biometrics identification applications, a facial image captured directly from the front is more suitable. However, in most cases, security cameras are located above the scene they are recording, so faces are rarely captured directly from the front. Moreover, various lighting conditions make a huge difference in shades and shadows on the face. This makes it difficult to determine whether or not the subject in the image captured by the camera is the same as a pre-registered facial image. There is a solution to be considered for the issue. By registering 3D facial data instead of the ordinary 2D facial images, facial images under any cases of conditions can be reproduced using 3D computer graphics (3DCG). This makes us to compare and examine faces directly, in consequence, more rapidly and more accurately. To realize the solution as real applications, it is important how to measure 3D facial data and how to reproduce facial images under the same conditions present in the actual scenes.


    This paper describes a couple of technologies developed by NEC. One is to measure the facial 3D shapes and the other is to apply them to facial image comparison and facial examination in forensic identification applications.


  


  
    2. Measurement of 3D Facial Data


    When measuring human faces, the measurement time needs to be as short as possible, because it is not so easy for the subject to keep still. At the same time, it is critical to minimize the chance of false identification of faces of people who should not be suspected. In other words, a face measurement system needs to operate reliably as a measurement device, while at the same time measuring faces with as much precision as possible.


    Meeting the requirements for both the shortest measurement time and the highest possible measurement accuracy simultaneously is usually difficult and involves a trade-off between speed and accuracy. What distinguishes NEC’s 3D facial measurement system is that it successfully meets both requirements, while minimizing trade-offs and assuring balanced high performance.


    2.1 3D shape measurement


    NEC’s 3D shape measurement system is based on the phase shift technique with the sinusoidal wave projection, which offers excellent basic performance. The NEC system solves the issue of 2-pi uncertainty of phase values found in that method’s phase value calculation ― which is a weakness of the phase shift technique with the sinusoidal wave projection ― by using geometrical constraints among multiple cameras and multiple projectors for the first stage systems, and by combining the method with a different type of projection pattern for the second stage systems. As a result, a measurement time of 0.3 seconds or less with a depth measurement accuracy of 300 μm or less has been achieved.


    2.2 3D facial measurement results


    The external appearance of the NEC system is shown in the Photo below. The subject to be measured sits on the chair while pressing their head against the headrest. Our 3D shape measurement system is composed of two measurement modules. The one on the left seen from the front measures the left side of the face, while the one on the right measures the right side. The measured shapes are then combined to create the single 3D shape of the entire face.


    
      [image: 210120_01.jpg]

      
        Photo 3D facial contour measurement system.
      

    


    While these measurements are being made, texture images are also shot. This allows each measured point in three dimensions to be allocated with the Red-Green-Blue (RGB) value of that point.


    Fig. 1 shows an example of a measurement result. When 3D shapes as shown are available, they can be coordinated with facial images shot by security cameras to theoretically generate images with appropriate facial orientations and lighting conditions.


    
      [image: 210120_02.jpg]

      
        Fig. 1 Measurement example of 3D facial contours.
      

    


  


  
    3. Applications of 3D Facial Data


    3.1 Features of 3D facial data


    The use of 3D facial data makes it possible to reproduce various facial images using 3DCG technology. The appearance of a face is determined by the specifications (image size, angle of view, etc.) of the camera in use and by the relationship between the positions and rotations of the camera and the face. The size of the face in the image can be calculated from the positional and rotational data of the face with respect to the camera in three-dimensional space. Shades and shadows on the face created by illuminations can be calculated from the relative relationship between the positions of the illuminations and the 3D shape of the face. By combining these calculations, it is possible to reproduce facial images on the computer that reflect the conditions of the facial images captured by the cameras (Fig. 2).


    
      [image: 210120_03.jpg]

      
        Fig. 2 Facial image reproduced using 3DCG.
      

    


    3.2 Application to face image matching


    In face image matching, the facial image captured by the camera is compared with the 3D facial image reproduced from 3D facial data, and the degree of similarity is calculated. However, facial images captured by security cameras rarely meet the conditions required for accurate matching due to variations in face poses and lighting conditions. Direct frontal imaging is especially rare. Lighting environments can also vary considerably, and variables might include day or night, indoors or outdoors, the number and type of lighting fixtures ― all of which can radically alter the facial image by causing shades and shadows on the face to fluctuate significantly.


    With 3D facial data, facial images can be reproduced in any desired position, rotation, and lighting condition using 3DCG technology. However, lighting conditions in the real world are diverse and possible combinations are numerous, so the computational cost ends up being too high.


    To reproduce diverse lighting conditions at a low cost, geodesic illumination bases (GIBs)1) can be used. For calculating GIBs, facial images under various lighting conditions are reproduced in advance by using 3D facial data. Statistical processing using principal component analysis (PCA) can then be applied to those facial images to calculate representative variations of shades and shadows as GIBs (Fig. 3). Using combinations of GIBs, facial images under various lighting conditions can be generated at a low computational cost.
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        Fig. 3 GIB method.
      

    



    To achieve maximum similarity with the facial image captured by the camera, the optimal face’s positional data, rotational data and combinations of GIBs are calculated to generate facial images. This makes it possible to minimize the effects of variable face poses and lighting conditions, and to facilitate more reliable face matching (Fig. 4).
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        Fig. 4 Facial image reproduction from 3D facial data and facial image comparison.
      

    


    3.3 Application to facial examination


    3D facial data can also be used for facial examination to examine whether or not the subject’s face matches any registered facial images.


    Roughly speaking, there are three basic methods of facial examination: examination using anthropological measurement, examination using morphological characteristics, and the superimposition method. In the superimposition method, the two facial images being compared are overlapped and then the matching degrees of the positions and contours of various parts of the face are evaluated. However, because a facial image captured by a security camera vary in terms of facial pose and size, simple superimposition of facial images creates deviations, making it difficult to objectively assess any similarity between the images.


    To overcome this problem, a facial image that is the same size and pose as the captured image is reproduced from 3D data. Superimposing the reproduced image on the captured image makes it possible to verify the degree of similarity between the images rapidly and reliably (Fig. 5). The facial image reproduced from 3D facial data can also be used to improve the reliability of examination using anthropological measurement and morphological characteristics.
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        Fig. 5 Superimposition of target image and 3D image.
      

    


  


  
    4. Conclusion


    Especially designed for face image comparison and facial examination applications, NEC’s high-speed, high-precision 3D facial shape measurement technology makes it possible to more accurately compare and match faces. Through our world leading biometric technologies, NEC contributes, and will do to realize secure, safe and fair societies all over the world.
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    Abstract


    Sensing technologies utilising penetration characteristics of radio waves have been attracting attention as a measure to enhance security screening in public transportation and various venues. For these applications, it is important that the security check be performed without impeding the flow of people, with minimum human effort, and in a non-contact manner. In this paper, we introduce a walk-through security screening system called Invisible Sensing, which is the radio wave-based sensing technology and is capable of detecting weapons or dangerous objects concealed inside bags and/or worn on the body without requiring persons to stop during the scan.
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    1. Introduction


    As the threat of terrorism has increased, detecting concealed weapons has become more important in public transportation and facilities. As an example, stationary body scanners are used in airports as illustrated in Fig. 1 (left), which employ radio waves to detect concealed weapons. However, these systems require persons to stop during the scan, resulting in low throughput at a security check. Moreover, these systems require people to remove items from their pockets and adopt a specified posture for screening that may be uncomfortable for some people. Therefore, such body scanners are not ideal for use at venues in urban areas where large crowds gather and higher throughput is required, such as railways, schools, commercial facilities, stadiums, and amusement parks. Implementing measures to control infectious disease is also crucial as we continue to manage the COVID-19 pandemic, and this highlights the need to eliminate congestion and promote social distancing to reduce person-to-person contact at the security check.


     
        [image: 210121_01.jpg]
        
         Fig. 1 Invisible sensing concept.
        

     



    NEC has been promoting research and development of a screening system called Invisible Sensing (IVS) that is capable of detecting concealed weapons or dangerous objects while persons are walking through it, as shown in Fig. 1. This paper presents an overview of the IVS walk-through security screening solution developed by NEC.


  


  
    2. Requirements and Needs for Expected Security Solutions


    When considering security measures for facilities in urban areas, one of the key points to consider is seamless flow of people. Therefore, in areas where many people pass, it is important that the security check be performed without impeding the flow of people, with minimum human effort, and in a non-contact manner. Thus, the requirements for security screening systems in such areas include the following:


    
        	High throughput without impeding the flow of people

        	No forced posture or motion for screening

        	Distinguishing between dangerous objects from acceptable daily items

        	Non-contact screening

    


    The following is a case of practical needs for enhanced security measures.


    Traffic congestion in Metropolitan Manila in the Philippines is regarded as one of the worst in Asia, causing economic losses of 3.5 billion pesos (about 7.4 billion yen) per day as of 2017, according to estimates by the Japan International Cooperation Agency (JICA)1). To solve this problem, there are projects going on to extend and build urban railways and subways. Currently, Manila has three urban railway lines (one Light Rail Transit and two Metro Rail Transit lines) with a total of 44 stations, which will increase to 57 stations after the extension. In addition, the Metro Manila Subway project is in progress as the Philippines’ first mass underground transport system with 15 stations, which is scheduled to launch the service in 2025. It is expected that the number of passengers in Metropolitan Manila will increase to 1.67 million per day by that time.


    Another point to consider is that citizens in the Philippines have a legal right to own guns and use them for shooting competitions and self-defence. For this reason, passengers in the Philippines are checked for guns and knives to ensure the safety of railway transportation, and hence, hand-luggage checks in front of ticket gates at stations are a common scene. At some major stations, passengers are subject to security screenings before entering the station.


    The current security screening is carried out using walk-through metal detectors with one or two security guards per lane. However, since these detectors can also be set off by metal objects that are not dangerous, security guards still have to rely on visual checks, that takes a long time. During rush hours in the morning and evening, it can take half an hour or longer to buy a ticket, and even longer to enter the train due to long lines for hand-luggage screening. The Department of Transportation (DOTr) of the Philippines has shown strong interest in IVS as a solution to improve this situation and to realise safe and secure railway transportation for passengers.


  


  
    3. Invisible Sensing System


    3.1 System overview and features


    NEC’s IVS walk-through security screening system reconstructs images of a target person by utilising microwave radar, and detects weapons concealed inside bags and/or worn on the body in real time. Since microwaves have a longer wavelength than millimetre-waves, our IVS system requi res fewer antenna elements per scanning area, and so the radar activation period can be shorter. This makes the system more robust to movement of the target object, and hence walk-through operation is possible. The reduction in the number of antenna elements also contributes to lower the cost.


    The IVS system has the following functional and technical features.


    
        	Walk-through and full-body screening

        	Fast radar imaging at 10 frames per second (fps) video rate, accommodating walking speed

        	Motion blur suppression (MBS) for radar images

        	Artificial intelligence (AI) driven detection engine, which is able to detect smaller weapons and distinguish them from acceptable items

    


    The developed demonstration prototype has obtained Technical Standard Conformity Certification in Japan (7.28 GHz to 10.23 GHz). This frequency specification meets FCC regulation in the United States as well. The operating frequency band can be changed to the European CE standard (6.0 GHz to 8.5 GHz), which is also referred to in Asian countries.


    3.2 System configuration and processing overview


    The IVS system scans depending on the position of the target person relative to the sensor panels that form a gate. As shown in Fig. 2, scans are conducted on the front of the target person when entering the gate, their right and left sides inside the gate, and their back when exiting the gate. This allows a full-body walk-through inspection while passing through the IVS gate.


     
        [image: 210121_02.jpg]
        
         Fig. 2 Full-body screening by IVS.
        

     


    Fig. 3 shows the general structure of the IVS system. The system consists of two sensor panels, a main panel and a subordinate panel, which are installed opposite each other to form a gate. Both sensor panels operate synchronously and cooperatively in the following procedure2)3).
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         Fig. 3 IVS system structure.
        

     


    
    (1) Activate microwave radar and receive reflected waves from a target object

    (2) Reconstruct an image from the received signals in conjunction with MBS

    (3) Check each radar image frame-by-frame for detecting a weapon

    (4) Make a final judgement of screening a person from plural results of (3) while the person passes through the screening area

    


    The main panel and the subordinate panel alternately transmit radio waves in time slots of 100 ms intervals to avoid interference each other. In each panel, each of the processing steps (1) to (3) is pipelined to operate at 10 fps. In step (4), the frame-basis scan results of both panels are united in the main sensor panel, and the final judgement of the screening for weapons is output.



  


  
    4. Key Elemental Technologies for Invisible Sensing


    4.1 Fast radar imaging with motion blur suppression


    The IVS system analyses the reflected waves captured by the radar sensor and constructs an image in real time. The radar sensor is based on a multiple-input multiple-output (MIMO) antenna array, which consists of multiple transmitters (Tx) and multiple receivers (Rx). In the prototype developed by NEC, 198 Tx elements and 198 Rx elements are arranged in a 1 m x 1 m MIMO array per sensor panel. The system controls each Tx to activate transmission at a different time to avoid interference, while all the Rx can receive reflected waves simultaneously. The waveform is a stepped frequency continuous wave (SFCW).


    Every Rx acquires radar signal Ae-jφ from the reflected wave that is transmitted from each Tx and frequency step, where A denotes amplitude and φ denotes the phase difference between Tx and Rx. Regarding the imaging technique, we applied the MIMO range migration algorithm (MIMO-RMA)4) as a base, which is known as a computationally efficient imaging method by utilising frequency-domain processing. We further optimised the imaging algorithm to be suitably implemented on a GPU.


    In walk-through screening, it is important to suppress blurring caused by the movements of a walking person during radar scanning. Therefore, to suppress motion blur5), we developed an imaging method that estimates the amount of movement of the person from the radar signal, and applied it to MIMO-RMA to compensate for the movement.


    Fig. 4 shows an example of fast radar imaging with the developed MBS technique. The upper radar images show the side of a person carrying a model gun concealed in a bag when passing through the IVS gate in briskly walking speed at 1.5 m/s. It is seen that MBS effectively suppresses motion blur that occurred in radar images from previous systems (left) and generates images of improved quality (right). The bottom half of Fig. 4 shows the radar images of a gun and the front of the person with a gun concealed near the abdomen when entering the IVS gate, confirming the effectiveness of our MBS technique.


     
        [image: 210121_04.jpg]
        
         Fig. 4 Improved quality of image by motion blur suppression.
        

     


    4.2 AI-driven weapon detection based on radar images


    Fast, accurate weapon detection is performed with the use of AI by inputting radar images of both the right and left sides as well as those of the front and back constructed from the radar signals. The radar images of the IVS system are of three-dimensional (3D) complex data in the size 119×119×69 for the side images and 90×100×50 for the front and back images. To process this enormous amount of data in real time, NEC developed a method to create a compressed representation of the original radar image6).


    From the 3D complex radar image, the data on the right and left sides is compressed by selecting only the complex values with the maximum reflection intensity (amplitude) from the data in the direction orthogonal to the radar sensor placement plane, and a two-dimensional (2D) complex radar image is obtained. Similarly, for the front and back, the information is compressed in the direction parallel to the radar sensor plane. The data is compressed to obtain a 2D radar image. The complex value of each data pixel are divided into amplitude and phase and converted into colour space to produce an RGB image. Using this as an input, a standard Convolutional Neural Network (CNN) can be applied. Thus, by this method, the compressed representation of the radar image maintains the the complex value information across the channels which achieved the real time detection with high accuracy.


   We evaluated the performance of this compressed representation method for 3D object detection on the developed IVS system prototype. The experimentation was carried out with several different model guns concealed inside bags and/or worn on the body as target objects for the scanning of a number of people7). We applied the aforementioned compressed representation method to the measured 3D radar images and evaluated the detection performance of the sides and the front/back images independently using a model trained by applying the latest 2D CNN framework. We obtained a detection rate (recall) of 90.95% and a false alarm rate of 1.5%. The processing time was less than 100 ms on GeForce GTX1080Ti when using compressed representation. This is about six times faster than that with the original 3D radar images, while maintaining the comparable detection performance.


    4.3 IVS system user interface and demonstrations


    Fig. 5 shows an example of the actual operation of the IVS system when scanning from the side. A series of continuous images are taken every 100 ms when a person passes through the IVS gate carrying a gun concealed inside a bag. In each image, the points indicating a weapon was detected were automatically determined and then displayed in a square.
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         Fig. 5 Operation of the IVS system at 10 fps.
        

     


    Fig. 6 also shows the graphical interface for the IVS system demonstrations. At the top of the screen, radar images of a person passing through the IVS gate (front, right, left, and back) can be selected and displayed as a video, and the image of the person taken from the camera embedded in the sensor panel can be displayed to show the conditions for the time when the scan was conducted. The person’s privacy is taken into consideration when displaying the radar images, and any areas other than the location of the detected weapon is scrambled. The results of the security screening can be viewed in the band at the top of the screen for each person. “Detected” is displayed when a weapon is found, and “Pass” is displayed when a weapon is not found. In addition, the built-in camera at the entrance of the IVS system takes the image when the person enters the screening area, which can be linked with the screening result.
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         Fig. 6 IVS system demo screen.
        

     


  


  
    5. Service Deployment


    NEC plans to offer the IVS walk-through security screening system for the detection of dangerous objects not only as a stand-alone product but also as a security solution and service. As shown in Fig. 7, each IVS equipment can be controlled via a monitoring centre in the cloud. The target objects to be screened at each installation point can be selected and set from the monitoring centre’s menu, and the detection engine can be updated as needed. It is also possible to add value by integrating multiple IVS screening results as well as data from face recognition scans and other sensors.
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         Fig. 7 Example of the installation of an IVS system.
        

     


    The IVS system can be configured as a separate device dedicated to hand-luggage screening. It can also be integrated with a security system already installed in a client’s cite. We will offer a comprehensive security solution together with IVS system according to the needs of clients.


  


  
    6. Conclusions


    The IVS walk-through security screening system detects weapons concealed inside bags and/or worn on the body without stopping the flow of people. This system achieves high throughput and user convenience and has the ability to distinguish dangerous objects from acceptable daily items. We believe this system will be effective as a measure to enhance security in urban facilities.


    In the future, we will proceed with demonstration experiments in real environments, aiming for early social implementation.
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    Abstract


    Software-defined radio (SDR) refers to radio equipment systems that can switch between multiple communication methods by changing the software. Specifically, multiple modulation and demodulation methods are realized by switching the processing and the circuits of the built-in digital signal processor (DSP) and the field programmable gate array (FPGA) with the central processing unit (CPU). This paper describes the Japan-U.S. joint research for two-way software-defined radios between Japan and the U.S., the prototype and mass production of a broadband multipurpose radio system for the Japan Ground Self-Defense Force (JGSDF) using the research results, and a program modification project that makes use of the characteristics of software-defined radios.
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    1. Introduction


    Software-defined radios have been the focus of attention as an application for military radios. The military has several types of radios with different modulation schemes, and they have found it necessary to carry several radios during operations.


    The use of software-defined radios can reduce the number of radios to be carried during operations, and therefore, they have become required equipment.


  


  
    2. Software standardization


    The Joint Program Executive Office Joint Tactical Radio System (JPEO JTRS), then the U.S. Department of Defense Joint Program Executive Office, now the Joint Tactical Networking Center (JTNC), defined the software architecture for software reusability and portability. The SCA defines the mechanisms (OS, CORBA middleware, Core Framework, Application) needed to realize the software-defined radio (Fig. 1).


    
      [image: 210122_01.jpg]

      
        Fig. 1 Overview of the Software Communications Architecture.
      

    


    For the operating system (OS), the detailed operation of functions is specified to ensure mutual portability. For CORBA middleware, a software bus is implemented to provide a common interface for the waveform application or Application and the Core Framework. The Core Framework encapsulates the hardware dependencies and provides the same hardware resources for all applications.

 
    The OS, CORBA middleware, and Core Framework are called the operating environment, and the Application is called the waveform (WF). By absorbing all the differences in hardware in the operating environment (OE), we have built a system that allows applications, once developed, to run on different hardware.


  


  
    3. Japan-U.S. Joint Research


    In the U.S., it was essential to improve intercommunication among the various armed forces (Army, Navy, Air Force, and Marines). However, due to a large number of radio types (25 to 30), the cost problem of owning multiple radios, and the need for new communication network functions, it was necessary to develop radios with architecture different from that of existing radios (hardware radios). Therefore, we started to develop software-defined radios, in which the communication method can be changed by software and the required hardware is the same for all. At that time, the United States asked its allies to participate in the development of these radios. Japan conducted joint research with the U.S. in the form of an information exchange based on a memorandum of understanding (MoU) signed between general governments (GG) with the Second Research Department of the National Institute for Defense Studies (NIDS) as the contact point. The contractor in the U.S. was the Raytheon Company (now transferred to BAE Systems), and NEC was the contractor in Japan. The development proceeded as an information exchange in accordance with a technical assistance agreement (TAA) between NEC and the Raytheon Company.


    The features of software-defined radios are as follows:


    
        	Software standardization

        	Support for various modulation schemes by respective software download

        	Improved interoperability among U.S., Japan, and other relevant government agencies

    


    NEC has launched a Japan-U.S. joint research project to standardize software (Fig. 2). The ultimate goal was to jointly develop hardware and software between Japan and the U.S., and then port the respective software to each other’s hardware so that the two countries could communicate with each other. First, we aimed to pass the SCA compliance test, which consists of automated testing (using compliance verification tools made in the U.S.), manual testing (directly checking the source code), and documentation testing (referring to the OS and CORBA manuals to confirm contents). A total of about 1,000 test items were conducted. In FY2005, NEC passed the SCA compliance test for the operating environment and Waveform, and in FY2006, NEC installed both Japanese and U.S. Waveforms on their respective hardware and confirmed that they could communicate with each other.
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        Fig. 2 Japan-U.S. joint research projects.
      

    


  


  
    4. Equipping Broadband Multipurpose Radio System


    Japan’s Ministry of Defense invited the public to apply for the prototype project of the broadband multipurpose radio system. As a result, NEC, after already passingd the SCA compliance test in the Japan-U.S. joint research project, was awarded the contract for this prototype project.


    We delivered the first prototype in 2009, the second prototype in 2010, and the third prototype in 2011, and after technical and practical tests were conducted by Japan’s Ministry of Defense, we were able to start mass production in 2013 (Fig. 3).
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        Fig. 3 Process for equipping the system.
      

    


    There are three types of broadband multipurpose radio systems in the series: one that can be mounted on motor vehicles, one that can be mounted on aircraft, and two different models of a portable one: a manpack(Type I) carried on one’s back and a handheld one (Type II) (Fig. 4).
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        Fig. 4 Types of broadband multipurpose radio systems.
      

    


    By replacing the software, which is a characteristic of software-defined radios, it is possible to realize a multi-purpose radio with a single unit and to use it as a successor to conventional radios in equipage (Fig. 5).
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        Fig. 5 Software-defined radio.
      

    


    Compared to conventional radios, broadband multipurpose radio systems can be smaller and less expensive and they can make better use of installation space.


    Currently, there are several newly developed broadband multipurpose radio systems in addition to Waveform, which is designed for intercommunication with conventional radio systems. Each of them is capable of simultaneous use of voice and data communications. In addition, an ad hoc network function has been added to enable IP communications among multiple units, allowing not only voice but also e-mail and video transmission. An ad hoc network enables a direct connection between a large number of terminals without the need for a base station and allows them to communicate with each other in an autonomous and decentralized manner, acting like a router (Fig. 6). Also, data communications is now possible using civilian communication networks as well as the JGSDF’s own communications network. The functions can be easily improved by changing the software.
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        Fig. 6 Ad hoc networks.
      

    


  


  
    5. Post Mass-Production Efforts


    Taking advantage of the characteristics of software-defined radio, the broadband multipurpose radio system underwent a total of three program modification projects after mass production started.


    In 2016, the first program modification of the broadband multipurpose radio system was carried out, mainly to improve the operability of the radio system for vehicles and manpack and handheld models and also to upgrade functions to support manual operations. In 2017, a second program modification was made, mainly to improve the usability of the onboard radios and to change the user interface. Almost at the same time with the second modification, a third program upgrade was conducted (Fig. 7). The command and control equipment of the JGSDF used to be only wired connections, but by using the upgraded broadband multipurpose radio system, secure wireless communications are now possible, helping troops act quickly.
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        Fig. 7 Program modification project process after mass production.
      

    


    Currently, we are under contract for the fourth program refurbishment project. The modification includes the application of Waveform, which enables two-way communications between the Ground Self-Defense Force and the Maritime Self-Defense Force using ultra-high frequency (UHF) software for land and sea (Fig. 8).
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        Fig. 8 Details of the fourth program renovation project.
      

    


  


  
    6. Conclusion


    NEC will continue to improve the performance of its radios through various program modification projects that take advantage of the flexibility and expandability characteristics of software-defined radios. NEC will continue to develop the performance of software-defined radios in this way and contribute to a safe and secure social infrastructure.
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    Abstract


    NEC has been operating the high-precision compact radar satellite called ASNARO-2 since 2018, using GroundNEXTAR, a high-quality ground system package developed by NEC, to maintain stable operation. This paper introduces the features of the GroundNEXTAR and discusses what we have learned about automation and labor saving in the course of satellite operation. An important aspect of this is intention learning technology, a sophisticated form of machine learning that automates decision making by learning from experienced operators. With this technology, we can accelerate automation of satellite operation and reduce dependency on experienced operators for selection of observation candidates, a critical part of satellite operation.
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    1. Introduction

    Successful operation of a satellite requires the active engagement of skilled operators who possess advanced knowledge and extensive experience. However, if we are to increase the effectiveness and utility of satellites going forward, we need to shift away from dependency on individual expertise. This is particularly true when it comes to operation of “satellite constellations” in which groups of satellites work together to provide simultaneous, uninterrupted global coverage. As the number of satellites that need to be operated simultaneously grows, so too will the need to automate the systems and minimize dependence on humans. Given this situation, we believe it is imperative to accelerate the automation of satellite operation systems and reduce the workload on operators.


    At the same time, human decision making as to what should be done and how to achieve it cannot possibly be an objective of automation. Human intention is not a system output but rather a system input. Decision making relies heavily upon the experience and intuition of a skilled operator. But just as demand for these skills begins to accelerate, the pool of potential operators has begun to shrink due to the overall decline of the labor force. This leaves us with the problem of finding and training junior staff in order to pass on the necessary skills required to control satellite operations.


    How, then, do we deal with this issue? One possible answer is to develop systems that can support and reinforce human decision making. NEC has been working towards this goal by automating routine tasks and using artificial intelligence (AI) ― specifically intention learning ― to automate decision making.


  


  
    2. Overview of ASNARO-2

    A high-precision compact radar satellite, ASNARO-2 was developed as part of a research and development project called Advanced Satellite with New System Architecture for Observation (ASNARO) under the auspices of Japan’s Ministry of Economy, Trade and Industry (Fig. 1). The purpose of this project was to develop a small Earth observation satellite that would be competitive on the international market. Despite its small, lightweight design, this satellite incorporates powerful radar (synthetic aperture radar [SAR]) technology that is not affected by the observation time zone or weather conditions and features high observation capabilities that can identify objects on the earth’s surface smaller than 1 meter (Photo 1).


    
      [image: 210123_01.jpg]

      
        Fig. 1 External view of ASNARO-2.
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        Photo 1 Image shot by ASNARO-2 (near container terminal, Sydney Harbour).
      

    


  


  
    3. Features of GroundNEXTAR


    To operate ASNARO-2, we developed the GroundNEXTAR ground system package and installed it at the NEC Satellite Operation Center (NSOC) (Photo 2). GroundNEXTAR is fully compliant with NEXTAR ― NEC’s standard compact satellite bus system for various space missions ― and can also be used with other satellites.
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        Photo 2 NEC Satellite Operation Center (NSOC).
      

    


    Because conventional satellite operation systems are designed to work with specific satellites, they cannot easily be scaled up and offer limited flexibility. GroundNEXTAR is provided with the functions required for comprehensive operation of an Earth observation satellite, ranging from reception of observation requests, planning, satellite control and monitoring, image processing, and data collection, allowing it to be easily adapted to the specifications and operation requirements of each satellite (Fig. 2).
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        Fig. 2 System configuration of GroundNEXTAR.
      

    


    Among its many functions, GroundNEXTAR features two automated functions intended to reduce operator workload.


    The first is an automatic command execution function. By preregistering tasks that need to be performed in the time zone where communication with the satellite is normally performed, the GroundNEXTAR features can be used to allow even operators without experience in satellite operation to safely monitor telemetry data and send commands to the satellite. Furthermore commands can be automatically executed even when operators are not available, thus helping to achieve labor saving in satellite operation.


    The second function automatically adjusts the bus operation time to maintain the basic functions of the satellite. Bus operations for monitoring the status of the satellite are planned in coordination with the time zones in which mission operations are carried out for observation and downlinking data to Earth. Once a rough time schedule has been specified, GroundNEXTAR searches for the next available window when no other event is scheduled for implementation in that time zone.


  


  
    4. What We Have Learned


    ASNARO-2 was launched in January 2018, so we now have more than three years of experience operating GroundNEXTAR. We have learned a lot during that time. Three key insights stand out which can help lead to automation and labor saving.


    The first is automatic selection of observation point candidates. The regions of interest to users who require satellite images change continuously depending on domestic and foreign circumstances, as well as unexpected events such as natural disasters, accidents, and so on. Automatic selection of observation point candidates makes it possible to observe new situations of interest and quickly provide images.


    The second is automatic generation of observation requests. In ASNARO-2 operation, plans for Earth observation are made on a daily basis. Operators create observation requests that indicate when and where to image and draw up plans accordingly. Because these observation requests are created manually, they can occupy a significant portion of the operator’s time, which means they might miss observation opportunities.


    The third is automatic creation of operation plans. Plan creation involves a sequence of steps which include various tasks that GroundNEXTAR is equipped to automate. When plans can be created by simply inputting the tasks to be included, the operator’s workload can be reduced at each stage of the process. Since routine tasks can be included, automation and labor saving of the system can be taken to an even higher level.


    Out of the three key insights derived from our ongoing operation of ASNARO-2, we have zeroed in on the second one ― automatic generation of observation requests ― as being of parti cular importance. Usi ng intention learning technology, we have been working to create a fast reliable system to automate this task.


  


  
    5. Applying Intention Learning Technology to Task Creation


    5.1 Intention learning technology


    Intention learning is based on NEC’s original inverse reinforcement learning technology.


    Reinforcement learning searches for behaviors that maximize the selected objective function and learns a method (policy function, value function, etc.) for calculating the optimal behavior for each condition. Inverse reinforcement learning, as the name suggests, works in precisely the opposite way, learning the maximum optimization index from a history of behaviors (time series data of conditions and behaviors).


    Intention learning can be applied to optimization of combinations ― which was difficult to achieve with conventional inverse reinforcement learning technology. It also can learn (formulate) multiple optimization indices in a way that makes their intentions interpretable. Intention learning’s applicability to combination optimization is especially valuable, potentially contributing to the automation of processes where humans conventionally determine an optimal solution based on certain standards.


    Intention learning technology refreshes the features and weight of an optimal index while using the behavior history data of the designated expert as teaching data. Feature and weight are determined and the calculation is repeated as often as necessary so that the behavior history ― which is uniquely calculated using the optimization solver (optimization AI) ― comes as close to the expert’s behavior history as possible. Through this process, it can learn which features the expert puts weight, thereby generating an optimization index that closely mimics the expert’s behavior history. The optimization index can be expressed as a summation of the products of the weight and feature as shown in the formula below.
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    Intention learning technology can be applied in many ways ― for example, scheduling shifts based on the skills of the employees and on their vacation requests or drawing up inventory plans that take supply and demand into consideration.


    5.2 Creating observation requests


    Given its capabilities, intention learning technology seemed ideally suited to automating the creation of observation requests (Fig. 3).
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        Fig. 3 Operation flow.
      

    


    When generating an observation request from a vast number of observation candidates, the operator makes a comprehensive judgment while taking into consideration any limitations imposed by the satellite’s design and any conflict between observation requests from different users. This process can be time-consuming and is further restricted by the number of operators available to perform this task. By having the AI learn the thought, or intention, that goes into selecting an observation candidate, it would be possible to optimize the combinations in which observation candidates are selected and to automate the creation of observation requests.


    We have formulated an optimization index based on four key points.
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    An experienced operator creates an observation request from the viewpoint shown in Table.


    
    
      Table Considerations for observation request.
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    We had the AI use the expert’s behavior history to repeatedly calculate the weight of each feature used in the creation of observation requests as teaching data for the intention learning engine.


    The results of the above approach were excellent.


    
        	Reproduction of an experienced operator’s intention at high precision: 94% reproduction accuracy

        	Reduction of time required for a task: Reduced to 1/6 ― from 120 minutes (average time required by an experienced operator) to 20 minutes (even
when performed by an inexperienced operator)

    


  


  
    6. Conclusion

    At NEC, our focus is always on improving the functionality and performance of our technology. This is especially true of our satellite operation systems. Our experience in operating ASNARO-2 has taught us much about how and where to implement automation and labor saving in satellite operation. The application of intention learning technology to creation of observation requests in GroundNEXTAR has achieved remarkable results and we are firmly committed to applying this knowledge to the development of future satellite operation systems. We are confident that this technology can be applied to similar systems designed to meet demand from multiple customers with limited resources. Through the automation of satellite operation systems and the development of other AI-based automation and labor-saving technology in the years to come, we will continue to provide a solid foundation that will sustain the values that shape modern society.
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    Abstract


    Quantum cryptography is an encryption method capable of protecting information for a very long period without the risk of being decrypted even far into the future. It is expected to be applied to mission critical systems at the nation level. Quantum cryptography is used to encrypt communications using a technique called a one-time pad, which uses a procedure in which cryptographic keys are produced in advance by quantum key distribution (QKD) for sharing between the parties. QKD enables key information to be placed on photons, which are particles of light, to protect the key with their properties of quantum mechanics. In addition to the method called BB84, NEC is conducting research on the continuous-variable quantum key distribution (CV-QKD) method, a next-generation technology.
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    1. Why Quantum Cryptography Now?

    Modern society has greatly benefited from highly advanced information infrastructure, including the Internet. As information becomes more and more indispensable in our society, it is conceivable that the way we live our lives and how our society works would be endangered if information was to be stolen by a malicious third party.


    NEC has set safety, security, fairness, and efficiency as the social values required to realize a more prosperous society. This paper introduces quantum cryptography as the ultimate technology to make that dream a reality.


    1.1 Safety of modern cryptography


    Most of the information exchanged in today’s society is protected by modern cryptography that uses the advanced encryption standard (AES), Rivest-Shamir-Adelman (RSA) encryption, and other techniques. Put simply, modern cryptography means that everyone knows the algorithms or encryption methods, but the information is kept secret by concealing the keys. The safety of modern cryptography is secured by the fact that the calculations for breaking the key take an extremely long time.


    1.2 Risk of modern cryptography


    The security of modern cryptography, however, is going to be threatened by the advent of quantum computers. For example, with RSA encryption, the calculation of the prime factorization of very large numbers takes an extremely long time, but the use of quantum computers is known to do these calculations a short time. Of course, the prime factorization of even larger numbers will still take time to decipher even with the quantum computers currently being developed. This leads only to the repetition of the same old methods. Given that the whole world is engaged in research into quantum computers and that progress has been rapid in recent years, experts fear that modern cryptography will soon be compromised.


    1.3 Significance of quantum cryptography


    Quantum cryptography can end the repetition mentioned earlier. Even when the most powerful quantum computer or a future computer boasting unprecedented
capabilities is used, quantum cryptography guarantees the impossibility of being deciphered. This absolute safety is the biggest significance of quantum cryptography.


    Although quantum cryptography is categorized as symmetric-key cryptography, it has features that are very different from conventional cryptography. Quantum cryptography uses a protocol to ensure that the key is absolutely safe and automatically shared between the sender and receiver, which has long been a concern in the use of cryptography.


  


  
    2. What is Quantum Cryptography?


    This section outlines the reasons for the absolute safety of quantum cryptography.


    Quantum cryptography consists of two elements called one-time pad and quantum key distribution (QKD) (Fig. 1). The one-time pad is a method of encryption/decryption in actual communications; QKD is a method of transmitting and sharing cryptographic keys in advance.


    
      [image: 210124_01.jpg]

      
        Fig. 1 Outline of how quantum cryptography works.
      

    


    2.1 One-time pad


    With the one-time pad, the sender and receiver share a random number of the same length as the transmitted/received message in advance. They use that random number as the cryptographic key for encrypting/decrypting the message. The key is discarded after every use. The operation used for encryption/decryption is a very simple and lightweight one called XOR.


    It was mathematically proven in the 1940s that the one-time pad method of encryption/decryption can never be decrypted. The reason why this method has not been used despite its simplicity and absolute safety was that sharing keys having the same length as the message was not realistic. QKD, which is based on quantum mechanics, has made it possible to compensate for this issue.


    2.2 Quantum key distribution (QKD)


    QKD is a method that allows the sender and receiver of a message to share a cryptographic key that is a random number in advance.


    Here is a simplified explanation for the sake of clarity. One bit of the key’s information is assigned to a single photon that is transmitted from the sender to the receiver. If a third party tries to eavesdrop and steal the
photon in the middle of transmission, the photon will not reach the receiver, because the photon cannot be split further according to quantum theory. Even if an eavesdropper steals the photon and returns it, the status of the photon will change in accordance with quantum mechanics, and the receiver can detect the eavesdropping. Therefore, by putting key information on a single photon and transmitting/sharing it, eavesdropping can be detected and prevented. In effect, only secure cryptographic keys can be shared, not keys that can be intercepted by an eavesdropper.


    Several protocols or methods have been developed for use in QKD, and each method has its own strict safety argument. To prove security, it is assumed that an eavesdropper can physically attack the system in any way. Because its security is theoretically proven, quantum cryptography can be said to be absolutely secure in the future.


    2.3 BB84 QKD


    This section gives a simplified description of a typical QKD protocol called the BB84 method.


    The sender assigns one bit of the key’s information to each of the photons (Fig. 2). Specifically, for the transmitter, one bit of information generated from a random number is assigned to each photon as it leaves its source and is sent. The receiver detects the single photon using a photon detector and reads the bit of information. In case of eavesdropping, the attempt can be detected and prevented as described in section 2.2. In real-world implementation, the program to determine eavesdropping and the subsequent key extraction is designed based on a theoretically secure key distribution protocol (Fig. 2).
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        Fig. 2 Outline of BB84 QKD.
      

    


    At present, a protocol called the decoy BB84, which is a slightly more complicated version than the aforementioned BB84 method, has been proven to be absolutely secure and is being developed worldwide. NEC is also conducting research and development (R&D) jointly with the National Institute of Information and Communications Technology (NICT).


    2.4 Continuous-variable quantum key distribution (CV-QKD)


    This section describes the protocol of the continuous-variable quantum key distribution (CV-QKD) method (Fig. 3). Detecting photons used in BB84 requires a high performance photon detector. It also has some limitations, such as that it is necessary to occupy an optical fiber.


    
      [image: 210124_03.jpg]

      
        Fig. 3 Outline of CV-QKD.
      

    


    With the CV-QKD method, the transmitter sends a single bit of key information to the receiver based on the phase difference between weak light waves and regular light. The receiver does not need to use a light wave detector with a particularly high performance. QKD can consequently coexist with t ypical optical communications using the same optical fiber and therefore be implemented at a lower cost.


    At present, NEC is conducting R&D of this method in collaboration with Gakushuin University.


    2.5 Issues in QKD and countermeasures


    QKD also has its own issues, or rather physical limitations. Transmitting a single photon over an optical fiber results in a large losses in transmission. This puts a constraint on the distance and the key generation speed that is how many bits of cryptographic key can be generated per second. With the device developed at NEC, the transmission distance is about 50 kbps to 100 kbps at 50 km.


    The distance constraint can overcome by connecting QKD modules and using key relays. In fact, the possibility of a key relay has already been tested and demonstrated by the Tokyo QKD Network run by NICT.


    The constraint of the speed at which keys are generated can be solved by using a method called wavelength multiplexing to increase the amount of keys generated or by combining QKD with another modern cryptography method such as AES to obtain a balance while key sharing. These countermeasures have already been demonstrated at NEC.


  


  
    3. NEC’s Research and Development Status


    NEC is engaged in a variety of R’D activities aimed at the commercialization of QKD. NEC believes that it is necessary to maintain a stable key supply for a long period under severe conditions in the field so that QKD can be applied to the real world.


    In particular, NEC’s BB84 system has circuitry with a PLC interferometer that has a high resistance even when used with optical fibers that have external environmental fluctuations. NEC has demonstrated long-term stable operations in severe environments (Fig. 4).
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        Fig. 4 External view of NEC’s BB84 system prototype.
      

    


  


  
    4. Social Implementation


    NEC is conducting various practical experiments for the social implementation of quantum cryptography. In this section, the approach and efforts made by NEC are introduced.


    4.1 Practical experiments in the biometrics field*


    Biometric authentication identifies people by extracting their physical features. Some of its advantages are that it is easy to use and the identifiers cannot be lost. On the other hand, there is also an issue of the impossibility of updating information if it is stolen. In addition, the reference data for biometric authentication is personal information, which must be securely protected.


    NEC collaborated with NICT to develop a system that integrates quantum cryptography and biometrics to conceal the feature data transmitted when facial recognition is used. The system has been demonstrated on the Tokyo QKD Network (Fig. 5).
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        Fig. 5 Outline of practical experiments using facial recognition.
      

    


    4.2 Practical experiments in the medical field*


    In recent years, natural disasters have been causing increasingly severe damage, but medical services must be maintained even in the case of disaster. This makes it necessary to create a system that can store patients’ electronic medical records at remote locations where the data can be recovered and retrieved in the event of a disaster.


    NEC in collaboration with NICT and ZenmuTech, Inc. solved this issue by developing a system that uses quantum cryptography to encrypt the electronic medical records and transmit the information securely through a network (Fig. 6).
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        Fig. 6 Outline of practical experiments in the medical field.
      

    


    4.3 Plan for practical experiments in the financial field*


    Increasing threats of cyberattacks on financial organizations are leading to concerns about the impact on financial systems. Against this backdrop as well as the publication of the Financial Field Cybersecurity Report requesting the enhancement of countermeasures, it has become urgent to take new safety measures to prepare for future threats.


    NEC is planning to verify the applicability of quantum cryptography to the financial field in collaboration with Nomura Holdings, Inc.; Nomura Securities, Co., Ltd.; NICT, and Toshiba Corporation.


    
      * The practical experiments described in sections 4.1 to 4.3 were performed for Council for Science, Technology and Innovation (CSTI), Cross-ministerial Strategic Innovation Promotion Program (SIP), “Photonics and Quantum Technology for Society 5.0” (Funding agency: QST).
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    5. Future Outlook


    Digital transformations that make use of data are expected to accelerate in the future. In a world where data is the source of various social values, it is also essential to have a method to securely protect the data and the new values created. NEC aims to provide total solutions, including quantum cryptography, to create a prosperous society supported by safety and security in the next generation.


    In closing, note that NEC’s quantum cryptographic research activities are based on the results of national projects (NPs) such as the Impulsing Paradigm Change through Disruptive Technologies Program (ImPACT) and the second phase of the Cross-ministerial Strategic Innovation Promotion Program (SIP).
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    Abstract


    With its declining birthrate and aging population, Japan faces acute labor shortages ― especially in industries where physically demanding work is involved. In those fields where hard, physical labor is required, and where automation is more difficult to implement, the answer is robotics. In this paper, we look at two of the robotics systems NEC had developed in trial production projects run by Japan’s Acquisition, Technology and Logistics Agency (ATLA). One of these is a high-agility powered exoskeleton that multiplies the power of the operator and reduces the apparent weight load, while at the same time providing a high level of agility and usability on rough terrain. The other is a multi-purpose autonomous robotic vehicle that can operate on rough terrain without requiring priori map information. In addition to configuration and main component technologies, we will also discuss the projects in which these robots are being used and speculate on what possibilities the future may hold.
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    1. Introduction

    As one of the world’s most rapidly aging societies, Japan now faces an unprecedented demographic crisis. Birthrates have been declining for years, leading to a steady decrease in the number of younger workers and an increase in the number of experienced workers who have or soon will retire. This problem is particularly vexatious in industries which involve physically demanding labor. The urgent need for workers has accelerated efforts to introduce robotics to reduce the demand for labor and facilitate unmanned operation of physically demanding work. Similar research into robotics is also underway in the defense sector where it is hoped that robots can minimize casualties as well as reduce labor requirements and facilitate unmanned operation.


    In view of these challenges, NEC has developed a variety of robotic systems including, most recently, a high-agility powered exoskeleton and a multi-purpose autonomous robotic vehicle. These had been tested in trial production projects run by Japan’s Acquisition, Technology and Logistics Agency (ATLA), and are the subjects of this present paper.


  


  
    2. High-agility Powered Exoskeleton


    2.1 Background of the project


    A powered exoskeleton is a wearable mobile machine equipped with functions that works in tandem with the user and provides the user’s limbs with increased strength and endurance. In consumer sectors, powered exoskeletons are currently used in healthcare to support patient rehabilitation and in logistics to lift heavy packages. In the defense sector, R&D into a powered exoskeleton is now actively being conducted in various countries, with the focus on use in a harsher environment and military operations. In Japan, research and development has also been advancing in the area of powered exoskeletons like the one introduced in this section, which is a prototype designed and produced in an ATLA trial production project called the High-agility Powered Exoskeleton Research Prototype1)2)3).


    2.2 Configuration of the high-agility powered exoskeleton


    In addition to reducing the burden of the equipment that weighs down soldiers engaged in missions such as amphibious operations and disaster relief, a high-agility powered exoskeleton can also enhance their speed, response time, and agility, as well as allowing them to move more easily over rugged terrain ranging from sand swept deserts to steep mountain trails. To achieve these requirements, the high-agility powered exoskeleton we have developed is configured so that it is worn on the legs with the mechanism that follows the motion of the wearer while the external skeleton structure bears the weight load. Photo 1 shows an external view of the high-agility powered exoskeleton.
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        Photo 1 External view of the high-agility powered exoskeleton.
      

    


    This powered exoskeleton is equipped with actuators in the hip joint and knee joints and with lightweight leaf springs in the ankle joints. By using the torque generated by the actuators to support the load and by transmitting the load to the ground through the exoskeleton’s frame, it alleviates the burden on the wearer. The main specifications of the prototype are shown in Table.


    
      
        Table Main specifications of the high-agility powered exoskeleton.
      

      [image: 210125_02.jpg]
    


    2.3 Main component technologies


    The high-agility powered exoskeleton is built around three main component technologies.


    2.3.1 High-response, high-output driving system technology


    To facilitate agility and qui ck response w hile supporting a heavy load, the system driving the powered exoskeleton must be capable of high output and high response. We have optimized the actuators incorporated in the joints and their controls to allow faster motion such as running.


    2.3.2 Irregular surface balance control technology


    In military use, it is required that human balancing capability not be hampered even on an irregular ground surface. In addition to a frame that conforms to the user’s body, control technology is incorporated that responds promptly to any movement, accurately supporting the motions of the user on an irregular ground surface.


    2.3.3 Safety assurance technology


    As this is a machine that is actually worn on the human body, absolute operational safety is critical. To maximize safety, we conducted a risk assessment compliant with ISO 13482 Robots and robotic devices - Safety requirements for personal care robots4). By implementing safety measures based on analysis of risk sources, we have assured the safety of our powered exoskeleton. 


    2.4 Exoskeletons in the future


    In order to put powered exoskeletons to practical use, NEC and the ATLA have subjected the current prototype to a battery of performance tests. In laboratory environment tests, the subject wearing the high-agility powered exoskeleton walked and ran on a treadmill while carrying load, while motion analysis was conducted using 3D motion analysis equipment. Tests on irregular ground surfaces were also conducted to evaluate maneuverability, wearability and other critical factors. Photo 2 shows outdoor functional verification of the prototype. As R&D into powered exoskeletons expands and various issues are solved, these machines will become ever more versatile and sophisticated, gradually permeating society and becoming a part of everyday life.
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        Photo 2 Outdoor functional verification.
      

    


  


  
    3. Multi-purpose Autonomous Robotic Vehicle


    3.1 Background of the project


    Autonomous driving technology for unmanned ground vehicles (UGVs) has been making rapid progress in the consumer sector in recent years. Validation tests of this technology are underway in various applications and industries such as autopilot for cars, automatic parcel delivery, and automatic heavy machinery operation. In some fields, this technology has already been put to practical use. In the defense sector, many countries are now actively conducting R&D and validation tests of UGVs focusing on operations pertinent to military use ― such as transportation of goods by truck convoy, disaster relief, and bomb disposal. The features of UGVs for military use include the ability to cope with extreme driving conditions such as unpaved roads and irregular surfaces, as well as the ability to operate reliably in an environment where detailed electronic map infrastructure is poor5).


    Japan is also engaged in military-oriented R&D into autonomous driving UGVs. In this section, we introduce a prototype designed and produced in ATLA’s Multi-purpose Autonomous Robotic Vehicle Research Prototype Project.


    3.2 Configuration of the multi-purpose autonomous robotic vehicle


    The multi-purpose autonomous robotic vehicle consists of either one of two robots ― a wheeled vehicle robot or a tracked vehicle robot ― combined with an autonomous driving module that aggregates the software required to achieve autonomous driving as shown in Fig. 1.
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        Fig. 1 Configuration of the multi-purpose autonomous robotic vehicle.
      

    


    The wheeled vehicle robot is based on a dune buggy and developed for verification of autonomous driving performance mainly on paved and unpaved roads. The tracked vehicle robot is based on a tracked vehicle and developed for verification of autonomous driving performance mainly on unpaved roads and irregular surfaces. It also features a manipulator mounted on the rear of the vehicle for verification of remote-controlled manipulating work.


    The main configuration of sensors installed on the wheeled vehicle robot is shown in Fig. 2. These sensors include 3D laser imaging detection and ranging (LIDAR) sensors, 2D LIDAR sensors, millimeter wave sensors, visible light camera, global navigation satellite system (GNSS) sensor, and inertial measurement unit (IMU) sensor. These sensors provide the data necessary for autonomous driving, enabling recognition of the environment around the vehicle, localization, path planning, and vehicle control.


    
      [image: 210125_05.jpg]

      
        Fig. 2 Devices incorporated in the wheeled vehicle robot.
      

    


    3.3 Main component technologies


    Let’s take a look at the main component technologies used in the autonomous driving module to achieve autonomous driving on unpaved roads and irregular grounds.


    3.3.1 Road surface recognition technology


    Safe autonomous driving on unpaved roads and irregular surfaces requires the ability to recognize obstacles and uneven surfaces and optimize the vehicle’s travel to avoid or minimize the impact of these impediments by choosing a route better suited to the vehicle. To determine where the vehicle can be driven, the system processes the LIDAR sensor information and camera images as shown in Fig. 3. More specifically speaking, this technology combines geometric configuration information obtained by the LIDAR sensor and condition recognition results provided by the image recognition function, and then estimate the degree of drivability (whether the surface is suitable for driving). That estimate is then superimposed on the map information for the area around the vehicle. With the drivability estimate now combined with the map information, the vehicle can travel to the destination while generating a route suitable for driving and tracking that route. Additionally, we collect sensor data in environments where there are mainly unpaved roads and irregular surfaces, performing additional learning to improve the road surface recognition function.
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        Fig. 3 Overview of the autonomous driving module function.
      

    


    3.3.2 Self-position estimation


    By combining the information from the GNSS sensor, inertial measurement device, and 3D LIDAR sensors, the vehicle robot estimates its position by itself. Because the characteristics of each sensor vary depending on the environment, we are also conducting trials to improve the localization performance to better suit each environment by integrating information according to the environment.


    3.4 The future of autonomous driving


    To improve the autonomous driving performance of our multi-purpose autonomous robotic vehicle, we have put it through a series of rigorous driving tests. We have also acquired powerful technological platforms from NEC’s research laboratories, including cutting-edge image recognition technology and learning technology that support autonomous driving performance on unpaved roads and irregular grounds. Going beyond mere autonomous driving, we are developing robot-user collaboration technology, swarm control technology, and so on, in order to help carry out missions and tasks more efficiently. Going forward, we will be applying these technological platforms to a variety of practical applications.


  


  
    4. Conclusion


    In this paper, we have shown the enormous potential of NEC’s robotics ― as demonstrated by our high-agility powered exoskeleton and multi-purpose autonomous robotic vehicle ― to achieve radical labor saving and facilitate unmanned operation of physically demanding work, as well as to optimize performance and reduce casualties in military operations. As Japan’s demographic crisis continues, robotics may come to the rescue in many fields, supporting and enhancing human labor in the defense sector as well as the consumer sector. Going forward, we will continue our efforts to promote NEC’s solutions for society through the pursuit of advanced ethical robotics.
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    Abstract


    This paper introduces the development of an underwater wireless power transfer (charging) antenna that is important for the operation of unmanned vehicles under the sea. Research and industrial activities are advancing in areas such as situational awareness, resource surveys, and the development of equipment for mining and extraction, and in recent years, unmanned underwater vehicles, like drones, are being widely used underwater. However, due to the limited range of wired power supply, and short operating time of battery-powered power supply, we have started to develop a wireless power transfer system for underwater use to improve operational efficiency. NEC has succeeded in developing a 50 W class underwater antenna using its original antenna technology obtained by R&D, but its capacity is small and its range of application is limited, so we began development of a practical level kilowatt class antenna.
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    1. Introduction

    In recent oceanic development activities, the use of motorized unmanned vehicles has become increasingly widespread in the survey of seabed resources, and in the installation and maintenance of seabed equipment. The power for unmanned vehicles is supplied either by wired transfer from the sea surface or by a fuel cell or battery borne on the vehicle. Both these methods, however, are faced with drawbacks: wired power transfer limits the range of movement for the vehicle and battery-powered systems limit operating time. Fig. 1 shows an example of the operating cycle of a battery-driven unmanned underwater vehicle. In this cycle, the battery needs to be replaced manually, and considering the time it takes to surface, lift and return the vehicle to the work site, only 10% of the time required for the complete cycle is spent on the actual survey and inspection work. To combat these issues in operational efficiency, there is a growing need for underwater battery charging.


    
      [image: 210126_01.jpg]

      
        Fig. 1 Example of the operation cycle of a battery-powered unmanned underwater vehicle.
      

    


    Fig. 2 shows an example of an unmanned vehicle operation under the sea. The purpose of this development is to improve the operational efficiency of various sensors, unmanned underwater vehicles, and unmanned construction machinery for surveying, inspecting, and monitoring the marine environment by supplying power underwater.
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        Fig. 2 Example of an unmanned underwater vehicle operation.
      

    


  


  
    2. Issues with Underwater Power Transfer Technology


    Wired power transfer can be easily achieved in the air using connectors and pins, but under the water, challenges can arise, such as the need to ensure rustproof and watertight structures, and the occurrence of short circuits due to debris entering the contact zone. There are also severe restrictions, for example, connection is difficult because unmanned vehicles can be swept away by the tide, which makes it necessary to use large-scale guiding systems. For this reason, simple noncontact power transfer technology with few restrictions is effective for underwater power transfers. However, even with noncontact power transfer, marine organisms will still adhere to the system, so it is important to maintain
enough separation distance (clearance) between the transmitter and receiver so that power can be supplied even when organisms are attached.


    There are various methods for noncontact power transfer, but the airborne wireless power transfer technology used in smart devices and EVs cannot be transferred directly for underwater use. This is because the energy loss in the medium is greater underwater than in the air, which drastically reduces the power transfer efficiency. As a result, a technology that enables highly efficient and high-power transfer in the sea is required.


  


  
    3. Development of Underwater Power Transfer Technology


    NEC has developed a power transfer technology that can achieve high power transfer efficiency even when the clearance between the transmitter and receiver antennas under the sea is large. The underwater antenna is a key element of this technology. The general method of wireless power transfer is to transmit power using an electromagnetic energy composed of electric and magnetic fields. In the far field where the electromagnetic waves propagate more than a few meters, the magnetic and electric field energies propagate while influencing each other. On the other hand, in the near field in which the propagation distance is only a few centimeters to a few tens of centimeters, either the magnetic field energy or the electric field energy becomes the main source of power transmitted from the transmitter to the receiver. The magnetic field energy is not dependent on the medium (air, fresh water or seawater) so there is no change in propagation characteristic. Meanwhile, the electric field energy is greatly dependent on the medium and a special phenomenon is observed under the sea. It is known that in seawater, where salt (NaCl) is the main component, applying an electric field causes the Na+ and Cl- ions to migrate, resulting in the flow of electric current. In other words, the electric field energy emitted from the transmitter antenna in the sea is consumed as kinetic energy when the electric charge (ions) moves, so the propagation loss of the electric field energy becomes larger than in the air, and the energy reaching the receiver antenna becomes minimal.


    To solve this issue, a technique for trapping the electric field energy temporarily in the transmission circuit network of the antenna and then radiating the electric field energy was devised1)2). Specifically, a dielectric layer with a relatively high dielectric constant is inserted
between the spiral coils on the top and bottom (Fig. 3) in order to let the antenna act as a large parallel-plate capacitor. This structure, called the “dielectric assist structure”, makes it possible to emit a high electric field energy and propagate it over a far distance. The transmitter and receiver antennas are given the same structure in order to transmit power at the maximum energy by making use of the phenomenon of resonance.


    
      [image: 210126_03.jpg]

      
        Fig. 3 Structure of underwater antenna.
      

    


  


  
    4. Performance Test of 50 W Class Antenna


    It is necessary to demonstrate the effectiveness of the antenna with the developed dielectric assist structure. However, since a license is required under the Japanese Radio Law for wireless power transfer systems with an input power over 50 W, we manufactured a 50 W class antenna that operates at less than 50 W to confirm basic performance. The external view of the 50 W class antenna (30 cm W x 30 cm H x 3 cm Thickness) is shown in Fig. 4. The high dielectric constant layer is sandwiched between the upper and lower spiral coils and coated with resin.
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        Fig. 4 Photo: External view of the 50 W class antenna.
      

    


    The propagation characteristics of the magnetic and electric fields of the 50 W class antenna were measured in the sea. The results of the magnetic field propagation characteristics confirmed that they are independent of the medium and remained the same in different mediums such as air, fresh water, and seawater. On the other hand, as shown in Fig. 5, the propagation characteristics of the electric field showed a slope of 0.29 dB/cm in the sea compared to a slope of 0.66 dB/cm in the air, which halved the propagation loss with respect to the clearance between the transmitter and receiver antennas, confirming the effectiveness of the dielectric assist structure.


    
      [image: 210126_05.jpg]

      
        Fig. 5 Propagation characteristics of electrical field (Top: In the air. Bottom: In the sea).
      

    


    Fig. 6 shows the measurement results for the clearance between the transmitter and receiver antennas and for the power transfer efficiency. The results confirm that the dielectric assist structure is capable of transferring 67% of power when the clearance between the transmitter and receiver antennas is 10 cm5). This 67% efficiency is equivalent to a clearance of about 1cm in the electromagnetic induction method used in smartphones, and about 2cm in the magnetic field resonance method used in electric vehicles. Again, the antenna developed by NEC using a dielectric assist structure can maintain high power transmission efficiency even when the clearance between the transmitter and receiver antennas is large in the sea, and is therefore expected to be applied to unmanned underwater vehicles.
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        Fig. 6 Clearance between transmitter and receiver antennas and power transfer efficiencies.
      

    


    Although the basic performance was confirmed using the 50 W class antenna, 50 W is too low; it is just enough power to light a single bulb, and its applications are therefore limited. Development of a kilowatt class antenna is required to meet various needs.


    The 50 W class antenna has been recognized as having the best performance in terms of clearance between the transmitter and receiver antennas by the FCT* of the U.S. Department of Defense, and the U.S. Navy has expressed strong expectations for higher power antennas.


  


  
    * FCT stands for Foreign Comparative Testing. It is a program for assessing products and technology with a high level of technology from allied nations in order to achieve defense requirements quickly and economically.

  


  
    5. Development of Kilowatt Class Antenna


    In order to accurately determine the basic performance of the 50 W class antenna, the spiral coil formation in the antenna was based on a laminated printed circuit board manufacturing method to set coils opposite to each other. With the development of the kilowatt-class antenna, however, coil formation with thicker rectangular copper wires of 1 mm or more are required to carry large currents. This necessitated a review of the manufacturing process itself and the process for attaching the upper and lower coils was modified. As a result, gaps due to air bubbles or delamination are easily formed between the high dielectric constant layer and the coils above and below it, and the problem of partial discharge due to concentration of electric fields in the gaps emerged once again. Therefore, we have been studying countermeasures against the partial discharge problem through preliminary experiments using several dielectric layers. As a result, the use of interlayer adhesive sheets with glass cloth as a high dielectric layer between coils is expected to enhance the insulation strength.


    We are currently in the process of creating a prototype of a kilowatt class antenna based on the fabrication process above, and we have obtained evaluation results of the power transfer efficiency with an applied input power from 50 W to 500 W as shown in Fig. 7. The measurement conditions are airborne and the antennas are in close contact with each other, and it was confirmed that the power transfer efficiency was 61.9% at 50 W input voltage, which started to drop gradually at around 300 W input power to 49.3% at 500 W input power. This drop in the power transfer is presumed to be caused by impedance mismatch due to the skin effect based on the input power. We are planning to add a variable matching device aimed at maintaining a 60% or higher power transfer efficiency even when high power is applied.
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        Fig. 7 Evaluation results of kilowatt class antenna.
      

    


    Fig. 8 shows the propagation characteristics of the electric field strength with respect to the clearance between the transmitter and receiver antennas. Here, the input power is varied from 50 W to 300 W, where the decrease in power transfer efficiency described in Fig. 7 begins to occur. Figure 8 shows that the electric field strength increases following the increase in input power and also that the variation difference (loss) of the electric field strength with respect to the clearance decreases accordingly. This is also an effect of the dielectric assist structure and shows that highly efficient high-power transfer is possible with a wide range of clearance.


    
      [image: 210126_08.jpg]

      
        Fig. 8 Underwater propagation characteristics of the electric field strength per input voltage.
      

    


  


  
    6. Conclusion


    NEC developed a dielectric assist structure for use as an underwater antenna capable of power transfer to unmanned underwater vehicles and unmanned construction machinery, and demonstrated the basic performance with a 50 W class antenna. Furthermore, in consideration of the practical use, NEC also started developing a kilowatt class antenna to meet a wider range of needs. Although we still have a way to go to meet this higher power requirement, modification of the fabrication process, review of materials and preliminary experiments have made it possible to confirm the power transfer efficiency up to an input power of 500 W.
For the future, we plan to improve the power transfer efficiency (target 60% or more) under higher power by using a variable matching device to deal with variation in impedance of the power transfer path. In addition, we plan to assess the application of kilowatt class power while checking the resistance to partial discharges. We expect that implementation of the kilowatt class antenna will increase the applications to underwater wireless power transfer, and that this will also expand the world of IoT in the underwater world in the near future.


    Part of the research herein was subsidized by the Underwater Wireless Power Transfer Project (ID: 2018495335) of the Nippon Foundation.
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    Abstract


    Designed for asteroid exploration, the Hayabusa2 spacecraft has ion engines installed which powered the outbound journey from Earth to the near-Earth asteroid Ryugu and the flight back to Earth after collecting samples. But that wasn’t the end of the mission. Hayabusa2 is currently on its way to a new destination, collecting valuable data to support humankind’s exploration of the solar system. The ion engine that powers the spacecraft is a form of electric propulsion that has become the key to deep space exploration and is attracting a lot of attention. This paper provides an overview of spacecraft propulsion systems in general and the ion engine in particular, discussing NEC’s role in the development of this advanced space propulsion system, how it performed on Hayabusa2, and how we plan to improve its performance for Japan’s next deep space exploration mission named DESTINY+.
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    1. Introduction

    The Hayabusa2 asteroid explorer was launched in December 2014 from the Tanegashima Space Center (Kagoshima Prefecture, Japan). It arrived at the asteroid Ryugu in June 2018, successfully collected 5.4 grams of samples in 2019, and returned to Earth orbit in December 2020. This six-year journey was powered by ion engines.


    Types of spacecraft propulsion systems include chemical propulsion systems and electric propulsion systems. Chemical propulsion systems create thrust by generating combustion from a chemical reaction. This produces a huge amount of energy and consequently very powerful thrust force. Electric propulsion systems use electric energy for heating and acceleration and creates thrust by accelerating exhaust from the propellant, making it possible to reach a distant destination using only a small amount of fuel. The ion engine system mounted on Hayabusa2 is an electric propulsion system.


    Fig. 1 shows the relationship between the thrust density (thrust per unit area at an injection port) and specific impulse (thrust per consumption rate of a propellant [equivalent to mileage]) of each thrust system. Among electric propulsion systems, the ion engine ― while low in thrust ― is high in specific impulse, as is clear from this diagram. In a deep space exploration mission like the Hayabusa mission, being able to reach a destination far from Earth is the most important factor, which makes an electric propulsion system like the ion engine the optimal choice.


    
      [image: 210127_01.jpg]

      
        Fig. 1 Relationship between thrust density and specific impulse of electric propulsion systems1).
      

    


    NEC developed a microwave discharge ion engine system and mounted it into Hayabusa and Hayabusa2 in collaboration with the Japan Aerospace Exploration Agency (JAXA). Exploiting the knowledge gained through these projects to meet new mission requirements, we have developed a new and improved model which will be used in the next asteroid probe project ― the DESTINY+ deep space exploration technology demonstrator.



  


  
    2. Overview of Ion Engine2)3)


    Since ion engines generate thrust through electrostatic acceleration of plasma, they are also called electrostatic thrusters. Fig. 2 is a schematic diagram of an ion engine. First, Xe gas ― which is a propellant ― is converted to plasma in the upstream discharge chamber. Next, the ions are accelerated by applying different electric potentials to three grids. Finally, the ions are electrically neutralized in a neutralizer and discharged into space to obtain thrust. There are multiple ways to generate plasma in the first step, one of which is the microwave discharge ion engine used by Hayabusa and Hayabusa2.
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        Fig. 2 Schematic diagram of an ion engine.
      

    


    There are two main features of the microwave discharge ion engine. The first feature is that there is no service life limitation or any need to protect it from atmospheric exposure because there is no electrode for discharge. The second feature is that special procedures and additional devices are not necessary for plasma ignition, thereby reducing the number of components in the overall system. In addition, in the ion engine mounted in Hayabusa and Hayabusa2, the electrode has been eliminated from the neutralizer, removing another layer of complexity from the system and extending its service life. The performance of this system ― the world’s first ion engine without any discharge electrode at all ― has now been successfully validated in space.


  


  
    3. Development of the Ion Engine at NEC


    Electric propulsion systems ― including the microwave discharge ion engines ― were researched at the National Aerospace Laboratory of the Ministry of Education, Culture, Sports, Science and Technology, which was the predecessor of JAXA’s Institute of Space and Astronautical Science (ISAS). Research into the microwave discharge ion engine started around 1988. NEC launched a more comprehensive R&D effort in 1996 when the MUSES-C (Hayabusa) project began.


    After development of the ion engine for Hayabusa, JAXA’s ISAS continued its efforts to further improve performance, while NEC worked on making it more flexible so that it could easily be applied to other satellites. In 2011, the Hayabusa2 project was initiated, leading to accelerated development of the ion engine, focusing on its application to Hayabusa2.


    Three primary objectives directed the development of the ion engine for Hayabusa. The first was a propulsion experiment, the second was a long-term operation experiment of the ion engine, and the third was acceleration operation in the Earth swing-by using the ion engine. All three were successfully validated.


    Based on the technological validation of the ion engine in the Hayabusa project, it was required that we develop technology that would enable Hayabusa2 to travel to the asteroid and safely return to the Earth.


  


  
    4. Development of the Ion Engine for Hayabusa24)


    The specifications of the ion engine for Hayabusa and Hayabusa2 are shown in Table, their hierarchical structure in Fig. 3, and the external view with IES mounted in Fig. 4.


    
      
        Table Ion engine specifications of Hayabusa and Hayabusa25).
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      [image: 210127_04.jpg]

      
        Fig. 3 Hierarchical structure of the ion engines of Hayabusa2.
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        Fig. 4 Installed ion engines.6)
      

    


    The main differences between Hayabusa2 and Hayabusa include longer service life while preventing problems in the neutralizer and a 25% increase in thrust (from 8 mN to 10 mN)4).


    Hayabusa and Hayabusa2 have basically the same configuration. In addition to the ion engines, IES power processing units (IPPUs), and IES thruster control unit (ITCU), there is a microwave discharge system, which is an exclusive component of this system. Four ion engines are installed on a single plate, and up to three of the four engines can be operated at the same time to create the thrust necessary for changing the orbit of the spacecraft. Also provided are a function to change the thrust direction using gimbals and a throttling function that changes the thrust force according to the fluctuation of supplied power.


    As mentioned in section 3, improved operational reliability was requirement for Hayabusa2. A thorough reliability analysis was performed with tests conducted under conditions as closely matched to the actual space environment as possible.


  


  
    5. Results of Ion Engine Operation on Hayabusa2


    Fig. 5 shows the outward journey of Hayabusa2 from the launch to the asteroid and return journey from the asteroid to the Earth.
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        Fig. 5 Trajectories of Hayabusa2.7)
      

    


    Traveling on the trajectory shown in Fig. 5, each ion engine of Hayabusa2 operated for about 6,400 hours on the outward journey and for about 3,000 hours on the return journey. While malfunctions prevented Hayabusa from operating all its ion engines until the end of the mission, Hayabusa2’s four engines have operated reliably throughout the mission and continue to operate even now. This has established the performance and rel iability required for going to and returning from an asteroid. Shortly after returning to Earth orbit, Hayabusa2 began the journey to its next destination, the asteroid 1998KY26. Its ion engines continues to operate to this day.


  


  
    6. Improving Performance for the Next Project


    Having consolidated the ion engine technology with Hayabusa2, we have further refined it to improve performance and reliability. The new system will be mounted in the DESTINY+ deep space exploration technology demonstrator, which is our next deep space exploration mission. After being launched into Earth’s orbit, DESTINY+ will break away from Earth and travel to its destination maintaining acceleration with the ion engines. Considerable thrust will be required to break away from the Earth’s orbital sphere. Unlike Hayabusa2, DESTINY+ will stay in the Earth orbit for an extended period of time, which means that the heat exhaust and heat insulation capability will be required to cope with the environment in Earth orbit. We will take advantage of this improvement in the performance to expand the application range of the ion engine beyond asteroid exploration.


  


  
    7. Conclusion


    This paper introduced the ion engine developed by NEC in collaboration with JAXA. As demand for electric propulsion systems grows worldwide in the field of spacecraft development, we will continue to push forward development of these systems with focus on ion engines. We would like to express our gratitude to JAXA for their invaluable guidance and support throughout the project.
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    Abstract


    After arriving at the asteroid Ryugu, which orbits the Sun at a distance of over 300 million km from Earth, the Hayabusa2 asteroid explorer executed a pinpoint landing, touching down with a margin of error of about 1 m. This feat was largely made possible by Hayabusa2’s autonomous navigation, guidance and control system that surmounted the severe environmental conditions on the asteroid’s surface and the extended communication delay time. In this paper, we will introduce this critical system and outline the technology that makes it possible ― including the target markers (TMs) and the laser altimeter that facilitate pinpoint landings. We will also discuss the results of the mission, highlighting Hayabasa2’s principal achievements.
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    1. Introduction

    Launched on December 3, 2014 via the H-IIA launch vehicle, the Hayabusa2 asteroid explorer rendezvoused with asteroid Ryugu in June 2018. The spacecraft successfully executed its first touchdown on February 22, 2019 to collect samples from the asteroid’s surface, followed by its second on July 11 to collect samples from the subsurface. With the return of the capsule to Earth on December 6, 2020, we have made a significant contribution to providing significant keys to the origin of the solar system and the origin of life on Earth.


    Hayabusa2 landed twice on Ryugu, touching down each time with pinpoint precision with a margin of error of about 1 m. This impressive achievement was made possible by Hayabasa2’s autonomous navigation, guidance, and control system. What made this achievement particularly noteworthy were the restrictions imposed by the asteroid’s high-temperature environment and communication lag with operators back on Earth. This meant that the touchdown sequence could not be executed remotely while monitoring surface conditions; instead, the Hayabasa2 had to make the necessary judgments itself.


    In this paper, we will look at the autonomous navigation, guidance, and control technology that made this extraordinary achievement possible. We will also discuss the system configuration of Hayabusa2 and the touchdown sequence, as well as highlighting some of the more notable mission results.


  


  
    2. A Closer Look at Hayabusa2’s Pinpoint Touchdown


    2.1 Hayabusa2’s autonomous navigation, guidance, and control system


    Fig. 1 shows an external view of Hayabusa2’s autonomous navigation, guidance, and control system. As standard devices for navigation, guidance, and control, Hayabusa2 is equipped with a star tracker (STT) and an inertial reference unit (IRU) to estimate the attitude of the spacecraft, as well as a reaction control system (RCS) and a reaction wheel (RW) to control the position and attitude of the spacecraft. Landing support is provided by a light detection and ranging (LIDAR) laser altimeter to measure the distance to the asteroid, an optical navigation camera-W1 (ONC-W1) to grasp the spacecraft’s position relative to the asteroid, target markers (TMs) to provide landmarks on the asteroid, a flash (FLA) to make the TMs reflect light, and a laser range finder (LRF-S1) to measure four points on the asteroid’s surface to find the gradient and distance with respect to the local surface on the asteroid.


    
      [image: 210128_01.jpg]

      
        Fig. 1 Hayabusa2’s autonomous navigation, guidance, and control system.
      

    


    2.2 Pinpoint touchdown sequence


    An overview of the pi npoint touchdown sequence is shown in Table. Before touchdown, Hayabusa2 descended to an altitude of about 20 m and dropped the TM around the designated landing area, which was a flat surface determined earlier by image analysis of Ryugu. The spacecraft then returned to its home position at an altitude of 20 km above the asteroid.


    
      
        Table Overview of the touchdown sequence.
      

      [image: 210128_02.jpg]
    


    After calculating the relative position of the TM, the spacecraft began the touchdown maneuver, descending to an altitude of 45 m from where the ONC-W1 could visually confirm the dropped TM. The rotational velocity of Ryugu and the descending speed of the spacecraft were also taken into consideration.


    The relative position of the Ryugu was estimated from images captured by the ONC-W1 from altitudes as low as 5 km. At this point, operators on Earth could still control the spacecraft. However, once the Hayabasa2 descended below the 5-km threshold, the communication delay resulting from errors in the estimation of the asteroid’s gravity made it impossible for Earth-based operators to accurately control the craft. Instead, the spacecraft executed autonomous altitude control using the LIDAR altitude information and safely descended to an altitude of 45 m.


    As soon as the TM was visually confirmed at the altitude of 45 m, the spacecraft switched to autonomous navigation, guidance and control while referencing the TM. Fig. 2 shows the touchdown sequence used when the altitude was below 45 m. By using the TM and the altitude information from the LIDAR and LRF to estimate the relative positions of the TM and by adjusting to achieve the position and attitude along the target trajectory, the spacecraft was able to accurately maneuver to the touchdown target point.
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        Fig. 2 Touchdown sequence below the 45-m altitude.
      

    


  


  
    3. Component Technologies of the Autonomous Navigation, Guidance and Control System


    Building on the lessons learned with the first Hayabusa, we improved the autonomous navigation, guidance and control system for Hayabusa2 to enable it to handle pinpoint touchdown on its own and collect samples from a crater artificially created by the small carry-on impactor (SCI) ― a procedure performed for the first time by Hayabusa2. A schematic diagram of the autonomous navigation, guidance and control system is shown in Fig. 3. Roughly speaking, this system includes technology for the estimation of the TM relative position and for the guidance sequence program.
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        Fig. 3 Overview of the autonomous navigation, guidance and control system.
      

    


    3.1 TM relative position estimation


    The touchdown target point was specified in a coordinate system, specifically the navigation target (NT) coordinate system, with the target TM on the asteroid set as the origin of the coordinate system using close-up images obtained in the dry run for the landing. To estimate the position of the spacecraft in the NT coordinate system, information on the TM’s orientation and altitude when viewed from the spacecraft in the NT coordinate system was required.


    Designed to recognize the TM, the ONC-E gave an imaging command and flashing command to the ONC-W1 and FLA respectively and extracted the TM by processing images. The TM was covered with retroreflective material, so it reflected the light from the FLA. After obtaining images with the FLA flashing and not flashing, the ONC-E generated difference images. The ONC-E applied binary processing, labeling processing, and center of gravity measurement to the difference images, calculating the TM’s CCD address in the ONC-W1’s angle of view.


    Using the CCD address in the ONC-W1’s angle of view and the attitude estimation value during imaging, the attitude and orbit control processor (AOCP) calculated the TM’s orientation in the NT coordinate system when viewed from the spacecraft. The AOCP used the TM’s orientation and altitude information obtained from the LIDAR and LRF as updated observation information and estimated the position of the spacecraft in the NT coordinate system using a Kalman filter.


    3.2 Guidance sequence program


    Before Hayabasa2 arrived at Ryugu, the asteroid’s geographical features and environmental conditions were unclear, making it necessary that the craft be able to modify the touchdown sequence after arrival. To facilitate this, we added a programmable guidance sequence program (GSP) function to the attitude control flight software (ACFS), which is incorporated in the AOCP. The GSP function is composed of two tables: a conditional branch table (CBT) that monitors the status of the spacecraft and defines a branch accordingly and a command memory table (CMT) that executes a command according to the branch (Fig. 4). Thanks to the GSP function, commands could be transmitted while confirming the safety of the spacecraft during landing maneuvers up until the TM and descent control.
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        Fig. 4 Overview of the GSP functions.
      

    


    As a matter of fact, we had assumed that there would be flat areas with a radius of up to 50 m on the surface. Upon arrival, however, we discovered that the largest flat areas had a radius of only about 3 m. The original plan was to drop the TM, track it, and keep it in the ONC-W1’s field of view. Once the TM was positioned in an area with a 50-m radius that was suitable for landing, the spacecraft would descend to the surface and touch down as illustrated on the left in Fig. 5. This plan had to be scrapped in favor of the operation described in section 2.2, in which the craft would touch down at the target point specified by the relative position of the TM while using the dropped TM ― which were originally intended to support landing in the crater created by the SCI as illustrated on the right in Fig. 5 ― as landmarks.
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        Fig. 5 Changing the touchdown strategy.
      

    


    There were other surprises as well. Dust blown up from the surface during the first landing caused the performance of the ONC-W1, LIDAR, and LRF to deteriorate, forcing us to adjust the TM visibility altitude and the LIDAR/LRF switching altitude. We modified the CBT and CMT for both functions, which ensured that we were able to execute the second landing without any problems.


  


  
    4. Rendezvous and Operations


    On February 22, 2019, Hayabusa2 departed its home position at 20 km above the asteroid and descended towards the surface, arriving on schedule at its pre-landing position, 45 m above the TM at 22:07 (UTC).


    Fig. 6 shows the history of the CCD addresses of the TM measured in X and Y coordinates as viewed from the ONC-W1 and of the altitudes obtained from the LIDAR and the LRF. To begin with, a TM was captured at the edge of the ONC-W1’s angle of view at an altitude of 45 m. The spacecraft used autonomous control to move to a position directly above the TM, thereby moving the TM to the center of the angle of view. While maintaining its position directly above the TM, the spacecraft descended to an altitude of 8.5 m (Photo). At 8.5 m, the spacecraft moved to a position directly over the landing site as determined by the relative positions of the previously dropped TM. After changing the attitude to the touchdown attitude, we initiated descent control and detected touchdown at 22:29 (UTC).
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        Fig. 6 History of the CCD addresses and altitudes of the TM.
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        Photo Spacecraft and TM right before the touchdown (approx. 8.5-m altitude).
      

    


  


  
    5. Future Business Development


    NEC’s autonomous navigation, guidance and control technology makes it possible for space vehicles to operate autonomously by capturing an object with image sensors, determining its relative position, and then approaching it. We have already seen how effective this technology is in supporting autonomous remote landings of space vehicles. It is also applicable to many other space activities including the assessment and removal of space debris, refueling in space, and so on. NEC’s participation in the Hayabusa and Hayabusa2 projects has enabled us to gain invaluable experience which we will be applying to new space exploration projects in the future.


  


  
    6. Conclusion


    NEC’s autonomous navigation, guidance and control technology ― first validated with Hayabusa ― played a critical role in supporting the successful landings of Hayabusa2. Now having proved its worth, this technology is being deployed in a wide range of space applications while an enhanced version will be deployed in the next long-range space mission.


    After returning its samples to Earth, Hayabusa2 once again set off for another mission that will take 11 years in deep space. NEC is fully committed to supporting the success of this mission and those to come.
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  Spaceborne LIDAR-Supported Autonomous Landing of Hayabusa2 Spacecraft with Remote Sensing Technology
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    Abstract


    As more and more countries compete to launch deep space exploration missions, such as the one Japan’s Hayabusa2 asteroid explorer is on, light detection and ranging (LIDAR) is becoming one of the advanced technologies facilitating this new wave of lunar and planetary exploration. Ever since the Apollo program, LIDAR has been used to determine the altitude of a spacecraft as well as for topographical survey of various astronomical objects. It was also incorporated in the selenological and engineering explorer (SELENE) nicknamed Kaguya and will be in the Martian Moons eXploration (MMX) vehicle set for launch in 2024. In this paper, we will introduce the LIDAR technology developed by NEC for space exploration and its current status as of 2021.
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    1. Introduction

    Having made two successful landings on the asteroid Ryugu, the Hayabusa2 spacecraft returned to Earth with samples from this distant asteroid. In deep space where navigational support such as GPS are not available and real-time control from Earth is not possible, light detection and ranging (LIDAR) plays a critical role in facilitating the autonomous functions of the spacecraft.


    This paper introduces the LIDAR developed by NEC that was used in the Kaguya lunar explorer and the Hayabusa2 asteroid explorer as well as the LIDAR technology that is currently under development as of 2021 for the upcoming mission for Martian moons eXploration (MMX)1).


  


  
    2. Laser Altimeter on Kaguya


    The selenological and engineering explorer (SELENE) nicknamed Kaguya was launched in September 2007. After completing nominal and latter phase operations in lunar orbit that spanned about a year and a half, Kaguya impacted to the moon’s surface in June 2009.


    Kaguya’s laser altimeter (LALT)2) enabled detailed mapping of lunar topography by observing the distance and reflectance from a nominal altitude of 100 km from the surface of the moon. Periodic corrections were made to the orbit which varied between 50 km and 150 km due to gravitational effects. Kaguya was also the first lunar exploration craft to successfully collect data from the moon’s poles. That data is now being used to more accurately estimate the moon’s gravity among other applications.


    Kaguya’s LALT is divided into two units (Photo 1). The total mass is 19.1 kg, the power consumption is 44.2 W, and the range resolution is 1 m. The internal structure of the laser transmitter/receiver (LALT-TR) that transmits and receives light is shown in Fig. 1.


    
      [image: 210129_01.jpg]

      
        Photo 1 Kaguya’s LALT: LALT-E controller (left),

        LALT-TR laser transmitter/receiver (right).
      

    


    
      [image: 210129_02.jpg]

      
        Fig. 1 Internal structure of the LALT-TR.
      

    


    With its laser output in the 100-mJ class, the LALT generates an unusually large amount of energy for a spaceborne laser. Because LALT compensates for the peak value of the received pulse that drops because of slopes and irregularities, it can more effectively acquire altitude data for the moon’s surface whose rugged topography features frequent changes in elevation.


    The LALT-TR, which transmits and receives lasers, is constructed in two sections as shown in Fig. 1. Optical devices that need to avoid thermal strain are in the top half, and various heat-generating driver circuits are in the bottom half. Kinematic mounts are used for joining the two sections as well as for the installation of the laser oscillator and the transmitter/receiver telescopes to minimize the effects of distortion from thermal distribution.


    The laser oscillator is a neodymium-doped yttrium aluminum garnet (Nd:YAG) type with a pulse energy of 100 mJ, a pulse width of 17 ns, and a Q-switching with a pulse repetition rate of 1 Hz. The optical layout of the laser oscillator is shown in Fig. 2.


    
      [image: 210129_03.jpg]

      
        Fig. 2 Optical layout of the LALT laser oscillator.
      

    


    The pump module has laser diodes (LDs) for laser crystal and pumping. The LDs are arranged on the sides of an Nd:YAG rod in eight directions to maintain uniform pumping. Because the module operates in a vacuum, a non-coated polarizer helps compensate for any alterations to characteristics when evaluated in the atmosphere. The Q-switching, which uses lithium niobate (LiNbO3) in the Q-switching element, is an active Q-switching that combines a quarter wave plate and a Pockels cell operating at a quarter wavelength. The dimensions of the laser oscillator are 150 x 170 x 83 mm, and the mass is approximately 1.6 kg.


    The transmitter telescope and the receiver telescope both have lens barrels made of carbon fiberglass reinforced plastic (CFRP) and share a transmitter/receiver to achieve a lightweight design. The receiver optics uses a 110-mm aperture Cassegrain telescope made of quartz; the transmitter optics uses a 10X Galilean telescope.


    While Kaguya was in orbit, the LALT made a total of about 2,200 laser shots during its 18-month mission. This data is now used for research into the origins of the moon and how it evolved over time as well as research into the development of the moon’s resources.


  


  
    3. LIDAR for Hayabusa2


    Featuring an observation range from 30 m to 25 km, a total mass of 3.52 kg, a power consumption of 18 W, and a range resolution of 0.5 m, Hayabusa2’s LIDAR3) was used to map the asteroid Ryugu and for navigation support until immediately before touchdown. It was also used for the measurement of reflectance and various other observation tasks. An external view of the LIDAR is shown in Photo 2.


    
      [image: 210129_04.jpg]

      
        Photo 2 Hayabusa2’s LIDAR.
      

    


    The laser oscillator is an Nd:YAG type with a pulse energy of 15 mJ, a pulse width of 7 ns, and a Q-switching with a pulse repetition rate of 1 Hz. Based on the experience from the first Hayabusa and Kaguya, the Q-switching uses a passive system to avoid the pyroelectric effect of LiNbO3 resulting from thermal stress in a vacuum. The oscillator contains a single optical element that uses a composite crystal bonded with a laser medium and a passive Q-switch element (Fig. 3). This monolithic resonator helps reduce the risks of misalignment and optical damage. The laser oscillator’s dimensions are 66 x 90 x 40 mm and weighs 190 g, so it is compact enough for the asteroid explorer in resource-intensive space travel. An external view of the laser oscillator is shown in Photo 3.
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        Fig. 3 Configuration of the monolithic resonator.
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        Photo 3 Laser oscillator for Hayabusa2’s LIDAR (engineering model).
      

    


    The optical system is divided into two subsystems to assure the dynamic range of the receiver system with its 30-m to 25-km observation range. Gain adjustment is performed by a detector for each subsystem. The area ratio of the far-range and near-range optical subsystems is 1345:1. Distance measurement accuracy is assured throughout the 30-m to 25-km observation range by varying the distance in four steps in combination with 2-step switching of the reverse bias voltage of the avalanche photodiode (APD). Gain switching is performed autonomously by automatic gain control (AGC) which detects the detection level.


    The receiver in the far-range subsystem uses a Cassegrain telescope with a 127-mm aperture and a 110-mm aperture when the shielding loss is taken into consideration. The material used for the receiver is new-technology silicon carbide (NT-SiC) developed for space applications to reduce the mass. The transmitter is equipped with a 3X expander, and the beam divergence angle after transmission is 2.4 mrad. In addition to the standard distance measurement mode, LIDAR operation modes include a dust count intended for scientific observation and an optical link to conduct optical link experiments with a satellite laser ranging (SLR) station on Earth. As of January 2021, LIDAR had taken about 7.11 million laser shots in orbit. LIDAR is also expected to play a prominent role in the next stage it is used.


  


  
    4. LIDAR for the MMX mission


    The MMX explorer is now under development (as of 2021) and is set for launch in 2024. Current plans call for to land on the Martian moon Phobos where it will collect samples for return to Earth. The observation range of the MMX’s LIDAR is from 100 m to 100 km with a dynamic range equivalent to Hayabusa2’s 60 dB.


    For the most part, the LIDAR used for the MMX mission is the same as that used by Hayabusa2. The MMX’s LIDAR, however, features increased laser output and improved receiver circuits. As mentioned earlier, Hayabusa2’s optical system is divided in two for far distances and close distances. Now, thanks to the completion of the IC LIDARX developed by the Japan Aerospace Exploration
Agency (JAXA) specifically to provide wide a dynamic range, a single optical system4) has been achieved for the upgraded LIDAR used in the MMX mission. The circuit configuration of the LIDARX is shown in Fig. 4.
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        Fig. 4 Circuit configuration of LIDARX (developed by JAXA) for reception of wide dynamic range.
      

    


    LIDARX is composed of a divider, an integrator, a timing detector, and a time-to-analog converter (TAC) circuit. The divider selects the appropriate amount of electric charge and divides it for APD output which varies according to the measured distance. The input electric charge is current-voltage converted by the integrator to generate leading waves. The leading waves are converted into differential waves at the differential circuit of the timing detector. The zero-cross point is detected as signal timing. The detected timing is converted to analog signals at the TAC circuit and the distance is output as analog level signals. By using the TAC circuit, high range resolution can be achieved without using a high-speed clock which is difficult to handle in a space device.


    Like Hayabusa2’s LIDAR, the MMX’s LIDAR uses an Nd:YAG laser with a passively Q-switch. The laser output has a pulse energy of 20 mJ or more, a pulse width of 10 ns or less, and a repetition rate of 1 Hz. Our goal is to achieve a device with a mass of 4.7 kg or less and range resolution of 0.1 m or less.


    As of 2021, the partial prototype evaluation of the critical section has been completed and we are now proceeding with the development of the engineering model for technological evaluation before the creation of the final flight model.


  


  
    5. Conclusion


    Over the past two decades, NEC’s LIDAR technology for lunar and planetary exploration has continued to evolve, beginning with Kaguya, progressing through Hayabusa2, and culminating with the MMX mission. While it has proven itself in space exploration missions, this versatile technology can also be applied to spacecraft or devices used for missions other than exploration. As of 2021, development of a LIDAR system to facilitate docking of a cargo spacecraft is underway and LIDAR is expected to play an active role in a wide range of space missions in the future.


    Finally, we would like to express our heartfelt gratitude to JAXA, the National Astronomical Observatory of Japan, and the Chiba Institute of Technology — all of whom keep us up to date on the latest projects and enable us to improve the devices under development — as well as the manufacturers who have given us invaluable support.
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    Abstract


    NEC played a leading role in the development and manufacture of the Hayabusa2 asteroid explorer, not only designing the system, integrating equipment, conducting tests, and providing operational support, but also coordinating the development of the subsystems for the spacecraft’s structure, thermal, power supply, telecommunications, data handling, attitude/orbit control, ion engine, electric instrumentation, and sampling systems. NEC supplied some of the components for these subsystems as well as several of the observation devices. This paper discusses the role NEC played in the Hayabusa2 project and discusses operational scenarios and results in the vicinity of asteroid Ryugu as well as the factors that contributed to the mission’s success.
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    1. Introduction

    As it did with the first Hayabusa, NEC supplied many subsystems and devices to the Hayabusa2 asteroid explorer and took responsibility for much of the project’s system design, integration, testing, and operational support. More reliable and more functional than the first Hayabusa, Hayabusa2 was launched in December 2014, arriving at the asteroid Ryugu in 2018. From June 2018 to December 2019, it conducted asteroid proximity operations and brought back a re-entry capsule to Earth in December 2020. This paper introduces Hayabusa2’s system, operational results, and factors that contributed to the success of the mission.


  


  
    2. Structure of the Spacecraft


    An external view of the Hayabusa2 is shown in Fig. 1 and Fig. 2. All devices marked with a black circle (•) were the responsibility of NEC. The main differences from the first Hayabusa are that the high gain antenna was changed from parabola to a radial line slot array antenna and that a Ka band antenna (down link bit rate increased by a factor of 4) was provided in addition to the X band antenna.


    
      [image: 210130_01.jpg]

      
        Fig. 1 Structure of the spacecraft (capsule side).
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        Fig. 2 Structure of the spacecraft (IES side).
      

    


    Based on the assumption that Haybusa2 approach the asteroid from Earth’s direction (nearly equal to the Sun’s direction), the solar array paddles and high gain antennas were installed on the top, whereas the sensors to observe the asteroid and the other devices that would be released and deployed on the asteroid as well as the sampler horn were installed on the bottom.


    Also assuming that the change in velocity (delta-v) would take place perpendicular to the sun, the thrust direction of the ion engine system (IES) was set in an almost perpendicular direction to the sun. The IES’s thrusters were mounted on two-axis gimbals. By changing the thrust axis around the center of gravity of the spacecraft, two-axis torque control by the IES was made possible. This was also used in the unloading (rotation speed adjustment) of the reaction wheel for attitude control.


    NEC supplied almost all of the devices installed inside the spacecraft in addition to those mentioned earlier. The subsystems that NEC was responsible for are listed here.


    
        	Power supply subsystem to generate power from sunlight and to perform voltage adjustment, power storage, power distribution, and current limiter
functions

        	Telecommunication subsystem to perform twoway communications with Earth

        	Data handling subsystem to perform command processing and telemetry processing

        	Attitude and orbit control subsystem to control the spacecraft’s attitude and orbit

        	Ion engine subsystem to control the spacecraft’s orbit from Earth to the asteroid (excluding the Xe supply system)

        	Devices needed to carry out the mission: optical cameras, thermal infrared imager (TIR), digital electronic device that controls each camera, and sampler

        	Electrical circuits of the small carry-on impactor (SCI) to create an artificial crater and of the re-entry capsule to bring samples to Earth

        	Thermal control subsystem that keeps every section of the spacecraft at an appropriate temperature

        	Body structure that holds the devices through vibrations and shocks during launch

        	Electric instrumentation that connects the devices

    


    In addition to these, we also conducted the overall system design, integration, and testing, as well as operations support including the devices made by other companies such as science payloads, the reaction control system (RCS) and the Xe supply system.


  


  
    3. Planned Touchdown Scenario


    The touchdown scenario we had originally planned before Hayabusa2 arrived at asteroid Ryugu was as follows.


    
        	Descend to a wide flat area about 100 m in diameter.

        	Drop target marker (TM) on the asteroid’s surface for use as landmarks in the surface synchronization process.

        	Drop TM duri ng touchdown sequence and then immediately execute touchdown.

        	Align with the asteroid’s surface based on the distance measurement data from the four beams generated by the laser range finder (LRF) .

    


  


  
    4. Shape of Asteroid Ryugu


    An external view of asteroid Ryugu is shown in Photo 1. The entire surface was covered with rugged boulders. Nowhere could we find a flat area measuring 100 m in dimeter that we had assumed would be found.
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        Photo 1 Shape of asteroid Ryugu.
Source: JAXA’s press conference material (July 19, 2018).
      

    


    Other features of Ryugu are as follows.


    
        	Size　　　　　: Equatorial diameter ― 1,004 m
　　　　　　　: Polar diameter ― 875 m

        	Rotation period : Approx. 7 hours 38 minutes

        	Rotation axis orientation : Almost perpendicular to the asteroid’s orbital plane of revolution

        	Rotation direction : Opposite to Earth

        	Reflectance　: 0.05 (blackish look)

        	Type　　　　: C (possibly containing water and organic matter)

        	Orbital radius : Approx. 180 million km

        	Orbital period : Approx. 1.3 years

    


  


  
    5. Proactive Measures for the First Touchdown


    We took the following measures proactively to deal with any unforeseen situations.


    
        	Dropping the TMs and confirming their locations in advance to perform positional control relative to the TMs from the beginning.

        	Landing with the tail up to avoid rocks by tilting
the attitude of the spacecraft so that it could be adjusted in accordance with information specific to the landing location obtained before landing.

        	Having the spacecraft learn the local planes of the planned landing location, because the plane estimation using the four beams of the LRF would be strongly affected by rocks.

    


    The dropped TM and its environs are shown in Photo 2.
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        Photo 2 Dropped TM ― JAXA’s press conference material (November 8, 2018).
      

    


  


  
    6. The First Touchdown


    Our proactive measures were effective and the Hayabusa2 successfully touched down on Ryugu at 7:29 JST on February 22, 2019. The asteroid’s surface was nothing like we anticipated. The surface was very friable, and fragments flew up like swirling confetti. These fragments were very black and dirtied the lenses of the optical sensors. The LRF was especially affected. Subsequent checks showed that its distance measurement range had been reduced and that the distance measurement characteristics also changed.


  


  
    7. Proactive Measures for the Second Touchdown


    After creating an artificial crater with the SCI, Hayabusa2 made a second touchdown in a location where subsurface material was likely present. A view of the artificial crater is shown in Photo 3 and Photo 4.
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        Photo 3 Artificial crater ―JAXA’s press conference material (May 9, 2019).
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        Photo 4 Artificial crater completed ―JAXA’s press conference material (May 9, 2019).
      

    


    We took the following proactive measures to support the second touchdown.


    
        	Confirmed the distance measurement range and characteristics of the LRF in advance to compensate for changes and reduced the usage altitude of the LRF.

        	Checked the degree of blurriness of the images from the wide-angle optical navigation camera (ONC-W1) in advance and adjusted the sequence accordingly ― specifically by decreasing the TM capturing altitude.

        	As a result, there was a gap between the lower limit of the LIDAR (laser altimeter) range and the upper limit of the LRF range, but we took careful measures to avoid collisions, including setting a time limit with a timer.

        	Because the safety of the spacecraft is our top priority, we set the spacecraft to immediately abort any operation in progress whenever necessary and escape to a safe location.

    

  


  
    8. Results of the Second Touchdown


    The second touchdown was successfully completed at 10:06 JST on July 11, 2019. This resulted in two achievements unprecedented in space exploration: sampling from two locations and access to underground material.


  


  
    9. The Elements of Success 1: Careful Preparation


    A lot more work went into preparing the Hayabusa2 for landing than was the case with the original Hayabusa.


    
        	Operation plans were created that corresponded to the various descent operations that could be foreseen. Situational changes and new ideas were included in these operation plans. Discussions with the Japan Aerospace Exploration Agency (JAXA) were reflected in the operation plans, which were revised frequently.

        	Based on the operation plan, a procedure manual was prepared for each day. Contingency strategies were also included in these manuals. All operations were based on these manuals.

        	Computer simulations based on the procedure manuals were run to test out how actual operations would be executed. The dynamics of the spacecraft were calculated, commands verified, and parameters validated.

        	Hardware-in-the-loop (HIL) simulations that combined the flight controller and the spacecraft’s prototype were performed to verify the procedures in the manuals.

        	In conjunction with the HIL simulation, operation drills were performed to test and train under conditions with potential problems.

    


  


  
    10. The Elements of Success 2: Teamwork That Produced Results


    Teamwork is critical to success and in this case everyone was involved in the operations.


    
        	Relationships were built which facilitated frank discussion. This applied not only to NEC members but to clients as well. Everyone contributed in the areas where they were strong and utilized other people’s strong points.

        	Everyone was convinced that the project would absolutely achieve success aspired and prioritized the overall success of the project rather than individual gain. That way, everyone wins.

        	While remaining committed to ensuring the safety of the spacecraft, everyone was prepared to take risks to achieve operational success. Everyone maintained a positive attitude even when encountering disappointment such as when the spacecraft was forced to abort an operation and return to the home position without accomplishing the scheduled task.

    


  


  
    11. Conclusion


    Hayabusa2’s re-entry capsule returned safely to Earth on December 6, 2020, bringing with it a rich collection of material samples and gasses (5.4 g). The spacecraft is now on its way to asteroid 1998KY26 (with a diameter of 30 m and a rotation period of 10.7 minutes) where it is scheduled to arrive in July 2031. Prior to that, it is planned to fly by asteroid 2001CC21. Building on the experience gained in the development and operation of Hayabusa and Hayabusa2, NEC will continue to develop systems for deep space exploration and asteroid exploration.


    Finally, we would like to express our gratitude to JAXA who has guided and supported NEC throughout the development process and the actual mission operations.
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    Abstract


    NEC Corporation is building a network based on optical inter-satellite communication technology to achieve inter-satellite data communications with a higher speed and larger capacity than the present. It will improve the ability to transmit data immediately from satellite observations for use in various fields. As a first step, NEC has developed an optical communications equipment that is onboard the optical data relay satellites launched by the Japan Aerospace Exploration Agency (JAXA). The equipment was launched on November 29, 2020 and succeeded in establishing an optical link with an optical ground station approximately 40,000 km away. NEC is also planning an in-orbit testing of optical inter-satellite communication with an optical communication system onboard an earth observation satellite. The onboard service operation will be started after the in-orbit testing.
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    1. Introduction

    Optical inter-satellite communication has been attracting worldwide attention because of the growing need for larger capacity and higher speed transmissions of observation data thanks to the recent improvements in the performance of Earth observation satellites and because of its features such as not needing the frequency coordination and the ease in which confidentiality is ensured compared to radio frequency (RF) communication. Also in Japan, since the first success of space optical communication experiment in 1994, research and development (R&D) continues in this area even now in 2021. NEC has cultivated its optical inter-satellite communication technology through the development of optical communication systems such as the optical inter-orbit communications engineering test satellite (OICETS) called Kirari launched by the Japan Aerospace Exploration Agency (JAXA) and the optical communication systems such as small optical transponder (SOTA) of the National Institute of Communications and Technology (NICT).


    This paper introduces a future space system based on optical inter-satellite communication as well as the features and technologies of the laser communication terminal for satellites developed for JAXA’s optical data relay and earth observation satellites.


  


  
    2. Future Space Systems Using Optical Inter-satellite Communications


    NEC aims to improve the ability to transmit data immediately from satellite observations, which is becoming increasingly large in volume, so that it can then be applied to various fields. To achieve this goal, a data relay system that enables faster inter-satellite communications with a higher capacity and increased coverage for data transmission is necessary (Fig. 1). NEC’s goal is to build an optical communication network system that uses our optical inter-satellite communication technology.
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        Fig. 1 Image of optical inter-satellite communications.
      

    


  


  
    3. Features of Optical Inter-satellite Communications


    Traditional inter-satellite communication uses radio frequencies (RF). With this method of communication, however, interference has to be avoided, so it has various limitations. Also, it is hard to achieve high-speed communication due to limited bandwidth.


    Compared to RF communications, high-speed, high-capacity optical inter-satellite communications can be achieved because of its high frequency carrier waves and large bandwidth. Another important feature is that it is not affected by radio interference. Also, optical antennas can be smaller and lighter than RF antennas, because their short wavelengths provide high energy and high gain even with a small antenna diameter. The weight reduction of a satellite is a great advantage because launch costs are then greatly reduced.


    Optical inter-satellite communications use a very narrow beam, which needs high accuracy pointing, acquisition and tracking technology for communication links. This feature makes it more advantageous than RF communications for security reasons (Fig. 2). On the other hand, optical inter-satellite communications must cover very long distances, so the use of very narrow beams makes it extremely difficult to provide enough irradiance to shine the laser beam to the other satellite. Also, to deliver the light to the other satellite, it is necessary to have a high-power optical amplifier that can operate stably even in the vacuum environment of space and can detect weak light from the other satellite.
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        Fig. 2 Difference in beams.
      

    


    Considering these issues, optical inter-satellite communications must support ultra-long-haul communications. Section 4 introduces the technologies developed by NEC under the guidance of JAXA.


  


  
    4. Overview of Optical Inter-satellite Communication Technology


    4.1 Optical acquisition and tracking technology


    In optical communications in space, the laser beam plays two roles: as a means of establishing a link and as a carrier wave for communications. Optical acquisition and tracking technology is necessary to establish this link.


    Information on the locations of the two communicating satellites can be predicted to a certain degree using orbit calculations, but the information obtained is not accurate enough and may be affected by thermal distortions and micro vibration in the spatial environment. As a result, it is essential to have a technology that allows both parties to scan the transmitted laser beam and, at the same time, receive, locate, and track the laser beam from the partner satellites.


    In the optical capture operation, the laser beam is first scanned in the expected direction of the communication partner satellite. The partner satellite detects that laser beam with its own optical acquisition sensor to determine the exact position of the other satellite and emits a laser beam in that direction. As a result of both satellites performing these operations, the satellite will eventually track the laser beams from the other satellite and continue to shine the laser beams.


    NEC has developed an algorithm for the acqui sition and tracking of the communication partner satellite with certainty in a short period of time. This algorithm uses multiple scan shapes depending on the sequence and narrows the scan area for each scan to improve the accuracy. Fig. 3 shows an image of a spiral scan between a satellite in geostationary orbit (GEO) and one in low earth orbit (LEO). This spiral scan, one of the possible scan shapes, is capable of scanning a wide acquisition area at high speeds. Other scan shapes include the raster scan and the random scan. Each of them has its own characteristics depending on the sequence.
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        Fig. 3 Image of spiral scan.
      

    


    4.2 Optical transponders with amplifiers and modems


    The distance between a geostationary satellite and an earth observation satellite is 40,000 km. The signal light is attenuated by beam diffusion during long-distance propagation and the Doppler frequency shift is generated by the relative position change between satellites. To secure the communication quality required with such a weak, unstable signal light, NEC has reinforced the already proven 1.5 μm band optical fiber communication technology for the space environment. The configuration of the optical transponder is shown in Fig. 4.
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        Fig. 4 Configuration of optical transponder.
      

    


    The main feature of the transmitter section is the high-power optical amplifier (amp). It uses an erbium doped fiber amplifier (EDFA) similar to those used in fiber-optic communications, but is implemented in a complicated manner to ensure high power characteristic and long-term reliability in the high vacuum environment where waste heat is ineffective. It also calculates the magnitude of the Doppler frequency shift in real time based on the orbit information and feeds it back to the transmitting light source.


    On the receiving side, the low-noise characteristics over a wide temperature range, a digital signal processor with accurate demodulation even when it is buried in noise light, and error correction codes are noteworthy features in the responder section. By applying the best of optical fiber communication technology to these components, high-speed signal transmission of 1.8 Gbps has been achieved.


    The resistance to vibration/shocking, vacuum/high-temperature environments, and radiation that is necessary for the communications system we helped develop as part of the equipment onboard the satellite was confirmed through long hours of stringent testing.


    The development of optical communication equipment for use onboard the satellites requires a wide variety of technologies. This project moved forward thanks to collaboration between two divisions: the Ground Communications System division that possesses the technology for 1.5 μm optical fiber communications and the Space Systems division that possesses the technology for adapting to the space environment and ensuring reliability.


  


  
    5. Beginning of Onboard Service of Optical Inter-satellite Communications


    Under the guidance of JAXA, NEC has developed three sets of laser communication terminal, including one for a geostationary satellite and two for earth observation satellites. Among them, the system for geostationary satellite was installed in the optical data relay satellite launched in November 2020. The system succeeded in establishing an optical communications link between the satellite and an optical ground station located approximately 40,000 km away. This achievement is the first step toward the onboard service of an optical inter-satellite communication system in Japan.


    Fig. 5 shows the configuration of the developed laser communication terminal.
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        Fig. 5 Configuration of optical communication system.
      

    


    NEC’s laser communication terminal employ the 1.5 μm band wavelength, which is widely used in underwater cables and LANs and also has excellent parts availability. The inter-satellite transfer rate of 1.8 Gbps is at the world’s top level and more than seven times faster than conventional radio wave communications.


    In the near future, we plan to demonstrate and practically use optical inter-satellite communications between the optical communications equipment onboard the advanced land observing satellites ALOS-3 and ALOS-4, which will be launched in FY2021 or later. Also, NEC is developing next-generation optical communication technologies to support the sophistication of optical communication networks, such as multiple access, and to achieve smaller, lighter and faster transmission rates.


  


  
    6. Conclusion


    This paper has presented NEC’s approach toward optical inter-satellite communications and related technologies, In the future, NEC will continue to develop and demonstrate the technology, with the aim of contributing to society.
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    Abstract


    Under contract with the Japan Aerospace Exploration Agency (JAXA), NEC Corporation has delivered a 30 kWclass X-band solid state power amplifier to the Misasa Deep Space Station (Ground station for deep space exploration and telecommunication: GREAT) located in Saku City, Nagano Prefecture. To date, klystrons have been used for the high power X-band transmitters required for deep-space probe operations, but NEC has succeeded in implementing the world’s first X-band solid state power amplifier in the 30 kW-class by multiple-stage combining of power amplification units using domestically produced gallium nitride (GaN) devices.
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    1. Introduction

    NEC has been engaged in the space industry as a manufacturer and integrator of systems comprising satellites, rockets, and ground stations, with major operations including the development of onboard equipment for satellites and rockets, tracking and control systems, rocket launch pads and systems, and other related systems and equipment. In particular, we have been developing and operating many ground stations for deep space exploration for over 35 years, starting with the development of the transmitting/receiving system for the Japan Aerospace Exploration Agency’s (JAXA) Usuda Deep Space Center (UDSC).


    In February 2021, the Misasa Deep Space Station was established in Saku City, Nagano Prefecture as the successor to the UDSC. In the same way as for the UDSC project, NEC was once again responsible for the development of the transmitting/receiving system for the new space station.


    The high power X-band transmitters required for deep space exploration in the past used klystrons. However, klystrons for such a power class were available only from a U.S. manufacturer, so the production of such devices in Japan has been a longstanding desire.


    NEC has developed the world’s first solid state, high power amplifier in the 30 kW-class by multiple-stage combining of 125-W power amplifiers using domestically produced gallium nitride (GaN).


    The rest of this paper introduces this 30 kW-class X-band solid state power amplifier.


  


  
    2. Configuration of X-band Solid State Power Amplifiers


    The X-band solid state power amplifier (X-SSPA) system is shown in Fig. below.
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        Fig. X-band solid state power amplifier system.
      

    


    First, the X-band (7 GHz band) signal injected into the X-SSPA is fed into the drive amplifier to drive amplification. The amplified signal is then split into two paths and output to power amplifier #1 and power amplifier #2 using a waveguide. The signals in power amplifier #1 and #2 are further split into 192 paths (4 x 48) and input into 384 units of 125 W power amplifiers (125W_PA). The power amplifier component amplifies power to 125 W per each 125W_PA unit, with groups of 48 units combining to generate a transmission signal of approximately 4.8 kW. Each power amplifier is equipped with four sets of 48-way power combiners, which output four 4.8 kW transmission signals to 8-way power combiners.


    Then, in the 8-way power combiner, eight 4.8 kW signals from each of the power amplifier components combine to generate a 30 kW-class transmission signal.


    The X-SSPA is equipped with directional couplers for monitoring the transmission power and reflected power generated from the eight 4.8 kW transmission signals as well as directional couplers to monitor the transmission power and reflected power of the transmission signal output from the 8-way power combiners. The X-SSPA is also equipped with a protection function that instantly shuts down the output of the high power amplifiers if any anomalies occur on the load side after the signals are combined in the 8-way power combiners that cause the reflected power of the 4.8 kW transmission signal or the transmission signal output from the 8-way power combiners to exceed the threshold value.


  


  
    3. Key Technologies of X-band Solid State Power Amplifiers


    3.1 125W_PA using GaN HEMT


    The X-band signal input to each 125W_PA is amplified by the first-stage amplifier, and then further amplified by the second-stage amplifier to achieve an output power of 125 W.


    The first-stage amplifier uses a GaN high-electron-mobility transistor (HEMT) manufactured by Sumitomo Electric Device Innovations, Inc., and the second-stage amplifier also uses a GaN HEMT manufactured by the same company.


    Photo 1 shows the external view of the 125W_PA.
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        Photo 1 125W_PA.
      

    


    The 125W_PA consists of a GaN-mounted power amplifier part, and power supply part that supplies DC power to the power amplifier part. The 125W_PA was developed jointly by NEC Network and Sensor Systems, Ltd. and Tamagawa Electronics Co., Ltd. for use with the 30 kW-class X-SSPA. To reduce heat generation in the back-end amplifier, which is usually a challenge in SSPA systems, the power and efficiency of the 125W_PA is matched to maximize device performance, achieving an average of 43% Power Addition Efficiency (PAE).


    3.2 Power combining technology


    The output of the 125W_PA is first input to a 48-way power combiner and the 48 input signals are combined. Photo 2 shows the external view of the 48-way power combiner.
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        Photo 2 48-way power combiner.
      

    


    The 48 input signals are carried via coaxial cables, and the output signals via waveguides. The 48 input ports are aligned evenly spaced around the radial type combiner.


    As can be seen in Photo 3, the 8-way power combiner, which combines the outputs of the eight 48-way power combiner, is also a radial-type combiner.
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        Photo 3 8-way power combiner.
      

    


    These radial type combiners use existing technologies developed jointly by NEC Network and Sensor Systems, Ltd. and Nihon Koshuha Co., Ltd. to correct amplitude and phase deviations in multiple-stage combining in order to calibrate each of the 384 units of 125W_PAs to the optimum values. This approach has enabled us to achieve a low signal loss of 0.4dB in the multiple-stage combining (Total combining loss exhibited from the 48-way power combiner and 8-way power combiner, excluding the signal loss in the interim waveguide process).


    3.3 Water-based cooling technology


    What is especially important for stable operation of the 125W_PA is to stabilize the temperature by dissipating the heat generated by the GaN HEMT in the final stage.


    In the X-SSPA, a cooling plate is provided for each of the 48 units of 125W_PA, and each 125W_PA is placed in contact with the cooling plate, and the temperature is controlled by water cooling the cooling plate.


    Photo 4 shows the external view of the heat exchanger for water cooling. The heat exchanger is manufactured by Toyoko Kagaku Co., Ltd.
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        Photo 4 Heat exchanger (Partial view).
      

    


    Because of the large power output of the 30 kW class, which means high heat generated by signal loss in the waveguide circuit, the waveguide circuit is also cooled by water.


    3.4 Auto Level Control (ALC) Function


    The X-SSPA has the Auto Level Control (ALC) function to keep the output power constant within a range of 0.3 dB.


    The directional coupler (Fig.) at the output of the 8-way combiner detects the transmitted power, and based on the detected transmitted power, the variable attenuator (Fig.) installed in the first stage of the drive amplifier automatically controls the signal input level to keep the output level within a range of 0.3 dB.


  


  
    4. Features of X-band Solid State Power Amplifier


    Table shows the main specifications of the X-SSPA and Photo 5 shows its external view.


    
    
      Table Main specifications of X-SSPA.
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        Photo 5 X-SSPA.
      

    


    The newly developed X-SSPA has three output power modes of 200 W, 2 kW, and 20 kW, which can be selected according to the operation of the probe.


    In the 200 W and 2 kW output mode, the number of 125W_PAs to be operated is reduced to 48 units (1/8) and 128 units (1/3) respectively.


    In the 20 kW output mode, all 384 units of 125W_PA are operated. Even if one or two 125W_PAs fail, the overall power drop is minimal, so operation can be continued, providing stable spacecraft operation.


    To achieve future scalability, the SSPA combining method, which is power-upgradable, is adopted.


  


  
    5. Conclusion


    In this paper, we introduced the 30 kW-class X-band solid state power amplifier. The solid state high-power amplifier enables more stable operation than the klystron type amplifier, but the klystron type amplifier is still superior in terms of size and power consumption. NEC will continue with proactive research and development into the 30 kW-class X-band solid state power amplifier to achieve further reductions in size and power consumption.
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    Abstract


    Solar array paddles mounted on satellites are required to be as lightweight as possible and capable of supplying high power. The NEC Corporation has been developing thin membrane solar array paddles (TMSAP) in collaboration with the Japan Aerospace Exploration Agency (JAXA) and aims to achieve the world’s highest power-toweight ratio of 150 W/kg or more for the power generated. The TMSAP, which greatly reduced weight by using a new structural method, has been confirmed to have attained the targeted performance with both the ground and on-orbit demonstration models. The newly developed TMSAP is expected to play an active role in various space development projects, such as deep space exploration and satellite constellations. This paper introduces the features of the TMSAP, its development history including on-orbit demonstrations, and perspectives on future development.
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    1. Introduction

    NEC has a rich and diverse track record in the development of satellites, starting with Japan’s first satellite Ohsumi launched in 1970. We continued with the asteroid probe Hayabusa, which made the news when it returned with samples.


    The solar array paddle is a device with the important function of converting solar light into electric power and supplying the satellite with this power. NEC has developed various solar array paddles to meet the needs of satellites, and recent solar array paddles are required to generate a high power-to-weight ratio (W/kg) to supply a high power output with their light weight.


    Against this backdrop, NEC started the development of thin membrane solar array paddles (TMSAP) in 2009 with the goal of achieving the world’s highest power-toweight ratio for the power generated (W/kg) by effectively utilizing thin-film solar cells that have the unique feature of being thin and flexible (Fig. 1 & Fig. 2). The development was continued in collaboration with JAXA, and an on-orbit demonstration model was launched in 2019 to confirm its performance in space1).


    
      [image: 210133_01.jpg]

      
        Fig. 1 Thin membrane solar array paddle developed by NEC and JAXA.
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        Fig. 2 Light-weight panel (View during fabrication).
      

    


    The rest of this paper introduces the features of the thin membrane paddles, the development history including an on-orbit demonstration, and perspectives on approaches for future development.


  


  
    2. Outline of Thin Membrane Paddle


    2.1 Development target


    The target when developing the thin membrane paddles was to achieve the world’s highest level of performance with a power-to-weight ratio of 150 W/kg or higher for the power generated. As shown in Fig. 3, this is two to three times better than the current mainstream solar array paddle system at beginning of life (BOL).
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        Fig. 3 Comparison of solar array paddle performances.
      

    


    2.2 Development concepts


    Considering the possibility of sales expansion in the future, the thin membrane paddle was designed to differentiate itself from competitors based on the following concepts.


    The first is a system that inherits the satellite mounting interface from conventional paddles and can be easily replaced. High-performance paddles made by other companies have their own unique method of storing solar cells, such as rolling them up like roller shades, which requires a change in the satellite interface. On the other hand, the thin membrane paddles have the same interface, making it easy to use them on NEC’s satellites as well as on other satellites in the world.


    The second is the versatility and scalability that ensures flexibility to meet the power requirements of both small and large satellites. High-performance paddles from competitors are intended for large satellites and are scalable to handle large amounts of power, while the thin membrane paddles are differentiated by their compatibility with small satellites and spacecraft, which are expected to increase in number in the future.


    2.3 Features of thin membrane paddle


    This section introduces three main features of the thin membrane paddle.


    2.3.1 Light-weight panel for high power-to-weight ratio


    As shown in Fig. 4, the honeycomb panel is an area where we were effective in greatly reducing the weight so that it only accounts for half of the total mass of the TMSAP. In the thin membrane paddle, as shown in Fig. 5 (b), the weight of the panels has been significantly reduced compared to the conventional flat panels shown in Fig. 5 (a) by removing all but the minimum framework required to support the solar cells. Also, because simply framing a flat panel would lead to a drop in strength and rigidity, we achieved the strength, rigidity, and lighter weight required for the paddles by mounting thin-film solar cells on a panel that has a slight curvature to enable flexible bending (Patents No. 6213806 & No. 6399391).
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        Fig. 4 Breakdown of typical weight of conventional solar array paddles.
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        Fig. 5 Comparison of panels.
      

    


    2.3.2 High extendibility


    Thin membrane paddles are highly scalable and can be installed on a wide range of satellites from small to large. Specifically, the standard size is shown in Fig. 6 (a) and this can be expanded to double the size as in Fig. 6 (b) or quadruple the size as in Fig. 6 (c). A maximum of 12 panels can be combined to flexibly meet the power requirements of satellites.
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        Fig. 6 Examples of panel extension.
      

    


    2.3.3 Light-weight parts made by 3D printer


    Some parts with complex shapes were fabricated by using a 3D printer to reduce their size and weight. Fig. 7 shows the parts fabricated in this way. They are the first metallic parts made by a 3D printer that are mounted on satellites after receiving quality certification from JAXA.
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        Fig. 7 Parts made by using a 3D printer.
      

    


  


  
    3. Achievements in Development


    The development of thin membrane paddles was started in 2009. After each component was verified, a lightweight panel was achieved in 2014, and a ground demonstration model that could generate the equivalent of 6.5 kW per wing was finished in 2015. After that, an on-orbit demonstration model was developed in about two and half years (Fig. 8). The following sections introduce the details of the evaluation of each demonstration model.
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        Fig. 8 Development history.
      

    


    3.1 Test/evaluation of ground demonstration model


    Because satellites are exposed to severe environments during launch as well as in space, the equipment mounted in them are subjected to endurance and functionality/performance tests on the ground simulating various environments. To be able to mount this equipment on the world’s major rockets, this ground demonstration model has been tested under severe conditions that encompass the level of the launch environments of those rockets, and its resistance has been confirmed. Fig. 9 shows images of the main mechanical system tests. The series of evaluation tests using the ground demonstration model confirmed that the target power-to-weight ratio of 150 W/kg for the power generated has been achieved.
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        Fig. 9 Main mechanical tests of the ground demonstration model.
      

    


    3.2 Evaluation of on-orbit demonstration model


    The on-orbit demonstration model named thin membrane solar array paddle (TMSAP) was mounted in the rapid innovative payload demonstration satellite that was launched in January 2019. Deployment experiments of the thin membrane paddle and power generation experiments of the thin-film solar cells were performed on orbit, and both functions worked correctly until the end of operations in June 2010. The satellite camera image shown in Fig. 10 confirms that the deployment sequence was consistent with the advance prediction2).
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        Fig. 10 Deployment sequence from satellite camera images.
      

    


  


  
    4. Future Initiatives


    After an on-orbit demonstration of the thin membrane paddles, it was decided that the TMSAP would be mounted on the deep space probe named Destiny+ (demonstration and experiment of space technology for interplanetary voyage with Phaethon flyby and dust science) to be launched by JAXA in FY2024 as the first use in an actual satellite program. In this program, thin membrane paddles are cited as one of the key advanced technologies for deep space exploration and are expected to be used in various satellites and spacecraft in the future.


    As of 2021, NEC and NEC Space Technologies, Ltd. are working together to reduce costs by using commercially available parts and building mass-production lines. These efforts are expected to enhance the attractiveness of the products and enable their adoption in satellite constellations in the future.


  


  
    5. Conclusion


    This paper has introduced the development of the thin membrane solar array paddles that were based on new concepts. By not being bound by convention and thereby reducing the paddles’ weight to the absolute minimum, we have succeeded in achieving the world’s highest power-to-weight ratio of 150 W/kg. In the future, we will contribute to space development by reducing the costs, improving the production capacity, and using the TMSAP on many satellites.


    The authors of this paper would like to express their deep gratitude to JAXA for their kind guidance on the present development.
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          	OBU

          	onboard unit
        


        
          	OE

          	operating environment
        


        
          	OICETS

          	optical inter-orbit communications engineering test satellite
        


        
          	ONC-W1

          	optical navigation camera-W1
        


        
          	OPE

          	Open Platform for Education
        


        
          	OPT

          	Optics
        


        
          	OS

          	operating system
        


        
          	OTRX

          	Optical transmitter/receiver
        


        
          	PAE

          	Power Addition Efficiency
        


        
          	PCA

          	principal component analysis
        


        
          	PF

          	Platform
        


        
          	PRS

          	passenger reconciliation system
        


        
          	QC

          	Quality Check
        


        
          	QKD

          	quantum key distribution
        


        
          	R&D

          	research and development
        


        
          	RCS

          	radar cross section
        


        
          	RCS

          	reaction control system
        


        
          	RF

          	radio frequency
        


        
          	RGB

          	Red-Green-Blue
        


        
          	RSA

          	Rivest-Shamir-Adelman
        


        
          	RTE

          	Recognizing Textual Entailment
        


        
          	RW

          	reaction wheel
        


        
          	Rx

          	multiple receivers
        


        
          	SAR

          	synthetic aperture radar
        


        
          	SCI

          	small carry-on impactor
        


        
          	SDGs

          	Sustainable Development Goals
        


        
          	SDR

          	software defined radio
        


        
          	SELENE

          	selenological and engineering explorer
        


        
          	SFCW

          	stepped frequency continuous wave
        


        
          	SfM

          	structure-from-motion
        


        
          	SGLI

          	second-generation global imager
        


        
          	SIP

          	Innovation Promotion Program
        


        
          	SLAM

          	simultaneous localization and mapping
        


        
          	SLR

          	satellite laser ranging
        


        
          	SNR

          	sufficient signalto-noise ratio
        


        
          	SOTA

          	small optical transponder
        


        
          	SSPA

          	solid state power amplifier
        


        
          	STT

          	star tracker
        


        
          	SWIM

          	System-Wide Information Management
        


        
          	SWIR

          	short wavelength infrared region
        


        
          	TAA

          	technical assistance agreement
        


        
          	TAC

          	time-to-analog converter
        


        
          	TACAN

          	tactical air navigation
        


        
          	TANSO

          	thermal and near-infrared sensor for carbon observation
        


        
          	TIR

          	thermal infrared radiation
        


        
          	TM

          	target marker
        


        
          	TMSAP

          	thin membrane solar array paddle
        


        
          	TS-HKMSDD

          	Tokyo Bay Seafloor Hyper Kilometric Submarine Deep Detector
        


        
          	Tx

          	multiple transmitters
        


        
          	UDSC

          	Usuda Deep Space Center
        


        
          	UGV

          	unmanned ground vehicle
        


        
          	UI

          	user interface
        


        
          	UX

          	user experience
        


        
          	VDB

          	VHF Data Broadcast
        


        
          	VNIR

          	visible and near infrared region
        


        
          	VNR

          	visible and near infrared radiometer
        


        
          	VOR

          	very high frequency omnidirectional range
        


        
          	VR

          	virtual reality
        



        
          	VVC

          	Versatile Video Coding
        


        
          	WAF

          	Web Application Firewall
        


        
          	WAM

          	wide-area multilateration
        


        
          	WF

          	waveform
        


        
          	WLAN

          	wireless LAN
        


        
          	X-SSPA

          	X-band solid state power amplifier
        


      
    

  


  
    
      NEC Information
    


    
      　
    

  


  2020 C&C Prize Ceremony


  
    The 2020 C&C Prize Award Ceremony was held at ANA InterContinental Tokyo on November 30, 2020. The ceremony started with the welcoming speech by Dr. Nobuhiro Endo, the president of the NEC C&C Foundation, followed by the recognition of 2020 award recipients by Dr. Tomonori Aoyama, the chair of the awards committee. The 2020 C&C Prizes were presented to Prof. Jun Murai and Dr. Michael Stonebraker.


    
      [image: 210134_01.jpg]

      
        Photo 1 C&C Prize Ceremony.
      

    


    Group A: Prof. Jun Murai;


    For Pioneering Contributions to Society in Building
and Developing the Internet in Japan


    Group B: Dr. Micheal Stonebraker;


    For Pioneering Contributions to Relational Database Systems
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        Photo 2 From the right: Prof. Jun Murai, Group A recipient; President Endo.
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        Photo 3 Dr. Stonebraker, Group B recipient.
      

    


    As shown in the program leaflet, after the congratulatory speeches, the recipients made acceptance speeches, and the ceremony ended. Followings are the pictures taken at the ceremony.


  


  

    
      The details about this paper can be seen at the following.
    


    Related URL:


    
      For more information about the recipients of the C&C Prizes please visit The NEC C&C Foundation website.
    


    
      https://www.candc.or.jp/en/2020/ceremony.html
    

  


  



  
    About The NEC C&C Foundation


    The Foundation is a non-profit organization established in March 1985 to foster further growth in the electronics industry by encouraging and supporting
research and development activities and pioneering work related to the integration of computers and communications technologies, that is, C&C, and ultimately to contribute to the world economy and the enrichment of human life. The Foundation is funded by NEC Corporation.


    The Foundation currently has two main activities. It presents the annual C&C Prizes to recognize outstanding contributions to R&D activities and pioneering work in the area of C&C. Candidates are recommended from all over the world. Each prize winner receives a certificate, a plaque, and a cash award (ten million yen per group). As of 2018, 112 prominent persons had received the prize. In addition, an Outstanding Paper Award for Young C&C Researchers is awarded annually to outstanding paper(s) presented at an international conference overseas with the support of a grant from the Foundation. Each recipient is given a cash award of 200,000 yen.


    The Foundation also gives the following two grants: (1) grant to enable researchers in Japan to attend international conferences overseas to make presentations in the field of C&C and (2) grant to non-Japanese researchers in Japan.
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