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    NEC Value Chain Innovation — Shaping the Future of Organizations and Industries through Digital Transformation


    ■Utilizing digital technologies across organizational and industrial boundaries


    The Supply and Demand Optimization Platform: A Co-Creation Project in Value Chains That Reduces Food Losses


    Every day around the world, vast amounts of edible food are tossed away, generating massive food losses. Worldwide, the amount of food lost or wasted each year adds up to a staggering 1.3 billion tons (metric tons), with Japan accounting for about 6.12 million tons. Food loss takes place at every step of the value chain—starting with production and processing and moving up through distribution, retail, and consumption. One of the main causes of food loss and waste is the mismatch between supply and demand. This paper examines NEC’s Supply and Demand Optimization Platform which has been created to help solve these pressing issues, thereby improving the productivity and efficiency of the food industry and minimizing the societal harm cause by massive food wastage.


    Multi-Bank Identity Confirmation Platform — A New Way to Verify User Identity Using Digital Technology


    The rapid expansion of digital services in recent years has been accompanied by an increase in crimes such as identity theft and spoofing, making it urgent to establish more reliable identity confirmation methods and making them widely available. Thanks to revisions to business laws and progress in open application programming interfaces (open API), verified identity information accumulated by banks over the years can now be utilized by external entities. In this paper, we will examine the advanced information distribution platforms developed by NEC to help businesses and other organizations to utilize this data, providing both an overview and a more in-depth look at some of the platform’s technological aspects, including security functions to ensure secure data distribution, as well as its operability. We conclude by discussing the future prospects of this technology.


    NEC I:Delight — Personalized Adventures Unified by Trust


    Among the many impacts of the COVID-19 pandemic has been the acceleration of existing trends towards the digitalization of society. These trends have triggered a change in lifestyles, work styles, and business styles, precipitating a shift towards a broader and more widely used range of online services, while hastening the integration of real and digital worlds. New ways of managing identities while coping with the risk of personal information leaks, fraudulent use, and privacy invasion are needed. NEC has developed a concept called NEC I:Delight, which is designed to address the issues described above. This paper introduces this high-value concept and illustrates the new view of the world it represents and the NEC Digital ID solution we are developing to achieve that world.


    ■Connected Manufacturing


    Connected Manufacturing — Innovating Manufacturing by Integrating On-site Know-how and Digital Technology


    Challenges facing the contemporary manufacturing environment such as labor shortages, skills transfer, and mass customization are now being aggravated by the novel coronavirus (COVID-19) pandemic―which is generating complex new problems including disruption of supply chains and restriction of movement of employees. NEC’s Connected Manufacturing integrates manufacturing sites and supply chains with the power of digital technology and is introducing innovation that transcends the boundaries between industries. This paper introduces the smart factory concept, which is an underlying theme of Connected Manufacturing. The idea of a smart factory is to build a system that leverages a wide range of data inputs to rapidly transform a production system into one that features high productivity and superior ability to respond to fluctuations, and also an environment where people can work comfortably and enthusiastically.


    Smart Factory Enabled by Local 5G


    The business environment of the manufacturing industry is not only affected by various present changes including labor shortage, the handing over of skills to the next generation and mass-customization, but also by new issues that have surfaced due to the COVID-19 epidemic such as disruption of supply chains and restrictions on the movement of employees. The Smart Factory is a factory that is not only capable of dealing with the presently recognized challenges, but can also respond flexibly to unknown issues that may occur in the future. NEC is promoting the transformation of our factories into smart factories by combining our knowledge as both a manufacturing company and an IT vendor. At the same time, we provide the knowhow of smart factory construction to our customers by making best use of our expertise. This paper introduces the use of local 5G in smart factories.


    ■Intelligent Logistics & Mobility


    Intelligent Logistics and Mobility — Intelligent ICT to Optimize the Movement of People and Goods


    Few modern industries are immune to the digital transformation (DX) engulfing the world today, and that includes the transportation industry that entails the movement of people (hereinafter referred to as transport) and the movement of goods (hereinafter referred to as logistics). In fact, these fields are poised to experience a momentous transformation as DX revolutionizes operations and technology. As in many fields, this transformation has been accelerated by the novel coronavirus (COVID-19) pandemic, which has compelled the world to transition to a “new normal” in which already extant trends have been pushed to the forefront. In this paper, we introduce representative case studies and technologies that illustrate NEC’s efforts to leverage its next-generation digital technology to connect the real world with cyberspace and merge logistics and mobility to assure the safe, smooth, and reliable movement of people and goods. We also discuss how NEC’s commitment to achieving these goals reflects its overall approach to realizing an abundant society in which everyone and every industry has equal access to services and opportunities.


    Fast Travel: Using Face Recognition to Improve Airport Services with a View towards Wide scale Implementation


    The International Air Transport Association (IATA) is now promoting the Fast Travel program which offers passengers self-service options such as check-in and boarding using face recognition technology. Major airports around the world have already introduced pilot projects using this program. Also efforts are underway to adapt this technology to widespread use in various services not just at airports but also in town to achieve seamless and ticketless identification. This paper outlines NEC’s commitment to Fast Travel and introduces several case studies in Japan and elsewhere that highlight NEC I:Delight, a concept first proposed in 2019 whose objective is to achieve a truly seamless customer experience across a broad range of locations and services.


    Public Transport Smart Card/Mobile Ticketing Solutions That Support Safe, Reliable Movement of People


    The total number of public transport smart cards issued in Japan now exceeds 150 million. With a usage rate of 98 percent in the Tokyo metropolitan area, the public transport smart card is definitely here to stay, an example of social infrastructure that meshes perfectly with people’s lifestyles. Turning our gaze overseas, we see opportunities to export Japanese technology are increasing at a rapid pace, spurred by rapid expansion in demand for new and upgraded infrastructure and IT systems in newly emerging economies. Ever since Suica was introduced, NEC has actively helped drive advances in public transport smart cards by adapting its powerful, proprietary ICT to the needs of public transportation. At the same time, we have been exporting our know-how overseas and successfully introduced these systems to many regions. In line with changes in lifestyle that now require contactless, non-face-to-face procedures while still assuring seamless movement of people from place to place, NEC continues to create next-generation solutions that integrate various technologies in mobile, biometrics, and more, to help achieve a world of abundance.


    Reforming Railway Operations


    The railway industry has recently begun to accelerate efforts to upgrade operations with AI and IoT which is frequently referred to as railway digital transformation or railway DX. This operational upgrade is an ideal candidate for the technology and other resources that NEC can bring to bear. Leveraging our extensive experience in adding new values to railway transportation and passenger services, together with our commitment to supporting maximum railway safety and lives of passengers, we are now systematizing our accumulated know-how to provide a foundation for further expansion in this field.


    Optimized for the “New Normal,” NEC’s Intelligent Logistics Supports a Continuous Flow of Goods


    Ongoing labor shortages in Japan and increasingly complex supply chains have made it imperative to build optimal logistics systems and more efficiently utilize distribution resources. These efforts are complicated by the impact of COVID-19 which has disrupted supply chains, generated rapid changes in supply and demand, and forced employers to assure a safe working environment at distribution sites. To ensure effectiveness in the “new normal,” logistics operators must be able to maintain business continuity while also making substantial improvements in efficiency.In this paper, we will look at these issues more closely and highlight some of the measures that could prove most helpful in dealing with them.


    Vehicle Interior/Exterior Monitoring Solution for Safe Transportation of People and Goods


    Digital Transformation―or DX―has begun to have a significant impact on the mobility market, boosting connectivity, enhancing the sophistication and reliability of safe driving support systems, and rapidly bringing autonomous vehicles closer to real world operability, and much more. Amid this current trend, mobility service providers are faced with the challenge of using video-based driver assistance and appropriate measures to correct anomalies to ensure the safe and secure transportation of cars, trucks, buses and other vehicles. In this paper, we introduce the Vehicle Interior/Exterior Monitoring Solution that combines NEC’s real-time onboard camera video streaming technology and AI-based video analytics to enable remote and advanced driving support to ensure the safe and secure transportation of people and goods.


    ■Smart Retail CX


    NEC’s Vision of Retail and Smart Retail CX


    The novel coronavirus (COVID-19) pandemic has had a devastating impact on the struggling retail industry, precipitating massive changes in consumer purchase behavior and accelerating existing pre-pandemic trends which were already posing unprecedented challenges to the industry, including the relentless push towards economic globalization and the rapid progress of ICT. In the December 2015 issue of this journal, NEC proposed a new concept of consumer-led retail, or “Consumer-Centric Retailing” as a solution to many of the problems faced by retailers. We are now developing this concept under the brand communication tagline, “Smart Retail CX,” a platform we will use to deploy solutions to retailers. This paper introduces the concept of Smart Retail CX and how we plan to implement and develop this idea.


    A Relaxed and Enjoyable Customer Experience, More Efficient Store Management — The Cashierless Future is Here


    The post-digital era poses far more challenges to retail businesses. As consumers demand more flexibility, more choice, and more convenience, retail businesses are scrambling to create a more relaxed and enjoyable customer experience (CX), while striving for greater efficiency by adopting labor-saving systems. NEC has committed tremendous resources to creating the labor-saving and store management systems required to power next-generation stores. To this end, we built our own cashierless store in 2019 at the NEC headquarters building. Still in operation today, this store is a showcase for NEC’s advanced retail technologies. NEC has succeeded in this project by combining the world’s number one face recognition technology and sensing technology based on sales management and customer management technologies we had already developed for various customers. This paper describes NEC’s conception of what such a store should look like, how it should function, and how it should feel to the customer. We also look at new ways to utilize the data collected from the systems used in these stores.


    OMO Solutions that Provide a Unique Shopping Experience for Only Now, Only Here and Only Me


    In the post-digital era where the progress of ICT has created an environment in which the offline contact points for consumers in real-world stores and their purchase behaviors are always connected to online, the worlds of online and offline are integrated and are considered as a single entity. This is the concept of Online Merges with Offline (OMO). OMO is considered a strategy and competitive mechanism in the e-commerce market. In the OMO era, it is necessary to connect a wide range of data with one another regardless of whether they are online or offline, and then visualize them in order to integrate them under a single control. This will result in having a faster experience cycle. This paper describes the reasons for and details about OMO that are attracting people’s attention these days. Also, this paper discusses how related systems should be advanced in the OMO era and NEC’s approach to solutions.


    Digital Store Platform, an Information System Platform for Smart Retail CX


    NEC Corporation enables the retail industry to integrate and manage disparate data from which to identify behavioral tendencies and situational factors that can be used to make smart, timely suggestions to shoppers. In addition, we also provide attractive shopping experiences tailored to each shopper in both an online and offline context. These services are made possible with Digital Store Platform, a retail domain-oriented platform capable of providing information from disparate data in real time no matter where the data is stored. With this platform that provides a prompt and low-cost means to respond to ever-changing customer needs, we aim to contribute to the development of the retail industry.


    ■Smart VenueCX


    Smart VenueCX — Linking Inspiring Spaces to Deepen Bonds between People, Communities and Societies


    The rapid increase of inbound visitors to Japan has increased demand in the service industry such as hotels, theme parks and live entertainment, but the shortage of labor has posed issues that need to be addressed, including reducing burden on frontline operations. More recently, the emergence of COVID-19 has created an economic shock for the service industry. In order to enable business continuity during these times of uncertainty brought on by COVID-19, it is necessary to reduce the operating burdens of service providers and improve the value of user experiences by preparing safe, secure environments. Our Smart VenueCX links together inspiring spaces with the best use of digital technologies. This paper introduces the world envisioned by Smart VenueCX, and outlines its main businesses.


    Elevating Customer Experience with Comfortable, Touchless Services


    The novel coronavirus (COVID-19) pandemic has had a devastating impact on people from every walk of life and has dramatically changed how people live and the way businesses are running. Hotels and other venues in the service industry are facing enormous challenges with demand plummeting as a result of the current crisis. Faced with the challenge of establishing a business management system that is not only efficient but also ensures safety and security, many in the industry are turning to technology that enables quick, accurate and contact-free identity verification. These are the very elements that NEC’s face recognition technology has the ability to deliver. This paper discusses the introduction of NEC’s face recognition solutions at hotels and other venues and outlines future prospects for creating seamless journeys through the use of the face as a common ID.


    NEC’s Solutions for Venues in the New Normal Era


    The impact of the novel coronavirus (COVID-19) pandemic is unprecedented in recent history. That impact has been especially severe for venues that attract mass gatherings, such as at sports events and concerts. Although remote viewing is becoming increasingly popular, there is still great demand for the shared feeling and crowds that can be experienced through physical viewings. In this paper, we will discuss various solutions now under development at NEC, which are intended to make it possible for people to visit these venues in person and enjoy their experience safely and securely in the new normal era. Those solutions include touchless, walk-through security check, entry confirmation and on-site monitoring of visitors, enhanced on-site entertainment using smartphone apps, visitor density visualization to avoid overcrowding, and social distancing measurement technology to confirm that visitors are maintaining a safe distance between one another.


    ■Digital Finance


    Approach to Digital Finance in DX Era


    Under the dizzying changes in the business environment, what can NEC Corporation do in collaboration with financial institutions? This paper describes the offerings of NEC Corporation based on a common understanding of the environment surrounding financial institutions and the potential of finance in the future world while examining the relationship with the digital government.


    NEC’s Online Personal Identification Service Accelerates Innovations Toward New Normal Era


    In an unprecedented situation of the spread of COVID-19, various business types, business forms and services are being forced to change toward the New Normal. After the amendment entitled the Ordinance for Enforcement of the Japanese Act on Prevention of Transfer of Criminal Proceeds on Nov. 30, 2018, that would permit nonface-to-face personal identification, NEC Corporation began to provide an identification service making use of noncontact face recognition technology in 2019. It is expected that the use of digital technology would advance rapidly and the online identification service would play an important role in the world under/post COVID-19. This paper is intended to introduce the technology for implementing an online personal identification service matching the New Normal era and the enhancement of anti-impersonation measures.


    Measures Required for the Banking System in the Digital Era


    Today’s rapid pace of digital transformation (DX) is greatly impacting the banking sector, including banks that handle financial services, consumers who receive these services, and also the banking system itself that serves as the point of interaction between banks and consumers. This paper looks back at past changes in the Japanese banking system and discusses the requirements for the banking system in the future to deal with competition by responding to changing customer needs using the approach taken by NEC Corporation.


    AI-Based Fraud and Risk Detection Service Ensures Transparency While Improving Operational Efficiency and Performance


    Artificial intelligence is having a growing influence on the way modern society functions. Consequently, it is becoming increasingly vital for more fairness, transparency, and accountability with respect to the decisions made by AI. With our Heterogeneous Mixture Learning technology, which is what we call explainable artificial intelligence, or XAI, NEC has succeeded in ensuring these three requirements. As an example of effective utilization of XAI, this paper outlines NEC’s AI-based fraud and risk detection service, which supports fraud risk analysis at financial institutions. We also describe the component technologies that form the basis for this service.

  


  
    General Papers


    Development of Neoantigen — Targeted Cancer Vaccine Therapy


    Cancer immunotherapy is expected to be the fourth cancer therapy after surgery, chemotherapy and radiation treatment. Under this trend, NEC Corporation realizes that the mutation of cancer varies depending on individual patients and has thus proceeded to develop vaccine therapies targeting the tumor-specific antigens (hereinafter “neoantigens”) of each patient as cases of individualized medicine. This paper introduces the technique for identifying the neoantigen that can induce the strongest immune response of each patient based on effective use of genome analysis and AI technologies. Clinical trials of an individualized cancer immunotherapy using the technique introduced here have already been started.
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    Organizations and industries today face a growing number of challenges, including food loss and waste, labor shortages, changes in consumption, and the increasingly complex threats both in the real world and in cyberspace.


    At the same time, digital technology is penetrating every aspect of daily life at an accelerating pace. Changing modes of communication, facilitated by social media, are creating rapid shifts in demand, while also bringing about diversified and varied sense of values, occasioning a paradigm shift in the style of consumption, from a focus on goods to a focus on experience. Meanwhile, new services—including on-demand sharing services and services that utilize various data and functions such as payment processing—have emerged to jumpstart momentous changes in individual lifestyles.

 
    Many of these changes have been accelerated with the arrival of the novel coronavirus (COVID-19) pandemic. Society is now moving to a “new normal” which calls for the need to bring about a fundamental transformation to our sense of values and the state of society.


    In this new world, digital technology has been pushed front and center, leaving organizations and industries with no choice but to leverage that power if they are to continue to prosper in the new era. At NEC, we believe it is imperative to leverage cutting-edge technologies and co-creation with customers to achieve digital transformation (DX) that creates new values by connecting people, things, processes and data across organizational and industrial boundaries.


    NEC has been approaching its commitment to DX since 2014 in the shape of NEC Value Chain Innovation (VCI)―a concept that seeks to integrate a broad sweep of knowledge and research from all industries.


    Specifically, we are doubling down on our efforts to devote more resources to in-house manufacturing and also to the creation of an environment available to other manufacturers―for example, smart factories that can be rapidly adapted to volatile market demands, new business models to address online systematization and smartification of products, and so forth. As well as supporting operations on the production side, we are helping improve the efficiency of retail businesses suffering from labor shortages by fostering the creation of a smooth, hands-free shopping experience, while also contributing to the establishment of a pleasant, touchless customer experience at hotels and entertainment facilities. Behind the scenes, we are building a nonstop logistics infrastructure as well as providing technologies to facilitate the safe and secure movement of people and things, thereby achieving a more flexible, mobile society. Finally, we are also helping financial services attain digital linkage and digital reform, while providing them with the solutions they need to manage the proliferating risks and burdensome regulations.


    For more than 121 years, NEC has been steadily developing technologies, while refining its expertise, enhancing its knowledge, and building its experience. All of that helps drive and sustain our commitment to VCI, which transcends traditional boundaries and operates in all five primary business domains―manufacturing, logistics, retail, service, and finance.


    Our commitment is reflected in a supply and demand optimization platform that aims to deliver in-demand social values—such as the reduction of food loss and waste, and the improvement of labor and energy efficiency―through our co-creation efforts with manufacturers, logistics providers, wholesalers, and retailers. In addition, we are also working to put data at the center of social value creation. These efforts include a multi-bank identification platform and also NEC I:Delight. The former uses open APIs to securely build linkages between the enterprises involved and bank-owned user identification data so that the user identification can be completed via an online process. The latter uses biometrics―including face and iris recognition―to provide a common ID to assure customers a consistent, coherent experience.


    NEC VCI is supported by our own proprietary cutting-edge technologies. These include biometrics that are already being utilized in various usage scenarios such as facility entry/exit, payment for goods and services, AI technology that is being rapidly implemented in fields such as demand forecasting for products and defect detection in manufacturing processes, and network technology such as 5G which is now being tested at smart factories and in construction machinery. There’s more too―including IoT, cybersecurity, and cloud technology, all supported by a wealth of industryspecific know-how and system construction achievements
accumulated over the years.


    In this special issue on NEC Value Chain Innovation, we introduce representative case studies which showcase values made possible by DX and achieved through co-creation with customers. We also highlight the NEC digital technologies implemented in these cases and outline various other technologies that form the foundation for those values.


    We hope you enjoy reading this issue, and we look forward to continuing our collaborative work with you to further expand your business.
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  NEC Value Chain Innovation ― The Future Created by Digital Technology


  
    Digitalization has spread across the globe, transforming people’s lives and values so fundamentally that their ramifications have yet to be made manifest. Corporations and industries, meanwhile, find themselves in a world where they must pledge their commitment to addressing various social issues, while adapting to constantly evolving threats and refashioning themselves to cope with the “new normal” prompted by the novel coronavirus (COVID-19) pandemic. In this era of VUCA (volatility, uncertainty, complexity, and ambiguity), it is nearly impossible to foresee the future. Nevertheless, it is crucial to ask how corporations and industries can maintain growth into the future and create an enduring society. At NEC, we believe that he key to securing the future of corporations and industries is the NEC Value Chain Innovation (VCI). Through VCI, NEC aims to create social value by utilizing data on people, goods and processes generated through collaboration with partners across various sectors. This paper introduces the work we have undertaken so far in promoting VCI and discusses our commitment to the five business domains that support the achievement of VCI.
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    1. Introduction


    The crisis presented by the COVID-19 pandemic has touched virtually every corner of the world.


    While the pandemic has inflicted enormous damage on many businesses and industries, it has also exposed new issues. One example is the disruption of global supply chains that led to shortages of goods and materials and threatened to shut down entire supply chains. Another is the dramatic decrease in human mobility that severely impacted businesses in many industries, not least the transportation industry that supports travelling by air, rail and other modes; the tourism and service industries where inbound tourism and a consumer shift from material goods to experience was driving demand; and the retail and restaurant industries that are integral to our daily lives.


    Faced with unprecedented losses, businesses and industries are now under pressure to transform and adapt in order to meet the challenges of the new normal, while continuing to address the various social issues to which they were already committed.


  


  
    2. The Changing Business Environment and NEC Value Chain Innovation


    Even before the arrival of the COVID-19 pandemic, the business environment was in a state of flux. Rapid changes in demand and expectations have left businesses struggling to adapt. Climate change is said to have intensified the seriousness of natural disasters, while depletion of natural resources and fluctuations in supply and demand have provoked businesses to give increased attention to the popular concept of social responsibility. Many have announced their commitment to the United Nations’ 17 Sustainable Development Goals (SDGs), including efforts to conserve natural resources and reduce food loss and waste to achieve a sustainable society and ensure respect for human rights. Increasingly, investment decisions are being made that take into account environmental, social, and corporate governance (ESG) factors.


    Many industries in Japan are also beginning to engage in Society 5.0, a national initiative announced by the Japanese Cabinet that aims to resolve economic and social issues by a system that highly integrates cutting-edge technologies such as IoT, AI, robots, and big data. The goal of Society 5.0 is to create new value through innovation and enable the provision of goods and services tailored to the needs of individuals. Ultimately, the goal is to achieve a human-centric society where everyone can live a comfortable and fulfilling, high quality of life.


    However, while digitalization has supported tremendous growth in efficiency and convenience, it has opened a back door to a sweeping array of new cyber-risks, leading to calls for measures to prevent loss or theft of personal information and to combat cyberterrorism.


    The digitalization of society has also changed the way people communicate and has given root to a new sharing economy which has spawned a host of new business models and services built around integrative super-apps that bring together a variety of services that have not only made life more convenient, but have also dramatically changed people’s sense of value.


    The spread of COVID-19 has brought many of these trends to the forefront and accelerated the societal shifts that these technologies promote. From teleworking and remote conferencing to the aggressive utilization of touchless technologies―such as online customer service and cashless transactions―aimed at minimizing human contact, digital technologies have seen enormous growth. All of this has put tremendous evolutionary pressure on every aspect of the way we work and is radically reshaping the nature of business and industry in the brave new world of the new normal.


  


  
    3. What We Need to Do Now — Embracing the Digital Transformation


    Faced with the reality of VUCA, where volatility, uncertainty, complexity, and ambiguity make it difficult to predict the future, we find ourselves confronting not only a variety of daunting social issues, but also a range of rapidly morphing threats including most recently the COVID-19 pandemic. In light of such challenges, we have to ask ourselves what we need to do to enable corporations and industries to continue sustainable growth and to create society of abundance and a more vibrant future.


    NEC believes that the way forward begins with co-creation. No matter how innovative, one company on its own is limited when it comes to finding solutions to social issues. Instead, companies from different fields and industries can join together in co-creation supported by digital technology. In this way, new social values can be created that leverage the data on people and goods generated from co-creation across the boundaries of corporations and industries as well as the data generated in the various processes of such co-creation efforts.


    NEC defined this operational concept approach as NEC Value Chain Innovation in 2014 and has been promoting it ever since (Fig. 1).
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         Fig. 1 NEC Value Chain Innovation.
        

     


  


  
    4. What Is NEC Value Chain Innovation?


    NEC Value Chain Innovation (VCI) is our commitment to utilizing our digital technology to achieve future-oriented innovation without being restricted by conventional concepts and industrial frameworks, while collaborating with our customers to develop solutions tailored to the issues faced by each industry.


    Through co-creation with various corporations that transcends the traditional boundaries of industry, while not being confined to a single corporation or industry, we aim at the formation of new ecosystems and business models. To do so, it is necessary to mutually distribute and utilize digital data. Through this commitment, we will create social value with a view to solving the various social issues that corporations and industries face, as well as achieving a more abundant and vibrant future. In other words, we aspire to the creation of social value.


    As envisioned by NEC, the VCI has two patterns depending on the stage of digital transformation (DX) of a business or industry. Those patterns change ways to connect and make new connections (Fig. 2).
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         Fig. 2 Creation of value in VCI.
        

     


    First, to change ways to connect, you can utilize IoT and AI to massively improve the efficiency of production lines that are expanding globally, for example. Another example of changing ways to connect is to transform the process for dealing with breakdowns, in which instead of taking measures only after the equipment at a production factory, utility plant, or retail store has broken down, you can take proactive measures by identifying symptoms of failure and sharing information with the parties concerned, thereby avoiding service or business disruptions.


    Second, to make new connections, you can address, for example, the issue of waste and irregularity (stagnation) that occurs when there are multiple participants in a supply chain―such as a manufacturer, wholesaler, logistics service providers, and retailer―by expanding the scope of your operational coverage so that optimization can be achieved. Another example of making new connections is to create new value by linking services offered by various operators in ways that better suit the viewpoint of customers.


    Section 5 introduces the three primary ways in which NEC is working to achieve the VCI.


  


  
    5. Major VCI Initiatives


    One of the ways NEC is working to achieve VCI is through the utilization of its Supply and Demand Optimization Platform for reduction of food loss and waste as set forth in SDG target 12.3 as a global issue.


    Worldwide, the amount of food lost or wasted each year adds up to a staggering 1.3 billion tons (metric tons), with Japan accounting for about 6.12 million tons. Food loss and waste due to excessive production, returned goods, surplus inventory, and unsold stock takes place at every step of the value chain—starting with production and moving up through wholesale, logistics, and retailing. Efforts by individual operators to cope with this problem on their own have limited impact. NEC’s Supply and Demand Optimization Platform is designed to optimize the entire value chain by utilizing data sharing/distribution and AI (Heterogeneous Mixture Learning). This represents NEC’s commitment to VCI by expanding services through engagement in co-creation with numerous customers and repeated implementation of validation tests.


    Additionally, in November 2019, NEC unveiled NEC I:Delight as a concept to support digital transformation and the new normal of public health concern. Solutions based on using biometric authentication such as face and iris recognition as a universal ID make it possible to offer users a consistent experience by connecting multiple touchpoints and services in various scenarios such as traveling, shopping, and commuting.


    Furthermore, NEC is engaged in developing technology for online identity verification, which is becoming increasingly inevitable as digitalization of various services continues―another issue which has become more apparent as a result of the ongoing spread of COVID-19. Specifically, we are developing a Multi-bank Identity Confirmation Platform that utilizes open APIs to provide functions that ensure safe and secure distribution of verified identity information owned by banks, thereby permitting identity confirmation to be done completely online. These efforts are just some examples of the ways in which we are creating new social values by utilizing data through co-creation projects that transcend traditional corporate and industrial boundaries.


  


  
    6. The Five Business Domains That Support VCI


    To achieve VCI by leveraging digital technology to implement co-creation and data utilization, it is necessary to build relationships with customers in various types of businesses, to develop a deep understanding of their needs and to work together to achieve solid results. NEC possesses industry-specific knowledge and business know-how as well as the breadth of expertise and proven results―all gained through our many years of experience in system construction for customers in various industries such as manufacturing, logistics, retail, service, and finance.


    Based on our vision of how the business domains that support VCI will help create the future of VCI, we have built and offer a variety of solutions and services. The five business domains of VCI are outlined below (Fig. 3).
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         Fig. 3 The five business domains that support NEC Value Chain Innovation.
        

     


    6.1 Connected Manufacturing


    The first business domain is Connected Manufacturing, which centers on the manufacturing industry to which we are committed as a manufacturing company ourselves.


    Challenges facing the contemporary manufacturing environment such as labor shortages, skills transfer, and mass customization are now being aggravated by the COVID-19 pandemic―which is generating complex new problems including disruption of supply chains and restriction of movement of employees.


    NEC’s Connected Manufacturing integrates manufacturing sites and supply chains with the power of digital technology and is introducing innovation that transcends the boundaries between industries.


    The paper on Connected Manufacturing in this journal introduces two offerings provided by NEC to achieve greater innovation in manufacturing. The first is the smart factory solution that facilitates the smartization of factories and supply chains using IoT, AI, local 5G, and other cutting-edge technologies. The second aims to transform our customers’ business models to promote a transition from a seller of goods to a seller of experiences.


    As one of our primary initiatives, NEC has been promoting a future manufacturing concept called NEC DX Factory that brings the smart factory into being by utilizing NEC’s digital technologies such as IoT and AI. Furthermore, as communications networks shift to 5G, in order to help achieve smart factories, we use remote operation and control utilizing the local 5G system. This will support innovations in work style that manufacturers must undertake as they adapt to the age of the new normal.


    6.2 Intelligent Logistics & Mobility


    The second business domain—one which provides a framework to support the movement of people and goods—is Intelligent Logistics & Mobility.


    As the spread of COVID-19 forces the world to shift to the new normal, the movement of people and goods is about to undergo enormous changes. People are moving around less than they once did, avoiding travel and switching to telework where possible. But just as the movement of people declines, so the movement of goods increases. Instead of going out to purchase goods, many people now shop online and have the goods brought to them. The result has been a huge increase in parcel delivery services. Meanwhile, manufacturing sectors have been experiencing a downturn in shipping due to stagnant freight volumes, which is forcing manufacturers to reassess their supply chains. As all of these changes are occurring, the transportation and warehouse industries are suffering from a chronic labor shortage.


    NEC aims to address the above issues by leveraging its digital technologies in the field of Intelligent Logistics & Mobility to connect the real world with cyberspace and merge logistics and mobility. Ultimately, our goal is to support the safe, smooth and reliable movement of people and goods and realize an abundant society in which everyone and every industry has equal access to services and opportunities.


    In the paper discussing Intelligent Logistics & Mobility, three solutions offered by NEC are introduced. The first offering related to “transport” focuses on public transport services that facilitate the safe, secure and comfortable movement of people. The solution seamlessly connects all modes of public transport using mobile devices, smart cards, and biometrics. It also leverages mobility-as-a-service (MaaS) to achieve seamless transportation as well as IoT and AI to improve the efficiency of operations and maintenance. The second offering related to “logistics” is designed to innovate supply chains through business-to-business (B2B) collaboration to achieve safe, reliable, efficient logistics operations. The paper also shows how NEC is ensuring a safe working environment at logistics sites by utilizing biometrics and AI while supporting flexible handling of disruption of supply chains and fluctuation of supply and demand by visualizing flows of goods across businesses and industries. The third offering related to “mobility” provides mobility services that support safe and reliable transport of people and goods by connecting various mobility modalities and utilizing AI-based video analytics.


    6.3 Smart Retail CX


    The third business domain is Smart Retail CX, which centers on retailers that provide consumers with transported products.


    In the retail industry, consumer purchase behavior has been increasingly moving online in recent years, as evidenced by the growing popularity of e-commerce sites and cashless payments.


    COVID-19 has also had a significant impact on the retail industry. With a growing proportion of consumers who are teleworking and staying at home, online shopping is rapidly becoming more prevalent. With people spending so much time at home, new patterns of consumption are influencing the marketing strategy of the retail industry. At brick-and-mortar stores that have long been plagued by serious labor shortages, along with the need to implement measures to improve efficiency, there is a heightened movement toward cashless and touchless technologies to avoid the risk of infection.


    Against this backdrop, NEC’s Smart Retail CX has continuously been promoting the concept of Consumer-Centric Retailing to contribute to the transformation of retailers into the business of choice for customers.


    This current issue of the journal includes a paper that explains in detail the concept of Smart Retail CX, highlighting three solutions offered by NEC. The first aims to eliminate “half the workload.” This is primarily directed at the creation of cashierless stores that offer a pleasant and comfortable customer experience (CX), while achieving efficient store operation. The second aims to generate “twice the charm” by embracing the concept of Online Merges with Offline (OMO) to offer shopping experiences focused on only now, only here, and only me. The third solution promotes the progress of “no fraud, no cash” to ensure that shoppers feel safe and secure in their shopping environment. In addition to these three Smart Retail CX solutions, the paper introduces the NEC Digital Store Platform that will form the foundation of a new information system infrastructure for Smart Retail CX.


    6.4 Smart VenueCX


    The shift to an experience economy and rapid increase of inbound visitors to Japan in recent years has increased demand in the service industry such as hotels, theme parks and live entertainment, but the shortage of labor has amplified the need for measures to reduce burden on frontline operations. Under such circumstances, the COVID-19 pandemic struck a serious blow to businesses in the industry.


    With Smart VenueCX, which is the fourth business domain of VCI, NEC is endeavoring to support the transformation of the industry by linking inspiring spaces together through the fusion of emotions and digital to deepen the bonds between people, communities and societies. To realize this vision, NEC is utilizing digital technology in inspiring spaces like stadiums, theme parks, hotels, and integrated resorts to connect people to people and places to people and provide experiences beyond imagination in safe, comfortable environments.


    Two examples of Smart VenueCX solutions are discussed in the paper on this topic. One is the Smart Hospitality service designed to elevate customer experience with comfortable, touchless services. The other is the fan marketing solution that is required for venues in the new normal era.


    6.5 Digital Finance


    The environment that surrounds the financial industry is changing at a dizzying pace. New players are now on the rise―mainly in the area of fintech―who offer financial services such as smartphone-based payment and accounting. In Japan, the trend towards open banking is fast progressing as evidenced by the establishment of the Financial Services Intermediary Business. The COVID-19 pandemic, which burst forth in the midst of this trend, is pushing financial service providers to shift to touchless and non-face-to-face operations as is the case in other industries.


    The fifth business domain of VCI is Digital Finance. In the paper on Digital Finance in this current issue, three digital finance offerings are introduced. The first focuses on enhancing digital customer engagement based on the digital know-your-customer (KYC) service that enables online identity verification using face recognition technology. The second focuses on business process transformation through automation of operations using AI technologies and partial BPO of operations. The third focuses on risk-management technology (RiskTech) provided through the AI-based Fraud and Risk Detection Service.


  


  
    7. Digital Technologies That Support the VCI


    Our commitment to the achievement of VCI is built on a history of pioneering technologies that goes back 121 years.


    The digital technologies that support VCI include the following:


    
     	NEC the WISE: a suite of cutting-edge technologies which act harmoniously with humans and expand human capabilities, including Heterogeneous Mixture Learning that improves the prediction of production amounts in manufacturing and sales numbers in retailing; and Autonomous and Adaptive Control that helps achieve optimal staffing at warehouses.

     	Bio-Idiom: a multimodal biometric authentication terminal incorporating face and iris technologies that transform the world envisioned by NEC I:Delight into reality.

     	Smart Connectivity: supports next-generation network technology that will create new connections. Now underway regarding this technology is utilization validation of the local 5G system which remotely operates and controls smart factories and construction machinery.

    


    In addition, NEC is achieving various solutions and services for VCI by leveraging leading-edge technologies such as cybersecurity and cloud technologies in order to cope with ever-diversifying threats in this age of the new normal, in which telework environments are becoming more and more common.


    We are also endeavoring to create new value by incorporating the sources of technologies created in our R&D centers into the co-creation activities with our customers.


  


  
    8. Conclusion


    This special issue of NEC Technical Journal introduces our commitment to VCI together with the actual cases and technologies that form the foundation of those cases. We are convinced that our commitment will contribute to the further development of your businesses and aid in your transformation in the age of the new normal. We hope you will enjoy reading this issue.
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    Abstract


    Every day around the world, vast amounts of edible food are tossed away, generating massive food losses. Worldwide, the amount of food lost or wasted each year adds up to a staggering 1.3 billion tons (metric tons), with Japan accounting for about 6.12 million tons. Food loss takes place at every step of the value chain—starting with production and processing and moving up through distribution, retail, and consumption. One of the main causes of food loss and waste is the mismatch between supply and demand. This paper examines NEC’s Supply and Demand Optimization Platform which has been created to help solve these pressing issues, thereby improving the productivity and efficiency of the food industry and minimizing the societal harm cause by massive food wastage.
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    1. Introduction


    Japan today is confronted by a multitude of diverse and interrelated issues that pose a critical challenge to the nation’s future. These include a growing labor shortage aggravated by an aging population and declining birthrate, increasing diversification of cashless payments, changes in the consumption environment, and a rapidly intensifying array of hazards ushered into being by the relentless advance in digital technology, as well as food wastage generated by surplus production.


    While these are all issues that need to be addressed by society at large, we believe that they are also exigent issues that should be dealt with directly by the industries and organizations whose activities affect or are affected by these issues.


    As part of NEC’s commitment to helping improve the overall well-being of society, this paper introduces a system which leverages the power of NEC’s digital technology to take on one of these issues—the problem of food loss.


  


  
    2. Food Loss and How NEC Hopes to Solve It


    2.1 Food loss has become a social issue


    The annual amount of food loss in Japan alone is 6.12 million tons—1.6 times the amount of food donated to victims of famine around the world. More than half of Japan’s food loss—about 3.28 million tons—is generated by businesses.


    In the United Nations 2030 Agenda for Sustainable Development, the objective to reduce food losses along production and supply chains by 2030 is laid down in “Goal 12. Ensure sustainable consumption and production patterns.”


    In line with this global goal, NEC is using its Supply and Demand Optimization Platform to eliminate food waste, thereby contributing to the reduction of food waste generated by businesses (Fig. 1).
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         Fig. 1 Proposal to solve the food loss and waste issue.
        

     


    2.2 NEC’s approach to eliminating food loss and waste


    About half of the food loss and waste generated in any given year is reportedly generated by industry.


    Up to now this issue has been addressed on an individual company and business basis, but as companies and businesses become increasingly connected to each other in the complex and entangled nature of the modern economy facilitated by accelerating progress in Internet and IoT technology, it is generally accepted that it is no longer possible to solve these problems in isolation.


    NEC has elucidated six basic approaches to solving these issues as shown in Fig. 1. Critical to the solution of these issues is the utilization of ICT and AI to optimize supply and demand through industrial cooperation to eliminate food loss and waste. NEC believes that one of the keys to solving problems, which have so far thwarted individual businesses and companies, is to integrate a broad range of data possessed by individual businesses; marketing data on consumption trends and weather forecast data that can affect consumer behavior.


    Reduction of food loss can also be expected to help reduce overall waste in value chains, resulting in tremendous improvements in efficiency when successfully accomplished. This in turn will increase profits and improve competitiveness.


    It may also significantly ameliorate environmental destruction, food crisis, and poverty, which are all increasingly pressing global issues.


    The formation of a large-scale circular economy system such as described above is precisely what NEC is aiming to achieve.


  


  
    3. Data Distribution Platform, Co-creation, and AI Are Needed to Solve These Issues


    3.1 The Supply and Demand Optimization Platform used for the data distribution platform


    We have developed the Supply and Demand Optimization Platform to help multiple companies across a broad range of business categories to cooperate with each other to solve these issues. Data provided by companies is integrated in the Supply and Demand Optimization Platform and new value is created by using NEC-original AI technology. The accumulated data is integrated with past sales data for each company, as well as with various types of causal data, then analyzed by the Heterogeneous Mixture Learning Technology—NEC’s proprietary AI technology. Not only does this have high precision, it also has the potential to create new value according to the application.


    What this platform does is much more than simply sharing the data owned by different companies. It solidifies ties between multiple companies across a broad range of business categories by linking data acquired from the real world in the digital space. In other words, NEC is focusing on how to create digital links between companies and on adding value to the accumulated data.


    3.2 Co-creation with customers


    Utilizing data that transcends individual company frameworks, we can optimize the performance not just of individual companies but of entire industries, enhancing efficiency at every link in the value chain to deliver products to consumers in order to create new value.


    In our view, creation of new value requires a commitment to seeking solutions and building business models through “co-creation” with customers from multiple companies across a broad range of business categories. One example of our practical approach is to periodically hold study meetings with customers facing issues in demand-supply operations. Together with the customers, we create new values by extracting issues and examining solutions, as well as by conducting validation and verification.


    3.3 Original AI technology that converts data into value


    One of the most important digital components undergirding our approach to solving these issues is AI, which can forecast sales and demand for products and services.


    AI’s strength lies in its ability to make predictions based on its analysis of enormous amounts of data far beyond human capability. More accurate forecasts will make it easier to improve the efficiency of inventory management and personnel assignment.


    One of the biggest benefits we can get from demand forecasting using AI is the elimination of various types of waste, including food waste.


    The AI which serves as the core of this platform is NEC’s proprietary Heterogeneous Mixture Learning Technology. Unlike common machine learning technology based on black-box type algorithms, the Heterogeneous Mixture Learning Technology is actually able to explicitly explain the reasoning behind its forecasts, how those figures were derived, and any rules it discovered. This capability is invaluable as a means of providing comprehensive support for human decision making and making it easier to improve forecast methodology using trial-and-error testing.


    3.4 Provided values


    By leveraging AI-generated demand forecasting derived from the Heterogeneous Mixture Learning Technology, the Supply and Demand Optimization Platform can optimize every aspect of the food supply chain. It will help food manufacturers to optimize inventory and production, food wholesalers to optimize inventory and distribution as well as improve efficiency of resources, and food retailers to optimize ordering.


    By helping to optimize supply and demand throughout the food industry’s entire value chain and by solving various issues such as excessive production, returns due to exceeded expiration dates, excessive inventory, and unsold stock, the Supply and Demand Optimization Platform will support reduced food loss and increased profits.


  


  
    4. Commitment to Strengthening the Foundation of the Supply and Demand Optimization Platform Services


    The foundation of the Supply and Demand Optimization Platform is its data distribution platform (collection, accumulation, processing, and delivery) and prediction analysis mechanism (regression analysis mechanism using the Heterogeneous Mixture Learning engine). On top of this base, five service functions are provided: data linkage/accumulation, data integration/standardization, demand forecasting, visualization of reasons for forecasting, and support for operations and decision making. By directly supporting the decision-making process in our customers’ businesses and operations, we are promoting solutions for social issues (reduction of food loss).


    To enhance the effectiveness of the platform’s service functions, we are focused on the promotion of data integration, expansion of service coverage, and improvement of provided value. In this section, we will look at the ways we are working to achieve these goals, as well as reflect on our commitment to creating a “new normal” (Fig. 2).
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         Fig. 2 Supply and Demand Optimization Platform.
        

     


    4.1 Promotion of data integration: Classification (data arrangement AI)


    NEC’s Supply and Demand Optimization Platform is specifically designed to help solve the social issues of food loss and waste by connecting, integrating, and analyzing data gathered from manufacturers, wholesalers, and retailers, as well as third-party entities. Because companies do not typically collect data with this application in mind, data layouts can vary significantly from one company to the next. To enable the Supply and Demand Optimization Platform to perform prediction and analysis, the data must be integrated and accessible on a cross-functional basis. To address this technical issue, we have developed a classification engine that utilizes the Data Understanding with Semantic Technology, which is the fruit of one of NEC’s R&D units (Data Science Research Laboratories).


    In addition to incorporating this technology in our Supply and Demand Optimization Platform, we have already begun to apply this engine to multiple areas such as master data management in mergers and acquisitions and third-party data arrangement.


    4.2 Expansion of service coverage: small amount (zero) data predictive analytics


    One of the services many companies expect from the Supply and Demand Optimization Platform is demand forecasting for new products. With new products, sales result data is not, of course, available. Clearly, the degree of difficulty in prediction is much higher than it is with popular products supported by plenty of result data. In fact, new product introductions are fraught with waste and lost opportunities at many companies. Therefore, this is an issue the Supply and Demand Optimization Platform should address with a higher priority.


    There are basically two approaches taken by NEC. The first is the utilization of predictive models of past similar products to make a prediction. There are a variety of methodologies such as patternization from past predictive models, application of predictive models designed for different purposes, and transfer learning. Currently, we are investigating the reliability of each methodology with a view to incorporating the most appropriate one into the platform. The second approach involves verification of prediction validity beginning immediately following product release with provision of an alert as early as possible. It is important to correct a prediction when the plan goes wrong. But it is also important to visualize and provide an alert regarding how it is wrong and what course of action may be taken. In this way, we hope to provide enhanced support for customer decision making.


    4.3 Improvement of provided value: prescriptive analytics


    Prediction results are always the output of predictive analytics and are used to help companies choose the optimal action or actions. For example, retailers perform actions such as predicting the number of sales for a given product and determine how many to order accordingly. Conventionally, business logic plays a supportive role in implementing these actions (calculation of recommended ordering quantity, for example). However, the effectiveness of this method is limited by the range defined by business logic. When you try to catch up with cases that fall outside that range, you end up having to review and add conditions endlessly. This makes it difficult to follow rapid market changes, and leaves the possibility that added conditions may have unintended consequences in other areas.


    Further confusing the issue is the fact that various marketing activities are carried out at the storefront. There are also cases in which an order is made that ignores the expected sales amount, such as when the store manager wants to stack up a large number of promotional products to make them stand out. There are limits to how effectively this can be achieved with business logic. As a result, it is often necessary to bring humans into the checking and final decision-making process. This is what makes “prescription” difficult. (To avoid straying too far from the theme of this paper, we won’t pursue this discussion other than to note that NEC sees the decrease in working-age population as a social issue and is currently working on laborsaving solutions.)


    In addition to maximizing sales and minimizing inventory losses, ordering based on the specific circumstances and policies of each store is necessary. This could involve, for example, taking the store’s marketing plans into consideration. To facilitate this, we have begun intensive research into building a prescriptive analytics function into the Supply and Demand Optimization Platform. Specifically, in cooperation with our R&D units (Quantum Computing Office and Data Science Research Laboratories), we hope to introduce technology that doesn’t simply focus on optimized calculations, but can also “understand” the intentions of a store (intention learning technology) and imitate the staff (imitation learning technology). We are confident that introduction of prescriptive analytics will further contribute to the reduction of food loss and waste.


    4.4 Commitment to the New Normal


    Heterogeneous Mixture Learning, which is the base technology of the Supply and Demand Optimization Platform and serves as Supervised Machine Learning, was significantly affected by the impact of the COVID-19 pandemic. In adapting this technology to cope with changing requirements, NEC focused on two main issues: the first being how we can offer demand forecasting during a period in which rapid changes in consumption are taking place—when the state of emergency is in force, for example. The second issue is whether or not it is a good idea to have AI simply learn the data obtained during that period.


    Similar issues have occurred in the past during severe weather events like a major typhoon or heavy snowfall. COVID-19, however, is different. For example, the emergency period has continued for far longer than other phenomena, and after the state of emergency has been lifted, some prediction targets return to previous trends while some do not. Although these are difficult issues, we take this opportunity as a motivation and in collaboration with our R&D units have begun research in both technology and management in order to evolve the Supply and Demand Optimization Platform into a platform that can deal even more effectively with rapid changes in consumption.


  


  
    5. Conclusion


    While our mission is to connect data and processes across a broad range of business categories, we believe that it is critical to establish as a foundational tenet the principle of not using that private data for anything other than the intended purpose and that we collaborate closely with customers to come up with ideas for safe and secure data management. This requires that we cease thinking of ourselves as merely an IT vendor that manages data and instead regard ourselves as a company that safeguards the integrity of that data.


    NEC already bases its activities on the Ministry of Economy, Trade and Industry’s 2017 Industrial Data Sharing Promotion Project. Together with the customers who have approved of our objective, we have created guidelines for data utilization and publicized them through METI. While we promote this data utilization, we will continue our efforts to establish an environment where data can be provided and utilized safely and securely between companies and industries.


    In addition, we regard the Supply and Demand Optimization Platform as a data distribution platform that we can use in the future to respond to needs in other consumer and manufacturing sectors.
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    Abstract


    The rapid expansion of digital services in recent years has been accompanied by an increase in crimes such as identity theft and spoofing, making it urgent to establish more reliable identity confirmation methods and making them widely available. Thanks to revisions to business laws and progress in open application programming interfaces (open API), verified identity information accumulated by banks over the years can now be utilized by external entities. In this paper, we will examine the advanced information distribution platforms developed by NEC to help businesses and other organizations to utilize this data, providing both an overview and a more in-depth look at some of the platform’s technological aspects, including security functions to ensure secure data distribution, as well as its operability. We conclude by discussing the future prospects of this technology.
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    1. Introduction


    The tremendous pace at which digitalization has been proceeding in the economy and society overall has made it possible to provide many services remotely—including financial services. Traditional face-to-face transactions are becoming less and less common, increasing the likelihood of fraud, identity theft, spoofing, and other criminal activities. This has made it necessary for enterprises to not only apply more rigorous checks to verify a user’s identity, but also to ascertain whether that user actually exists at all.


    In the financial industry, identity confirmation is based on extremely strict protocols as laid down by relevant business laws. To enable the use of digital technology to further improve convenience and strengthen the identity confirmation process, the Act on Prevention of Transfer of Criminal Proceeds was revised in 20181), thereby permitting identity confirmation to be done completely online through a method called eKYC (electric Know Your Customer).


    In terms of target user coverage, as well as the reliability of the verified identity information owned by banks, the bank inquiry stipulated in Revised Act, Article 6, Paragraph 1, Item 1 (Fig. 1) is expected to play a key role in any authentication platform developed not only for enterprises subject to the Act on Prevention of Transfer of Criminal Proceeds, but also any enterprise that offers digital services. In response, NEC has developed and released a multi-bank identity confirmation platform that facilitates inquiries to multiple banks2) (Fig. 2).
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         Fig. 1 Revised Act on Prevention of Transfer of Criminal Proceeds, Article 6, Paragraph 1, Item 1.
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         Fig. 2 Overview of the Multi-Bank Identity Confirmation Platform.
        

     


    This platform functions as a data distribution mechanism that provides verified identity information owned by banks to various enterprises in accordance with consent from users. Any business subject to the Act on Prevention of Transfer of Criminal Proceeds can identify users online by checking identity confirmation documents transmitted as image files and verified identity information owned by banks (names, addresses, dates of birth, etc.), instead of having to use conventional identity confirmation information sent by postal mail. Also, because bank data can now be collated with information obtained from users when they apply for services, a more detailed picture of the user can be obtained and services tailored more precisely.


    Because inquiries to multiple banks are now possible simply by connecting to this platform, any potential problems that may occur when specifications for system connection are developed or modified or when testing is performed will be significantly reduced.


  


  
    2. Technology Components That Constitute This Platform


    As shown in Fig. 3, this platform connects multiple enterprises. It uses open APIs (publicly available application programming interfaces whose specifications are open to external users) to provide functions that ensure safe and secure distribution of verified identity information. It features technology components that can be divided into three basic areas: enterprise connection, bank connection, and a system platform that supports the operation of this platform. Now let’s take a look at these features.
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         Fig. 3 Overview of platform construction.
        

     


    2.1 Enterprise connection


    For enterprises, we have made the interface public in the open API format (REST/JSON format). To make this interface public, we use the NC7000-WG API linkage service3) which is NEC’s open solution for web services. The API linkage service features the following:


    (1) Safety

    
     
      	Security functions indispensable for safe opening of an API

      	Flow restriction functions such as limitation in the number of accesses and open/close control of the service

     

    


    (2) Lightweight

    
     
      	High-performance message transfer by caching

     

    



    (3) Flexibility

    
     
      	Flexible, customizable mechanism by adding individual logics to each API using custom plugin

     

    


    By optimizing utilization of the functions offered by the API linkage service, this platform achieves safe data distribution between enterprises and banks (Fig. 4).
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         Fig. 4 Processing flow of API linkage for enterprises.
        

     


    2.1.1 Managing connection destinations(establishing the M:N connection)


    When using this platform, availability of connectable banks varies as specified in the applications submitted by enterprises. For example, while Enterprise A may obtain information from Bank A and Bank B, Enterprise B can only get information from Bank B. Operating in conjunction with the contract management system, this platform ensures that each enterprise user can connect only to designated banks.


    2.1.2 Bank KYC information-linking interface (common interface)


    After learning the various message formats used by different banks, this platform provides enterprises with the data in a common, standardized interface. Differences exist between banks; for example, while postal code data is included in the address entry at Bank A, it is a separate entry at Bank B. By learning the differences between interfaces, this platform makes it possible to rapidly deploy services without having to consider differences between the interfaces used by different banks.


    2.1.3 Bank KYC information-linking interface (flow control)


    This platform controls the amount of traffic that flows into the platform by setting a limit on the number of connections. This function is also used to prevent any traffic surges that can impose a bigger load on bank systems.


    2.2 Bank connection


    2.2.1 User authentication/approval


    When acquiring personal information, banks first obtain consent from users for provision of their identity authentication and personal information in compliance with the OAuth 2.0 Authorization Framework specified in RFC 67494). Then the users check that their data is up-to-date and permit companies and services to acquire their information. Finally, the companies and services acquire user information from the banks via this platform (Fig. 5).
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         Fig. 5 Overview of authentication/approval and API linkage.
        

     


    2.2.2 Assuring traceability


    From the bank’s perspective, the connection source is this platform only. However, the verified identity information is actually provided to enterprises specified by the user. This means that it is necessary to improve traceability in the distribution of verified identity information between enterprises and this platform as well as between banks and this platform. Thanks to the core role this platform plays in distribution of that information, data distribution history can be visualized, showing when the data was acquired, by what user, via what enterprise, and from what bank.


   2.3 System platform


    This system is designed while incorporating our most advanced technologies to ensure safe, secure distribution of verified identity information.


    2.3.1 Cloud platform


    To ensure adaptability to future expansion of services, this system uses a cloud platform to ensure maximum security and redundancy, while maintaining stable services on a continuous basis.


    2.3.2 Platform security


    Security is based on the concept of defense in depth, with powerful protective measures installed at every layer from the operating system layer to the application layer.


    Communication between this platform and users, as well as between this platform and banks, is protected with Transport Layer Security (TLS), an encryption protocol designed to keep network data traffic secure, in order to minimize the risks of en-route eavesdropping and forgery.


    As shown in Fig. 6, the whole system is protected with functions such as access restriction, IDS/IPS (Intrusion Detection System/Intrusion Prevention System that detects and prevents attacks targeted at vulnerabilities in systems and networks), and WAF (Web Application Firewall to protect web applications from attacks).
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         Fig. 6 Overview of platform security.
        

     


    Platform security is further enhanced by 24/7 manned surveillance which ensures a rapid response to any security incident that may occur.


  



  
    3. Conclusion


    In this paper, we have seen NEC’s technological commitment to use cases in which verified identity information owned by banks is distributed in the open API
format and then utilized for identity confirmation at enterprises.


    In response to the trend towards open API, it is expected that the operational functions and data owned by banks will be incorporated more broadly in daily life and accessed by various enterprises and industries. As proposed in “Report of Review Committee on Open APIs: Promoting Open Innovation” 5) published by the Japanese Bankers Association, it is also anticipated that the commitment to open API will move forward in other businesses leading to the evolution of an ecosystem where banks and other enterprises will mutually exchange a variety of data.

    In addition to the verified identity information owned by banks, we have confirmed that there exists a need for other data—such as financial assets. In view of this, we are working to expand the functionality of our authentication API to better handle the complex authentication procedures needed for various business services. NEC is committed to expanding the performance and capabilities of this platform, while improving convenience and operability and maintaining data integrity.
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    Abstract


    Among the many impacts of the COVID-19 pandemic has been the acceleration of existing trends towards the digitalization of society. These trends have triggered a change in lifestyles, work styles, and business styles, precipitating a shift towards a broader and more widely used range of online services, while hastening the integration of real and digital worlds. New ways of managing identities while coping with the risk of personal information leaks, fraudulent use, and privacy invasion are needed. NEC has developed a concept called NEC I:Delight, which is designed to address the issues described above. This paper introduces this high-value concept and illustrates the new view of the world it represents and the NEC Digital ID solution we are developing to achieve that world.
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    1. Introduction — The Changing Social and Economic Environment


    The digitalization of society has changed the way people live, work, and do business. For example, new technology that connects touchpoints―which until recently have always been offline―via networks is triggering the creation of a burgeoning array of new services that integrate the real and digital worlds.

    These trends have been massively accelerated by the COVID-19 pandemic which has forced people and businesses to dramatically alter the way they live, work, and do business, boosting existing online services and creating new ones. With social distancing and stay-athome orders dominating the battle against COVID-19, new services that promote themselves with such buzzwords as “remote” or “no-contact” have popped up one after the other even in fields in which physical, in-person operations have been the norm. New online services are also being offered in various areas such as healthcare, education, labor, entertainment, and payment.


    In societies where online services have progressed to this stage, service providers must be able to perform reliable online user identification and authorization based on the information provided by the users, as well as other permission and confirmation procedures upon use of the service. Three key themes have been identified that must be effectively managed in order to create a useful, high-functioning solution.


    
     	Stricter management of personal information based on consent

     	Compatibility between convenience and reliability

     	Enhanced measures against risks of personal information leaks and unauthorized use

    


  


  
    2. The World of NEC I: Delight


    NEC I:Delight is an overarching concept aimed at solving the various issues that one can expect to occur in a society permeated by digitalization and where the “new normal” has literally become normal (Fig. 1).


    
      [image: 200105_01.jpg]
      
        Fig. 1 NEC I:Delight.
      

    


    NEC I:Delight is a concept that uses biometric authentication such as face or iris recognition as a universal ID, making it possible to offer users a consistent experience by connecting multiple touchpoints and services.


    Seamless connection of services in various scenarios such as traveling, shopping, and commuting makes it possible to offer a safe, secure, and pleasant experience.


    Personal information is essential for the services applicable to NEC I:Delight. When users consent to provide service providers with their personal information, they will be able to enjoy a unique experience carefully tailored to suit their tastes and preferences.


    Rigorous security measures are applied in the management and use of the user’s personal data with appropriate rules to ensure safety and reliability.


  


  
    3. NEC Digital ID Solution Achieves the World of NEC I:Delight


    NEC Digital ID solution comprises a suite of technologies that support the concept of NEC I:Delight (Fig. 2).
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        Fig. 2 NEC Digital ID Solution.
      

    


    NEC Digital ID solution links biometric IDs and leverages personal data to connect various services that correspond to user needs and aspirations, making it possible to provide users with a seamless experience as they transit from one service to the next. NEC stands firmly by the fundamental belief that the individual retains sovereign power over their personal ID and data, and therefore requires their full consent in order to share and utilize their data.


    NEC Digital ID solution offers value to both users and service providers.


    Convenience

     
      	Improves user convenience by making multiple services accessible via biometric authentication.

     


    Improved efficiency and cost reduction

     
      	Increases efficiency and reduces labor requirements for customer service tasks using biometric authentication.

     


    Safety and security


     
      	Reduces the risk of leaks by securely managing personal information.

      	Reduces the risk of identity theft and unauthorized use by using high-precision biometrics.

      	Improves hygiene and reduces risk of infectious disease by providing touchless services.

     


    Value enhancement

     
      	Uses personal data to improve the value of a service so that it more precisely meets the needs of
users.

     


    The following case studies provide examples of how we have successfully deployed NEC Digital ID solution to create new value.


    3.1 IoT Hospitality Cloud Service trial


    In January 2019, we launched a trial in Nanki-Shirahama, Wakayama to show how our integrated digital solutions can enhance the tourist experience. On arrival at the local airport, visitors can register their facial information and subsequently enjoy various services–at hotels, commercial facilities, and sightseeing facilities―all without holding anything in their hands or using cash (Fig. 3).
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        Fig. 3 Hospitality Cloud Service Trial in the Nanki-Shirahama Airport area.
      

    


    We are planning to continue this trial while increasing the number of the touchpoints and expanding the range of available services.


    3.2 Trial at the NEC Super Tower — Digital workplace in the age of the “new normal”


    Digitalization and COVID-19 have had a huge impact on the way many people work. This trial was initiated in July 2020 to test the efficacy of new digital offices at the NEC Super Tower in Minato-ku, Tokyo (Fig. 4).
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        Fig. 4 Digital office trial at the NEC Super Tower.
      

    


    With a view to improving the safety, productivity, and creativity of employees, we are testing out new work styles that combine telework with working from a traditional office. For example, we replaced employee ID cards with face recognition authentication, eliminating the need to carry an employee ID card to enter and exit work areas, use lockers, multifunction printers and vending machines, and have lunch at the cafeteria. In other words, instead of having to produce an ID card in various workplace scenarios, employees can access equipment or employee-only spaces in a convenient, touchless way, making office work safer and more efficient. Our challenge is to create new work styles that are at once comfortable and efficient, facilitating smooth communication between employees and between employee and customer.


  


  
    4. The Cutting Edge Technologies behind NEC Digital ID Solutions


    Central to the achievement of the world of NEC I:Delight, NEC Digital ID solution is built on two key functions―ID federation and data utilization. In the following section, we summarize the new technologies that make these functions possible.


    The role of ID federation is to standardize service user authentication and authorization in multiple services. One of the values we hope to achieve with NEC Digital ID solution is walk-through authentication. Biometrics is the ideal tool to achieve this. To ensure that the walk-through authentication process is safe and pleasant, the biometrics must provide extremely high authentication precision.


    No matter how accurate the authentication process is, the possibility of identity theft remains a risk. If pre-registered authentication data is stolen or tampered with, impersonation could occur. Hence, the protection of authentication data is as important as the precision of authentication.


    Even if authentication information is secure, the authentication system could still be taken over by an attacker. If a malicious program is executed, this will interfere with authentication. Security of authentication terminals is equally important as authentication terminals in high-traffic locations such as airports and storefronts are likely to become targets for attack.


    Data utilization complements ID verification by feeding personal information back to users as a new value. However, it is critical that the data be handled in such a way so as not to infringe the user’s privacy. To prevent this, it is important to obtain the free consent of the user after explaining to them why we need to use their data, how we will use it, and how we will protect it. Moreover, even if the user has given consent for their data to be used by the service, invasion of privacy can still occur if that data is stolen or tampered with. Thus, the protection of personal data is extremely important.


    To sum up, to achieve ID federation and data utilization, the following four points are important.


     (1) Precision of authentication

     (2) Protection of authentication information and personal data

     (3) Security of authentication terminals

     (4) Safe handling of personal data in accordance with the user’s wishes


    Among these, (4) should be dealt with in the design of the service itself. The others can be dealt with using common technologies not dependent on a specific service. These common technologies include the following.


    Face and iris recognition: Contributes to the improvement of authentication accuracy. For ten straight years, NEC’s face recognition has held the number one spot in the benchmark tests conducted by the United States National Institute of Standards and Technology (NIST)1). To improve the authentication precision of this system, we combined it with our iris recognition system. Together, iris and face recognition offer an unprecedented level of authentication accuracy, helping to reduce the rate of mis-authentication to less than one ten-billionth. This high accuracy makes it possible to adapt NEC’s system to walk-through authentication in globally deployed services all over the world.


    IoT terminal tampering detection: Contributes to the security of authorization terminal. If the authentication terminal is taken over, this technology makes it possible to detect and confirm the takeover by verifying the terminal from outside. This is effective even if the attacker attempts to disguise their attack by making it appear as if the terminal’s operating status is normal. This protects the server from attack via the hijacked terminal.


    Secure terminal authentication: Contributes to the protection of authentication data. Smartphones and storefront authentication terminals may store the biometric data of the people who use their service. Unfortunately, these devices can be lost or stolen, increasing the risk of biometric information being stolen and the terminal being taken over. The secure terminal authentication technology prevents theft of data and makes it possible to perform biometric authentication on those devices safely.


    Cancelable biometric authentication: Contributes to the protection of biometric data. If facial data is stolen, it used to be said it is impossible to reset the stolen data therefore the user cannot register their face again as a face recognition data. However, by storing the facial data with this cancelable biometric authentication system, the stolen data can be invalidated and the user can re-register their face. Moreover, once the re-registration is done, the stolen ID data can no longer be used.


    Secure computation: Contributes to the protection of authentication data and personal data. This technology makes it possible to obtain computation results of the original data only, while preventing that data from leaking by using cryptographic techniques. Since there is no need to recover the data, data leakage can be comprehensively prevented.


    Blockchain and secure multi-cloud storage: Contributes to the protection of personal data. The secure multi-cloud storage2) uses cryptographic techniques to make it difficult to leak data. When combined with blockchain, data tampering can also be prevented at the same time.


  


  
    5. Conclusion


    While we already possess the world’s leading biometric identification, we have no intention of resting on our laurels. We will continue to improve the accuracy and speed of ID federation using biometrics. At the same time, by promoting secure data utilization based on more secure management of personal data, we will continue to expand the range of applications for NEC Digital ID solution and maintain our commitment to the achievement of services that meet the needs of new lifestyles, new work styles, and new business styles.
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    Abstract


    Challenges facing the contemporary manufacturing environment such as labor shortages, skills transfer, and mass customization are now being aggravated by the novel coronavirus (COVID-19) pandemic―which is generating complex new problems including disruption of supply chains and restriction of movement of employees. NEC’s Connected Manufacturing integrates manufacturing sites and supply chains with the power of digital technology and is introducing innovation that transcends the boundaries between industries. This paper introduces the smart factory concept, which is an underlying theme of Connected Manufacturing. The idea of a smart factory is to build a system that leverages a wide range of data inputs to rapidly transform a production system into one that features high productivity and superior ability to respond to fluctuations, and also an environment where people can work comfortably and enthusiastically.
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    1. Introduction – Operational Challenges


    As the problems related to labor shortage and skills transfer become more acute, manufacturers must adapt to mass customization. At the same time, the wave of digitalization has swept across all industries, leading to intercorporate collaboration and generating a continuous stream of competitive new innovations. In this chaotic and rapidly evolving environment, the sudden emergence of the novel coronavirus (COVID-19) pandemic has ratcheted up the uncertainty―disrupting supply chains, restricting the movement of employees, and making future planning more difficult than ever. In the society with the “new normal,” new challenges are being thrown up all the time. The manufacturing industry, in particular, is facing serious challenges such as the need to reconfigure factories to adapt to changing workstyle expectations, review supply chains to optimize reliability, and adapt to rapid fluctuations in product demand, not to mention the necessity of continuing to address more conventional issues such as quality, cost, and delivery(QCD) (Fig. 1).
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        Fig. 1 The changing manufacturing industry in the age of the new normal.      

    


    NEC’s Connected Manufacturing concept brings innovation to the manufacturing industry by integrating cyberspace and the physical world.


    This paper discusses the concept of Connected Manufacturing as proposed by NEC with a particular focus on the smart factory―a key component of Connected Manufacturing. In Section 2, we describe the world we envision in which Connected Manufacturing plays a key role, while in Section 3, we explain what the smart factory is and how it can be achieved. Section 4 gets down to detail with a case study in which the smart factory concept has been applied to innovate the manufacturing process with AI and IoT. Section 5 looks at the various technologies that support smart factory businesses and solutions, and Section 6 discusses the future prospects of the smart factory.


  


  
    2. Our Vision of Connected Manufacturing


    The concept of Connected Manufacturing is centered on the smart factory concept and includes smartization of factory and supply chains and a product innovation concept that promotes a transition from a seller of things to a seller of experiences.


    The smart factory concept aims at smartization of factories by speeding up and autonomizing QCD improvement through utilization of digital data, by automating production lines, and by automating and remotizing operations indirectly related to manufacturing. Furthermore, by automating and autonomizing entire supply chains, management can allow human operators to focus their efforts on perceptual judgments and decision-making. Together, these elements can create an operational environment better able to cope with the ebb and flow of demand. And our vision goes even further. We will take advantage of digitalization to help consumer goods manufacturers execute to marketing and predict demand, industrial goods manufacturers to perform quality assurance and new material development, and constructors to improve productivity of workers.


    The product innovation concept uses digital data to transform business models in service and sales areas.


    Connected Manufacturing cuts across the boundaries of industries to connect various ideas, resources, and know-how and aims at the transformation of our customers’ business models, helping to innovate more rapidly and effectively than ever (Fig 2).
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        Fig. 2 Overview of NEC Value Chain Innovation and Connected Manufacturing.
      

    


  


  
    3. Making the Smart Factory a Reality


    NEC defines the smart factory concept as a system that uses a wide range of data inputs to achieve manufacturing with high productivity and ability to respond to fluctuations, while also establishing a system that creates an environment where people can work comfortably and with enthusiasm. Smartization of factories alone cannot achieve this concept. Achieving the smart factory requires the smartization of value chains in addition to smartization of factories (Fig. 3).
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        Fig. 3 NEC’s vision of smart factories.
      

    


    3.1 Smartization of factories


    There are roughly three stages in the smartization of factories. The first stage is to use digital data to speed up and autonomize improvements in QCD. This involves using our digital technology to refine improvement cycles in order to enhance the two aspects of production universally regarded as critical by manufacturers―throughput and quality control. The second stage is automation and autonomization of production lines. In other words, smartization means expanding automated operations in the area of physical operation technology (OT). To get there, we need to speed up intra-factory networks and make full use of AI, robotics, and various sensing technologies. The third stage is automation and remotization of operations indirectly related to manufacturing.


    The concept of the smart factory is often applied only to operations which are directly related to manufacturing. In the real world, however, many back-office operations such as production management, production technology, and quality control exist within the factory. Typically, many of these systems are not operated in a way that can fairly be called efficient. With the labor shortage growing ever more acute and the effect of the COVID-19 pandemic precipitating the shift to telework, the remotization of back-office operations also needs to be pushed forward to make it possible to maximize efficiency and integration (Fig. 4).
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        Fig. 4 Factory smartization.
      

    


    3.2 Smartization of value chains


    In addition to factories, value chains that cut across companies also need to be smartized. Again, digital data is the key, making it possible to advance, automate, and autonomize improvement cycles while cutting through the inter-company barriers. Smartized value chains generate a range of benefits, helping to realize an increase in delivery speed, reduction of inventory, and advanced traceability management. In the age of the “new normal” where it is no longer possible to obtain detailed information from suppliers by speaking to them face-toface, it is important to communicate with suppliers by
utilizing these platforms.


    3.3 On-site manufacturing issues


    Since manufacturing sites are idiosyncratic, each has its own unique on-site issues. NEC offers various solutions based on improvement scenarios according to four manufacturing types―job shop type, process type, flow shop/assembly type, and project type (Fig. 5).
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        Fig. 5 Various manufacturing issues.
      

    


    The job shop and process types are mostly targeted at machinery and equipment. AI is increasingly being deployed to handle quality analysis and autonomous control using AI. The collection and analysis of large amounts of data has long been a key feature of management at equipment manufacturers. However, the system as it currently operates is highly dependent on individual expertise―a vulnerability that becomes increasingly apparent as expert engineers retire without new engineers to replace them and the process of digitalization reaches the point where it becomes more difficult for it to substitute for human expertise and provide automatic feedback to engineers about what actions should be taken based on the results of data analysis.


    The flow shop/assembly type is distinguished by a great many operations performed by humans. Expected to be effective for this type are instructions on operation procedures using audio and video to achieve labor saving and eradicate operational mistakes and using AI for external inspection.


    Project-type products are normally commissioned for manufacture by large entities and may include satellites and large-scale generators, for example. Production of these products is highly dependent on individual expertise and involves very few repetitive procedures, making it difficult to use data to refine or automate production. The first step to finding solutions to issues in project type manufacturing is to visualize human operations and implementing digitalization.


    One issue that comes up when pushing forward the smart factory concept is what type of organizational setup is needed to implement a smart factory project and how that project should be implemented. NEC offers two basic models for implementing a smart factory project that have been optimized to suit the differing circumstances of each customer. The first is a grand design in which market and management issues shape the project, while the second model prioritizes effectiveness verification, implementing the project based on the selection of specific issues and solutions (Fig. 6).
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        Fig. 6 NEC’s visions of how to implement a smart factory project.
      

    


    3.4 NEC DX Factory – a future manufacturing concept that realizes the smart factory


    NEC has been promoting a future manufacturing concept that brings the smart factory into being with digital technology called NEC DX Factory. Embodying NEC’s commitment to IoT and AI, NEC DX Factory digitalizes all processes from design to manufacturing, shipment, and logistics, simulates them in a virtual space, then feeds them back physically to generate manufacturing innovations (Fig. 7).
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        Fig. 7 Overview of NEC DX Factory.
      

    


    We have launched the NEC DX Factory Co-creation Space at the Tamagawa Plant. At this space, which embodies what we have discussed above, we discuss the future of manufacturing with visitors while letting them experience our next-generation manufacturing lines. Customers from more than one hundred companies have already visited, and we are now looking at more specific manufacturing innovations.

  


  
    4. Case Study: Application at NEC Platforms.


    NEC Platforms Ltd., an NEC subsidiary, has deployed the NEC Industrial IoT Platform at their manufacturing plants. The system performs real-time integrated visualization of data related to personnel, equipment, and other things, including quality and operating conditions at production lines in various NEC Platforms factories. This facilitates timely and appropriate decision making at each level of the company’s management, factory managers, and on-site workers. Also by leveraging NEC’s original object fingerprint authentication technology and AI technology, NEC Platforms has improved traceability and quality, leading to a 50 percent improvement of productivity at their factories (Fig. 8).
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        Fig. 8 Effectiveness of implementation of NEC’s manufacturing reform measures.
      

    


  


  
    5. Technologies That Support Operations and Solutions


    Centering on the NEC IoT Industrial Platform, we are deploying a wide range of solutions and applications to help solve challenges faced by our customers in the manufacturing industry on a case by case basis (Fig. 9).
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        Fig. 9 NEC DX Factory solution chart.
      

    


    These solutions have been effectively implemented at plants of NEC Platforms that undertakes the manufacturing of NEC products. As this case study demonstrates, NEC can perform integrated implementation of solution development and on-site utilization. This makes it possible for us to offer exceptionally effective solutions that our customers in the manufacturing industry appreciate.


  


  
    6. Conclusion – Future Prospects of the Smart Factory


    Local 5G is a major technological innovation that will drive the further evolution of the smart factory and lead to additional breakthroughs. 5G features such as ultrahigh speed, ultralow delay, and simultaneous multi-connectivity will accelerate the digital transformation (DX) of the manufacturing industry.

    At NEC, we believe that the 5G-based factory of the future should be oriented around optimization of production lines and the way people work. Progress will be data driven and supported by automation and wireless technology, minimizing the need to significantly alter layouts and staffing in production lines even when there are major changes in product types and production volume change.


    The incredible speed and power of 5G will also support remotization and remote control of various procedures, enabling staff to manage the site from home or remote office; in other words, it will be possible to easily perform tasks that were once stressful and physically demanding from a comfortable environment.


    These efficiencies will positively impact the labor shortage in the manufacturing industry by making it possible to work more flexibly in ways that have not existed before. We believe this is the way humans and robots should work together in the future.


    While the working-age population continues to dwindle and restrictions imposed by the “new normal” affect the ability to work on-site, NEC aspires to utilize advanced technology and data to transform factories into attractive workplaces where labor shortage is no longer a primary concern and workers can attain a sense of fulfillment. It is our hope that the information digitalized within the factory will extend beyond its four walls to the community and have a positive impact not only on manufacturing, but on people’s lives.


    At NEC, the future is our focus and we are determined to maintain our commitment to achieving a smart factory where people can work comfortably and to supporting our customers in their efforts to achieve their own goals through the use of our digital technology.
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    Abstract


    The business environment of the manufacturing industry is not only affected by various present changes including labor shortage, the handing over of skills to the next generation and mass-customization, but also by new issues that have surfaced due to the COVID-19 epidemic such as disruption of supply chains and restrictions on the movement of employees. The Smart Factory is a factory that is not only capable of dealing with the presently recognized challenges, but can also respond flexibly to unknown issues that may occur in the future. NEC is promoting the transformation of our factories into smart factories by combining our knowledge as both a manufacturing company and an IT vendor. At the same time, we provide the knowhow of smart factory construction to our customers by making best use of our expertise. This paper introduces the use of local 5G in smart factories.
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    1. Introduction


    Recent issues facing factories include mass-customization, the rise of overseas labor cost, shortage of domestic labor, and the handing over of skills to the next generation. In addition, the COVID-19 epidemic has posed new issues such as disruption of supply chains, factory shutdown due to drastic changes in consumer demands, reorganization of production sites and restrictions on employees going to the office. To solve these issues and realize factories that can continue to operate with efficiency, it is necessary to promote the Smart Factory by combining latest technologies such as IoT, AI and 5G1).


    An important technical innovation that can advance the Smart Factory and lead to breakthroughs is 5G. NEC is conducting examinations on how to accelerate the digital transformation (DX) of the manufacturing industry by exploiting features of 5G such as its ultrahigh speed, ultralow latency and simultaneous multiple connections.


  



  
    2. Expected Role of Local 5G in Smart Factories


    At NEC, we envision that 5G- enabled and other future factories will transform production lines and people’s work styles. Even if the variety and volume of products change suddenly, there will be no need to change the production line layout or the allocation of workers, as data from automated and wireless systems will be used more effectively.


    Employing 5G will make it possible to perform remote operations and control. This will also make it possible to control operations in factories and other working sites while remaining in the office, or to handle stressful or physically demanding tasks comfortably from a pleasant environment.


    The result will be a radical solution to the labor shortage problem in the manufacturing industry and a transformation of the working practices in the so-called New Normal society (Fig. 1).
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         Fig. 1 Transformation of working practices of factory.
        

     


    NEC has already introduced a local 5G system at our NEC Platforms Kofu Plant located in Yamanashi Prefecture to promote digitalization of our own manufacturing facilities (Fig. 2).
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         Fig. 2 Local 5G introduction at the NEC Platforms Kofu Plant.
        

     


  


  
    3. Use Cases of local 5G at Smart Factories


    This chapter introduces actual use cases together with approaches made by NEC (Fig. 3).
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         Fig. 3 Use of local 5G in Smart Factory.
        

     


    3.1 Automation of inspection using high definition image and video


    Images have been used for inspections in the past, but narrow network bandwidth and other issues restricted the capacity of these systems to record the movement of products and people from fixed cameras and send high-resolution, large-capacity images for post-analysis.


    5G makes real-time processing of a series of actions possible based on linkage between cameras and robots, namely capturing minute defects in articles flowing on the production line with high-definition cameras, identifying their characteristics in real time with an AI engine and picking up the defective articles with a robot (Fig. 4).
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         Fig. 4 Usage scenario: Inspection process.
        

     


    3.2 Supporting workers using augmented reality (AR)


    In addition to the shortage of instructors as skilled workers near retirement age, the decline in the working-age population is leading to a chronic shortage of human resources. The shortage of experts, who direct people or control a group with their special skills, and general human resources means the impossibility of passing on the skills to the next generation, resulting in a drop in the technical abilities of manufacturing sites. One of the solutions for the problems of expert shortage, worker shortage and technical ability degradation is to have the remote worker supported by an expert using AR glasses.


    On-site workers with little experience are less efficient than skilled workers. Therefore it is obvious that they require some time to complete their work. However, the human resource shortage doesn’t allow them to have enough time. This issue can be solved in that even novice workers can complete work in a short period if an expert wearing AR glasses in a remote location can support the work of on-site workers. The real-time guidance given here can also improve the skill of on-site workers in a short period and human resources can be cultivated efficiently. As the AR glasses present the instruction information in the field of view, the workers can continue work without stopping to confirm the work instructions, which thereby improves work efficiency.


    In this remote work support, 5G is necessary to transmit on-site conditions correctly and in real time to the expert in the remote location. One method for accurate identification of the on-site conditions is to use 4K cameras for real-time transmission of high-definition images. In this way, the expert in the remote location can gain a real sense of presence and thereby provide optimum instructions (Fig. 5).
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         Fig. 5 Usage scenario: Production equipment maintenance.
        

     


    3.3 Remote robot operation/teaching


    Robots need to be taught (programmed) the manufacturing procedures matching the product they produce. Teaching of a robot must not be focused on only the product but also the equipment around the robot and coordination with other robots. For this reason, robot teaching requires people with technical skills and knowhow. However, the frequency of teaching has increased due to the recent shortage of instructors and progress of high-mix low-volume production, and this has become a new issue in remote robot operations. NEC is therefore studying the use of 5G as a means for robot operations by remotely-located engineers (Fig. 6).


     
        [image: 200107_06.jpg]
        
         Fig. 6 Usage scenario: Robot teaching.
        

     


    In remote operations, the difficulty of control and the stress on operators are highly dependent on the response speeds of robots and machinery to the operator’s operations. Therefore, the ultrahigh-speed and ultralow-latency features of 5G have become critical factors for remote operations (Fig. 7).
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         Fig. 7 Demonstration of remote robot control.
        

     


    Remote teaching frees engineers from the need to visit the site where robots are installed so efficient teaching can be possible with a small number of people. Since the robot sometimes moves unexpectedly during the teaching process, teaching has been regarded as risky work. However, if the remote teaching of robots becomes possible, it is also expected to ensure the safety of engineers (Fig. 8).
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         Fig. 8 Remote manual assembly.
        

     


    3.4 Advancement of AGVs through Coordinated Control


    There are many cases in which automated transport equipment are introduced for unmanned material transportation in factories and logistics warehouses. However, once automated transport equipment is installed, it is hard to modify the layout, making flexibility impossible with respect to changes in production line layout that would be required on account of improvement activities at the production site or changes in production items. This issue may be solved by adopting the trackless automatic guided vehicle (AGV) that features the capability to change the transport path in response to changes in the surrounding conditions (Fig. 9).
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         Fig. 9 Usage scenario: Factory goods warehouse.
        

     


    The typical use of AGV is to let several AGVs run simultaneously. However, when each AGV runs under individual control, traffic congestion occurs and the availability of AGVs is reduced. This problem can be solved by the features of 5G, the ultralow latency and the simultaneous multi-connections, namely, the Multi-Robot Controller (MRC), which can serve as the centralized AGV control system to collect real-time information on the running conditions of AGVs and give real-time instructions of the optimum path to be taken for each AGV. This eliminates traffic congestion of AGVs, increases AGV availability and ensures that goods arrive at the right place at the right time (Photo).
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         Photo Demonstration: Real-time simultaneous control of several mini-AGVs.
        

     


  


  
    4. The Future of the Smart Factory with 5G


    It is expected that the use of 5G will go beyond factories and expand to between factories and between enterprises. Local 5G will be used inside factories while carrier 5G will be used between factories or between enterprises. When local 5G inside a factory is linked with carrier 5G connecting factories or enterprises, this will accelerate the development of smarter value chains.


    One of the examples of usages is the remote maintenance by the factory equipment management department. The equipment manager inspects the customer’s equipment by operating a drone through the carrier 5G. The manager shares the image of the inspection with the on-site workers in real time and, gives work instructions if human intervention is required. If the equipment can be operated remotely, it can also be operated through the local 5G in the factory.


    In this way, the Smart Factory that NEC aims at can be implemented by expanding the use of local 5G and carrier 5G in the entire value chain (Fig. 10).
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         Fig. 10 Linkage between local 5G and carrier 5G.
        

     


  


  
    5. Conclusion


    For the implementation of the Smart Factory, NEC models the use cases of local 5G introduced here and creates an end-to-end DX offering model from IT to  network to OT. First, to realize advanced AGVs through coordinated control, we provide it as an AGV utilization improvement offering model (Fig. 11).
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         Fig. 11 Provision of DX offering model for implementation of Smart Factory.
        

     



    As a facility where customers can experience the reality of the Smart Factory and manifest their creativity, the NEC DX Factory Co-creation Space has been established at the NEC Tamagawa Office in Kawasaki city, Kanagawa prefecture. In addition, we will accelerate the establishment of the Local 5G Lab and the demonstration of a “Smart Factory using Local 5G” in fiscal 2020.


    Looking ahead ten years from now, NEC is determined to realize each and every value for customers aiming at implementation of the Smart Factory where people can work with vigor and enthusiasm.


  


  
    * Wi-Fi is a registered trademark of Wi-Fi Alliance.

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Few modern industries are immune to the digital transformation (DX) engulfing the world today, and that includes the transportation industry that entails the movement of people (hereinafter referred to as transport) and the movement of goods (hereinafter referred to as logistics). In fact, these fields are poised to experience a momentous transformation as DX revolutionizes operations and technology. As in many fields, this transformation has been accelerated by the novel coronavirus (COVID-19) pandemic, which has compelled the world to transition to a “new normal” in which already extant trends have been pushed to the forefront. In this paper, we introduce representative case studies and technologies that illustrate NEC’s efforts to leverage its next-generation digital technology to connect the real world with cyberspace and merge logistics and mobility to assure the safe, smooth, and reliable movement of people and goods. We also discuss how NEC’s commitment to achieving these goals reflects its overall approach to realizing an abundant society in which everyone and every industry has equal access to services and opportunities.
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    1. Business Environment and Related Issues


    The wave of digital transformation (DX) is sweeping across industries the world over and the transportation industry that entails the movement of people (hereinafter referred to as transport) and the movement of goods (hereinafter referred to as logistics) is no exception. This change has been accelerated by the COVID-19 pandemic which continues to stalk the planet, forcing changes in mindset and lifestyle as people are urged to adapt to the new normal. The impact of all this on transport and logistics has been nothing short of revolutionary.


    Transport has been especially hard hit by the pandemic as people refrain from traveling and shift from commuting to telework, a shift accompanied by dramatic changes in social values in terms of lifestyle, the selection of residence, and the demand for safety during commuting.


    In logistics, parcel delivery has been booming with online shopping spurred in part by an increasing number of people working from home. Meanwhile, manufacturing sectors like automotive has been experiencing a downturn in shipping due to stagnant freight volumes, which is forcing manufacturers to reassess their supply chains. At NEC, we regard logistics as a means of achieving an optimum balance between supply/demand and resources coupled with economic activities. And we expect that a significant change will take place in this very area.


    Yet there is something we should not forget. And that is the aggravation of the labor shortage in Japan. The transportation and warehouse industry that supports transport and logistics is very on-site labor intensive. And while the level of services demanded increases, the availability of manpower is decreasing, making it difficult to maintain even current levels of services. If it is to maintain and improve the level of services, while simultaneously promoting work style reform, the transportation and warehouse industry has no choice but to take advantage of the potential of digitalization and participate in industry-transcending co-creation projects.


  


  
    2. The World Envisioned by NEC


    In the post-pandemic world, we can expect the information society to progress ever more rapidly, while technologies such as AI, autonomous driving, and drones also continue to advance exponentially. Businesses that focus on just extending the lifespan of existing infrastructure will soon be left behind as the world fast-forwards into the new age. While remaining closely attuned to the issues impacting people’s daily lives and the activities of businesses, you need to find a way to come up with new solutions.

 
    By integrating the real world with cyberspace and merging logistics with mobility, NEC aims to provide digital solutions to ensure the safe and secure movement of people and goods and thereby realize a society in which everyone and every industry has equal access to services and opportunities (Fig. 1).
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         Fig. 1 Future of intelligent logistics and mobility.
        

     


    2.1 Transport: Public transport services that facilitate the safe, secure and comfortable movement of people


    All modes of transportation such as airplanes, railways, and buses are connected in a seamless web through the use of mobile devices, smart cards, and biometrics, achieving a stress-free mobility environment through Mobility as a Service (MaaS).


    We also help achieve upgrading, efficiency improvement, and labor saving in operation and maintenance procedures by utilizing AI and IoT. In other words, we support safe, reliable, and comfortable transport by taking advantage of cutting-edge ICT.


    2.2 Logistics: Innovating supply chains through business-to-business (B2B) collaboration to achieve safe, reliable, efficient logistics operations


    By collecting information in real time and sharing it across organizations, we are able to help companies better understand the flow of goods through their entire supply chains, which in turn enables them to develop robust, dynamic supply chains that can efficiently adapt to supply-demand fluctuations. Moreover, to cope with labor shortages, AI, IoT, and robots that work harmoniously with humans at logistics sites are deployed to facilitate automation, labor saving, and improved operational efficiency, while ensuring safe and reliable logistics.


    2.3 Mobility: Mobility services that support safe and reliable transport of people and goods


    Vehicles used for transportation of people and goods are now undergoing DX with implementation of connected and autonomous driving. NEC’s cutting-edge networking and AI technologies are facilitating advances in the technological sophistication of these vehicles. We are also accelerating our efforts to offer mobility services across a broad range of industries in collaboration with other stakeholders involved in the mobility field with a view to helping achieve a world in which transportation is consistently safe, reliable, and pleasant.


  


  
    3. Main Operations, Core Solutions, and Service Platforms


    NEC offers the following three solutions to facilitate the movement of people and goods: solutions supporting transport services, logistics solutions supporting the supply chain, and solutions to innovate mobility in both transport and logistics.


    3.1 Solutions supporting transport services


    In Japan, public transport smart cards have taken root as part of the social infrastructure and are now closely associated with people’s lifestyles. From its inception, NEC has been supporting the development of JR East’s Suica smart card and we are now deploying our knowhow and expertise overseas. We also strive to introduce a system to easily utilize mobile devices and biometrics to seamlessly connect all means of public transport such as airplanes, railways, and buses. In our Fast Travel project, we are developing systems to enable people across the globe to move smoothly through airports, declare electronically, and have their identity verified automatically, then continue to their destinations safely, reliably, and comfortably, and, when they arrive, to be able to check into hotels and go shopping without having to carry a bag or wallet with them.


    On the other hand, the existing transportation infrastructure is aging year by year, and it is becoming difficult to secure human resources. At the core of transportation services are the railway commanders and railway equipment maintenance workers who make optimal decisions based on their past experience. NEC uses AI and IoT to model the knowledge in the minds of these experts. By enabling the sharing of information, transfer of skills, and efficient response according to the situation, we are playing a part in resolving the issues facing transportation services.


    3.2 Logistics solutions supporting supply chains


    The functionality now required for logistics is a way to capture fluctuations of supply and demand and changes in markets and promptly apply that insight to production and sales. At the same time, it is essential to build an accurate logistics system that can ensure delivery of the right products to the right place, at the right time, and in the right quantity.


    At NEC, we have years of experience and success in delivering solutions for warehouse management, transportation and delivery management, and import and export management to a variety of fields. Using our AI, IoT, and image recognition technologies, we can build systems to visualize the flow of goods in virtual space. At the same time, while helping innovate logistics sites, we help our customers develop logistics networks that integrate production, sales, and logistics into a welloiled system where each part works smoothly with the others. In addition, we are well-equipped to manage the anticipated restructuring of supply chains in response to COVID-19. Using our technology, we will help create dynamic supply chains that will achieve optimal supply-demand balance while creating synergy through B2B collaboration. In this way, we expect to achieve Value Chain Innovation (VCI) (Figs. 2 & 3).
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         Fig. 2 NEC’s solution concept.
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         Fig. 3 Selectable menus for different purposes and issues.
        

     


    3.3 Solutions to innovate mobility


    Implementation of DX in public transport and logistics necessarily involves the connection of various modes of transportation into a seamless network that will ultimately include autonomous self-driving vehicles. The value of vehicles in particular has changed significantly in the past few years, and the structure of the industry itself is poised to undergo a major paradigm shift as evidenced by the development of new transport services by automakers.


    In view of this trend, NEC is developing a vehicle interior/exterior monitoring solution (Fig. 4) in which AIbased video analytics technology is used to process various incoming data in real time. Through the utilization of AI for monitoring to reduce oversights caused by human error in operation and management tasks and injection of human input for decisions requiring a higher level of expertise, we will support the provision of safe and secure mobility for people and goods.
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         Fig. 4 Vehicle interior/exterior monitoring solution.
        

     


  


  
    4. Case Studies


    In this section, we review two case studies which exemplify NEC’s approach to developing systems that respond to the demands of the new normal with sophisticated systems to visualize the real world.


    4.1 Case study — NEC gets ahead of the new normal with trials at headquarters


    In addition to seamless connectivity achieved using biometrics, we have begun conducting demonstration tests at NEC’s headquarters building in Tokyo focused on the future of our lives in the new normal (Fig. 5). These tests seek to determine both what the potential issues are when services are provided and how to solve them―for example, the application of thermographs and face recognition with masks worn. We also carry out tests to determine the optimum configuration of service platforms and find clues to social implementation of those technologies to transport and logistics services.
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         Fig. 5 NEC I:Delight demonstration tests at NEC headquarters.
        

     


    4.2 Case study — visualizing supply chains (India)


    Now let’s take a look at the system deployed to visualize logistics in the Delhi-Mumbai Industrial Corridor Development Project (Fig. 6).
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         Fig. 6 Logistics visualization for the Delhi-Mumbai Industrial Corridor Development Corporation.
        

     


    Improving logistics infrastructure is a critical component of India’s drive to modernize and attract foreign investment. NEC-supplied digital technology is playing a key role in this effort. By attaching RFID tags to the containers to collect location information as the containers pass the gates, we helped make it possible to visualize container movement and location. As a result, data such as the length of time a container would be held at a port could be digitalized in real time, enabling any stakeholders involved to work towards a solution. This has helped to reduce logistics lead time and optimize inventory as well as to improve production plan accuracy.


    Thanks to its initial success, the system is now being deployed throughout India. This was the first step in our efforts to visualize the real world in cyberspace. Since then, we have drawn out the LBD 2.0 Road Map towards the achievement of the Logistics and Supply Chain Transformation (Fig. 7). By working together with the people of India to apply these systems to support India’s supply chains, we will contribute to the economic development of the country.
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         Fig. 7 LDB 2.0 Road Map: Logistics Enterprise Data Bus.
        

     


  


  
    5. Core Technologies That Undergird Our Businesses and Solutions


    It is not an exaggeration to say that the movement of people and goods is the very lifeblood of the world itself. By converting real world information into usable data that can be analyzed by AI and visualized in cyberspace, DX will make it possible to track and manage the flow of people and goods through the network. By integrating biometrics with AI and networking technology, NEC is playing a leading role in the realization of DX.


    5.1 Biometrics — connecting people with services


    In November 2019, we announced NEC I:Delight1), a platform that uses biometrics technologies to streamline various services to ensure a comfortable and effortless experience. This platform allows people to move seamlessly through airports, train stations and cities. Our biometrics―which includes powerful face recognition technology ranked number one in the world2)―not only authenticates individual identity, it does it instantly so there’s no waiting and no stress. People can just keep on walking without interruption. Going forward, we are planning to sharpen the system’s personal recognition capability by also incorporating iris recognition and more.


    5.2 AI technology — converting tacit knowledge into explicit knowledge


    NEC owns a wide array of AI technologies that can be adapted to a wide variety of sites. For example, our heterogeneous mixture learning technology can capture and convert the personal knowledge and intuition of experienced traffic control and maintenance personnel who support public transport services and on-site managers who work in logistics services into explicit knowledge that can be used to ensure secure, reliable operations. The system is also able to help understand current conditions in facilities and supply chains and even make predictions by analyzing past chronological data. Our AI technologies also include system invariant analysis technology that monitors those conditions and detects any deviations or anomalies.


    This facilitates preventive maintenance and failure symptom detection in transportation infrastructure and can support the transition from periodical maintenance to condition-specific maintenance.


    5.3 AI and network technology to achieve safe, reliable transportation


    At NEC, we are focused on achieving a network that uses AI to monitor and predict any changes in conditions, thereby optimizing the operations of the various modes of transportation incorporated in the network.


    At a more granular level, video processing performed by AI video analytics technology will provide users with an accurate understanding of conditions both inside and outside of the vehicle. Vehicle operating status and condition can also be tracked in real time using data transmitted from the vehicle via the network, enabling failure symptom detection and facilitating preventive maintenance.


  


  
    6. Conclusion


    By integrating the real world with cyberspace and merging logistics with mobility, NEC aims to provide digital solutions to ensure the safe and secure movement of people and goods and thereby realize a society in which everyone and every industry has equal access to services and opportunities. Furthermore, NEC strives to offer solutions that combine the technologies we have developed over the years to ensure secure, worry-free transport in the age of the new normal, as well as to facilitate the creation of robust supply chains. Going forward, we will continue to participate in industry-academia-government partnerships, as well as work closely with other stakeholders to create new value and bring into being a new and more accessible world of logistics and mobility.


  


  
    * Suica is a trademark of East Japan Railway Company.

    * LTE is a trademark of European Telecommunications Standards Institute (ETSI).

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The International Air Transport Association (IATA) is now promoting the Fast Travel program which offers passengers self-service options such as check-in and boarding using face recognition technology. Major airports around the world have already introduced pilot projects using this program. Also efforts are underway to adapt this technology to widespread use in various services not just at airports but also in town to achieve seamless and ticketless identification. This paper outlines NEC’s commitment to Fast Travel and introduces several case studies in Japan and elsewhere that highlight NEC I:Delight, a concept first proposed in 2019 whose objective is to achieve a truly seamless customer experience across a broad range of locations and services.
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    1. Introduction


    With the Tokyo Olympics—originally scheduled for 2020—as the focal point, Japan has been engaged for the past several years in a massive effort to expand and improve its tourism infrastructure—a project made all the more necessary by the rapidly accelerating number of inbound tourists from overseas, rising from less than 5 million in 2000 to more than 30 million in 2018.


    The devastating impact of the COVID-19 pandemic has brought all this progress to a shuddering halt, with the tourism industry being dealt the severest blow. Efforts to mitigate the spread of this disease, in particular, avoidance of the “Three Cs” (closed spaces, crowded places, and close-contact settings), have continued to wreak havoc in the tourism and hospitality industries.


    Fast Travel—of which NEC’s face recognition technology is a critical component—is one of the tools that can help airports improve their response to COVID-19 and upgrade the tourism infrastructure in general, while providing travelers with greater convenience and safer check-in. This paper provides an overview of Fast Travel and discusses future prospects.


    1.1 The current airport environment in Japan


    The massive increase in overseas visitors in recent years has strained the capacity of airports, resulting in overcrowding, forcing passengers to wait for hours in long lines. This increased pressure on airports is bringing more problems to the surface—such as the need for extended service hours, the shortage of workers necessary to facilitate that, and the corresponding requirement for additional and enhanced security.


    New COVID-19-related restrictions—such as minimizing congestion in immigration and customs areas and limiting contact between passengers and airport staff—make traveling even more arduous.


    1.2 Fast Travel—automating travel to help solve airport problems


    Japan is not the only country facing these issues; the trend is global. Recently, the International Air Transport Association (IATA) has begun promoting an airport automation system called Fast Travel that provides travelers with an array of self-service options.


    Fast Travel gives passengers the opportunity to streamline their airport experience with a contact-free automated process that enables them to complete most procedures on their own. Such approaches will improve the passenger’s experience, reducing the time they spend waiting in queues and alleviating congestion at immigration and customs checkpoints.


    Automation of passenger services for domestic flights in Japan is very close to being fully realized thanks to the leveraged power of smartphones and IC cards. When it comes to international flights, however, the automation process has been held up by the need for identity verification with passports. Only biometrics can eliminate the need for identification documents, resulting in a push to incorporate face recognition technology, which would enable full automation of passenger services. Pilot projects have already been launched at major airports around the world.


    Clearly, the seamless experience enabled by Fast Travel and face recognition technology has the potential to be effectively utilized across a broad range of travel-related services. Possible deployment of this technology in other areas is now being studied.


    In the following sections, we review several case studies on the introduction of face recognition technology in airports and also examine the prospects for digitized airports in the future.


  



  
    2. NEC technology key to success of airport automation


    NEC is playing a key role in helping achieve IATA’s Fast Travel by supporting integration of its proprietary face recognition technology, which is number one in the world1).


    2.1 Overseas airports


    In 2016, NEC’s face recognition technology2) was adopted by the John F. Kennedy International Airport in New York, one of the largest and busiest airports in the United States, where it is used in the immigration system to confirm that the passenger matches the passport holder.


    With a view to improving security and streamlining immigration procedures, the United States Department of Homeland Security and its law enforcement agency, Customs and Border Protection (CBP), are strengthening immigration control at international airports throughout the United States. The federal government is implementing a departure program that utilizes biometrics in order to confirm the identities of those who depart from the United States. NEC’s face recognition technology is critical to successful achievement of this objective.


    In collaboration with CBP, we set up a validation test of our face recognition system at Washington Dulles International Airport in 20173). Tests were conducted at the boarding gates operated by Emirates Air for flights bond for Dubai in the United Arab Emirates.


    2.2 Japanese airports


    Japan’s first electronic customs inspection system—the Electronic Declaration Gates (e-Gates)—started operation at Narita Airport’s Terminal 3 in 2019 (Fig. 1).
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         Fig. 1 Customs electronic declaration gate.
        

     


    This system will simplify the creation of the “Declaration of Personal Effects and Unaccompanied Articles” document, as well as facilitating quicker declaration and customs procedures. Passengers will be able to proceed quickly through each step of the arrival procedure, moving smoothly from immigration to customs inspection without having to repeat identification procedures.


    The system works like this: passengers use a customs declaration app developed for smartphones and make an electronic declaration ahead of time while they are still on board. When they arrive at the airport, they verify their identity at a dedicated kiosk called an electronic declaration terminal, using the QR code displayed on the app as well as their passport and face recognition. The whole procedure is executed seamlessly, resulting in very fast, easy processing.


    Thanks to this technology, entering the country is a simple matter of passing through a gate equipped with walk-through face recognition technology.


    The resulting dramatic reduction in congestion and passenger waiting time in customs inspection areas and immigration control will greatly improve the traveler’s experience.


    Also in 2019, Narita International Airport Corporation decided to adopt NEC’s face recognition system in its new One ID check-in boarding process.


    When this new process is put into actual operation, passengers at Narita Airport will simply register photos of their faces at the first step of the check-in procedure and from that point on will be able to move seamlessly through each subsequent step (baggage check-in, security check, and boarding gate clearance) without having to present any documents—such as boarding pass or passport. Instead, their identity will be instantly verified using face recognition.


    One ID will eliminate much of the stress and anxiety normally associated with the various procedures preceding final boarding as it will enable passengers to move quickly and smoothly through each stage, reducing lineups and saving time (Fig. 2).
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         Fig. 2 One ID system at Narita International Airport.
        

     


    NEC’s Fast Travel face recognition system won first prize at the 2019 Nikkei Superior Products and Services Awards (Fig. 3).


     
        [image: 200109_03.jpg]
        
         Fig. 3 Winning first prize at the 2019 Nikkei Superior Products and Services Awards.
        

     


    In July 2019, NEC and Star Alliance announced a collaborative business deal in the development of the Star Biometrics Hub, which is an identity verification platform leveraging biometrics4).


    By taking advantage of this platform that utilizes NEC’s face recognition technology, Star Alliance plans to achieve seamless boarding procedures and new services for passengers.


    As long as passengers use the flights of alliance member airlines, they will be assured an improved user experience at airports all over the world without being restricted to specific airports.


    This improvement in user experience for passengers will not stop at airports. Potential expansion of value experience into realms outside airports is also expected in the near future.


    2.3 From the airport to the streets


    In January 2019, NEC began conducting a demonstration of various face recognition applications for the Ministry of Internal Affairs and Communication’s IoT Omotenashi Cloud Service in the service area of Nanki-Shirahama Airport in cooperation with Nanki-Shirahama Airport, Inc. and other companies. Tourists can use various services at hotels, tourist facilities, and commercial facilities, using face recognition based on face images and credit card data transferred from smartphones (Fig. 4)5).
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         Fig. 4 Demonstration for the IoT Omotenashi Cloud Service in the Nanki-Shirahama Airport area.
        

     


    The objective is to create new hands-free tourism services.


  


  
    3. From Fast Travel to NEC I:Delight


    NEC I:Delight was announced in November 2019 with the goal of providing a consistent, hassle-free customer experience across a broad range of services at multiple locations through the use of a common ID (Digital ID) obtained with biometrics such as face recognition.


    In addition to the various tourism-related services that take advantage of face recognition in the Nanki-Shirahama demonstration project discussed above, we plan to apply this concept across a much wider range. Everything from daily activities like commuting to grocery shopping to access to public services, we believe this technology can make life much easier for everyone.


    The keys to successful implementation of NEC I:Delight are safety, security, and comfort.


    Safety and security means locking down the system to keep out intruders and prevent identity theft and spoofing. Comfort means that the user experience is completely seamless and transparent; they can move comfortably and smoothly through the world without carrying with them physical documents such as ID cards, passenger tickets (Fig. 5).
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         Fig. 5 New value created by NEC’s Digital ID Solution.
        

     


    3.1 Digital ID in the age of the “new normal”


    COVID-19 has ushered in dramatic changes to our social environment and concepts like safety and security are now viewed in a whole new light.


    From shops to restaurants to hotels to airplanes, the overriding concern today is how to create an environment that makes people feel safe, while also ensuring that services can be offered in a timely and reliable manner without being slowed down by infection prevention measures such as avoidance of the “Three Cs.”


    NEC’s Digital ID Solution offers a contact-free method for identity verification using biometrics that can help contribute to the creation of a service environment that is both safe and convenient. Users just hold up their ID and pass through the detector (contact-free operation). As these systems are deployed in more and more locations, they are likely to help accelerate the achievement of complete self-service in every facet of our life as there will no longer be any need for traditional face-to-face identity verification in which someone has to compare the person with the photo on their ID card.


    This can create new value such as the reduction in the risk of infection from physical contact and face-to-face exchanges.


    3.2 Validation testing at NEC headquarters


    To test the validity of these concepts, we have launched a comprehensive validation project in July 2020 at our headquarters building in Minato Ward, Tokyo with a view to understanding how best to adapt our style of work to the “new normal” using NEC’s Digital Transformation (DX).


    We are testing a wide array of systems from simple contact-free entry/exit systems using face recognition to more aggressive measures against COVID-19 such as integration of new technologies including body surface temperature detection and facial recognition of people wearing masks (Fig. 6).
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         Fig. 6 System validation in the NEC Super Tower.
        

     


    By testing our technologies in this way, we will improve their quality and performance, while collecting invaluable intelligence and experience that will enable us to more effectively create and deploy new services using NEC’s Digital ID Solution, as well as to improve existing services such as Fast Travel.


  


  
    * QR code is a registered trademark of DENSO WAVE INCORPORATED.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The total number of public transport smart cards issued in Japan now exceeds 150 million1). With a usage rate of 98 percent in the Tokyo metropolitan area, the public transport smart card is definitely here to stay, an example of social infrastructure that meshes perfectly with people’s lifestyles. Turning our gaze overseas, we see opportunities to export Japanese technology are increasing at a rapid pace, spurred by rapid expansion in demand for new and upgraded infrastructure and IT systems in newly emerging economies. Ever since Suica was introduced, NEC has actively helped drive advances in public transport smart cards by adapting its powerful, proprietary ICT to the needs of public transportation. At the same time, we have been exporting our know-how overseas and successfully introduced these systems to many regions. In line with changes in lifestyle that now require contactless, non-face-to-face procedures while still assuring seamless movement of people from place to place, NEC continues to create next-generation solutions that integrate various technologies in mobile, biometrics, and more, to help achieve a world of abundance.
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    1. NEC’s Involvement in Development of Public Transport Smart Cards


    When the East Japan Railway Company began work on the Suica project which was launched in 2001, NEC participated in its development. Since then, NEC has been involved in the development of eleven public transport smart cards introduced in Japan as of 2020 (Fig. 1). NEC’s primary role has been to provide the backbone systems for public transport smart cards, including many key components ranging from center servers to station servers. Center servers manage the life cycle of the smart card from the time it is issued until final disposal, while station servers store and forward processed data between the center server and connected equipment. Our stakeholders not only include public transport companies but also financial institutions and government organizations, enabling us to introduce public transport smart cards and to expand their service areas. Working with banks and all levels of government—municipal, prefectural, and national—in addition to public transport companies, we are helping to revitalize communities by introducing technology that facilitates better and more convenient access to public transport.


    
      [image: 200110_01.jpg]
      
        Fig. 1 NEC’s track record of public transport smart card project in Japan.
      

    


    Beyond this, NEC is also working to expand the utility of smart cards by adding new value and applications. Illustrative of this is the evolution of the smart card into a form of electronic money that can be used at station kiosks and convenience stores, as well as for mobile ticketing. Now mobile phones and smartphones incorporating the FeliCa chip can be used as mobile tickets and electronic money. Top-up can be done through the mobile phone application anytime, anywhere, offering users maximum mobility and flexibility and thereby helping to further expand usage.


  


  
    2. Overseas Deployment of Our Solutions


    2.1 AFCS and ITMS provide a safe, secure foundation for India’s public transport infrastructure


    The knowledge and expertise we have gained in the process of developing and advancing smart card technology in Japan is now being deployed effectively overseas with particular focus on India’s bus rapid transit (BRT) market.


    Selected as one of first 20 candidate cities in the Indian government’s smart city project, Ahmedabad in Gujarat State has introduced an automated fare collection system (AFCS) and intelligent transport management system (ITMS)2)3) (Fig. 2). This helps the city achieve a safe and highly reliable public transport infrastructure that smoothly adjusts to changes in demand by utilizing IoT and big data analysis to facilitate planning, integration, and expansion in accordance with the increase of passengers. The city of Surat in the same state has also introduced the AFCS to make cashless payment possible not only with public transport smart cards but also with QR code tickets4).


    
      [image: 200110_02.jpg]
      
        Fig. 2 Intelligent transport management system (ITMS).
      

    


    The public transport smart cards adopted by both cities comply with RuPay, a payment service developed by National Payments Corporation of India (NPCI). In addition to prepaid payment for rides on buses and the BRT system, it can also be used as a debit and credit card at a multitude of venues, including cafés, restaurants, libraries, and amusement facilities, thus providing citizens with high convenience.


    2.2 India’s smart city projects


    India has made it its mission to create smart cities where use of public transport smart cards and digital ticketing is ubiquitous and automated systems are widely deployed. NEC is an active partner in these endeavors—for example, in October 2019, NEC concluded a system integration contract with the twin cities of Kalyan-Dombivali related to the development of the entire smart city project5). NEC will introduce a wide range of solutions including an advanced traffic control system equipped with image analysis technology performed by AI. These solutions will be linked to IT management service (ITMS) and parking management systems to streamline the movement of people and vehicles throughout the cities.


    NEC will also continue efforts to contribute to the achievement of safe, secure, equitable, and efficient smart cities.


    2.3 Expanding India’s AFCS/ITMS business to other countries


    Building on the experience gained in Japan and India, we are now working on a project to introduce the ITMS to bus operators in Mecca, Saudi Arabia6).


    Welcoming more than two million pilgrims a year, Mecca is very much in need of a safer, more reliable, and more convenient public transport system. To achieve bus services with greater convenience, safety, and efficiency, we are introducing the AFCS which will facilitate cashless payment with more than eight million public transport smart cards. To efficiently manage the movement and scheduling of transport, we are introducing the AVLS which tracks about 400 buses and supports scheduling.


    In addition, Japan’s Official Development Assistance has initiated several projects to introduce ICT to rail transport in other Asian countries including India’s neighbors, Bangladesh and Sri Lanka. Although the introduction of ICT to rail transport is more costly and time-consuming than for buses and BRT, the results in terms of modal shift and traffic congestion alleviation are remarkable.


    With this background, NEC will endeavor to deploy AFCS-based public transport ICT solutions in rail transport. By making available public transport smart cards and QR code tickets that can be used by multiple operators as well as for mobile ticketing, we will enable a contactless, cashless payment infrastructure with high safety and convenience. Furthermore, we will leverage our know-how in digital transformation (DX) we have gained in the projects for public transport operators in Japan to strengthen our customers’ existing services and help them create new services.


  


  
    3. NEC’s New Commitment to the Evolution of Public Transportation


    3.1 Trends in the Japanese domestic market


    Public transportation has long been dominated by scheduled trains and buses. That has begun to change thanks to the convenience made possible by new technology. Today, a broad range of services, including on-demand buses, bicycle sharing, and car sharing are being rolled out in the market. Users now enjoy much greater choice and flexibility and can freely choose the mode of transport that best suits their needs with respect to route, destination, traveling time, fares, and convenience.


    An expanded range of transportation options not only redounds to the benefit of members of the local community, it will also help both domestic and international tourists thanks to improved convenience and flexibility.


    3.2 Issues in the Hiroshima area


    The number of tourists visiting Hiroshima has been increasing every year. Until 2004, an average of over 9 million people visited every year, but by 2018, the number of visitors reached 13.36 million. Over the same period, the number of foreign tourists increased from about 200 thousand in 2004 to 1.78 million in 2018.


    Hiroshima Electric Railway offered tourists a variety of travel passes to choose from, including the Visit Hiroshima Tourist Pass in addition to a regular one-day train pass. Combined sales of these were equivalent to 200 thousand tickets. However, since these passes were paper tickets, tourists could not purchase them in advance; instead, they had to go to the ticket window to buy the passes after arriving in Hiroshima. Clearly this system was not suitable to the city’s evolving requirements and needed to be upgraded to provide improved convenience and flexibility.


    3.3 How MOBIRY was built


    Against this background, NEC consulted with Hiroshima Electric Railway to work out a policy to improve the convenience of tourists and make it easier to get around the city and its environs. After much thoughtful discussion, NEC and Hiroshima Electric Railway entered into an agreement in July 2019 to jointly develop and build a Mobility as a Service (MaaS) system, which was
launched in March 20207).


    Dubbed “MOBIRY,” the MaaS system developed for Hiroshima Electric Railway does not have dedicated servers in a data center. Instead, NEC built a backend system in the cloud and developed a web-based application. As a result, we were able to shorten the development period and roll out the MaaS service just nine months after the project was initiated.


    3.4 Features of MOBIRY


    As of July 2020, MOBIRY offers the following three features:


    
        	Advance purchase on the web is possible.

        	Available in hourly periods, such as 8 hours or 24 hours.

        	Also available in a package pass combining unlimited local travel and highway bus tickets.

    


    NEC will continue efforts to further improve convenience by linking the MOBIRY with on-demand transport and bicycle sharing services, in addition to trains and buses (Fig. 3).


    
      [image: 200110_03.jpg]
      
        Fig. 3 Linking MOBIRY with various services.
      

    


    3.5 Expansion into India’s multimodal transport services


    When we look overseas, especially in newly emerging countries where the economy is fast developing and the population rapidly increasing, we can see that rapid economic development has pushed a number of social issues to the fore. Chronic traffic congestion which comes as a result of an increase in privately owned cars outpaces the construction of new roads and the expansion of public transportation.


    This has created an opportunity for the private sector which is currently introducing a variety of innovative new transportation services to get people moving. The primary mode of transportation for the vast bulk of the population, the public system still forms the backbone of the transportation system. Unfortunately, because it is not integrated with modern systems of data provision and payment methods, the system is inconvenient, unreliable, and difficult to use, consequently increasing the dependence on privately owned cars.


    Working together with NEC Laboratories India, which was founded in 2018, we are currently developing a solution that integrates information of both public and private transport services, as well as payment methods. This integrated system will be implemented in mobile apps to provide citizens with a seamless transportation experience. When NEC’s leading-edge AI technologies are utilized in this integrated system, it will also be possible to analyze consumer behaviors and perform demand forecasting based on the collected data.


    By multiplying what we have learned in the public transportation market with numerous NEC-proprietary technologies, we will continue to develop new solutions going forward (Fig. 4).
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        Fig. 4 Deployment in multimodal transportation services.
      

    


  


  
    4. Future Prospects


    4.1 Changes in the public transportation environment and the future of public transport smart cards and their prospects

    As discussed above, NEC has developed public transport smart card and mobile ticketing solutions to help achieve safe, comfortable transportation. To further improve convenience, these solutions can be used not only to access various modes of transportation, but can also be used for ticketing in a wide range of other applications such as entertainment. At the same time, services can be more finely tuned to meet the more specific characteristics and needs of users. This means that highspec and numerous servers need to be streamlined and their maintenance and management costs reduced. This can be achieved by transitioning from the current cardbased ticketing (CBT) to centralized account-based ticketing (ABT). At NEC, we believe that combining various solutions while managing the transition between the two systems will help contribute to social value creation.


    4.2 Creating new value with the ABT system


    Current public transport smart cards generally use the CBT system, which manages stored-fare (SF) balance in each card. This makes it necessary to perform high-speed computation processing at the station service device side, which requires very high specifications. Multiplied by all the stations in the transport system, this is a major factor in driving up costs. With ABT, card balances and personal data are all aggregated at a higher-level data center, reducing the processing demand on station-side equipment and thereby significantly lowering costs. ABT also increases versatility, making it possible to handle various authentication systems, in addition to the smart card authentication. Available options can be increased to include ones that better suit usage scenarios and operator
environments, such as QR code payment and contactless biometric payment, which are fast growing in popularity.


    A leader in biometrics, NEC has developed a wide range of industry-leading technologies in this field, including face recognition and iris recognition. We have systematized NEC’s relevant solutions in the concept of NEC I:Delight, which is a one-stop embodiment of various solutions. We are also focusing on next-generation communication technologies such as 5G to support platforms that require high-speed communications such as ABT.


    It is also expected that the linkage of transportation and attribute information on platforms will make it possible to organically connect groupings of information that are conventionally independent of each other. This organic connection will enable this data to be applied to digital marketing. Today, a wide variety of new transportation services—such as car sharing—are on offer, and the modes of transportation are becoming increasingly diversified. To address these needs, we combine our AI and IoT technologies including NEC the WISE—a suite of cutting-edge AI technologies—in order to better use and analyze digital data. We will continue our efforts to address and support the needs of public transportation at every stage of the journey (Fig. 5).
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        Fig. 5 Next-generation ticketing as envisioned by NEC.
      

    


    4.3 How NEC is reconfiguring to adapt to the changing social environment


    As elsewhere in the world, Japan’s society and economy were severely disrupted in the spring of 2020 by the impact of the novel coronavirus pandemic (COVID-19), which restricted people’s movement and forced many to stay at home as much as possible. Many of these changes are expected to remain part of everyday life indefinitely and are defining what is commonly called the “new normal,” in which our view of what is normal in daily life will be much different than what it was before the pandemic.


    The field of transportation is no exception in this respect. New behaviors are being created one after another—such as avoidance of crowded areas and promotion of contactless services. In turn, these are affecting commuting and business travel, with a much greater emphasis on telework. At NEC, our goal is to help redefine public transportation for the age of the “new normal” by offering integrated platforms utilizing the above-mentioned various authentication methods, as well as digital marketing.


  


  
    5. Conclusion


    As discussed above, in addition to mobile ticketing projects in Japan, we have been deploying our solutions to overseas smart cities and BRT projects such as those in India. Drawing on the results and know-how we have gained both in Japan and elsewhere, we will continue to expand and advance these solutions to create new social values and address critical social issues in real time.


  


  
    * Suica is a registered trademark of East Japan Railway Company.

    * FeliCa is a registered trademark of Sony Corporation.

    * QR code is a registered trademark of DENSO WAVE INCORPORATED.

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The railway industry has recently begun to accelerate efforts to upgrade operations with AI and IoT which is frequently referred to as railway digital transformation or railway DX. This operational upgrade is an ideal candidate for the technology and other resources that NEC can bring to bear. Leveraging our extensive experience in adding new values to railway transportation and passenger services, together with our commitment to supporting maximum railway safety and lives of passengers, we are now systematizing our accumulated know-how to provide a foundation for further expansion in this field.
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    1. NEC’s Vision for Railway DX


    The issues currently facing railway operators can be roughly divided into four areas:


    
        	Labor shortage

        	Skills transmission (converting tacit knowledge into explicit knowledge)

        	Increased complexity and more precisely targeted services

        	Increasing costs and decreasing passenger revenue

    


    NEC is fully committed to resolving these issues and supporting the continuity of railway services as a keystone of social infrastructure with focus on the four key concepts below. (Fig. 1):


    
        	Smart maintenance that achieves condition-based maintenance (CBM)

        	Smart operation that supports more complex, high-level operations

        	Smart stations that achieves next-generation station services

        	Smart mobility (including Mobility-as-a-Service [MaaS]) targeted at a wider range of transport operators that optimize individual travel
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         Fig. 1 NEC’s Vision for Railway DX.
        

     


    The actions we are taking to achieve these goals are described in the following sections (Fig. 2).
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         Fig. 2 NEC’s technologies supporting railway DX (common platform).
        

     


  


  
    2. Smart Maintenance Solution


    2.1 Failure symptom detection


    As any sudden failure in in-vehicle equipment or signaling systems could have a negative impact on services, preventive maintenance—that is, addressing symptoms before they become problematic—is critical to ensuring reliable operation. In the event that a failure does occur, it is necessary to identify the specific component in a complex device that precipitated the failure and to immediately perform partial repairs to minimize downtime.


    To accomplish this, NEC is applying its System Invariant Analysis Technology (SIAT), which has been tested at various plants, to railway facilities. Verification of the technology is now underway with a view to practical implementation in railway applications. As one of the world’s most safety-oriented industries in which operations are, in principal, accident free, the rail industry poses a challenge to conventional machine learning systems that rely on anomaly data to train their error detection systems. NEC’s SIAT, on the other hand, learns those conditions considered normal and detects any variances as abnormal, allowing it to be applied to equipment where failure events do not follow any same pattern.


    2.2 Deterioration prediction


    Repair of railway equipment and facilities is performed in compliance with the inspection standards prescribed by the Ministry of Land, Infrastructure, Transport and Tourism, irrespective of the usage environment and state of deterioration. This can actually lead to excessive repair in some cases, making reduction of maintenance costs an important aspect of railway management.


    To address this issue, NEC is applying the Heterogeneous Mixture Learning Technology to help optimize maintenance frequency and visualize factors contributing to deterioration. The system is currently being verified in power equipment, as well as signaling and communications equipment. When calculating prediction results, it is necessary to clarify the assumptions on which the results are based and to specify the factors contributing to deterioration. To make sure we know the basis for the results, we use a white-box type AI represented by the Heterogeneous Mixture Learning Technology.


    2.3 Facility defect detection


    Railway facilities can be located in mountainous areas, on bridges, and inside tunnels. Thus, on-site visual inspection requires a significant expenditure of time and labor. Often, it may also be dangerous.


    An increasingly popular supplemental measure is to use camera-installed trains to perform inspection. Further laborsaving and automation are needed here, as in most cases, humans are still required to visually confirm the recorded results.


    To address this issue, NEC has been applying image analysis technology that utilizes cutting-edge deep learning technology—RAPID Machine Learning—to advance our efforts to achieve automatic detection of defects in railway facilities and equipment. Since much of the equipment and facilities used by railways are located outdoors, they are likely to be affected by the weather and by the difference in available light between day and night. Development efforts are underway to solve this problem and apply automatic detection function in practice.


  


  
    3. Smart Operations


    This section highlights the various efforts we have undertaken to optimize rail transportation by utilizing our AI and IoT technologies including a suite of cutting-edge technologies called NEC the WISE in order to support next-generation railway service operations while advancing the sophistication in decision making, improving the efficiency of tasks, and facilitating succession of skills.


    3.1 Supporting command operations


    Trains are operated by command controls in railway industry. When a failure occurs in a transportation service, the service need to be restored as quickly as possible. Critical to this is the transportation command center which is central to communicating with control center staff, station staff, and crew members. If the schedule is disrupted as a result of the failure, the timetable will be revised by weighing various factors such as stagnation of passengers, the time of the day, operation conditions, crew status, and equipment conditions. Ultimately, the final decision is based less on the data than on the knowledge and know-how of experienced technicians. Because no two failure events are the same, it is not possible to unearth a similar failure in the past, making it difficult to optimize recovery plans with machine learning.


    This led us to wonder if it would be possible to propose optimal timetables by generating various scenarios that combined historical data with artificially generated data based on various simulations and using pseudo-data on transportation failure accumulated in machine learning. In collaboration with the NEC Central Research Laboratories, we are now developing a high-speed simulator for machine learning that reproduces operation control of trains and passenger flow and applying that simulator in machine learning with a view to discovering a reliable way to create optimal timetables and minimize the stagnation of passengers. The core of this system is NEC’s Logical Thinking AI, which we expect will facilitate efficient machine learning of simulation data on a massive scale.


    Clearly, this approach has implications across many fields and we intend to expand our efforts into a broad range of applications such as airline, logistic industry , and ship schedules. At the same time, we will focus on achieving flexible operation management that transcends the borders of various mobility modalities in the age of the “new normal.”


    3.2 Supporting station operations


    As the primary contact point with passengers, a train station handles various duties. From the viewpoint of universal design, we are also investigating how we can support various station operations such as providing appropriate assistance for passengers with disabilities. Our number one goal is to improve operational efficiency by seamlessly linking guidance information within a railway system and connecting it to the expressed needs of passengers, assuring maximum convenience and a comfortable journey for all passengers.


  


  
    4. Smart Station


    In this section, we show how we are helping railway companies reduce operational loads in the daily duties of station staff (ticket window, turnstile, station attendant, and so on) and improve their station-based passenger services.


    4.1 Utilization of AI at a station (JR East Mobility Innovation Consortium, validation conducted at Ueno Station)


    An AI guidance system is among the many projects in the JR East Group Management Vision “Move UP” 2027. As one of the companies involved in this project, NEC conducted validation tests of an AI guidance system at JR Ueno Station.


    In validation phase 1, we applied an AI chatbot, NEC auto response solution, to learn frequently asked questions and check the responses’ accuracy. In validation phase 2, we added multiple languages to improve services for foreign visitors. Also looking into future deployment at all stations nationwide, we linked the system to external application programing interfaces in transit search apps to maximize usability (Fig. 3).
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         Fig. 3 Station guidance screen (validation at JR Ueno Station).
        

     


    Using the knowledge gained on this project, we intend to expand services while further improving response accuracy. We also plan to make those services available via passengers’ own smart devices (multi-device compatibility) and to tailor them to meet the needs of each passenger.



    4.2 Utilization of biometrics at stations


    NEC I:Delight is a new concept that uses common biometric IDs such as faces and fingerprints to offer customers a seamless experience in multiple places and with multiple services. Our goal is to create a world where everyone is able to enjoy an experience customized to their own needs in all aspects of public and social life. As public transportation is one of the most important and widely used parts of the social infrastructure, we believe it’s an ideal field in which to work on co-creation of values.


    To recapitulate, use of biometric authentication (face recognition) enables passengers to pass freely through turnstiles at train stations, on buses, and many other places. Meanwhile it is now expanding into new services such as payment for purchases.


  


  
    5. Smart Mobility


    5.1 Smart mobility and MaaS


    The concept of smart mobility involves creating a digital experience (DX) that solves the issues of transport operators and customer experience (CX) that enhances the convenience of users.


    Smart mobility embraces the achievement of MaaS as well.


    In the MaaS concept, railway systems are seen as the primary means of transportation in large cities, while buses and light rail transit (LRT) systems play a central role in smaller cities. In accordance with this concept, we are now sharing our ICT expertise with public transportation companies and the government (Fig. 4).
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         Fig. 4 NEC’s commitment to providing public transport operators with MaaS.
        

     


    5.2 Smart mobility for operators


    We have already discussed the issues faced by railways and other public transportation companies in section 1 above.


    To address these issues, we have set the following parameters for the desired mobility services:


    
        	Should be easy for everyone to ride

        	Should offer consistent, high-quality services regardless of the skill or knowledge of the staff

        	Should keep the costs down while improving the quality of services

        	Should offer new CX utilizing IoT and AI technology

    


    5.3 What NEC is doing


    As part of the validation testing of self-driving mid-size buses, which is a joint project between the Ministry of Economy, Trade and Industry and the Ministry of Land, Infrastructure, Transport and Tourism, we are collaborating with Shinki Bus to conduct face recognition trials that will enable advanced bus operations and diversification of in-vehicle payment systems (as of July 2020).


    To achieve advanced bus operations, trials to monitor the bus by video and audio from a remote office is underway. We are gathering data to ensure the safety of buses using the adaptive video distribution technology and abnormal sound detection technology. This combination of video and audio enables stable in-vehicle monitoring even when the bus is moving, ensuring on-board safety with a minimum crew.


    As for face recognition, validation tests for practical usage are now underway at the immigration and customs checkpoints of airports, as well as at railway turnstiles. Face recognition in train, cars, and buses is challenging, however, because passengers change at each station and bus stop. There is also the issue of privacy to be considered. We are using our face recognition cloud service to verify whether or not recognition can be conducted smoothly and is acceptable to the local community (Fig. 5).
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         Fig. 5 NEC’s commitment to self-driving buses.
        

     


    5.4 Future of smart mobility


    As discussed above, we have started working on solutions aimed at both public transportation companies and users in big and small cities. We will continue our efforts to address the issues of public transportation companies and help people enjoy more abundant lives by building digital platforms that connect big cities with small cities, while continuing to improve those solutions and collaborating with distribution and various service providers.


  


  
    6. Conclusion: The Future of Railway DX


    Utilizing our AI and IoT technology, NEC will continue to expand and enhance railway DX and create various values in public transportation and passenger services. We are confident that the know-how and experience we have gained in the railway field can be effectively deployed in other transport modalities, enhancing people’s lifestyles and leading to safer and more convenient public transportation.


  


  
    * LTE is a registered trademark of European Telecommunications Standards Institute(ETSI).

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Ongoing labor shortages in Japan and increasingly complex supply chains have made it imperative to build optimal logistics systems and more efficiently utilize distribution resources. These efforts are complicated by the impact of COVID-19 which has disrupted supply chains, generated rapid changes in supply and demand, and forced employers to assure a safe working environment at distribution sites. To ensure effectiveness in the “new normal,” logistics operators must be able to maintain business continuity while also making substantial improvements in efficiency.

    In this paper, we will look at these issues more closely and highlight some of the measures that could prove most helpful in dealing with them.
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    1. Introduction


    The coronavirus (COVID-19) pandemic has had a devastating impact on the world economy, and restrictions on the movement of humans remain in place in many countries. Nonetheless, the movement of goods remains critical if the infrastructure that supports society and everyday life is to remain intact. Logistics—the systems that manage the flow of goods—has never been more important, and the need for its continued, uninterrupted operation more essential.


    This paper discusses issues related to logistics in the age of the “new normal,” what an optimal system would be like, and what we should do to get there1).


  


  
    2. Issues in Conventional Logistics and Changes Imposed by COVID-19


    2.1 Issues in conventional logistics


    Manpower shortages are just as much of an issue in logistics as they are in other fields due to the steady decline in Japan’s working-age population. The overall population continues to shrink, leading to growing demand for automation and labor-saving technologies. In addition, the increasing trend towards high-mix/low-volume production and overseas production has compounded the need to reduce excess inventory and transportation costs by means of optimizing global supply chains. Given this situation, improving efficiency in logistics operations is imperative, and also a key challenge facing many companies.


    2.2 New risks under COVID-19


    The spread of COVID-19 has had a significant impact on logistics, bringing about major changes.


    COVID-19 has, first of all, made the assurance of a safe working environment at distribution sites a priority. Distribution operations require a large number of workers to work on-site to fulfill their roles. Under COVID-19, the need has arisen to maintain business continuity by adapting to working remotely in view of pandemic restrictions and creating a safe workplace for workers onsite by eliminating crowded conditions. The conventional distribution operation model in which workers work in close proximity to each other poses a health risk and is no longer suitable for the modern, post-COVID-19 world.


    Secondly, the pandemic has disrupted supply chains and brought about rapid changes to supply and demand. Today’s supply chains are structured on a wide-area, multistep basis with procurement sources crossing national borders. COVID-19 has created a situation in which entire supply chains are at risk of being disrupted due to difficulties in procuring certain components or materials. This is particularly apparent in the electric appliance and electronic component industries, as well as in the auto industry. While concentration of production and distribution centers, as well as transportation routes, can be an effective means of improving efficiency during normal times, it is now clear that this can lead to vulnerability in an emergency. It is expected that future reforms will focus on business continuity.


    2.3 Logistics in the age of the “new normal”

    In logistics, even after we emerge from COVID-19, we can expect greater emphasis to be placed on business continuity in addition to improving efficiency.


    ICT, which is typically implemented as a means of improving efficiency, will also be directed towards implementing business continuity. This will be done as part of an effort to strengthen supply chains by building nonstop distribution infrastructure that can promptly detect and respond to incidents (Fig. 1).


    
      [image: 200112_01.jpg]

      
        Fig. 1 Changes in logistics before and after COVID-19.
      

    


    In the following sections, we look at some use cases that illuminate the two issues facing logistics: assuring a safe working environment at distribution sites and responding to disruption of supply chains and rapid changes in supply and demand.


  


  
    3. Assuring a Safe Working Environment at Distribution Sites


    3.1 Promotion of digitization and teleworking in customs operations


    In the wake of COVID-19, requirements for teleworking have relaxed for customs brokers of whom about 30 percent have applied to work from home2). With the rapid rise in the number of custom brokers working remotely, the next step is to digitize paper-based documents and build an environment to ensure that operations can be executed securely.


    NEC’s customs clearance streamlining solution standardizes and improves the efficiency of customs operations. Digitization of relevant paper documents is accomplished using optical character recognition technology equipped with automatic learning function (AI-OCR) and operation optimization software using robotic process automation (RPA). While conventional OCR technology is hamstrung by the requirement to define formats in advance, AI-OCR can read filled-out forms automatically, which it achieves by accumulating and learning a variety of form formats. The result is significant improvement in the efficiency of the data entry process. It also makes it possible to build an environment where workers can perform their tasks remotely and securely no matter where they are, helping to promote a paradigm shift towards teleworking.


    Thanks to the introduction of this system, Sumitomo Warehouse has significantly reduced the time required to input and process data by using AI-OCR to convert paper and PDF print-out invoices into data. In the operation of one consigner, for example, they achieved a 40-percent reduction from about 260 hours per month to about 160 hours per month.


    3.2 Smart authentication using face recognition


    At a distribution site, contact with a large number of unspecified people such as drivers and distribution center operators cannot be avoided. As this has the potential to increase infection risks, a reliable way to minimize contact is necessary.


    Digital identity verification is one measure to ensure safety in this respect. A good example is roll call that conventionally requires face-to-face confirmation by operation managers. Depending on the task, an online roll call could be used under certain conditions. However, to prevent impersonation, secure identity authentication is absolutely essential.


    NEC’s face recognition cloud service can be applied to authentication. This system compares images of faces registered in advance with those captured by cameras in smartphones and tablets at the time of roll-calling and working. This facilitates contactless user identification and ensures that workers are qualified individuals who are registered in the system without requiring them to touch any device or an ID card for identity authentication. Utilizing proven face recognition technology with a level of accuracy rated number one in the world3), as well as impersonation prevention technology, NEC’s face recognition cloud service dramatically reduces the risk of unauthorized use.


    3.3 Digitization at distribution centers


    In an environment where workers are at a premium and COVID-19 imposes various restrictions on workplaces, it is increasingly important for managers to know who is doing what, when, and how.


    One way to deal with this is through digitization of information on work and workforce management at the logistics site. A manager can supervise the workers by giving them instructions via a smartphone app, based on the information gathered from smart devices and sensors. This makes it possible for distribution managers to accurately gauge the on-site environment, to make real-time changes in operations that better suit the situation, and to assign work according to workers’ schedules and results.


    Digitization of on-site operations in this manner is also expected to bring further advancements to enhance the workplace such as through the use of AI to create optimal work plans and assign work appropriately based on collected data on work conditions and work results.


  



  
    4. Coping with Disruption of Supply Chains and Changes in Supply and Demand


    4.1 Visualization of supply chains


    One of the risks highlighted by COVID-19 is the possibility that a stoppage in the supply of some components and materials can lead to the disruption of entire supply chains. A good example of this is how the shutdown of wire harness factories in Wuhan spread to the entire automotive supply chain. This shows the importance of building a mechanism in future supply chains that can quickly detect incidents and cope with them appropriately.


    NEC’s supply chain visualization solution visualizes cargo transportation data in real time by linking order information with transportation status to implement centralized management. In other words, it makes it possible to quickly get a handle on incidents such as transportation delays by sharing information securely between multiple companies and by linking management codes that differ between companies.


    When implemented, this solution should help reduce the confirmation processes for inquiries from in-house individuals and customers at delivery destinations. Conventionally, these required confirmation by phone or e-mail. Excess inventory is also likely to be reduced in conjunction with production plans. This solution is now being introduced at manufacturers such as Daikin Industries.


    4.2 Optimized demand-supply coordination of inventory and distribution resources


    Excess inventory can aggravate the shortage of transportation resources. For example, total waste and loss in the food industry amounts to about 6.12 million tons per year. When converted into truckloads, it can fill 1,680 ten-ton trucks every day4). From the perspective of logistics, this is a very inefficient use of transportation resources. Consequently, a mechanism is badly needed which can predict downstream demands with high precision and lead to coordination of upstream inventory and distribution resources.


    To address this issue, NEC offers solutions to execute high-precision demand forecasting and coordination to predict the required amount of inventory and ensure the provision of necessary distribution resources such as the most appropriate vehicles, workers, and storage spaces. The core of these solutions is NEC’s proprietary Heterogeneous Mixture Learning technology. A white-box AI system, the Heterogeneous Mixture Learning technology is able to reproduce the formulae it uses as the basis for its forecasts, allowing users to understand how the prediction was derived and ensuring that the results can be more readily accepted in on-site operations.


    Real-world applications include analyzing open data, such as statistics, in combination with past performance to derive highly accurate predictions of load volumes and factors that affect predictions that are difficult to determine without expert knowledge. Currently, we are deploying this solution in the supply chains in the food, consumer goods and semiconductor industries.


    4.3 Load factor visualization and sharing distribution networks


    The load factor of trucks is decreasing every year, down to about 40 percent in recent years. This is aggravated by the shortage of drivers. Insufficient utilization of transportation and delivery resources is creating serious losses. And while transportation and delivery resources are strained by the rapid increase in demand for groceries and other consumer goods due to the effects of COVID-19, gaps between industries are becoming more and more conspicuous, as is evident in the generation of surpluses created by the shutdown of production centers in certain industries.


    NEC’s load factor visualization solution is one way to address this issue. It calculates the occupancy of space by using the NEC-original 3D space recognition technology to visualize the load factor of trucks as well as how much space they have available. This makes it possible to detect transportation routes that have a low load factor and adjust the number of vehicles accordingly.


    By combining load factor data with other data such as contract conditions and order information, this solution has the potential to achieve sharing and optimization of distribution resources between multiple companies.


  


  
    5. Conclusion


    In this paper, we have discussed logistics issues such as workplace safety and supply chain disruption in the age of the “new normal” and highlighted use cases that deal effectively with these issues through the implementation of various NEC technologies. As the logistics industry adapts to the enormous changes brought by COVID-19 in social spaces and the workplace, besides focusing on improving efficiency as before, the logistics industry is also placing emphasis on business continuity through the optimization of the supply chain.


    Looking forward to 2030 (Fig. 2), NEC envisions a world in which distribution will be promoted without any geographical restrictions and disparities between urban and rural areas will be dissolved by integrating the data from all supply chains. NEC’s logistics platform (Fig. 3) will play a central role, serving as a hub for all distribution information. This platform facilitates strong, dynamic supply chains able to flexibly adapt to any fluctuations in supply and demand.


    
      [image: 200112_02.jpg]

      
        Fig. 2 The way logistics should be in 2030.
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        Fig. 3 Logistics platform.
      

    


    At NEC, we are committed to contributing to the sustainable growth of industries and the achievement of an abundant society where everyone has the opportunity to enjoy a wide range of goods and services. By combining the solutions and technologies introduced in this paper and offering platforms that extend beyond the boundaries of industries and business categories, we are confident that we can realize this vision.
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    Abstract


    Digital Transformation―or DX―has begun to have a significant impact on the mobility market, boosting connectivity, enhancing the sophistication and reliability of safe driving support systems, and rapidly bringing autonomous vehicles closer to real world operability, and much more. Amid this current trend, mobility service providers are faced with the challenge of using video-based driver assistance and appropriate measures to correct anomalies to ensure the safe and secure transportation of cars, trucks, buses and other vehicles. In this paper, we introduce the Vehicle Interior/Exterior Monitoring Solution that combines NEC’s real-time onboard camera video streaming technology and AI-based video analytics to enable remote and advanced driving support to ensure the safe and secure transportation of people and goods.
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    1. Introduction


    Fig. 1. shows a conceptual diagram of the Vehicle Interior/Exterior Monitoring Solution. In this solution, multiple cameras are installed in a vehicle to provide full coverage of the interior and the external surroundings. These cameras transmit video data via a mobile communication network to enable a surveillance operator at a remote monitoring center to experience the same vehicle conditions as the driver. Using AIbased video analytics technology to detect various problems that could occur while the vehicle is in motion, the surveillance operator can communicate directly with the driver and passengers should any problems arise.
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        Fig. 1 Vehicle Interior/Exterior Condition Monitoring Solution.
      

    


    One of the difficulties of remote monitoring is the need to pay attention to multiple video from multiple surveillance cameras installed in each vehicle. Moreover, the surveillance operator must monitor multiple vehicles simultaneously, exacerbating operational stress. NEC’s AI-based video analytics technology takes the load off the remote operator by immediately detecting any anomalies in the vehicle’s external environment and any danger to drivers and passengers inside the vehicle and drawing the attention of the remote operator to specific displays that need to be more closely monitored.


    Conventional vehicle monitoring systems that use AI-based video analytics technology normally need to incorporate advanced AI chips in an on-board device, which can significantly increase the vehicle’s power consumption, as well as extending the lead time before the device can be introduced into the vehicle. On-board devices also are subject to processing constraints due to the performance limitations of on-board hardware and the difficulty of adding or modifying services despite rapid technological progress of the hardware itself. We have addressed these issues by implementing the video analytics technology in the cloud. This has the added benefit of accumulating video data in the cloud, which facilitates collaboration with other systems, and precipitates continuous improvement of services.


  


  
    2. Component Technologies


    Next, let’s take a look at the three proprietary NEC technologies behind our Vehicle Interior/Exterior Monitoring Solution.


    
        	Adaptive network control technology for real-time on-board camera video streaming

        	Pose estimation technology to detect anything unusual with the driver or passengers

        	Scene recognition technology to detect potentially dangerous situations outside the vehicle

    


    2.1 Adaptive network control technology for real-time onboard camera video streaming


    For the real-time remote monitoring of videos captured by multiple cameras in a vehicle, there is a problem of video quality degradation. This is because the bandwidth of mobile networks and the volume of video data fluctuate on moving vehicles (Fig. 2). To address this, NEC has developed adaptive network control technology which integrates communication quality prediction method that predicts changes in communication bandwidths and communication control method that automatically optimizes distribution of communication bandwidths by prioritizing incoming video streams from multiple cameras (Fig. 3).


    
      [image: 200113_02.jpg]
      
        Fig. 2 Technological issues.
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        Fig. 3 Overview of adaptive network control technology.
      

    


    The communication quality prediction method predicts future probability distribution of bandwidth in real time based on the past communication bandwidth data. It makes possible high-video-quality, disturbance-free video delivery by automatically controlling the compression rate of video based on the prediction result1).


    The communication control method automatically optimizes the amount of data transmitted from each camera and the video compression rate in accordance with various vehicle-related conditions such as vehicle status, and constantly fluctuating video quality, as well as with the predicted communication speed. We are now engaged in R&D aimed at making this a core technology to automatically optimize network communication resources. We are also improving it to implement it to communication equipment. Thanks to this NEC-original communication technology, smooth, real-time remote surveillance and control are now feasible under a wide range of driving scenarios. With a view to further improving the efficiency of transmitted data and video quality, we have also now begun to work on improving clarification of region-of-interests (ROIs) in the video when video data is transmitted2). By using AI to automatically control the position and quality of the ROIs, we can reduce the volume of transmitted data and improve video quality.


    Case Study: Demonstration Test of Real-Time Remote Monitoring in a Self-Driving Bus on Public Roads


    As part of our joint research project with Gunma University, we conducted a demonstration test of a self-driving bus on public roads between the university’s Aramaki Campus and the JR East Shibukawa Station on December 11, 19, and 24 (Photo 1)3).
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        Photo 1 Bus used for demonstration test.
      

    


    In this test, we transmitted video from twelve cameras installed in the self-driving bus to the monitoring server at the Center for Research on Adoption of NextGen Transportation Systems (CRANTS) of Gunma University using three LTE lines. We confirmed that in the demonstration test route there was significant bandwidth fluctuation between about 400 Kbps and 4 Mbps in the available bandwidth of upstream communication of one LTE line.


    When video is transmitted over communication lines subject to significant bandwidth fluctuation using the existing system, the received video may be subject to delay increases and deteriorations that make it all but impossible to effectively monitor the bus from a remote center. By prioritizing video from front and rear cameras, we succeeded in transmitting all video from all cameras to the control center in real time keeping the video quality of the important cameras high. Photo 2 shows examples of surveillance screens of a self-driving bus traveling the section when the available bandwidth was the lowest in the route. NEC’s adaptive network control technology was incorporated for the first time in a demonstration test conducted on public roads to support remote monitoring, successfully transmitting high-quality, stable video while predicting communication delays and fluctuations of communication even in a rapidly changing and congested communication environment.
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        Photo 2 Examples of surveillance screens from the self-driving bus demonstration test on public roads.
      

    


    2.2 Pose estimation technology to detect anything unusual with the driver or passengers


    To detect abnormalities in the driver or passengers, our pose estimation technology extracts people’s postures (skeletal structures) from video data. A diagram of how this works is shown in Fig. 4.
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        Fig. 4 Application examples of NEC’s pose estimation technology.
      

    


    NEC’s pose estimation technology has been designed to work reliably with surveillance and crime prevention cameras and, for this reason, it can effectively extract people’s postures even when video resolution is low or in crowded situations where capturing the whole crowd on video results in each individual becoming very small.4) 5). Conventional pose estimation technology, on the other hand, is based on the assumption that individuals can be imaged at a larger scale as in snapshots and that people do not overlap too much. These limitations can lead to errors in pose estimation and confusing one person’s joint points with those of another person. We are confident that NEC’s pose estimation technology will be able to achieve high detection accuracy even when video data resolution has been compressed for streaming via a mobile communication network.


    Utilization of NEC’s pose estimation technology will make possible the following applications, which will contribute to the reduction of traffic accidents and other incidents.


    
        	Enable remote monitoring staff to provide drivers with appropriate safe driving instructions by detecting risky driving such as distracted driving and looking aside while driving

        	Enable drivers and remote surveillance operators to quickly respond to potentially dangerous situations such as a passenger falling down, crouching down, standing up, or walking around

    


    2.3 Scene recognition technology to detect potentially dangerous situations outside the vehicle


    Our incident recognition technology is a useful tool to detect potentially dangerous situations outside the vehicle. It recognizes traffic conditions based on the information about traffic participants and road configurations derived from video data. A conceptual diagram showing how our scene recognition technology works is shown in Fig. 5.
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        Fig. 5 Scene recognition technology.
      

    


    Using video data transmitted via mobile communication networks, NEC’s scene recognition technology performs parallel processing to estimate locations and distances of vehicles on the road, as well as semantic segmentation of roads and lanes. Drawing on these results, this system executes a top-view conversion to show a bird’s eye view of traffic conditions6). This makes it possible to discern traffic incidents and automatically detect potentially dangerous situations as listed below.


    
        	When turning left or right, predicts the possibility of a collision with a pedestrian who is crossing the street, and issues a warning

        	Predicts the possibility of a vehicle in the next lane cutting in, and issues a warning

        	Detects a pedestrian, parked car or other object in the same lane on the road ahead, and issues a warning

    


  


  
    3. Conclusion


    By applying NEC’s Vehicle Interior/Exterior Monitoring Solution to vehicles, such as cars, buses, and trucks, NEC aims to create various services that can detect anomalies inside and outside vehicles and enable prompt response in the event of an emergency such as a traffic accident or passenger falling down inside a bus. Through implementation of the Vehicle Interior/Exterior Monitoring Solution, we look forward to supporting the safe and secure transportation of people and goods.


  


  
    * LTE is a registered trademark of European Telecommunications Standards Institute(ETSI).

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The novel coronavirus (COVID-19) pandemic has had a devastating impact on the struggling retail industry, precipitating massive changes in consumer purchase behavior and accelerating existing pre-pandemic trends which were already posing unprecedented challenges to the industry, including the relentless push towards economic globalization and the rapid progress of ICT. In the December 2015 issue1) of this journal, NEC proposed a new concept of consumer-led retail, or “Consumer-Centric Retailing” as a solution to many of the problems faced by retailers. We are now developing this concept under the brand communication tagline, “Smart Retail CX,” a platform we will use to deploy solutions to retailers. This paper introduces the concept of Smart Retail CX and how we plan to implement and develop this idea.
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    1. Introduction


    Over the past several years, consumer purchase behavior has been increasingly moving online. Online shopping activity includes purchases, cashless payments, and product delivery from e-commerce sites such as Amazon.


    The arrival of COVID-19 in early 2020 has profoundly impacted the real economy worldwide, and the effect has also been felt in the retail sector.


    For consumers, a growing proportion of whom are teleworking and staying at home, online shopping is rapidly becoming more prevalent.


    Meanwhile, retailers are embracing the concept of Online Merges with Offline (OMO), which is a more sophisticated version of conventional Online-to-Offline (O2O) and omnichannel commerce. To support this shift, new applications are being rolled out that exploit various new technologies such as IoT, AI, and 5G.


    Based on these changes in the external environment of the retail industry, NEC is advocating the concept of Smart Retail CX. This paper elaborates on this concept.


  


  
    2. NEC’s Vision of the Retail Industry

    Many of the issues now confronted by the retail industry―such as labor shortage and the need to flexibly provide products to meet changing demands―are not new. Retailers have been struggling to adapt to changing circumstances for years, but now, capturing and retaining customers has become ever more difficult as tech-savvy consumers use their PCs and smartphones to search for the best deals. Add to that the impact of COVID-19 on consumer purchase behavior and retailers have no choice but to ramp up efforts to transform their businesses to better provide the services needed to effectively manage OMO.


    As a consequence, retailers must appropriately assess the needs of their customers, adapting operations to the purchase behavior of each customer which can vary with every purchase. This transformation can be best described as Consumer-Centric Retailing. Building on this concept, NEC is proposing a system that promotes labor saving, enhances the customer experience (CX), and prevents fraud associated with contactless technology (Fig. 1).
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         Fig. 1 Getting the customer to choose you.
        

     


    The first element of Smart Retail CX is labor saving. In Japan, the retail industry has been struggling to deal with an increasingly severe shortage of workers. One of the ways to deal with this issue is to create a pleasant and hospitable working environment which makes both employees and customers feel comfortable, enabling store associates to greet customers cheerfully and carry out their tasks enthusiastically. Labor saving is an integral part of this approach. By automating as many tasks as possible and providing IT support for those tasks where humans remain indispensable, Smart Retail CX can make work more enjoyable for employees.


    The second element, which is at the core of Smart Retail CX, is customer experience. In today’s hyper-competitive environment where consumers have a plethora of options to choose from, retailers have to stand out. Providing a unique and memorable shopping experience that, for instance, includes trying on clothes, is one way to do that. This entails mapping out an individual journey optimized for each consumer. To accomplish this, it is necessary to develop and offer services that increase the degree of customer satisfaction not only in terms of purchasing a product, but also from the perspective of the entire consumption process. In other words, it is important for those who want to shop quickly to be free from the stress of searching for products and lining up at the service counter, while it is essential for those who want to shop carefully to have a place where they can make unexpected discoveries, encounter new products, and interact with customers and staff. Creating a shopping environment that is comfortable and enticing is key to incentivize customers to shop there again.


    Finally, the last element is to prevent fraud associated with contactless technology. Digitalization of consumer purchase behavior increases the risk of fraudulent acquisition of personal and payment information at the time of purchase. We think that it is necessary for retailers to actively implement security measures to effectively manage this risk and ensure that customers feel safe and secure in their shopping environment.


    NEC’s Smart Retail CX combines these three elements into a comprehensive system that will help transform retail businesses into fresh, innovative providers of goods and services that consumers will be eager to choose (Fig. 2).
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         Fig. 2 A New Kind of Shopping Experience with NEC’s Smart Retail CX.
        

     


  


  
    3. The Smart Retail CX Vision and Product Concept

    As conceived, NEC’s Smart Retail CX will enable retailers to achieve the following: 1) Half the workload, 2) Twice the charm, and 3) No fraud, No cash. These benefits are described in detail below.


    3.1 Half the workload

    NEC’s Smart Retail CX is designed to support the creation of a store where all necessary operations can be managed efficiently even when assurance of labor is difficult, while at the same time always providing customers with a pleasant and enjoyable experience. This means offering a system that minimizes labor and automates tasks behind the scenes to streamline sales floor and product management, cashier operations, and employee management. The time saved by eliminating these tasks can be instead devoted to providing more attention to customers. For example, replacing human cashiers with self-service checkouts or even, in some cases, a completely checkout-free system can lead to significant labor saving. Other ways to reduce the burden on employees include using cameras and sensors for real time, remote monitoring of displays and automatic detection of low stock or out-of-stock.


    To achieve such a system, NEC is pushing forward with the development of services that combine technologies such as our face recognition technology―ranked number one in the world2), image analysis and sensing, AI, cloud computing, and more (Fig. 3).
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         Fig. 3 Half the workload.
        

     


    3.2 Twice the charm

    To make customers want to choose a retailer, it is important to be able to make timely suggestions that meet the needs and interest of each shopper. To achieve this, a system must be built that not only integrates and analyzes customer data stored in various locations, but also enables management to gain a deeper understanding of a customer’s background, as well as their needs. For example, if a customer visits a store looking for rare wine, the store would customize its approach to the customer based on an understanding of the reasons why the customer wants rare wine and in what situations they drink that wine, rather than just recommending a brand with limited availability.


    To make it possible to attend to shoppers in a manner tailored to their individual wants and needs, we are also developing a system that can capture the in-store behavior of shoppers and combine it with their membership information and order history by leveraging not only POS and e-commerce systems, but also video analytics and sensing technologies. Additionally, we are developing a platform for integrated management of customer data obtained both online and offline (Fig. 4).
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         Fig. 4 Twice the charm.
        

     


    3.3 No fraud, No cash

    One of the responses to the COVID-19 pandemic has been an increasing tendency to avoid human contact as much as possible and to choose stores and ways of shopping that can minimize time required for shopping. As cashless payment becomes more widely used, retailers must redouble their efforts to create an environment where customers can shop more safely and securely. This includes preventing the loss or leakage of personal data regarding payment and the prevention of unauthorized usage. Addressing these issues requires increased use of online services, cashless payment systems, and selfserve checkouts, as well as close surveillance of payment locations and secure leak-proof identity verification.


    At NEC, we are now leveraging our biometrics and image analysis technologies to create in-store biometric authentication payment system that uses fraud monitoring and multimodal authentication3) (Fig. 5).
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         Fig. 5 No fraud, No cash.
        

     


  


  
    4. NEC’s Smart Retail CX offerings

    Focusing on the three main elements of Smart Retail CX described in section 3, NEC has developed the following solution offerings (Fig. 6).
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         Fig. 6 Services made possible by NEC’s Smart Retail CX.
        

     


    4.1 Half the workload

    NEC has developed various solutions to predict product demand and enhance in-store communication. These include a cashierless store solution that combines in-store cameras and video analytics technology to facilitate automatic payment when shoppers exit the store, rather than requiring them to take their goods to a checkout or service desk for payment. This allows store employees to focus on helping customers rather than on processing their purchases, and provides customers with the convenience of simply picking out what they want and going without having to wait in line at the cashier.


    Moreover, with NEC’s shelf monitoring solution which uses in-store cameras, employees can monitor shelves remotely from smartphones and tablets. This makes it possible for the employees to check out-of-stock items without actually going to the store or being in the store, thereby improving the overall operation and management efficiency of multiple stores.


    4.2 Twice the charm

    NEC offers a targeted ad signage solution that can increase the appeal of various products by implementing sales promotions tailored to each shopper. Together with a self-scanning shopping solution that allows shoppers to avoid lineups and pay for goods with their smartphones, this system makes the overall shopping experience much more attractive. NEC offers a wide array of other solutions to help enhance CX, including the NeoSarf series4), which links e-commerce and POS systems to facilitate a consistent shopping experience. With NeoSarf, retailers can integrate management of online and offline membership data, inventory data, and more, making it possible to offer customers the right products and the right recommendations at the right time, increasing customer satisfaction and improving sales.


    4.3 No fraud, No cash

    To enable shoppers to feel safe and avoid physical contact, NEC offers an in-store behavior visualization service and multi-payment systems. Most notable is a hands-free payment system which does not require the use of cash or card and can verify identity even when the customer is wearing a mask. This reduces contact between shoppers and saves them from having to take a smartphone or wallet out of their pocket or bag, facilitating a more hygienic shopping experience. Furthermore, eliminating the need to use a credit card on-site helps prevent fraud.


    4.4 Platform for provision of offerings

    Implementing these solutions requires flexible information architecture that can acquire and integrate situation-specific data in real time and serve it up whenever it is needed even if that data is dispersed on different servers at different sites across the company. Moreover, it is critical that the data be usable on various devices. To handle these tasks, we are developing the NEC Digital Store Platform, which will form the foundation of a new information system infrastructure that will enable users to access and use the data they need when they need without having to know where the data is stored.


  


  
    5. Conclusion

    The retail industry today finds itself in a challenging position due to a shrinking labor force, rapidly evolving ICT environment, and changes in consumer purchase behavior triggered by the spread of COVID-19. To survive under such conditions demands nothing short of a radical transformation. Based on the concept of “Smart Retail CX,” NEC will plan and create attractive offerings in collaboration with diverse enterprises through open innovation. These offerings will improve customer experience, enable labor saving, and thereby contribute to the transformation of retailers into the business of choice for customers.


  


  
    * Amazon is a trademark or registered trademark of Amazon.com, Inc. and/or its affiliates.

    * All other company and product names and logos that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The post-digital era poses far more challenges to retail businesses. As consumers demand more flexibility, more choice, and more convenience, retail businesses are scrambling to create a more relaxed and enjoyable customer experience (CX), while striving for greater efficiency by adopting labor-saving systems. NEC has committed tremendous resources to creating the labor-saving and store management systems required to power next-generation stores. To this end, we built our own cashierless store in 2019 at the NEC headquarters building. Still in operation today, this store is a showcase for NEC’s advanced retail technologies. NEC has succeeded in this project by combining the world’s number one face recognition technology and sensing technology based on sales management and customer management technologies we had already developed for various customers. This paper describes NEC’s conception of what such a store should look like, how it should function, and how it should feel to the customer. We also look at new ways to utilize the data collected from the systems used in these stores.
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    1. Introduction

    Over the past several years, Japan has been plagued by a declining labor force, making it difficult for labor-intensive industries such as retail to ensure that they have enough workers to operate, leading to increased efforts to improve the efficiency of store operations. At the same time, consumer needs and lifestyles have fragmented and the so-called “new normal” has spurred on-line shopping, prompting significant changes in consumers’ expectations for brick-and-mortar stores. As a consequence, the retail industry is having to re-evaluate its approach to brickand-mortar stores, with a view to creating more values and an enhanced shopping experience.


    This paper discusses the innovation of customer experience (CX) and the implementation of labor saving and efficiency improvements (operational excellence or OPEX) at totally new stores based on the concept of NEC’s Smart Retail CX (SRCX).


  


  
    2. Overview of Labor-Saving Stores

    The nature of the CX and the degree of improvement in operational efficiency required varies according to the store environment and the expectations of shoppers. Solutions need to be tailored to the specific needs of a particular store in order to optimize the shopping experience and effectively improve store management efficiency.


    In a society where consumer needs are diversifying, NEC offers retailers new solutions to support their businesses. But we don’t stop there. In order to offer the most effective solutions, we believe that we must experience the same challenges faced by retailers so that we can better understand their viewpoint. With this in mind, we built a store of our own where we could test out our systems―focusing on unmanned/labor-saving systems―and calibrate them as necessary to achieve the best results (Fig. 1).
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        Fig. 1 Classification of unmanned/labor-saving stores.
      

    


    In 2016, we built in an in-house laboratory environment equivalent to an actual store to study various CX solutions.


    In collaboration with Seven-Eleven Japan, we opened a 7-Eleven for a micro-market area on the 20th floor of the Mita International Building in Tokyo in 2018 as a labor-saving micro-shop1). Solutions introduced to and operated at this store include labor-saving solutions that enable remote checking of the temperature and operating condition of store equipment such as linkage of refrigerators and self-service coffee machines with IoT sensors, as well as CX solutions that make shopping more pleasant such as making purchases with a self-service cashier using face recognition.


    To maintain customer services even in situations where there are no night-shift workers, we introduced and tested nighttime labor-saving store operations2) at an experimental Lawson smart store in 2019. In the store, we set up and tested an entry management system that recognizes people using QR codes and video analytics technology. Furthermore, we launched an in-house cashierless store at the NEC headquarters building (Fig. 2).
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        Fig. 2 Transition to next-generation stores NEC has achieved.
      

    


  


  
    3. NEC’s Vision for Cashierless Stores

    Some advanced retail companies including those in the United States and China have started making efforts to utilize digital technology such as AI and IoT.


    The areas NEC has been focusing on since we began testing at our in-house laboratory are cashierless store solutions that achieve advanced CX. Against the backdrop of increasing labor shortages, cashierless stores offer an array of benefits including elimination of cashier staff, speedy shopping that doesn’t require shoppers to stand in line to check out, identifying shoppers’ preferences based on what they touch and look at, what they finally choose, and so on.


    The spread of the novel coronavirus (COVID-19) worldwide has significantly impacted consumer purchase behavior, affecting the types of products they want and how they buy them. Prominent among these is a growing demand for cashless and touchless services. The cashierless store precisely addresses this expectation in the market.


    By building and managing our own in-house cashierless store, we have proven that our solutions can address the retail challenges that have arisen in recent years and operate effectively in the real world.


  


  
    4. Features of NEC’s Cashierless Store

    We opened NEC Smart Store, Japan’s first cashierless brick-and-mortar store, in the NEC headquarters building in December 2019 and have been successfully operating it ever since (Fig. 3)3). NEC Group employees have been using this store as an ordinary in-house kiosk, experiencing the convenience of quick shopping which takes an average of just five seconds from entering the store to finishing shopping.
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        Fig. 3 NEC Smart Store at the NEC headquarters building.
      

    


    The shopping flow is very simple. There are four steps: (1) contactless entry in the store with face recognition, (2) selection of products, (3) automatic payment as the shopper exits, and (4) the shopper’s confirmation of what they have purchased (using face recognition). Shoppers don’t have to stand in line to check out or carry a wallet or bag. Instead thanks to biometrics, they can enjoy a seamless, safe shopping experience in which they simply enter the store, pick up what they want, and leave (Fig. 4).
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        Fig. 4 Shopping flow at the cashierless store.
      

    


    There’s no need to touch anything except the desired products, making this the ideal shopping experience in the age of the new normal.


    4.1 System configuration of the cashierless store

    Our cashierless store was built by combining our world’s number-one face recognition technology4) and various sensing technologies with sales management and customer management systems we have already developed for our customers. Roughly speaking, this store is comprised of six basic systems (Fig. 5).
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        Fig. 5 System configuration of the cashierless store.
      

    


    (1) Store’s mission-critical system (product master, payment linkage, sales management, etc.)


    (2) Sensing system that detects shoppers’ in-store actions such as picking up products and returning them to shelves, as well as the products they buy


    (3) Face recognition engine and customer management system


    (4) Checkout platform system that connects (2) and (3) to achieve cashierless store services


    (5) Digital store platform (DSPF) that leverages microservice architecture to easily achieve various services and that accomplishes effective utilization of data by linking (1) and (4)


    (6) Support service that uses IoT and AI to maintain stable, uninterrupted store operations


    NEC’s cashierless store identifies people coming into the store using the face recognition engine (3). Upon entering the store, shoppers are tracked with sensors and cameras installed in the ceiling of the store. Connection to a weight sensor installed in the shelves makes it possible to detect when the shopper picks up a product, what that product is, and whether that product is kept or returned (2). As soon as the sensors detect that the shopper has exited the store, the list of the products the shopper has purchased is finalized (4). Payment is settled through linkage with the salary deduction system (1). Various data―such as personal data about the customer who has entered the store and the movement of the products the customer has picked up and returned to the shelves―is accumulated in the DSPF (5) for later utilization.


  


  
    5. Utilization of Data to Create New Value

    Not only can the shopping efficiency of shoppers be improved at cashierless stores thanks to the elimination of checkout lineups, these stores also make it possible to collect data that would not be possible to obtain from POS purchase results. For example, it is now possible obtain data on what products are picked up and returned to shelves, how long the customer stands in front of what shelves and what products they choose as a result, and the in-store behaviors of visitors who exit without buying anything. This is exactly the same type of information you can obtain on e-commerce web sites, like which sites the user visits to choose a product, what products they put in the cart and cancel, and how they pay.


    At NEC, we believe that we are now transitioning from a time when analysis is based solely on the POS sales result data to one where hypothetical verification is executed using purchase behavior data including pre-purchase behaviors drawn from security cameras and analyzed by AI. We are convinced that the answer to becoming the retailer of choice is to embrace online merges with offline (OMO), which facilitates the co-existence of online stores and offline brick-and-mortar stores.


    Collecting and analyzing the behavior of customers in stores can be used not only to improve shopping convenience, but also to determine the most effective floor plans and product placement as well as more efficient products order to manufacturers. For instance, by tracking the display locations of products and their inventory numbers in real time, you can replace products on the shelves at the appropriate time while using an automated inventory system to save labor. Furthermore, the collection of pre-purchase behavioral data which cannot be obtained from POS sales results alone can contribute to the creation of more attractive stores through retailer-manufacturer collaboration. Finally, by linking all this data with the business systems and know-how NEC has built up over the years, we can help create better stores and provide the services consumers expect.

    In other words, the benefits of cashierless stores are clear as evidenced in the fact that we have been able to very precisely understand the behavior of shoppers at the NEC Smart Store in the NEC headquarters building. For example, we have found that 97 percent of shoppers have a specific goal in mind when they arrive at the building right before work in the morning, while shoppers in the afternoon are less focused and more likely to browse, picking up and returning products more often. We are planning to enhance our cashierless store solutions by conducting hypothetical verification of store creation based on behavioral data.

  


  
    6. Conclusion

    At NEC we are committed to developing new solutions to the challenges faced by retailers and consumers today and help position retailers as the retailer of choice. Going beyond the achievement of cashierless stores discussed in this paper, we will continue to endeavor to create more innovative services in the upcoming post-digital era.


  


  
    * Amazon is a trademark or registered trademark of Amazon.com, Inc. and/or its affiliates.

    * QR code is a registered trademark of DENSO WAVE INCORPORATED.

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    In the post-digital era where the progress of ICT has created an environment in which the offline contact points for consumers in real-world stores and their purchase behaviors are always connected to online, the worlds of online and offline are integrated and are considered as a single entity. This is the concept of Online Merges with Offline (OMO). OMO is considered a strategy and competitive mechanism in the e-commerce market. In the OMO era, it is necessary to connect a wide range of data with one another regardless of whether they are online or offline, and then visualize them in order to integrate them under a single control. This will result in having a faster experience cycle. This paper describes the reasons for and details about OMO that are attracting people’s attention these days. Also, this paper discusses how related systems should be advanced in the OMO era and NEC’s approach to solutions.
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    1. Introduction

    In the current Japanese market, the spread of digital technology brought about by smartphone and social media has made the connections among people closer. People are now exchanging information continually and taking action as necessary. This has resulted in changes and diversification in purchase behavior and has caused the change in the retail industry about rules of competition. As a result, the barrier between online and offline channels has disappeared, so various enterprises are presently working on omnichannel initiatives to reach out to customers by fully utilizing every kind of touchpoint, instead of relying on individual channels. However, it is expected that the post-digital era is coming soon, creating an environment in which even offline locations and environments such as real-world stores are permanently connected online1). While the online domain extends as an added value to the offline domain in the omnichannel era, all of the customer contacts in the post-digital era will be included in the online domain and the master-slave relationship between the online and offline channels will be reversed. The important factor for winning in the post-digital era is the Online Merges with Offline (OMO) (Fig. 1).
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         Fig. 1 Omnichannel era and OMO era.
        

     


    In recent years, the name, OMO, is often spoken of as an idea to merge the online and offline channels as an integrated entity and as a strategy and mechanism for competing in the online market. This paper describes the background and key points behind the recent interest in OMO, the nature of systems required in the OMO era and NEC’s approach to solutions.


  


  
    2. Background behind Attention to OMO

    Rapid extension of the use of OMO as a keyword is backed by the three mega-trends of IoT, 5G and AI. The progress of digital transformation has triggered rapid growth of the BtoC e-commerce market in Japan to about 19.4 trillion yen in 2019 (7.65% growth from the previous year). Nevertheless the share of electronic commerce (EC) is still 6.76% with 93.24% of commerce still done through offline channels2). Considering the existence of a huge amount of analog processes relying on non-digital intuitions and experience in people’s lives, it is only a small part of the offline world that is digitalized.


    However, when IoT advances in the future, digital transformation of physical assets will also advance, the ultralow latency of 5G will enable real-time processing and multiple simultaneous connections will enable us to connect everything around us to the online space. When IoT and 5G turn offline spaces into online, the online and offline merge into a borderless space so everywhere will become online. Additionally, with the development of AI, big data processing and automation are improving the speed and quality of data visualization, and the notion of OMO that emphasizes the need to think in terms of digital origins is gaining attention.


  


  
    3. Purpose and Key Elements of OMO Era

    Many enterprises including leading online ones outside Japan such as those from China, have been working on various approaches under the keyword, OMO. The Chinese OMO-type supermarket chain called Hema Fresh in the Alibaba Group integrates all purchases in a smartphone application, which makes use of data to display recommendations and coupons optimized for each individual customer and to provide an optimized assortment of products for each store as well as select the optimum location for each new store. Amazon in the United States also utilizes vast amounts of people’s purchase, behavior and life-style data collected from offline contact points to offer recommendations optimized for each individual, with different prices and assortments of products.


    Various other enterprises are taking various approaches, and what is common among them is that they are creating reasons to be chosen by consumers (i.e., creating new value) as a result of a thoroughgoing “consumer-centric perspective” based on a data-driven understanding of consumers. In this sense, OMO itself is a means or way of thinking, not an end as such. The values offered for consumers vary between enterprises just as the OMO strategy varies widely between companies. The real purpose or the essence of OMO is to merge the online and offline channels from a consumer-centric perspective, combine the “high efficiency, convenience and wide scope” of the online and the “experience, reliability and excitement” of the offline to transform businesses, and eventually to enhance the value generated by customer experience (CX). The CX in the OMO era can be improved by means of three important keywords; 1) centralization of information; 2) visualization; 3) speedup of the experience cycle (Fig. 2).
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         Fig. 2 Three keywords in OMO era.
        

     


    3.1 Integration of information

    Present online channels acquire not only purchase data but also pre-purchase behavior data including what consumers visiting the store are interested in, what their concerns are, the kind of products they browse and what they put in their shopping baskets. When IoT, 5G and AI are developed further in the future, visualization of behavior data as well as the post-purchase life data will advance in the offline channels. This means that the scope of acquisition of data on individual customers is expected to expand immensely. In such a situation, the first step for OMO is to integrate both online and offline channel behavior, as well as purchase and lifestyle data by connecting them (Fig. 3).
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         Fig. 3 Expanding scope of consumer visualization.
        

     


    3.2 Visualization

    The next step is to visualize the conditions, interests, concerns of consumers and their level of contribution based on a thorough understanding of the consumer from integrated data. It is important to visualize “where consumers learn about our products and services, how they deepen their understanding of them, what triggers their purchase behavior, where they are from, where they stumble, in what situations they access us, and what they want” and, based on the data obtained, visualize how much the consumer contributes to the business of the company.


    The level of contribution of consumers is usually measured solely on the basis of customer lifetime value (CLV) such as “purchases.” However, in the current era in which the power of consumers has overwhelmingly increased, the level of contribution of consumers can no longer be measured exclusively by “purchases.” The point here is to measure and visualize the contribution based on four consumer values including CLV as well as customer referral value (CRV), which indicates how consumers share info and refer newcomers, the customer influence value (CIV), which shows how well they leave an impact on those around them, and customer knowledge value (CKV), indicating how a given customer’s ideas on product development and co-creation are fed back to the company3).


    3.3 Speed-up of experience cycle

    The final step is to continue optimum communications at optimum timings by combining the online features of “high efficiency, convenience and wide scope” with the offline features of “experience, reliability and excitement.” The needs of consumers are continually changing. What is critically important is to build a mechanism that “enables us to engage in dialogue with consumers and to always remain consumer-centric.” This can be achieved by following changes in the needs and environments as well as repeating the OODA loop composed of listening to consumers’ voices while observing the visualized data (Observe), judging the orientation based on data (Orient), making decisions (Decide), and taking actions (Action).


  


  
    4. System Orientation Required in the OMO Era

    The digital market is continuing to grow worldwide. It is getting more and more familiar to consumers thanks to the rapid spread of smartphones and gaining greater importance under the current COVID-19 situation. In the OMO era, where everything is always online, the online channels for EC and other purposes are experiencing a time of great change and will assume a role in advancing the offline channels by making use of the “high efficiency, convenience and wide scope” features of the online channels.


    On the other hand, since what is important in the OMO era is to improve CX by providing consumers with “fun” and “excitement,” offline channels, represented by real-world stores where people are in close contact with each other, also will become very important in the post COVID-19 era to come.


    Accordingly, the systems in the OMO era need to have a mechanism that can seamlessly integrate channels, whether online or offline, by connecting data and holding continual communications with consumers by making use of optimum touchpoints at optimum timings based on the visualized form of data. Since the needs for service from consumers are continually changing, the systems need to continually evolve as well. In the fast-changing era of OMO, new devices and technologies, such as SNS and other services and smart devices, are constantly emerging, so it is also important to be able to link and Fig. 3 Expanding scope of consumer visualization. expand with related services. Today’s systems are therefore required to accelerate breakdown of functions into separate components and ensure high affinity with various services and new technologies. By using such a mechanism to offer “hospitality” to consumers based on any personal data available and create “excitement,” ambassadors will be cultivated and your retail business can become one that is “chosen” by consumers (Fig. 4).
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         Fig. 4 Desirable shape of OMO era to come.
        

     


  


  
    5. NeoSarf/DM, NeoSarf/POS

    NEC’s EC solution “NeoSarf/DM” and store solution “NeoSarf/POS” are both solutions for the OMO era, in which changes represent a 180-degree turnaround from conventional systems. In the current ultra-fast environmental changes in society, traditional systems are no match, so system platforms that anticipate changes and deal with them quickly and flexibly whenever they occur are necessary. Both NeoSarf/DM and NeoSarf/POS are component based systems featuring loosely coupled functions. Connecting these mechanisms enables flexible, quick addition and replacement of functions and linkage with other systems and services, so speedy and original business transformation to meet consumer behavior changes and technical innovations are possible.


  


  
    6. Conclusion

    In the OMO era, where consumers’ purchase behavior and competitive principles of retailing are changing drastically, the retail industry is also required to continue perpetual change with consumers and improve CX by making use of the features of both online and offline systems. NEC will continue development of the retail industry by enhancing and advancing OMO solutions based on our business knowhow and key technologies backed by longstanding achievements in ICT in both real-world and network domains.
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    NEC Corporation enables the retail industry to integrate and manage disparate data from which to identify behavioral tendencies and situational factors that can be used to make smart, timely suggestions to shoppers. In addition, we also provide attractive shopping experiences tailored to each shopper in both an online and offline context. These services are made possible with Digital Store Platform, a retail domain-oriented platform capable of providing information from disparate data in real time no matter where the data is stored. With this platform that provides a prompt and low-cost means to respond to ever-changing customer needs, we aim to contribute to the development of the retail industry.
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    1. Introduction

    Despite e-commerce, SNS, 5G and artificial intelligence (AI) driving forward the digital economy, the Japanese retail industry has been lagging behind other industries in shifting to digital.


    In the future, the barrier between networks and the real world will vanish and open into an after-digital era in which the online and offline are fused through various devices. This paper introduces the approach taken by NEC to support acceleration of a digital shift in the retail industry.


  


  
    2. NEC’s vision based on the Digital Store Platform

    The information system platform plays a very important role in actualizing the vision expressed in Smart Retail CX: delivering comfortable customer experiences achieved through effective store management and a stimulating work environment in which employees feel a sense of fulfillment.


    Without a well-arranged platform, it would be impossible to develop apps quickly, support safe store operations, improve customer experience and provide convenient operational environments.


    An information system platform that can support the above is what the Digital Store Platform is. NEC believes that, to implement such a platform, data transparency, real-time data acquisition and compatibility with a variety of devices are the three most critical points (Fig. 1).


    
      [image: 200117_01.jpg]

      
        Fig. 1 Positioning of the Digital Store Platform, a platform for implementing NEC Value Chain Innovation in the retail domain.
      

    


    2.1 Data transparency (data usage requiring no conscious thought about storage locations)

    Now that the use of the cloud has become the mainstream for building systems, the mechanism that allows data users (developers) to be unconscious of data storage locations has become the first point required for platform implementation. Past approaches to data management in the retail industry have often used architectures that determine the functional layout based on the consciousness of data storage locations, such as integrated management in the center or a cloud and local management inside the store. However, in addition to the diversification of handled data from structural data such as that of the Relational Database M anagement System (RDBMS) to video, audio, aggregated data and social media data, the quantity of data is increasing steadily. Under such circumstances, the mechanism that stores data itself in an easy-tomanage location and allows the data users to use data by means of API calls, without consciousness of data storage location, has been increasing in importance.


    2.2 Real-time data acquisition (acquiring necessary data at necessary timing)

    To provide the customers and employees with the required information in real time, a mechanism capable of instantaneous data provision is important. The second point is therefore to provide a mechanism and platform that enable free, easy and safe acquisition of various kinds of data at the required timings.


    2.3 Compatibility with diverse devices

    Until only a few years ago, the mainstream of store systems had been built using dedicated equipment including point of sales (POS) systems and orderdedicated devices such as graphic order terminals (GOT), which caused the retail industry to be left behind the admirable progress of devices in the recent IT market. Meanwhile, the amazing improvement of the functionality of universal devices such as tablet terminals, smartphones and smartwatches has been increasing the use of various devices in business operations. In addition, the opportunities customers have to access store information through the Bring Your Own Device (BYOD) terminals are also increasing and the IT transition of OT equipment such as refrigerators and electronic shelf labels is also advancing. A mechanism that enables flexible use of the functionalities of diversified devices is also important, so a platform capable of easy development and operation of such functionalities becomes the third point.


    The world aimed at by the Smart Retail CX can be implemented by providing an information system platform that can support the three points above.


  


  
    3. API Platform Making Data Users Unconscious of Data Management Location


    As retail systems in the past had often been based on information system platforms built in the era with poor hardware resources, their functionality and data layouts often prioritized the display performance in the field. While data is stored in each location, the security considerations have often permitted only data referencing in the local environment, in which case realtime data acquisition from outside has been impossible. More recently, however, the advancement of networking technology as represented by 5G and Wi-Fi6 and the drop in the server resource cost are accelerating the growth of external information system platform environments that will not cause performance problems even in case data is distributed and referred to in real time from external systems where data is originally generated. Also, diversification of data and increase in data use through the Internet such as social media use are making it more convenient to use a platform that can collect and provide data through the API without making the data users conscious of the storage locations. The key technical elements for meeting this need quickly are the microservices and API. The following sections introduce the microservice and API efforts made at NEC by taking the Customer Experience (CX), Operational Excellence (OPEX) and Online Merges with Offline (OMO) as exemplar cases.


    3.1 Platform supporting register-less store (CX)

    While the checkout formats are subjected to strong needs of diversifying such as register-less stores, selfcheckout, food vending machines and electronic cart (EC), the cash registers used in the current retail industry still often employs the device-local functions and data by considering the business continuity in case of disasters and the display response. The data handled by the cash register can roughly be classified into the following three types:


    
        	Master data including price information and sales promotion data

        	Accounting data including sales, settlements and consumption tax data

        	Inventory change data resulting from sale and merchandise returns

    


    All of the data above require linkage with the missioncritical system, but the huge number of patterns tend to complicate the logics. If they are packaged individually for each checkout format, the increase in the development costs cannot match the benefits. This becomes one of the causes setting a high bar to the introduction.


    To deal with the above, the Digital Store Platform classifies the checkout APIs, including the functions for the data exchange/linkage with the mission-critical system, price calculation, sales promotion judgment, settlement and recorded sales, and adopts microservices to achieve a loosely coupled function granularity. We place them in the cloud and enable referencing from various devices and checkout formats, so that the costs and period of development can be reduced and services can be provided more quickly to the customers.


    Instead of scanning the merchandise barcodes, register-less stores are implemented by calculating the price using the checkout APIs that use the merchandise barcodes as the key, based on the behavior information of the merchandises taken out of shelves.


    In addition, when the newly generated behavior information data is combined with the mission-critical system data, it will be possible to provide new services that can serve analyses and marketing (Fig. 2).
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        Fig. 2 Platform supporting the register-less stores.
      

    


    3.2 Platform supporting outside ordering (OPEX)

    One of the operations at a store is ordering. The ordering action presupposes the usage of devices while checking the shop environment such as products layout, sales conditions etc., so data and functions are placed on store-dedicated devices in many cases. Ordering consists of operations that use various kinds of data including the merchandise master, sales performance, weather and sales promotion data. It employs an architecture that places importance on the display response in order to secure the convenience of users who have to handle a large amount of data. However, it cannot be denied that the real-time property and the improvement of convenience by using other devices should be sacrificed as its tradeoff.


    However, the need to assure business continuity from outside the store in the same way as from inside is recently rising as an under/post COVID-19 countermeasure. As one of the solutions to this need, NEC is arranging the Digital Store Platform by packaging the APIs for acquiring local data of the store in the platform so that the business can be continued with real-time acquisition of data from outside the store, which used to be available only from inside the store. There are two key points for the implementation of the APIs.


    The first point is to define the APIs with the function granularities that considers the use of microservice for each data type. This is a totally different policy of the previous method for which the functions are set to match the display layout by prioritizing the display response. This point makes it possible to deal with changes in the UI requirements depending on devices used and scenes of use by changing only the UI without changing the APIs.


    The second point is to design the system presupposing a multi-step call structure, which calls the data acquired by the APIs after aggregating them without making the users conscious of the data storage locations. This allows the data users to acquire necessary information easily in real time.


    The mechanisms described above enable speedy building of new ordering systems such as one using tablet terminals from outside the store or one that utilizes data on the Internet including social media.


    3.3 Platform presupposing changes in the OMO era

    In the traditional retail industry, the main points of contact with the customers have been the store fronts where the purchase behaviors of customers take place, but also included the consumer lock-in using social media, guiding to EC sites and guidance of online customers to real-world stores using O2O.


    However, as expansion of the digital market has recently made the boundary between the cyber and physical domains unclear, making their linkage more seamless, the customer touchpoints (the space where active interaction with customers appears) are also diversifying and the real-time property for providing optimum information to customers at the times they need it is increasing in importance more than ever.


    In the environment in which 5G is a matter of course, it can be expected that the next-gen devices to the smartphone will become the mainstream. To deal with such a possibility by tracing flexibly the diversification of access devices, the platform is required to fill the following requirements.


    
        	Flexible display construction making use of the Contents Management System (CMS), etc.

        	Responsive design for flexible tracing of sizes

        	Component basis for loosening of inter-function coupling

        	Microservices for optimum function granularity

        	Architecture capable of flexible incorporation of XaaS

        	Security design presupposing Zero trust (ZT)

        	Communication platform enabling seamless info exchange between developer and operator

        	DevOps platform facilitating linkage between the development and operation departments at service updating

    


    The Digital Store Platform is organized to provide an information system platform with consideration of the requirements above (Fig. 3).
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        Fig. 3 Desirable shape of OMO era to come.
      

    


  


  
    4. Conclusion

    It is because the current times are undergoing sharp changes that building of architectures and systems presupposing changes are required. NEC is determined to continue support for the retail industry by providing the system platform that can facilitate the use of rapidly diversifying data while flexibly accommodating new technologies, devices, development techniques and services that are evolving constantly.


  


  
    * Wi-Fi is a registered trademark of Wi-Fi Alliance.

    * All other company and product names and logos that appear in this paper are trademarks or registered trademarks of their respective companies.
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    The rapid increase of inbound visitors to Japan has increased demand in the service industry such as hotels, theme parks and live entertainment, but the shortage of labor has posed issues that need to be addressed, including reducing burden on frontline operations. More recently, the emergence of COVID-19 has created an economic shock for the service industry. In order to enable business continuity during these times of uncertainty brought on by COVID-19, it is necessary to reduce the operating burdens of service providers and improve the value of user experiences by preparing safe, secure environments. Our Smart VenueCX links together inspiring spaces with the best use of digital technologies. This paper introduces the world envisioned by Smart VenueCX, and outlines its main businesses.
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    1. Introduction


    As indicated by the shift to an experience economy, the consumer trend of seeking value in extraordinary experiences is increasing every year, and the number of visitors to theme parks and live entertainment events is on the rise. Meanwhile, the service industry that should support the new type of consumption is affected seriously by a labor shortage.


    While it is important for hotels and theme parks to inspire guests to come back time and again through the provision of optimum services based on an understanding of customer and attainment of a high level of customer satisfaction, the labor shortage is making this hard to achieve.


    Under such circumstances, the COVID-19 epidemic struck a serious blow to businesses in the service industry such as hotels and theme parks that provide experiential values. Conversely, this decline in access to experiences has made consumers realize how precious and indispensable sensations and experiences are to enriching their lives.


    The rest of this paper introduces the world envisioned by Smart VenueCX, which achieves linkage of inspiring spaces with the best use of digital technologies, and outlines its main businesses.


  


  
    2. Environment and Issues of Service Industries That Depend on Large Crowds

    Until the end of 2019, rapid increase in the number of inbound tourists to Japan increased the occupancies of hotels and brought a rush of new hotel openings. The number of visitors to major theme parks also soared and the parks were chronically overcrowded despite rising ticket prices. The number of visitors to live entertainment events also increased rapidly, becoming one of the biggest sources of income of the music industry. Consumers from both inside and outside the country could feel the high value in enjoying live experiences in the real world, that is, the feeling of unity with many people in the same location and have memorable experiences that are completely different from everyday life. A system was in place that drew a large amount of consumer spending toward these experiences.


    Unfortunately, a decrease in the labor force began to bring various problems to the labor-intensive service industry such as hotels and theme parks. Though the profits of leisure venues and hotels rose thanks to the increased number of inbound tourists, the rush of many visitors to specific locations which had become popular on social media caused various problems associated with so-called overtourism: increase in littering, frequent breaches of manners, fully-packed city buses impeding the mobility of local residents, overcrowding of roads due to tourists walking while dragging around their luggage, long queues of hotel visitors waiting for check-in in front of hotels, and increased workload for hotel employees. Also, theme parks had trouble securing contract and part-time workers so even office staff members had to go out in the field. The business structure relying on human labor was on the verge of reaching its limit.


    For the service industry, it has become an important issue to heighten the value of user experiences while improving productivity through labor saving. Service industries also have issues about how they can effectively use their local touristic assets and inspiring facilities, and how to create an environment by controlling the flow of users’ movements so that they can enjoy their experience easily and happily.


    When the year 2020 came, COVID-19 struck a heavy blow to the service industry which depends on large crowds and high customer volume. The average number of inbound visitors per month, which was over 2.5 million until 2019, dropped to around 1,700 in May 2020. Hotel occupancy also dropped from nearly 90% to below 20%, forcing some hotels to close and threatening the business continuity of others. Theme parks also closed temporarily but reopened for business with limited attendance. For sports stadiums, many leagues discontinued or cancelled games but some restarted matches with no audience. Live entertainment performances had to be canceled, and although some performances are returning in limited ways, they are still far from being profitable.


    After the declaration of a state of emergency in April 2020, both the users and business operators of industries offering experiential value were required to suspend activities in consideration of preventing the spread of the infection. This period in which the stay-athome measures were enforced reaffirmed our belief in the valuable role experience plays in enriching people’s lives. In fact, when theme parks and sports events reopened with limited attendance, people rushed to buy their long-awaited tickets.


    To achieve business continuity in the service industry under/post COVID-19, it is important to ensure further safety and security and to take measures to prevent a cluster of cases from occurring when large crowds come together in one space. Since the issue of labor shortage is expected to remain the same in the future, how to take effective labor-saving measures will remain an important point, so as not to pose a burden on either users or employees. Also, as it appears that we will need to adhere to social distancing and good hygiene practices well into the post COVID-19 era, there will be a greater need to utilize digital technologies to prevent close-contact settings and reduce operations that require face-to-face contact. In addition, another usage of digital technology that is attracting attention under COVID-19 is diversification in the methods of maintaining relationships with people and earning revenue. For instance, athletes deliver training videos to home viewers that give them a glimpse into aspects of the athletes’ lives that they rarely get to see and a chance to engage in two-way communication. These relationships that are not possible in the real world have brought an effect of reaching a broader audience of potential new fans. Furthermore, the start of new trials for earning revenue through schemes such as social tipping is showing the potential for generating revenue from drawing in crowds that surpass the capacity of conventional venues.


    Under/post COVID-19, the teleworking environment is rapidly being incorporated into workstyles and the work spaces of people often overlap with their life spaces. It seems that such lifestyle conditions may, more than ever, be encouraging people to seek experiences and community-based activities closer to home. NEC believes firmly that the digital infrastructures capable of supporting these demands safely and securely will be required in the future.


  


  
    3. World Envisioned by Smart VenueCX

    The world envisioned by Smart VenueCX is one in which inspiring spaces linked together through the fusion of emotions and digital help to deepen the bonds between people, communities and societies. This means using inspiring experiences as a springboard to maximize live attendance and sales based on in-depth understanding of customers, create new businesses, and revitalize communities (Fig. 1).


    
      [image: 200118_01.jpg]

      
        Fig. 1 Concepts of Smart VenueCX.
      

    


    Examples of inspiring spaces include a stadium where ardent spectators gather to see the exciting drama that athletes create; a theme park where visitors enter into a world of fantasy and its characters by escaping from their daily lives and forgetting about time; a hotel that allays mental fatigue with an extraordinary experience; and an Integrated Resort (IR) that aggregates all of the above. NEC will set forth three concepts by focusing on these “fields” and implement them using digital technology to deepen the bonds between people, communities and societies by providing experiences beyond imagination in safe, comfortable environments (Fig. 2).
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        Fig. 2 2025 vision of Smart VenueCX.
      

    


    The first concept set forth is the “comfortable environment.” NEC believes that an inspiring space should be a stress-free environment for both users and the employees working in it and this can be realized only when both parties can benefit from it. Previously, hotels and theme parks were unable to deal with rapidly increasing number of tourists and visitors and thus suffered from problems such as increased waiting times, and increased burden on employees that caused fatigue. NEC aggregates all kinds of information from the inspiring spaces and provides comfortable environments in which everything moves smoothly and flexibly so the venue operation efficiency can be improved. NEC believes that creating environments without close contact by considering hygiene and providing a highly satisfactory experience even in non-face-to-face communications will be some of the requirements for business continuity in the post COVID-19 era.


    The second concept is the “linkages of fans.” In the inspiring spaces, the basis of the connection between place and people is the feeling of affinity. NEC believes that, to turn an inspiring space into a sustainable “place”, it is important to increase the fan base and connect together the desire of these fans to return again and again. NEC aims to produce linkages of fans by sharing the feeling of affinity to link people to people and people to places across the boundaries of the digital and real world in order to maximize live attendance. What is important in the post COVID-19 era will be to ensure profits while assuring safety and security in real-world places and fostering relations, and these requirements will be fulfilled using digital means.


    The third concept is “fresh experiences.” This is based on the belief that experiences that reach beyond our imaginations are the ones that become etched in our memories. As exemplified by the Japanese tradition of “Omotenashi”, or hospitality, delivering experiences that resonate with the sensibilities of each customer is what will leave the most lasting impression. By gaining indepth insight on users, NEC aims to create memorable and inspiring spaces by offering fresh experiences that are attuned to the state of the user’s mind and body.


    Inspiring spaces that can actualize these concepts will attract many people in both the digital and real worlds and foster a community that will also promote circular flow of people and the economy in the community comprising the inspiring space. NEC’s vision of Smart VenueCX arises from the wish to contribute to the creation of inspiring spaces.


  


  
    4. Main Smart VenueCX Businesses

    One of the main businesses of Smart VenueCX is the Smart Hospitality service. This service provides hotel guests with safer and smarter experiences by eliminating wait time and ensuring the smooth flow of processes. At the same time, it reduces the burden on employees and facilitates business continuity even under labor shortage. Services can also be provided in collaboration between multiple businesses, for instance between a hotel and luggage delivery service. This service would enable identity verification that was traditionally performed face-to-face at the front desk to be performed instantly using digital face recognition, and hotel guests planning to check-in using their face as ID can have their luggage delivered to the hotel where they will be staying, so they can do some sightseeing without the hassle of luggage. This service is described in detail in “Elevating Customer Experience with Comfortable, Touchless Services.”1)


    Another business is the fan marketing solution. This is a service that uses smartphones as touchpoints to keep fans connected with sports leagues and teams by providing information and content in both the on and off seasons while also visualizing the needs and preferences of fans for use in improving live attendance and engagement. This solution is described in detail in “NEC’s Solutions for Venues in the New Normal Era.”2)


  


  
    5. Major Examples


    One of the major examples where the Smart Hospitality Service is already in use is Sequence hotels, a new hotel brand operated by Mitsui Fudosan Co., Ltd. and Mitsui Fudosan Hotel Management Co., Ltd. This implementation was announced in a press release dated January 28, 2020. Through the provision of self-service check-in and keyless room entry based on face recognition, NEC is contributing to the achievement of one of the concepts treasured by the Sequence hotel―“Smart: a time of thoughtfulness and enrichment.”


    A major example where the Fan Marketing Solution is in use is the “V App” operated by Japan Volleyball League Organization. This solution contributes to the building of a communication platform, visualization of fans, and an increase in the number of users.


  


  
    6. Technology Supporting the Businesses

    The Smart Hospitality Service adopts face recognition technology, which makes use of a cloud platform. Face recognition is the core technology of NEC’s “Bio-IDiom” biometric technology using the NeoFace face recognition AI engine that has the world’s highest recognition accuracy3). This cloud platform can also be expanded for use as a digital ID system that can be connected with the systems of multiple service providers and allow users (who have provided consent to use of face recognition and shared usage of data) to use their face as ID to access various services.


  


  
    7. Conclusion

    The need to improve efficiency in operations and production has always been an issue facing the labor-intensive service industries, particularly businesses providing entertainment. The influence of COVID-19 has aggravated the issue even further, making it indispensable to resolve the issue using digital technology. Also, people’s lifestyles are expected to change rapidly due to increased awareness with respect to safety and security and increasing focus can also be expected to be placed on fostering communities that can help create emotional bonds. Workspace and life space, ordinary and extraordinary, and on and off have all been associated closely with the notions of place and time, but this is also changing rapidly. The inspiring spaces defined in the world envisioned by Smart VenueCX are expected to be generated regardless of place and time. By drawing from each and every inspirational moment generated by leveraging digital technologies to connect people to people, people to places, and people to communities, NEC aims to contribute to the further enrichment of society.
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    Abstract


    The novel coronavirus (COVID-19) pandemic has had a devastating impact on people from every walk of life and has dramatically changed how people live and the way businesses are running. Hotels and other venues in the service industry are facing enormous challenges with demand plummeting as a result of the current crisis. Faced with the challenge of establishing a business management system that is not only efficient but also ensures safety and security, many in the industry are turning to technology that enables quick, accurate and contact-free identity verification. These are the very elements that NEC’s face recognition technology has the ability to deliver. This paper discusses the introduction of NEC’s face recognition solutions at hotels and other venues and outlines future prospects for creating seamless journeys through the use of the face as a common ID.
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    1. Introduction


    As COVID-19 spread around the world and governments closed their borders and enforced lockdowns, the tourism and hospitality industries were especially hard hit with the number of foreign visitors to Japan falling from 2.88 million in June 2019 to just 2,600 in June 2020 (Table). The resulting drop in demand for hotels and other businesses in the service industry has forced service providers to explore ways to carry out business management safely, securely and efficiently.


    
      
        Table Number of foreign visitors to Japan in 2020.
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    This paper discusses the face recognition solutions implemented in hotels as one of the methods to address this issue.


  


  
    2. Smart Hospitality Service for Hotels

    In view of hotel operations, checking in and checking out guests, entering names and addresses of guests into the hotel register not only places a heavy burden on front desk staff, especially during peak times, but also creates conditions which should be avoided, namely, the “Three Cs” ― closed spaces, crowded places, and close-contact settings. Although self-service kiosks which have begun to replace traditional check-in and check-out operations in some hotels are ameliorating this problem to some extent, a comprehensive solution has yet to be introduced.


    NEC’s Smart Hospitality Service takes a major step in this direction, streamlining check-in by enabling guests to register by entering the required information via a smartphone app. Check-in is completed smartly just by verifying guest’s identity at the front desk of the hotel. Thanks to this system, check-in can be completed quickly and smartly at the front desk without delays or lineups and the room’s door can be unlocked digitally (Fig. 1). The key to making all this possible is face recognition.
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        Fig. 1 Smart Hospitality Service.
      

    


    Specifically, the smartphone app for smart checkin, which can be used at various hotels, reads out the guest’s reservation information in advance. Then the guest enters their name, gender, and address, as well as registering their facial image (Fig. 2).
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        Fig. 2 Smartphone app for smart check-in.
      

    


    When the guest checks into the hotel, all they have to do is look towards the kiosk or camera-equipped terminal installed at the front desk. The face recognition software automatically verifies the guest’s identity and confirms that the guest is the one who made the reservation. This minimizes the workload at the front desk when guests check in and assures a safe and secure environment by eliminating the need for physical contact and face-to-face procedures (Photo 1).
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        Photo 1 Self-check-in kiosks.
      

    


    Once checked in, the guest proceeds directly to the room and directs their face towards the camera installed in the room’s door to unlock it (Photo 2). This means there is no longer any danger of forgetting or losing the room key, nor is there any need to share a single key between family members or others staying in the same room. From the hotel’s point of view, the elimination of face-to-face procedures and the need to hand keys to guests at the front desk offers several benefits, including reduced staff workloads and increased safety.
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        Photo 2 Unlocking the door with face recognition.
      

    


    Achieving this system requires linkage with a hotel reservation management system called a property management system (PMS). NEC has already deployed this system in the real world as part of the NEHOPS brand, a hotel enterprise system that boasts more than a 70 percent share of Japan’s city hotel market. As a result, many hotels already provide an interface with the NEHOPS system, making introduction of NEC’s Smart Hospitality Service relatively simple. All that needs to be done is to link lodging information with NEHOPS after obtaining consent from users.


    NEC’s Smart Hospitality Service is already in use at Sequence hotels, a chain of luxury boutique hotels created by Mitsui Fudosan Hotel Management Co., Ltd. Through the provision of self-service check-in and keyless entry capabilities, NEC is contributing to the achievement of one of the concepts treasured by the Sequence hotel―“Smart: a time of thoughtfulness and enrichment.”


  


  
    3. The Seamless Journey — Your Face is Your Ticket


    So far we have discussed the utilization of face recognition as it relates to the infrastructure and operations of hotels. But the hotel is also a point from which guests can enjoy various activities, such as sightseeing, dining, sports events, hot springs, and so on.


    Moving from one activity to another without having to stand in lines or buy tickets; instead, progressing seamlessly through a sequence of identification verification procedures―from airport arrival and transit on a train or bus to checking in at the hotel, unlocking the hotel’s room door, paying for dinner at a restaurant, entering leisure facilities, and so on― allows the traveler to experience a carefree journey where they can go from one activity to another without ever having to interrupt their enjoyment to engage in tedious payment or identification procedures. By using face recognition technology to seamlessly connect various solutions based on the face as a common ID, NEC is striving to provide the most pleasant customer experience possible (Fig. 3).
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        Fig. 3 Flow of experience using the face as a common ID.
      

    


    In addition to connecting services through a common ID, we also plan to help revitalize the local community through a recommendation service (provided based on user consent) that provides personalized suggestions, for instance, on local activities and hotel plans for subsequent stays.


    As for our plans to expand our line of services, we are initially focusing on applying our technology to an airport luggage delivery service. This service would enable hotel guests who arrive at the airport to confirm their reservation with face recognition using dedicated tablets placed at the luggage delivery counter at the airport. For example, hotel guests can have their luggage delivered to the hotel where they will be staying, so they can do some sightseeing before checking in without having to carry their luggage around (Fig. 4). This service will be especially convenient for foreigners visiting Japan who cannot fill out the delivery order form in Japanese. It will also be convenient for hotels as they will know when to expect their guests to arrive and prepare the room accordingly.
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        Fig. 4 Airport luggage delivery service.
      

    


  


  
    4. Conclusion


    Unlike keys, fobs, or cards, the “face” cannot be lost, forgotten or stolen, making it an ideal access device, so to speak, one that facilitates safe, contact-free verification of identity. By using face-recognition to seamlessly connect solutions based on the face as a common ID, NEC aims to establish linkages that allow people to move without interruption from place to place, thereby enhancing customer satisfaction and ultimately creating a framework that supports the entire community.
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    Abstract


    The impact of the novel coronavirus (COVID-19) pandemic is unprecedented in recent history. That impact has been especially severe for venues that attract mass gatherings, such as at sports events and concerts. Although remote viewing is becoming increasingly popular, there is still great demand for the shared feeling and crowds that can be experienced through physical viewings. In this paper, we will discuss various solutions now under development at NEC, which are intended to make it possible for people to visit these venues in person and enjoy
their experience safely and securely in the new normal era. Those solutions include touchless, walk-through security check, entry confirmation and on-site monitoring of visitors, enhanced on-site entertainment using smartphone apps, visitor density visualization to avoid overcrowding, and social distancing measurement technology to confirm that visitors are maintaining a safe distance between one another.

    


    
      Keywords


      venue, touchless, face recognition, image analysis, crowding, overcrowding, social distancing

    

  


  
    1. Introduction

    The worldwide novel coronavirus (COVID-19) pandemic has dealt a severe blow on the sports and entertainment industries whose business models are based on attracting large numbers of people to events held at venues. Although fans have become accustomed to enjoying events remotely from their homes, there is still great demand for the unique experience that can only be enjoyed through physical presence at a theme park or sports stadium.


    In this paper, we introduce several solutions that can make it possible for people to attend live events in person in a safe and secure manner as we make a shift over to a new normal. These include touchless visitor management, measures to minimize crowding and congestion, as well as deployment of digital technology to enhance the value of the experience at these venues.


  


  
    2. Touchless Digital Visitor Management


    2.1 Walk-through security check

    At large-scale facilities, screening of visitors and their belongings is the first checkpoint to ensure safety and security. This procedure is usually carried out face-toface by human workers. NEC has developed a technology that eliminates the need for manual security check; instead, visitors can just walk right through without having to stop and have their bags checked. As a visitor passes by the checkpoint, a sensor transmits very weak radio waves receives signals reflected back from body-worn items and belongings. The sensor reconstructs images from the reflected signals, and automatically detects dangerous objects, while distinguishing acceptable daily items such as smartphones, keys, among others (Fig. 1).
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        Fig. 1 Walk-through security check.
      

    


    This technology features high-speed imaging at a video rate accommodating walking speed; motion compensation that helps generate high-quality images by suppressing motion blur caused by the movements of a walking person; and AI-based 3D object detection that can detect smaller dangerous objects from constructed images at high speed and high precision. We are planning to put this technology into practical use in FY 2021.


    2.2 Walk-through entry

    At venues that charge entry fees, bag inspection is followed by ticket confirmation. NEC has already put touchless ticket confirmation into practice with the introduction of a walk-through entry system that uses face recognition. Annual passes for theme parks are a good example of how this technology can be applied. We are now working on a system that combines face recognition technology and thermal cameras to facilitate efficient, touchless measurement of the body surface temperature of each visitor. If a body surface temperature exceeding the set value is detected upon entry, the manager will be notified. The facial information of the person in question will also be provided, enabling management to locate the individual and perform manual measurement using a clinical thermometer (Fig. 2). This can help identify any individuals potentially infected with COVID-19 and prevent possible outbreaks of infection clusters.
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        Fig. 2 Automatic measurement of body surface temperature using face recognition and thermal camera.
      

    


    2.3 Digital visitor management

    In the future, it will be desirable to create and manage lists of visitors so that they can be contacted should a COVID-19 infection occur at the venue. Here is a specific example of digital visitor management conducted at Japan Volleyball League Organization (V.League) events using NEC’s Fan Marketing Solution. This solution allows fans to purchase an electronic ticket with a dedicated smartphone app in lieu of a paper ticket (Photo 1). This process allows the ticket-buyer’s information―such as contact address, phone number, email, etc.―to be collected and stored in a database. V.League will be able to quickly identify all visitors on the day of the incident and notify them of potential exposure.
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        Photo 1 Smartphone electronic ticket screen.
      

    


  


  
    3. Improving the Value of Visitor Experience and Data Utilization


    3.1 Improving the value of visitor experience

    NEC’s Fan Marketing Solution offers systems to improve visitor experience with a smartphone app, making it possible to hold lottery events and issue coupons, for example, with no use of paper and minimal human input. Other possible applications include online polls to select game MVPs, fostering greater engagement with fans (Photo 2).
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        Photo 2 Online poll screens for MVPs and lottery event.
      

    


    3.2 Touchless payment

    Registering facial image and credit card information ahead of time with a smartphone app facilitates convenient, touchless shopping with face recognition payment (Photo 3). Against a backdrop where cashless payment is being encouraged as the safer option in our brave new world, demand for instant, touchless forms of payment such as face recognition is expected to increase rapidly since users won’t even have to take out their smartphone.
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        Photo 3 Examples of facial registration screen on smartphone.
      

    


    3.3 Data utilization

    Utilization of data such as visitor information and fan behavior can be an effective tool to support analysis and planning to create an enjoyable experience at a venue without generating any one of the “Three Cs,” (closed space with poor ventilation, crowded place with many people nearby, and close-contact setting)―avoidance of which is recommended by the Japanese government. This also ensures that a means of contacting visitors exists should an infection occur at the venue (Fig. 3). Data utilization can also provide helpful guidance for fans, ensuring that they are prompted to walk in the desired direction using push technology and stamp rallies (a popular event in Japan where you visit all locations on the specified stamp card to collect stamps for a chance to win a prize). For example, visitors can be shuttled between the venue and nearby stores and sightseeing spots.
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        Fig. 3 Behavior analysis of venue visitors in smart hospitality validation test in Utsunomiya City.
      

    


  


  
    4. Visualizing the Extent of Crowding to Avoid the “Three Cs”

    Understanding how crowded a given venue is can help people avoid the “Three Cs” as recommended by health authorities, while still allowing them to enjoy everyday life in the new normal. NEC has developed various solutions to help visualize crowding, which are discussed below.


    4.1 Using camera image analysis to visualize crowding

    NEC’s crowd behavior analysis solution makes it possible to comprehend crowding conditions (degree of crowding and number of people) in real time. Using AI technology to analyze video from surveillance cameras to identify the formation of crowds (Fig. 4) enables visualization of crowding throughout a wide area. The results can be displayed on smartphones and signage screens, helping to steer people way from crowded areas and making it easier for them to maintain safe distances from other people.
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        Fig. 4 Examples of crowd visualization.
      

    


    This solution also offers a crowd flow estimation function that stochastically estimates people flows, locations, walking speeds, and crowding based on data acquired from video images, including the number of individuals in a given location and how fast and in which directions they are moving. This can predict the number of passersby even in a place where large crowds of people come and go (Fig. 5). By quantitatively determining the number of passersby in the space where people have gathered (flow), this function enables spaces to be reorganized and guidance to be provided that is relevant to the situation, and makes it easier to produce events that assures the comfort of all visitors.
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        Fig. 5 The process of estimating crowd flow.
      

    


    To ensure that a high level of privacy is maintained, computers used for analysis are installed near (at the edge of) the cameras where they can perform analysis in real time. Images that include personal information are immediately discarded and only anonymous information such as the degree of crowding and the number of people in a given location is collected.


    4.2 Using IoT sensors to monitor crowding

    Restrooms are typically small, confined, and poorly ventilated, meaning that they are exactly the type of space where one or more the “Three Cs” is most likely to occur. Since there is a great deal of resistance to installing cameras in restrooms, another way of measuring crowding was required. NEC’s solution uses IoT sensors, making it suitable for deployment in restrooms and other private public spaces. IoT sensors are installed in each toilet cubicle and the occupancy condition of each cubicle can be displayed on signage and smartphone screens in real time (Fig. 6). It can also visualize whether the restroom is being cleaned. When the validity of this solution was tested at the NEC Solution Center in Kawasaki, waiting time for restrooms was significantly decreased, and 98 percent of the employees wanted to keep on using the restroom visualization system.
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        Fig. 6 Example of signage display showing degree of crowding in restroom.
      

    


    4.3 Social distancing management technology

    NEC has also developed technology that can analyze video images from surveillance cameras to determine whether people are maintaining an appropriate distance, or social distancing, between one another. This technology detects human bodies in video images and then analyzes whether the radii of 1 m (this value can be changed) around the detected human bodies are in contact with each other (Fig. 7). The more these radii overlap, the more crowded the conditions. The times of day and locations subject to a high risk of crowding can be displayed on digital signage, enabling venue managers to share information with visitors and recommend that they avoid high-risk times and areas.
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        Fig. 7 Social distancing measurement screen.
      

    


    This technology also contributes to risk management and safety assurance for venue staff, as well. Since highrisk areas and times can be clearly identified, venue managers can develop plans and procedures to ensure that staff do not remain in high-risk areas for extended periods of time.


  


  
    5. Conclusion

    In this paper, we have shown how NEC has developed a variety of solutions for venues that make it possible for audiences to enjoy real-world events in the new normal era while ensuring their safety and minimizing the chance of overcrowding. By leveraging our world-leading sensing and camera image analysis technologies, as well as data analysis platforms, NEC is bringing its creative power to bear on the development of inspiring spaces that people can enjoy safely and securely.
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    Under the dizzying changes in the business environment, what can NEC Corporation do in collaboration with financial institutions? This paper describes the offerings of NEC Corporation based on a common understanding of the environment surrounding financial institutions and the potential of finance in the future world while examining the relationship with the digital government.
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    1. Changes in the Environment Surrounding Financial Institutions


    1.1 A turning point for financial businesses

    4.4% - This was the growth rate in 2018 of moneylending businesses, a source of big profits for banks. It is far below the average GDP growth rate in the previous five years, which may mean that existing bank businesses have reached a turning point1).


    1.2 Rise of new players

    In recent years, players who have direct contact with prospects and customers and provide financial services (including household accounting, payments, money transfer between individuals, securities/insurance services of small amounts, etc.) have been emerging (these players will hereafter be referred to as FinTech players).


    1.3 Trend toward open banking

    In January 2018, the EU enforced the Payment Service Directive II (PSD2) to allow open banking and to mandate that financial institutions get on board.


    In Japan, the June 2018 amendment of the Banking Act defined the electronic payment services and institutionalized an obligation for banks to make efforts to prepare open API systems to allow agencies of the electronic payment services to connect to bank accounts.


    Later in June 2020, the Act for Partial Amendment of the Acts on Sale, etc. of Financial Instruments, etc. to Improve the Convenience and Protection of Users of Financial Services was issued. As a result, the establishment of financial service brokerage businesses was approved to provide various instruments and services in one-stop operations.


    These movements have two potential implications for financial institutions, one being the disruption of existing financial businesses by FinTech players, and the other being the expansion of financial businesses based on collaboration with FinTech players. According to more recent trends, financial institutions are advancing more alignments than ever with other businesses, which may indicate that they have found a way of collaborating with FinTech players.


    1.4 COVID-19 pandemic

    After economic activities were stopped due to COVID-19, many corporations and individual businesses have been suffering from cash flow difficulties. The Japanese government supports banks by budgeting about 12 trillion yen for funding, and the Financial Services Agency requests banks to support funding of private enterprises. Now is the time that the real value of Japanese banking businesses are put to the test.


  


  
    2. Offerings from NEC

    Under the present dizzying changes in the environment, NEC has three digital finance offerings to support financial institutions.


    2.1 Digital Customer Engagement

    Presently, financial institutions provide their businesses to potential users directly through tools that are connectable anytime to the Internet such as smartphones. Further advancement of technologies such as VR and AR is expected to gain more reality in our lives. In addition, it would be possible to provide high-security services more conveniently if biometrics-based recognition technology, NEC’s strong suit, is adopted. NEC actually provides the Digital KYC (Know Your Customer) service that makes it possible to use face recognition technology, for example, to open a bank account, etc. This service can be used by a variety of businesses such as financial institutions that require strict personal identification. A shop payment service using face recognition technology is also provided. When both hands are occupied or when one has forgotten one’s wallet, this technology makes it possible to perform a hands-free or a purse-free payment by showing the face alone. With higher safety and convenience and a high number of positive experiences, users will be able to enjoy services matching their lifestyles.


    2.2 Business process transformation

    This offering achieves both efficiency improvement and advancement of operations simultaneously. For instance, NEC aggregates money order transfer operations of financial institutions to the Business Process Outsourcing (BPO) center and automates the input, correction and verification jobs using AI to reduce the clerical cost and improve the quality. The corporation also provides a business matching platform service by changing the traditional face-to-face operation to online operation. The new service is able to quickly develop new order destinations, order sources and business partners and to handle multiple cases.


    In addition, NEC is tackling BaaS (Banking as a Service) as a new financial system in the digital transformation (DX) era. By changing the traditional concept of financial systems, this system aims for three major changes: 1) open API for improving linkages with outside services, 2) microservices for dealing with changes in the business environment, and 3) cloud computing for flexible scaling.


    As a result, financial institutions can focus on businesses that would create new values.


2.3 Risk-management technology (RiskTech)

    It is a fact that the progress of digital technology has caused financial crimes to be more complex and sophisticated than before. Regulations related to finance are also being advanced to cope with it. To prevent the resulting financial risks, NEC makes the best use of our AI technologies and provides the AI-based Fraud and Risk Detection Service. With this service, the AI learns the patterns of trading irregularities and scores the degree of illegality or risk for each of them. Presentation of the reason for the illegality judgment in addition to a score allows financial institutions to achieve accountability with respect to users and regulatory authorities. NEC developed the system jointly with partners representing the financial industry to achieve a service level at the industry standard.


  


  
    3. Examples of Co-creation with Partners

    NEC is pursuing new prospects by co-creating businesses and services jointly with customers and partners.


    In 2014, NEC founded Brees Corporation as a joint venture (JV) with Sumitomo Mitsui Banking Corporation. The JV presently provides a new smartphone-based convenience store payment service.


    In 2019, NEC founded SBI DigiTrust Co., Ltd. as a joint venture with the SBI Group (SBI Security Solutions) aiming at providing Anti-Money Laundering (AML) and KYC services that make use of the latest technology. These services are presently under development. The JV is also capable of handling services related to RiskTech, described above. This can expand the scope of service provision to customers who have not had transactions with NEC.


    Also, we have developed co-creation services as follows, “money order BPO service” developed jointly with Shinkin Information Service Ltd., which is described in the previous section, a “Business Matching Platform” developed jointly with Sumitomo Mitsui Banking Corporation, and an “AI-based Fraud and Risk Detection Service” developed via demonstrations at the Bank of Yokohama, Ltd. and Securities Consortium.


    NEC values highly the experiences of JV foundations and its service co-creation with leading financial institutions, and eventually accumulates precious achievements.


  


  
    4. Examples of Collaboration with Administrative Systems beyond the Framework of Finance

    Finance plays an important role as part of social infrastructure. NEC believes that the linkage of financial systems and administrative systems can contribute to the creation of a better society. The Japanese government is presently making efforts to implement a digital government. The digital government cabinet meeting held at the Prime Minister’s Office started deliberations on the My Number Card and the setting up of the government fund transfer accounts for each My Number. Japanese Ministry of Internal Affairs and Communications revealed that it has entered deliberations to require linking the My Number ID numbering system to one deposit or savings account per person.


    When we look around the world, India introduced the national ID system called Aadhaar as early as 2009, and more than 1.23 billion citizens have already been registered so that the system management has made it possible to pay national subsidies to people efficiently. The digital ID systems disseminated in other countries include Easy ID of Denmark, Bank ID of Sweden, and NDI (National Digital Identity) of Singapore. Estonia is well known for its electronic government, which already provides 99% of administrative services online.


    To make such projects real, it is required to implement a digital ID for specifying or certifying individuals digitally. NEC hammered out a brand called “NEC I: Delight” and is conducting deliberations with several partners to make real a world in which various services can be enjoyed using common IDs. NEC also provides the Digital KYC service capable of online personal identification, which is the entrance gate to the digital ID, so it surely has the potential to contribute to this field.


    When digital ID is disseminated in the field of finance, it would, for example be easy to manage individual assets. When salary payment account, investment account, credit cards and e-money are tied to the digital ID of an individual, it would be possible to browse them using a smartphone app or modify the contracts as well as to file tax. Tying accounts to digital ID is expected to make financial services more convenient than before.


    As discussed above, finance plays an important role in the implementation of digital government and using the digital ID required in it will make financial services more convenient. The digital ID will be the contact point for obtaining synergy between digital government and digital finance.


    To promote the digital government and digital ID in Japan, it would be necessary to refer to the experiences of countries that have achieved advanced results as described above and also to consider situations that are specific to Japan such as the national character, concept of privacy and legal systems, which should not be ignored. NEC believes that our long experience in both the administrative and financial systems is sure to contribute to these approaches.
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    Abstract


    In an unprecedented situation of the spread of COVID-19, various business types, business forms and services are being forced to change toward the New Normal. After the amendment entitled the Ordinance for Enforcement of the Japanese Act on Prevention of Transfer of Criminal Proceeds on Nov. 30, 2018, that would permit nonface-to-face personal identification, NEC Corporation began to provide an identification service making use of noncontact face recognition technology in 2019. It is expected that the use of digital technology would advance rapidly and the online identification service would play an important role in the world under/post COVID-19. This paper is intended to introduce the technology for implementing an online personal identification service matching the New Normal era and the enhancement of anti-impersonation measures.
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    1. Introduction


    1.1 Online identity verification in the wake of COVID-19

    The recent spread of COVID-19 is forcing various business types, business forms and services to change toward the New Normal state. Particularly, with business forms in which a person involved in the transaction is identified face to face, many of such businesses are transiting toward or expanding into online transactions. Nevertheless, transactions that fall outside laws and guidelines cannot be shifted quickly to such a new system.


    In these circumstances, one can look to an industry that implemented online personal identification, also at the legal level, since before the spread of COVID-19. It is the financing institutions such as banks and securities firms. As the Japanese Act on Prevention of Transfer of Criminal Proceeds (hereafter referred to as Criminal Proceeds Act) forces financing institutions to enforce anti-money laundering measures in order to cut off money supplies to criminal organizations including drug dealers and terrorists, financing institutions need to verify personal identification of customers and the purpose of their transactions. These operations, featuring full personal identification, are generally called the KYC (Know Your Customer) process, and personal identification using an online means of verification is called the eKYC (electronic Know Your Customer) process. The use of eKYC in hastening the opening of an account and efficient checking of personal identification became active after the amendment on November 30th, 2018 of the Ordinance for Enforcement of the “Act” aiming at the
use of online method for non-face-to-face personal identification. Its use is also spreading because of the need for quick personal identification by fund transfer business operators adopting cashless payment.


    The eKYC is also expanding in other domains besides financing institutions. For example, it is used in cellphone purchase at communications carriers as prescribed by the Japanese Act for Identification, etc., by Mobile Voice Communications Carriers with their subscribers, etc., and for Prevention of Improper Use of Mobile Voice Communications Services. In the secondhand article purchase and rental industries, it is used for identification prescribed in the Japanese Act for Antique Dealing. Other use cases will be detailed later in this paper.


    eKYC is also expected in other domains in the future, for example, in personal identification in online medical consultations.


    While the COVID-19 virus was spreading actively, the existence of patients who were incapable of going to hospitals due to high risk of infection posed a problem. The Guidelines on the proper conduct of online medical consultations’ of the Japanese Ministry of Health, Labour and Welfare defines, “When a patient seeking online medical consultation transmits information on personal mental and physical status to the doctor, the doctor should show identification as a doctor and the patient should show identification as a patient to the other party. Even in online medical consultations, it is desirable to verify the patient by giving one’s full name in the same way as face-to-face examination.” For examples of specific ID documents, the guidelines say, “the doctor’s license can be verified by presenting the HPKI (Healthcare Public Key Infrastructure) card or medical license. At the same time the patient’s personal identity can be verified by presenting the “My Number card”.” The same approach is also going to be taken in the drug administration guidance by dispensaries. Smooth information linkage between online medical consultations and administration makes it possible to have secured care at home.


    The use of online means is also under study in fields other than medicine, such as in the updating of various certificates. The targets are periodically-updated cards including driver’s license, My Number card, health insurance card and other qualification cards. This can be one of the COVID-19 countermeasures that reduces congestion thanks to elimination of the necessity of visiting
offices.


    1.2 Technical elements for eKYC implementation

    The more the need for personal identification increases, the more the need for various identification techniques will increase.


    One of the most basic identification methods is to read correctly the information on a certificate. Optical character recognition (OCR) using AI is the recently employed method. The readout using visible light is also effective. The next method is to match the face photo on the certificate with the face image of the person being identified, and the latest face recognition is effective with this method. It is also important to verify if the person presenting an ID card such as ID-Selfie is the person described on it. Also, the recent increase in certificates incorporating IC chips also make verification based on the information in the chip possible. The technologies to be combined and the depth of verification should conform to the applicable laws and agency guidelines. The details of each technology will be described later in this paper.


  


  
    2. eKYC Implementation Technology


    2.1 Outline of amendment of the Criminal Proceeds Act

    The personal identification methods that are acceptable for completion online by the amendment of the Criminal Proceeds Act include the following four methods (Fig. 1). With the Digital KYC, NEC’s newly provided compatibility with a method based on matching with IC chip (Article 6, Paragraph 1, (i) (f)) in addition to the method based on photo capturing of customer’s face (Article 6, Paragraph 1, (i), (e)). The coverage of ID documents begins with the My Number card, driver’s license and residence card. With “Article 6, Paragraph 1, Item 1, (i) (f)”, the smartphone conforming to the “Act” is limited to NFC-compatible models. However, verifying the e-signature of IC chip eliminates the need of for the specific business carrier of “visual thickness check” so the work efficiency can be improved. It can also help prevent rejection of an application due to inability to capture the thickness of ID document.
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        Fig. 1 Personal ID methods approved by amendment of the Criminal Proceeds Act.
      

    


    2.2 IC chip compatibility

    The service for reading the IC chip in the personal ID document by smartphone has previously faced a bottleneck because the iPhone (iOS) used by many Japanese users did not have the necessary compatibility. However, opening of the NFC function to third parties in iOS13 released in September 2019 has made the service provision possible. As a result, both Android and iPhone terminals are capable of personal identification based on IC chip provided they are NFC compatible.


    2.3 Outline of processing

    The personal identification based on IC chip read-out takes the following flow (in the case when the My Number card is used).


    2.3.1 OCR reading of card surface

    The password for reading the face photo image and the four basic pieces of information (Identification number, B: 14-digit password including the date of birth + effective year + security code printed on the card surface that is generated automatically from the card surface info verification app or card surface info input assistance app in the IC chip. The automatically generated password is used to read the IC chip so locking due to unmatching of the manually-entered identification (locking after 10 times of unmatching) can be prevented (Fig. 2).


    
      [image: 200122_02.jpg]

      
        Fig. 2 OCR reading of card surface.
      

    


    2.3.2 IC chip reading

    The identification number B read from the card surface and generated in paragraph 2.3.1 is used to read the face photo with the card surface info verification app in the IC chip. The card surface info input assistance app reads the text required at the time of application for the desired procedures, such as the full name, address and date of birth. Absence of falsification of the data is confirmed by verifying the e-signature in the IC chip (Fig. 3).
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        Fig. 3 IC chip reading.
      

    


    2.3.3 Face matching

    The face photo read in paragraph 2.3.2 is matched with the image of the person’s face captured by the smartphone’s built-in camera. Impersonation using a photo or video is prevented by giving instructions to make some facial movements (winking, face tilting, etc.) and checking the result (Fig. 4). After the face matching, the procedure for account opening or other operation can be started using the calling app together with other application information (place of work, phone number, e-mail address, etc.).
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        Fig. 4 Face matching.
      

    


    2.4 Enhanced impersonation countermeasures

    Personal identification using the IC chip makes it unnecessary to check the thickness of the personal ID document visually by the office worker, which used to be required in previous card processing, so the personal identification becomes exclusively possible with machine alone. The Digital KYC assists automation by enhancing the countermeasures against impersonation that used to be prevented by giving instructions of random actions. Specifically, in addition to the previous method of giving random face action instructions, checking functions are enhanced by combining the function for judging if the image captured by the smartphone’s built-in camera is not the one captured of a still photo or video and the function for judging if the face is a 3D object by checking actions in front of the built-in camera. Therefore the countermeasures against illegal applications based on impersonation are enhanced (Fig. 5).
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        Fig. 5 Enhanced impersonation countermeasures.
      

    


    2.5 Personal identification efficiency improvement

    Sharing the personal identification history among eKYC service providers can eliminate the need of personal identification within a certain interval. The personal identification history can be shared among several eKYC service providers by using distributed ledger technology such as blockchain; from the viewpoints of data modification resistance, accountability and non-repudiation, demonstration experiments are being made to improve personal identification efficiency at the time of account opening at banks and securities firms. It is also expected that industry linkages and function expansion for making them possible are advanced and aiming at improving the efficiency of eKYC in the future.


  


  
    3. Expansion of personal identification service

    Because the personal identification service can reduce the time taken for identification and reduce the labor of the users, the scope of its use is expected to expand outside financing services.


    (1) Online non-face-to-face services

    
    Improved safety of e-commerce including mail orders and network auctions and sharing services including housekeeping service and car sharing.

    


    (2) ID check at stores, etc.

    
    Improvement of the ease of personal identification procedures made obligatory by laws and regulations for certain business forms, such as subscription of cellphone and commodities purchase at secondhand stores.

    


    (3) Service combining online and face-to-face methods

    
    Advancement of electronification of personal identification for ticket sales and entrance of concerts and sport events, improvement of ease of reservations of airline tickets and hotels, and improvement of safety at check-ins.

    


  


  
    4. Future Perspectives

    In the under/post COVID-19 world, it is expected that the use of digital technology will advance rapidly to achieve new consciousness and behaviors of people that are different from before. In the transition to noncontact or online services, personal identification services using the kind of face recognition introduced in this paper will play important roles.


    This technology will not be used only for personal identification at the entrance to a service. It may also be used in management of personal data or in information banks in the future.


    Since the operations related to personal identification are common to many business types, businesses that provide the service in the form of outsourcing are also expected to come. Speedy provision of services matching the new age will be an important point for competitiveness, and the use of such outsourcing services is also expected to grow.


    NEC is determined to continue its contribution to the creation of new digital businesses based on its personal identification and biometric technologies.

  


  
    * iPhone and iPad are trademarks of Apple Inc. The iPhone trademark is used under license from AIPHONE CO., LTD.

    * iOS is a trademark or registered trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.

    * Android is a trademark of Google LLC.

    * All other company and product names that appear in this paper
are trademarks or registered trademarks of their respective companies.
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    Abstract


    Today’s rapid pace of digital transformation (DX) is greatly impacting the banking sector, including banks that handle financial services, consumers who receive these services, and also the banking system itself that serves as the point of interaction between banks and consumers. This paper looks back at past changes in the Japanese banking system and discusses the requirements for the banking system in the future to deal with competition by responding to changing customer needs using the approach taken by NEC Corporation.
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    1. Introduction

    In order to respond to changing customer needs and stay competitive, banks around the world are transitioning to open banking that promote linkages between banks and external businesses such as FinTechs and non-financial companies. Under this trend of open banking, digital native competitors are gaining traction and existing banks are establishing second brands one after another. This is exemplified by neobanks and major IT firms providing various FinTech services based on the open API framework.


    In the Japanese banking sector, traditional financial service models and leading service providers are undergoing great changes, and existing banks are faced with the need to rapidly provide new services. Among non-financial institutions, the need for banking functions has also increased. Digital transformation (DX) is bringing great changes in the environment surrounding the banking system.


    In response to the new needs arising from these banking services, NEC is leveraging its technical abilities to accelerate efforts toward achieving Banking as a Service (BaaS), which aims to adapt banking systems to changes in the external environment. The rest of this paper reflects on the evolution of the Japanese banking system and discusses the system requirements for BaaS in order to meet changing customer needs.


  


  
    2. Changes in the banking system

    This section describes the evolution of the Japanese banking system through successive generations.


    2.1 First-generation online system

    The savings deposit online system of Mitsui Bank (now Sumitomo Mitsui Banking Corporation) launched in 1965 is regarded as the first online banking system in Japan. Previous banking systems were offline and mainly based on the “punch card” system. The punch cards were collected in a business center and subjected to centralized management for improved efficiency. When the online system was introduced, the time taken for updating the ledger reduced considerably to a few tens of seconds so the job processing efficiency was improved drastically.


    The online systems of this generation were characterized as single-function online systems, such as “online system for savings deposits” or “online system for loans.” The main purpose of shifting to an online system was to improve efficiency and save labor on the paperwork for individual processes.


    2.2 Second-generation online system

    It was in the early 1970s that the “Integrated Online System” was established. This system integrated the management of customer information and enabled simultaneous processing of multiple functions by linking contract information of multiple products with the relevant customer information. The characteristic feature of the online system of this generation was the batch processing of deposits and withdrawals, which is sometimes called “center cut” processing. It was also in this generation that the account transfer operation was introduced under which the deposit/withdrawal data was provided on magnetic tape from the client and the result was returned after processing and dissemination.


    It was also in this phase when construction began on interconnected bank networks to promote mutual use of cash dispensers (CD) and automatic teller machines (ATM). Although the networks in this period were not yet divided by business type, such as major/minor city banks and regional banks, the interconnected network greatly improved convenience for account holders.


    2.3 Third-generation online system

    The financial deregulation in the latter 1980s to early 1990s brought with it the successive development of new products and extended operating hours for regional banks, generating a need for a system with greater flexibility and scalability. As it became clear that simply modifying the existing online systems was not enough to catch up with innovations in IT technology, many banks reassessed their systems and built new systems that were more flexible and scalable. After complete overhaul of the system every decade, the online banking system was finally completed by its third-generation.


    2.4 Hub-and-spoke architecture

    In the early 2000s, some banks adopted the hub-andspoke architecture, in which messages required for linking applications in individual subsystems are exchanged through a subsystem called the “hub.” As the hub system can absorb the effects of replacement of an individual subsystem with another system or addition of new operations, this architecture can reduce effects on other subsystems.


    2.5 Internetworking

    Expansion of the Internet in the latter 1990s made it possible to carry out online banking operations over the Internet by the latter half of the 2000s. Sumitomo Bank (now Sumitomo Mitsui Banking Corporation) launched an Internet banking service in January 1997, followed in June by Asahi Bank (now Resona Bank, Ltd.), and the following year by Sanwa Bank (now MUFG Bank, Ltd.), Sakura Bank (now Sumitomo Mitsui Banking Corporation) and Fuji Bank (now Mizuho Bank, Ltd.). Initially, some banks provided only services that allowed account holders to perform transactions such as balance inquiries that did not involve the transfer of funds, but services were eventually expanded to enable transactions such as making investment trust purchases and foreign currency deposits. Account holders were able to perform nearly all transactions without having to physically go to a bank.


    2.6 Open banking

    Since 2000, some regional banks and secondary regional banks have been switching their core banking systems from mainframe-based systems to open systems with the aim of reducing the initial hardware/software costs and development cycle. In many cases, open systems were adopted as a shared system instead of developed independently. In 2003, NEC started operation of a core banking system in the UNIX environment for the first time in the world and, later in 2007, a system running on the Windows server was released.

  


  
    3. Future of the Banking System

    Traditionally, banking systems have been built in on-premises environments to achieve stability, robustness and invariability, and elements to deal with changes have been built as individual subsystems. However, the banking system in its former state is no longer able to keep up with the rapid changes in the business environment. The following are requirements1)2) for the banking system to continue to achieve sustainable growth in the digital era.


    
        	Use of open API for improving linkage with external services

        	Use of microservices for tracking changes in the business environment

        	Use of cloud for flexible scaling

    


    3.1 Open API for improving linkage with external services

    Traditional banking systems were linked using closed interfaces, but an increased number of recent systems have adopted the open API to facilitate collaborations with external businesses and secure new sources of profit by opening the banking functions and data. Use of API in banking functions and data by building an API gateway in the system layer linked with external systems makes it possible to open banking functions and valuable data in the bank to external businesses and consumers through the API without altering the structure of existing applications. This allows the bank to form an extensive ecosystem of external partners.


    The web API, which is an API based on web technology, has become the de-facto standard for linking systems. The general format of API is to express the
access target resource with the URI (Uniform Resource Identifier) and request an operation of a resource using the HTTP method, and the resource status responds to the request. The style of this architecture is called REST (Representational State Transfer), and the response format generally used is JSON (JavaScript Object Notation). The methods for describing the request and response of the API are being standardized in the OpenAPI Specification. When the banking system acquires such an interface based on an open standard, it can easily link with a diversity of systems.


    3.2 Microservices for tracking changes in business environment

    Continual use of a core banking system is considered effective from the viewpoint of stable operation and investment protection. In the digital era, the core banking systems should advance to provide highly-reusable services enabling flexible addition of channels and operations. For this purpose, we believe it is desirable to establish a loosely-coupled architecture by revising the definition and function layout of the hierarchical structure and standardizing the inter-hierarchical linkages. The technology for implementing such a loosely-coupled architecture is the microservice technology.


    In view of business strategy, applications for bank operations that need differentiation from competitors must have the ability to respond to changes. Modernizing applications through microservices makes it possible to reconstruct applications to provide a higher level of agility and flexibility. This allows banks to launch new services and projects more quickly.


    Nevertheless, since a distributed system such as microservices is accompanied with the problem of securing data consistency, a configuration that can solve it is required. The core banking system should correctly manage the money flow across multiple services, and the transaction management also becomes the key issue from the viewpoint of data consistency. Based on these considerations, NEC believes that it is necessary to adopt a configuration based on orchestration by considering the transaction (service call) control.


    3.3 Cloud computing for flexible scaling

    Banks were initially not so enthusiastic about adopting cloud computing because of concern for security, but recent improvements in security technology is making cloud computing one of the main means of system construction for banks. In addition, opening of banking services using open API is expected to increase the transactions performed on banking systems in the future. Increase in transactions can be dealt with by reinforcing the system resources in the on-premises environment, but this would entail high system-building costs as well as time. The use of cloud computing is expected to allow banks to procure system resources as required without delay, facilitate materialization of business ideas, and reduce costs and time for providing services to customers.


    NEC is leveraging its technical abilities to realize the three system requirements mentioned above and construct a BaaS that offers the capabilities to respond to changes in the external environment.


  


  
    4. Conclusion

    This paper looked back at the evolution of the banking system and discussed the system requirements for BaaS capable of speedy and flexible response to changing customer needs.


    Future progress of technology will advance digital transformation further and is expected to also change the nature of banking systems. To prepare for new banking systems in 5 or 10 years from now, NEC is re-examining “what the banking system is” and is continuing to fully leverage its technical abilities to implement a BaaS solution with capabilities to cope with changing external conditions and thereby help banks survive and prosper in the new environment.


  


  
    * Windows Server is a registered trademark of Microsoft Corporation in the U.S. and other countries.

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Artificial intelligence is having a growing influence on the way modern society functions. Consequently, it is becoming increasingly vital for more fairness, transparency, and accountability with respect to the decisions made by AI. With our Heterogeneous Mixture Learning technology, which is what we call explainable artificial intelligence, or XAI, NEC has succeeded in ensuring these three requirements. As an example of effective utilization of XAI, this paper outlines NEC’s AI-based fraud and risk detection service, which supports fraud risk analysis at financial institutions. We also describe the component technologies that form the basis for this service.
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    1. Introduction

    The novel coronavirus (COVID-19) pandemic has introduced the rising risk of financial crimes. NEC already offers a selection of services―such as RiskTech* that exploit advanced AI and digital technologies to mitigate risk and enable financial institutions to handle their products safely and securely. Key to establishing a robust defense against financial crimes is to understand the reasoning behind any operations or measures implemented by AI against fraud risk at financial institutions. With this in mind, we have placed heavy emphasis in our R&D improving and verifying AI “explainability.”


    In this paper, we will examine the latest developments in explainable AI (XAI), taking as an example of applied XAI, our own AI-based fraud and risk detection service.


  


  
    * RiskTech: Coinage that combines risk and technology—this solution helps customers to take proactive measures against the increasingly complex financial risks by visualizing risk-related issues and optimizing the response through utilization of AI and other cutting-edge technologies.

  


  
    2. Trends in XAI


    In this section, we review trends in the field of XAI both in Japan and around the world.


    2.1 Trends in Japan


    With advancing progress in AI technology and an increase in applicable data for different scenarios, utilization of AI to support decision-making in critical sectors such as healthcare and finance1) has increased significantly in recent years, making “explainability” even more important. Against this backdrop, Japan’s Ministry of Internal Affairs and Communications (MIC) announced the “AI Utilization Principles” within the “AI Utilization Guidelines”2) in 2019, emphasizing the need for AI users and service providers to properly understand the details of the guidelines and to undertake to follow them. Among the points emphasized in these Principles are fairness, transparency, and accountability. The Principles also make it clear that the reasons underlying any conclusion reached by AI need to be explainable to stakeholders.


    The Japanese government is pushing for more explainability and social and financial factors are also making it a matter of greater importance to both users and providers of AI services. This indicates that demand for accountable AI systems will continue to grow in the future.


    2.2 Overseas trends


    Active discussions about the explainability of AI are now ongoing internationally as well. At meetings such as the Group of Seven (G7), the United Nations Educational, Scientific and Cultural Organization, and the Organisation for Economic Co-operation and Development (OECD), AI transparency and explainability has been a major topic3). The explainability of AI is also regarded as an important issue in various countries such as in Europe and North America, based on a similar understanding of the problem as in Japan. Details of these examinations have been published in various guidelines and reports put out by the organizations that establish AI utilization policies.


  


  
    3. Fraud and Risk Detection Service Using XAI


    Against this backdrop, NEC has redoubled its R&D efforts in this field, working hard to achieve AI systems that are fair, transparent, and accountable. In this section, we look at a specific use case―AI-Based Fraud and Risk Detection Service which is built on top of NEC’s RiskTech solution.


    3.1 Overview of the AI-Based Fraud and Risk Detection Service


    In addition to taking anti-money laundering (AML) measures, financial institutions are now required to closely monitor potential fraudulent financial schemes. These include phone fraud, illegal remittance using online banking, and illegal stock transactions. NEC’s AI-Based Fraud and Risk Detection Service uses AI to facilitate greater efficiency and sophistication of anti-fraud operations and is already in service at multiple financial institutions.


    3.2 Operational issues solved by the AI-Based Fraud and Risk Detection Service


    In fraud monitoring operations at financial institutions, suspicious customers and transactions are generally detected with dedicated package software and specifically built features that systematically extract fraud candidates. Many of these fraud detection systems use a rules-based detection method that extracts alerts based on certain conditions. For example, a typical AML transaction monitoring system applies various rules that have been generated based on past fraud cases―such as “amount paid: ≥n yen” and “number of deposits: ≥n times”―to extract transctions suspected to be money laundering. However, there is a disadvantage in such rules-based detection. When rules are set so as to prevent deteciton oversights, the result can be too many unnecessary alerts, or false positives. Reducing the workload of the fraud monitoring staff who must check these false positives is a major issue for financial institutions.


    To increase efficiency and reliability, AI learns the results of previous judgments made by the fraud monitoring staff. Subsequently, the AI model automatically judges any alerts which have similar factors to false positives in the past―as false positives. This can reduce the number of alerts that need to be checked by humans. For example, when monitoring is conducted in two steps as shown in Fig. 1, it even is possible for AI to take over some aspects of the first monitoring stage; only those alerts not identifiable by AI need to be checked by humans.


    
      [image: 200124_01.jpg]

      
        Fig. 1 AI Application concept.
      

    


    3.3 Achieving the accountability essential for fraud monitoring operations


    Fraud monitoring at financial institutions requires not only accurate assessments of suspicious transactions, but also understandable explanations of how those judgments were arrived. For example, in AML transaction monitoring, financial institutions are obligated to report transactions suspected to be money laundering to the authorities. They are required to report why they believe that the transactions are suspicious, however, they need to fully comprehend the basis for the AI’s judgment. In other words, “explainability” is indispensable. To make this possible, this system uses NEC’s Heterogeneous Mixture Learning technology―our original white-box AI―which provides a high level of explainability while maintaining maximum judgment accuracy.


    As shown in Fig. 2, the Heterogeneous Mixture Learning visualizes the data that shows the features of the transactions the AI has deemed suspicious, why the AI has judged they are suspicious, and so on. This provides the fraud monitoring staff with the information to examine the transaction more closely and to report the reasons for flagging the transaction to the authorities.
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        Fig. 2 Using Heterogeneous Mixture Learning to achieve AI explainability.
      

    


  


  
    4. The Technologies That Make XAI Possible


    In this section, we introduce the various technologies―including Heterogeneous Mixture Learning mentioned in Section 3.3―that have helped to achieve explainability with AI.


    4.1 How explainability is achieved


    One of the ways to achieve explainability is to visualize the feature values on which the AI bases its judgment and to what degree each of those feature values affect the judgment results. The concept of visualization of feature values is shown in Fig. 3.
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        Fig. 3 Visualization of feature values.
      

    


    Visualization of feature values can be accomplished with simple machine learning algorithms such as logistic regression. Technologies to visualize feature values are also being developed for complex AI algorithms such as deep learning algorithms, including Local Interpretable Model-agnostic Explanations (LIME) and SHapley Additive exPlanations (SHAP). These methods visualize the degree of impact of each feature value in an arbitrary AI model by theorizing approximate local models around the data point that needs explanation. When LIME and SHAP are utilized, additional analysis of the judgment results of the AI models is required. The impact of this on actual operation needs to be taken into consideration when designing a system based on these methods.


    4.2 Features of the Heterogeneous Mixture Learning technology


    The Heterogeneous Mixture Learning technology automatically divides data into cases based on specific regularities derived from relationships between data interspersed in a wide variety of data. The rules that are referenced are switched depending on the data being analyzed. This facilitates extremely accurate predictions4). A flow chart showing the case dividing process used by Heterogeneous Mixture Learning is shown in Fig. 4.
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        Fig. 4 The case dividing process used by Heterogeneous Mixture Learning.
      

    


    In addition, Heterogeneous Mixture Learning provides excellent explainability. LIME and SHAP are methods that provide explainability locally to specific input data after an AI model is generated while Heterogeneous Mixture Learning provides explainability to the point where an AI model is generated. Specifically, besides visualizing feature values that affect the judgement of AI models, the function to visualize the regularities in case dividing mentioned above is integrated into each AI model from the beginning. As a result, this system can provide much more information than standard AI algorithms, thereby offering enhanced explainability.


  


  
    5. Conclusion


    In this paper we have discussed the importance of XAI to facilitating transparency and accountability in AI applications such as fraud monitoring and introduced the technologies that form the basis for such systems. Because AI systems are developed and operated differently from conventional IT systems, the importance in addressing the issues of fairness, transparency, and accountability in the utilization of these systems is a point that bears reiteration. Rules for AI governance are being formulated in countries around the world to ensure that AI is used safely and securely. In Japan, these efforts have led to the publication in 2019 of “AI Utilization Guidelines” by the MIC in 2019.


    In addition to the Heterogeneous Mixture Learning introduced in this paper, NEC is engaged in a variety of R&D activities to achieve AI governance―including technology to protect AI models from new attacks that infer the original data―using NEC-original Secure Computing Technology and by analyzing AI models. While promoting efforts to strengthen AI governance and advancing the RiskTech services continuously in the future, we will maintain our commitment to realizing a safe and secure society.
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  Paving the Way to the Future with Digital Utilization


  
    Having witnessed the measures taken to slow the spread of the novel coronavirus (COVID-19) pandemic, a harsh reality has become clear to me. For all its advanced technology, Japan is digitally backwards. I am convinced that effective utilization of digital technology―both to slow the spread of infection and to bring about a high-quality future―is something that is desperately needed right now. What is required for digital implementation is to think outside the box―to come up with ideas that are not inherent to the conventional economical and industrial framework.
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    Discovery of what it means to be a digitally advanced nation


    When I visited Denmark in May 2019, I felt a mixture of both disappointment and incredulity. I had heard that Denmark was a digitally advanced country, yet I could find no trace of digital utilization in the capital city, Copenhagen.It was nothing like what I had imagined from their digital technology. Instead, what impressed me most was that by about 5 o’clock in the evening people were already gathering on the banks of the canals to enjoy the cool Scandinavian summer each in their own way.


    However, when I visited the headquarters of KMD, one of Denmark’s leading IT companies which joined the NEC Group in February 2019, I gradually came to the realization that what I saw at the canals―people enjoying the summer―was one of the things the utilization of digital technology made possible. After all, it was digital technology that made it possible for a country with few natural resources to increase its productivity and achieve a society affluent enough and free enough to focus on people’s mental wellbeing.


    I was also surprised to see that Denmark has achieved eco-economic decoupling―breaking the link between economic development and resource consumption. According to State of Green, which is a not-for-profit, public-private partnership that carries out Denmark’s innovative climate change measures, Denmark’s GDP in 2018 was twice that of 1980, while its CO2 emissions and water use had been reduced by about 40 percent. And while the efforts of its citizens to change their lifestyles certainly contributed to Denmark’s success, the utilization of digital technology played a significant role by facilitating, for example, increased usage of alternative energy based on data forecasting of energy consumption.

  


  
    Japan — a digitally underdeveloped country


    When compared to other countries, Japan largely failed to utilize digital tools when undertaking measures against the novel coronavirus (COVID-19) pandemic. Now it must face the reality that it is a digitally backward nation.


    


    According to the Japan Productivity Center’s “International Comparison of Labor Productivity” report1), Japan ranks twenty-first in labor productivity among the 36 nations of the Organization for Economic Cooperation and Development (OECD) and comes in last among the Group of Seven (G7) nations based on the OECD data for 2018.


    While European countries assessed as digitally developed countries―such as Denmark, Norway, and Switzerland―have increased their labor productivity since the 1990s, Japan’s productivity has been on a steady decline. Among the G7 countries such as the United States and Germany, Japan’s per-capita GDP has floundered around the bottom together with Italy since the 2000s. Although Japan’s nominal GDP has increased by 22 percent between 2010 and 2018, Japan’s productivity has not increased compared to other countries.


  


  
    “Digital New Deal”


    In the draft on the Basic Policy on Economic and Fiscal Management and Reform approved by the Cabinet on July 17, 2020, the Japanese government pledged to aim at the achievement of a new future in the post-COVID-19 era, that is to say, a high-quality economic society through the “new normal.” This policy defines a high-quality economic society as one where a country is regarded as an indispensable international player while inviting trust and respect from the international community, as well as a country where each individual can maximize their potential and experience prosperity no matter who they are or where they live, and where no one is excluded or left behind.


    The policy goes on to state that the government will at once push forward reforms that would normally take a decade and calls the measures pertaining to digital technology―that will be the motive force for those measures―the “Digital New Deal”2). The original New Deal, as is well known, was a series of programs enacted by President Franklin D. Roosevelt in the 1930s in the United States to recover from the Great Depression. By building new public works such as roads and automobiles, it propelled economic recovery.


    In his two books, The Zero Marginal Cost Society and The Green New Deal: Why the Fossil Fuel Civilization Will Collapse by 2028, and the Bold Economic Plan to Save Life on Earth, Jeremy Rifkin argues that historical economic transformations have one thing in common―this is that the changes in the means of communications, sources of power, and mechanisms of transportation all occur simultaneously, feeding off one another and exerting mutual changes. When the construction of public works such as the expansion of telephone networks under the New Deal was combined with innovation in fossil fuel technologies and mass production of automobiles, these new infrastructures interacted with one another and propelled the industrial revolution of the period.


  


  
    Industrial revolution now in progress


    The information revolution powered by the Internet and other technologies which began in the 1990s is now evolving to the next stage. Remarkable advances in the speed of data communication coupled with an equally rapid decline in the cost of computer resources has brought us to the threshold of another great transformation―what we may call the fourth industrial revolution.


    And right in the middle of this radical transformation, came the black swan event no one was expecting―the COVID-19 pandemic. I strongly believe what is required now more than ever is the full utilization of digital technology which can help us most effectively address both of these issues: creation of measures to control the pandemic and creation of a high-quality economy and future.


  


  
    Future-oriented implementation


    To enable Japan to become a digitally advanced nation and lead the world into a new future, it is important that we move forward with the digital tools we have created so far while being future-oriented and not being bound by conventional thinking.


    As telework becomes the norm, there is no reason for us to concentrate in crowded Tokyo and work there. Freed from geographical restrictions, we may be able to help revitalize communities throughout Japan. For example, local financial institutions are committed to revitalizing local industries by creating new business ecosystems through faster and more diverse linkage of services with local governments and industries, which can be achieved by digitalizing their banking functions. The logistics industry is attempting to solve labor shortages by optimizing overall systems through the utilization of digital technology. And, of course, the retail industry is trying to reinvent itself by using digital technology to transform the shopping experience with remote and touchless services.


    An American media theorist, Douglas Rushkoff calls the economic activities which have made headway since the 1990s “digital industrialism,” which he sees transforming itself in the future into what he calls “digital distributism.” Digital industrialism is on the extension of the era of mass production and consumption which has been advanced since the New Deal. It is an industrial form that aims at exponential growth centered on algorithms represented by digital advertisements and gigantic digital platforms in order to shorten the distance between the producers and consumers. Rushkoff argues that digital distributism, on the other hand, will aim towards sustainable prosperity where communities and individuals will leverage digital infrastructure to solve their respective issues while being free from physical restrictions so that they can be independent and coexist with one another.


  


  
    Digital infrastructure that can be utilized by industries and even beyond industries


    I think it is critical that industries and governmental agencies abandon their adherence to conventional frameworks. And the only way to do this, I believe, is by leveraging digital technology. This should be done with a view to achieving a society that embodies abundant and yet sustainable lifestyles that enrich both the environment and each individual.


    We should transcend the traditional boundaries. We should share whatever functions are necessary as long as they are in non-competitive areas. We should build digital infrastructure under one architecture through new active collaborations to improve the productivity of all industries. That is what I believe we should do.


    In addition, I think that we should stand on the assumption that digital infrastructure is something that needs to be connected globally. Thus, in order for Japan to become an indispensable country in the global supply chain of a digital economic society, I think that it will be important that we be committed to helping shape international rules such as interoperability and principles pertaining to the construction of digital infrastructure.


  


  
    The “NEC Way” in the New Era


    On April 1, 2020, NEC announced the revised version of the “NEC Way” as part of its celebration of the companys 120th anniversary. By aligning our purpose with our brand statement “Orchestrating a brighter world,” NEC aims to create the social values of safety, security, fairness and efficiency to promote a more sustainable world where everyone has chance to reach their full potential.


    I believe that this is what I witnessed in Copenhagen―where people enjoy an abundant lifestyle together with eco-friendly economic development.


    This special issue of NEC Technical Journal highlights several case studies where our digital technologies have been put to work helping our customers across a range of industries to meet todays challenges. The NEC Value Chain Innovation is a systemized conceptual architecture designed to foster innovation through a future-oriented approach that fully utilizes digital technology to free both ourselves and our customers from the conventional frameworks of governmental agencies and industrial constraints, while helping to better understand and solve the challenges our customers face.


    At NEC, we hope that these co-creation activities will serve as a motive force to achieve a brighter and smarter future.
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  Development of Neoantigen - Targeted Cancer Vaccine Therapy
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    Abstract


    Cancer immunotherapy is expected to be the fourth cancer therapy after surgery, chemotherapy and radiation treatment. Under this trend, NEC Corporation realizes that the mutation of cancer varies depending on individual patients and has thus proceeded to develop vaccine therapies targeting the tumor-specific antigens (hereinafter “neoantigens”) of each patient as cases of individualized medicine. This paper introduces the technique for identifying the neoantigen that can induce the strongest immune response of each patient based on effective use of genome analysis and AI technologies. Clinical trials of an individualized cancer immunotherapy using the technique introduced here have already been started.
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    1. Introduction


    Cancer therapies can be broadly classified into the following three methods: “surgical therapy” that removes cancerous lesions; “chemotherapy” that destroys or reduces the growth of cancer cells using anticancer drugs and “radiation therapy” that irradiates cancer lesions to destroy the cancer cells. Each of them has advanced through a long history but still presents advantages and disadvantages even at present. In addition to the three therapies, “cancer immunotherapy” has recently been attracting attention as the fourth therapy (Fig. 1). This therapy originally controls the growth and progress of cancer by enhancing the body’s innate immunity to cancer. It is expected to be a treatment that can act throughout the whole body, provide sustained effects and present low side effects. In the rest of this paper, chapter 2 outlines the mechanism of cancer immunity and cancer immunotherapy, chapter 3 describes NEC’s approach toward cancer vaccine therapy, and chapter 4 introduces the neoantigen prediction method used in the development of vaccine targeting tumor-specific antigens (hereinafter “neoantigen”).
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        Fig. 1 Cancer therapies.
      

    


  


  
    2. Mechanism of Cancer Immunity, Cancer Immunotherapy


    Genes are damaged by various contents of tobacco and food such as carcinogenic substances and active oxygen, so mutated cells are produced every day in the body. The immune system protects the body by surveilling and eliminating abnormal cells, but cancer could be formed with the help of the cancer escape mechanism if cancer cells slip through the immune attack and proliferate and the body can no longer maintain immune dominance. Fig. 2 shows the induction of immune response to the cancer cell. Cancer cells release cancer antigens on their cell surfaces (Fig. 2-1). The released cancer antigens are phagocytized by antigen presenting cells such as dendritic cells, which then migrate to lymph nodes through the lymph ducts and place the peptides, which are fragments of the cancer antigens, on the major histocompatibility complex (MHC) class I and II molecules to present them to T-cells (Fig. 2-2). The T-cell recognizes the cancer-antigen peptide presented on the MHC molecules by means of the T-cell receptor (TCR) and activates itself (Fig. 2-3). The activated T-cells migrate through the blood vessel toward the cancerous tissue (Fig. 2-4) and then exit from the blood vessels to infiltrate the cancer cell tissues. The cancer cells also present their own cancer-antigen peptide on the MHC molecules so the T-cells recognize the cancer-antigen peptide/MHC complex via TCRs and attack/eliminate the cancer cells (Fig. 2-5).
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        Fig. 2 Cancer immune cycle.
      

    


    Cancer immunotherapy has variations including the following: “BRM therapy (immunomodulating therapy),” the oldest immune therapy method administering a foreign object into the body to activate the immune response; “immune cell therapy,” in which immune cells such as lymphocytes and dendritic cells are removed from the patient’s body, cultured in vitro and returned into the body; “cancer vaccine therapy,” that injects part of the cancer antigen; “gene-modified T-cell therapy,” that extracts the T-cell from the patient’s body, modifies the gene so that the cancer cell can be recognized, cultures the T-cell and returns it into the patient’s body again; “immune checkpoint therapy,” which inhibits transmission of immunosuppression signals by coupling with the molecule used by the cancer cell to brake the functioning of immunity and inhibit the attack of immune cells.


  


  
    3. NEC’s approach to cancer vaccine therapy


    Among cancer immunotherapies, NEC is focusing on cancer vaccine therapy. Recent advancement of next-generation sequencing and bioinformatics has made it clear that mutation is extremely variable among patients. NEC has therefore started development of cancer vaccine therapy as an instance of individualized medicine, which targets the neoantigen of each individual patient1). The vaccine development process conceived by NEC involves harvesting tumor and normal tissues from the patient, and obtaining the whole exome sequencing data and RNA sequencing data using next-generation sequencing. The obtained sequencing data and RNA sequencing data are analyzed by using an originally-developed neoantigen prediction system to select the neoantigen, and then synthesized with vaccine that incorporates the neoantigen. Finally the synthesized vaccine is administered to the patient (Fig. 3).
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        Fig. 3 Flow of vaccine preparation.
      

    


  


  
    4. NeoAntigen Prediction Technique Developed by NEC


    Fig. 4 shows the processing flow of the neoantigen prediction technique developed by NEC. First, the whole exome sequence (WXS) data of tumor and normal tissues are mapped onto a reference genome sequence. Tumor-specific mutations are detected by comparing the results of each. Peptides with nine residues containing this mutation are used as candidate epitopes. Also, the WXS data of the normal cell is used to identify the HLA type.
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        Fig. 4 Processing flow of NEC’s neoantigen prediction.
      

    


    Next, the scores associated with the immune responses to the candidate epitopes are calculated. These scores include the following prediction values: machine learning predictions of the binding affinity between the candidate epitope and HLA molecule2), machine learning predictions of whether or not the candidate epitope will elicit an immune response, machine learning prediction of whether or not the candidate epitope will be presented on the cell surface. These scores also include self-similarity, mutation frequency, the RNA expression level, and so on. Then the total score is calculated by means of a graph-based relational learning3) out of multiple scores mentioned above for each candidate epitope. In graph-based relational learning, a graph consists of vertices representing epitopes and edges which connect two vertices with high similarity (Fig. 5). Next, the score vectors of the candidate epitopes assigned to the vertexes are converted into dimensionally compressed vectors (embedded vectors) using a deep neural network. The parameters of the deep neural network are retrained based on the difference between the embedded vectors calculated on each vertex and those calculated on the adjacent vertices. This processing is repeated until the differences converge, and the embedded vector is obtained (Fig. 6). The embedded vectors are used as the feature to obtain the total immune response prediction score, and then the size of each embedded vector is changed to the size of the predicted score (Fig. 7). The diverse epitopes with large scores are then selected from the embedding space in order to select the vaccine candidates.
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        Fig. 5 Example of epitope relationship graph.
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        Fig. 6 Example of graph-based relational learning.
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        Fig. 7 Score-based scaling of embedded vector sizes.
      

    


  


  
    5. Conclusion


    In this paper, the authors described three main subjects: the mechanism of cancer immunity and cancer immunotherapies, NEC’s approach toward cancer vaccine therapy, and the neoantigen prediction technique developed by NEC. This technique is not only applicable to individualized cancer vaccines but also to the design of anti-COVID-19 vaccines4).


    The clinical trials of an individualized cancer immunotherapy using this technique have already been started. In the future, the data accumulated through the trial period will be verified to see the types of patients for whom the therapy is effective. For patients who find the therapy effective, we shall look for biomarkers that can be useful in treatment planning, such as how long it should be administered. NEC is determined to tackle the drug development business and hopes for success of the present clinical trial as well as the approval of the cancer vaccine as a pharmaceutical product to be delivered to many patients.
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  2019 C&C Prize Ceremony


  
    The 2019 C&C Prize Ceremony was held at Tokyo Prince Hotel on November 27, 2019. The ceremony started with the welcoming speech by Dr. NobuhiroEndo, the president of The NEC C&C Foundation, followed by the recognition of 2019 prize recipients by Dr. TomonoriAoyama, the chairman of the awards committee. The 2019 C&C Prizes were presented to Dr. YasuhikoYasuda, Prof. MitsutoshiHatori, and Dr. LeslieLamport.
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        Photo 1 C&C Prize Ceremony.
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        Photo 2 From the left: Prof. MitsutoshiHatori, Dr. YasuhikoYasuda, Group A recipient; President Endo; Dr. LeslieLamport, Group B recipient.
      

    


    Group A: Dr. YasuhikoYasuda, Prof. MitsutoshiHatori;


    For leadership in pioneering research and development in the field of image processing that forms the foundations of broadcasting and information & communication engineering


    Group B: Dr. Leslie Lamport;


    For outstanding contributions to the development of fundamental theories in distributed computing systems


    As shown in the program leaflet, after the congratulatory speeches and the recipients’ acceptance speeches, the ceremony continued to the cocktail party for exchange of greetings, and ended with the dinner to celebrate the 2019 prize recipients. Followings are the pictures taken at the ceremony.
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    About The NEC C&C Foundation


    The Foundation is a non-profit organization established in March 1985 to foster further growth in the electronics industry by encouraging and supporting
research and development activities and pioneering work related to the integration of computers and communications technologies, that is, C&C, and ultimately to contribute to the world economy and the enrichment of human life. The Foundation is funded by NEC Corporation.


    The Foundation currently has two main activities. It presents the annual C&C Prizes to recognize outstanding contributions to R&D activities and pioneering work in the area of C&C. Candidates are recommended from all over the world. Each prize winner receives a certificate, a plaque, and a cash award (ten million yen per group). As of 2018, 112 prominent persons had received the prize. In addition, an Outstanding Paper Award for Young C&C Researchers is awarded annually to outstanding paper(s) presented at an international conference overseas with the support of a grant from the Foundation. Each recipient is given a cash award of 200,000 yen.


    The Foundation also gives the following two grants: (1) grant to enable researchers in Japan to attend international conferences overseas to make presentations in the field of C&C and (2) grant to non-Japanese researchers in Japan.
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