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Abstract

Among the many impacts of the COVID-19 pandemic has been the acceleration of existing trends towards the
digitalization of society. These trends have triggered a change in lifestyles, work styles, and business styles, pre-
cipitating a shift towards a broader and more widely used range of online services, while hastening the integra-
tion of real and digital worlds. New ways of managing identities while coping with the risk of personal information
leaks, fraudulent use, and privacy invasion are needed. NEC has developed a concept called NEC I:Delight, which
is designed to address the issues described above. This paper introduces this high-value concept and illustrates
the new view of the world it represents and the NEC Digital ID solution we are developing to achieve that world.
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1. Introduction — The Changing Social and Economic Environment

The digitalization of society has changed the way peo-
ple live, work, and do business. For example, new tech-
nology that connects touchpoints—which until recently
have always been offline—via networks is triggering the
creation of a burgeoning array of new services that inte-
grate the real and digital worlds.

These trends have been massively accelerated by the
COVID-19 pandemic which has forced people and busi-
nesses to dramatically alter the way they live, work,
and do business, boosting existing online services and
creating new ones. With social distancing and stay-at-
home orders dominating the battle against COVID-19,
new services that promote themselves with such buzz-
words as “remote” or “no-contact” have popped up one
after the other even in fields in which physical, in-person
operations have been the norm. New online services are
also being offered in various areas such as healthcare,
education, labor, entertainment, and payment.

In societies where online services have progressed to
this stage, service providers must be able to perform re-
liable online user identification and authorization based

on the information provided by the users, as well as oth-
er permission and confirmation procedures upon use of
the service. Three key themes have been identified that
must be effectively managed in order to create a useful,
high-functioning solution.
e Stricter management of personal information
based on consent
e Compatibility between convenience and reliability
e Enhanced measures against risks of personal in-
formation leaks and unauthorized use

2. The World of NEC I: Delight

NEC I:Delight is an overarching concept aimed at solv-
ing the various issues that one can expect to occur in a
society permeated by digitalization and where the “new
normal” has literally become normal (Fig. 1).

NEC I:Delight is a concept that uses biometric authen-
tication such as face or iris recognition as a universal ID,
making it possible to offer users a consistent experience
by connecting multiple touchpoints and services.

Seamless connection of services in various scenarios
such as traveling, shopping, and commuting makes it
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possible to offer a safe, secure, and pleasant experi-
ence.

Personal information is essential for the services appli-
cable to NEC I:Delight. When users consent to provide
service providers with their personal information, they
will be able to enjoy a unique experience carefully tai-
lored to suit their tastes and preferences.

Rigorous security measures are applied in the man-
agement and use of the user’s personal data with appro-
priate rules to ensure safety and reliability.

3. NEC Digital ID Solution Achieves the World of NEC I:Delight

NEC Digital ID solution comprises a suite of technolo-
gies that support the concept of NEC I:Delight (Fig. 2).

NEC Digital ID solution links biometric IDs and lever-
ages personal data to connect various services that cor-
respond to user needs and aspirations, making it possi-
ble to provide users with a seamless experience as they
transit from one service to the next. NEC stands firmly
by the fundamental belief that the individual retains
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Your journey is just as important as the destination.

Whether you are enjoying a holiday, commuting to work, or
shopping for your everyday needs, your journey is ultimately
shaped by experiences.

NEC I:Delight utilizes NEC’s cutting edge biometric and
digital identity solutions to deliver a unified customer
experience across countless services. As a key driving force
for synergy among communities, NEC ensures unparalleled
reliability behind the scenes, be it in the digital realm or
physical world.

Experience effortless and enjoyable adventures created just
for you through personalized services tailored to your specific
preferences.

With you as the key, every adventure is unique

Fig. 1 NEC I:Delight.

sovereign power over their personal ID and data, and
therefore requires their full consent in order to share
and utilize their data.
NEC Digital ID solution offers value to both users and
service providers.
Convenience
* Improves user convenience by making multiple
services accessible via biometric authentication.
Improved efficiency and cost reduction
® Increases efficiency and reduces labor require-
ments for customer service tasks using biometric
authentication.
Safety and security
® Reduces the risk of leaks by securely managing
personal information.
e Reduces the risk of identity theft and unautho-
rized use by using high-precision biometrics.
e Improves hygiene and reduces risk of infectious
disease by providing touchless services.
Value enhancement
® Uses personal data to improve the value of a ser-
vice so that it more precisely meets the needs of
users.
The following case studies provide examples of how
we have successfully deployed NEC Digital ID solution to
create new value.

3.1 loT Hospitality Cloud Service trial

In January 2019, we launched a trial in Nanki-Shira-
hama, Wakayama to show how our integrated digital
solutions can enhance the tourist experience. On arrival
at the local airport, visitors can register their facial in-
formation and subsequently enjoy various services—-at
hotels, commercial facilities, and sightseeing facilities—

NEC Digital ID solution is a system that features the tools necessary to offer users a
consistent experience in sync with the behavior and situation of each individual. It
features a universal ID that utilizes biometrics to connect various scenarios in our lives.
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Fig. 2 NEC Digital ID Solution.
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Once facial information has been registered, various services at hotels, restaurants, shops,
and sightseeing spots around Nanki-Shirahama Airport will be available.

Details of service
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i

A g NG
BEY R

Various touch-free services will be

s
e Face recognition payment at %‘K

restaurants and stores

(ol
) available: e P
kJ°~ > ® Keyless entry/exit of hotel rooms =M 2 r A "..‘:EI
=it .4

-

o Smart entry to theme parks
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Fig. 3 Hospitality Cloud Service Trial in the Nanki-Shirahama Airport area.

Focusing on how to adapt offices to the age of the "new normal,” we began
testing various systems such as gateless entry/exit and cashierlessstores in

July 2020.

NEC Digital ID gateless entrance:

Detects and collates multiple

individuals simultaneously to

verify their identities even

when they are wearing masks =

without requiring them to stop.

NEC Digital ID entry/exit gate:

Displays individual-specific &
geometric patterns to let il .
employees know that they W‘

have been correctly identified.

eWork style
ible cashier reform
(in-house store): L
Settles payment automatically for items .Telework
shoppers hold in their hands without «“"New normal”
maling them go through the cashier. Also |
Compatible with masks and offers a buying etc.
experience that makes safety and efficiency (
compatible with one another, helping to minimize risk of nfection.

HE

NEC Digital ID POS payment
(in-house store):

Allows shoppers to pay at the POS using
two recognition modes—pattern and
facial. Links with existing store systems
to settle payment easily and securely.

shared PCs:

with user’s’ consent.

Face recognition lockers, vending machines,
automatic doors, multifunction printers, and

Helps improve efficiency with touchless
operations by using face recognition

=
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based on facial data registered in advance -ﬂ‘
nt.

Mask detection (hallways):

Uses human detection cameras to

automatically judge whether people are , .
wearing masks. Immediately warns those
not wearing a mask to ensure that
everyone wears a mask..

Location tracking (work areas):
o

Uses image analysis technology to
identify where workers are and lets
employees know in real time where
their coworkers are in the floor plan on
their smartphone

Crowding visualization
(cafeterias, elevators, etc.):

Allows the employees to easily check
on their PCs how crowded the
cafeterias and elevators are.

NEC Digital ID guest welcome signage
(meeting rooms):

Uses digital signage with face recognition to display a
personalized message to welcome a visitor and

deliver guidance messages to their smartphone. |
The signage also takes a photo of the visitor while

providing a score for the intensity of their smile. P

Fig. 4 Digital office trial at the NEC Super Tower.

all without holding anything in their hands or using cash
(Fig. 3).

We are planning to continue this trial while increasing
the number of the touchpoints and expanding the range
of available services.

3.2 Trial at the NEC Super Tower — Digital workplace in the
age of the “new normal”

Digitalization and COVID-19 have had a huge impact
on the way many people work. This trial was initiated in
July 2020 to test the efficacy of new digital offices at the
NEC Super Tower in Minato-ku, Tokyo (Fig. 4).

With a view to improving the safety, productivity, and
creativity of employees, we are testing out new work
styles that combine telework with working from a tra-
ditional office. For example, we replaced employee ID
cards with face recognition authentication, eliminating

the need to carry an employee ID card to enter and
exit work areas, use lockers, multifunction printers and
vending machines, and have lunch at the cafeteria. In
other words, instead of having to produce an ID card
in various workplace scenarios, employees can access
equipment or employee-only spaces in a convenient,
touchless way, making office work safer and more ef-
ficient. Our challenge is to create new work styles that
are at once comfortable and efficient, facilitating smooth
communication between employees and between em-
ployee and customer.

4. The Cutting Edge Technologies behind NEC Digital ID Solutions

Central to the achievement of the world of NEC I:De-
light, NEC Digital ID solution is built on two key func-
tions—ID federation and data utilization. In the following
section, we summarize the new technologies that make
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these functions possible.

The role of ID federation is to standardize service user
authentication and authorization in multiple services. One
of the values we hope to achieve with NEC Digital ID solu-
tion is walk-through authentication. Biometrics is the ideal
tool to achieve this. To ensure that the walk-through au-
thentication process is safe and pleasant, the biometrics
must provide extremely high authentication precision.

No matter how accurate the authentication process is,
the possibility of identity theft remains a risk. If pre-reg-
istered authentication data is stolen or tampered with,
impersonation could occur. Hence, the protection of
authentication data is as important as the precision of
authentication.

Even if authentication information is secure, the
authentication system could still be taken over by an
attacker. If a malicious program is executed, this will
interfere with authentication. Security of authentication
terminals is equally important as authentication termi-
nals in high-traffic locations such as airports and store-
fronts are likely to become targets for attack.

Data utilization complements ID verification by feed-
ing personal information back to users as a new value.
However, it is critical that the data be handled in such a
way so as not to infringe the user’s privacy. To prevent
this, it is important to obtain the free consent of the user
after explaining to them why we need to use their data,
how we will use it, and how we will protect it. Moreover,
even if the user has given consent for their data to be
used by the service, invasion of privacy can still occur if
that data is stolen or tampered with. Thus, the protec-
tion of personal data is extremely important.

To sum up, to achieve ID federation and data utiliza-
tion, the following four points are important.

(1) Precision of authentication

(2) Protection of authentication information and per-

sonal data

(3) Security of authentication terminals

(4) Safe handling of personal data in accordance with

the user’s wishes

Among these, (4) should be dealt with in the design
of the service itself. The others can be dealt with using
common technologies not dependent on a specific ser-
vice. These common technologies include the following.

Face and iris recognition: Contributes to the im-
provement of authentication accuracy. For ten straight
years, NEC's face recognition has held the number one
spot in the benchmark tests conducted by the United
States National Institute of Standards and Technology
(NIST)". To improve the authentication precision of this
system, we combined it with our iris recognition system.
Together, iris and face recognition offer an unprecedent-

ed level of authentication accuracy, helping to reduce
the rate of mis-authentication to less than one ten-bil-
lionth. This high accuracy makes it possible to adapt
NEC’s system to walk-through authentication in globally
deployed services all over the world.

IoT terminal tampering detection: Contributes to
the security of authorization terminal. If the authenti-
cation terminal is taken over, this technology makes it
possible to detect and confirm the takeover by verifying
the terminal from outside. This is effective even if the at-
tacker attempts to disguise their attack by making it ap-
pear as if the terminal’s operating status is normal. This
protects the server from attack via the hijacked terminal.

Secure terminal authentication: Contributes to
the protection of authentication data. Smartphones and
storefront authentication terminals may store the bio-
metric data of the people who use their service. Unfor-
tunately, these devices can be lost or stolen, increasing
the risk of biometric information being stolen and the
terminal being taken over. The secure terminal authen-
tication technology prevents theft of data and makes it
possible to perform biometric authentication on those
devices safely.

Cancelable biometric authentication: Contributes
to the protection of biometric data. If facial data is sto-
len, it used to be said it is impossible to reset the stolen
data therefore the user cannot register their face again
as a face recognition data. However, by storing the facial
data with this cancelable biometric authentication sys-
tem, the stolen data can be invalidated and the user can
re-register their face. Moreover, once the re-registration
is done, the stolen ID data can no longer be used.

Secure computation: Contributes to the protection
of authentication data and personal data. This technolo-
gy makes it possible to obtain computation results of the
original data only, while preventing that data from leak-
ing by using cryptographic techniques. Since there is no
need to recover the data, data leakage can be compre-
hensively prevented.

Blockchain and secure multi-cloud storage: Con-
tributes to the protection of personal data. The secure
multi-cloud storage?® uses cryptographic techniques
to make it difficult to leak data. When combined with
blockchain, data tampering can also be prevented at the
same time.

5. Conclusion

While we already possess the world’s leading biometric
identification, we have no intention of resting on our lau-
rels. We will continue to improve the accuracy and speed
of ID federation using biometrics. At the same time, by
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promoting secure data utilization based on more secure
management of personal data, we will continue to ex-
pand the range of applications for NEC Digital ID solu-
tion and maintain our commitment to the achievement
of services that meet the needs of new lifestyles, new
work styles, and new business styles.
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