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    Special Issue on Social Value Creation Using Biometrics


    ■Commitment to Biometrics NEC Is Promoting


    Bio-IDiom — NEC’s Biometric Authentication Brand


    Digitization and big data are rapidly transforming the world, making it possible to offer each individual services and solutions tailored to their specific needs, a trend that will become ever more pervasive in the future. Key to the seamless integration of this technology in society — so that people can enjoy its benefits without worrying about security or access — is the use of biometrics, an authentication technology that identifies individuals based on physical and behavioral characteristics peculiar to that individual. In this paper we discuss Bio-IDiom — a biometrics brand launched by NEC in April 2018 — which can give us an idea of what that future society might look like. We also examine how multimodal biometrics can offer advanced safety and reliability by combining multiple biometric authentication technologies. Finally, we introduce some actual case studies where our multimodal biometric authentication solutions have been applied in real world conditions by our customers and partners.


    The Future Evolution and Development of Biometrics Studies


    In this paper, we will discuss the future evolution of biometrics — a rapidly evolving technology that has become a part of most people’s everyday life. We begin with the assumption that biometrics will evolve in the direction of increased efficiency, introducing a number of case studies that focus on how biometrics can increase efficiency — including efficient manipulation of massive amounts of data, efficiency in terms of “things”, and efficiency in the real world. We also assume that biometrics will become a reliable way of measuring people’s mental states and look at some case studies which point to future developments in this area, from targeting and understanding specific individuals to targeting and understanding groups. Finally, we will look at AI technology and how biometrics can be used as a driver to enable exponential growth that will lead to future sustainable growth in the economy.


    Privacy Measures of Biometrics Businesses


    The Japanese Act on the Protection of Personal Information updated and enforced in 2017 makes it clear that individual identification code such as DNA, facial feature quantities and iris information are to be classified under personal information. Similarly, mainly in Europe and North America, respects for of human rights and privacy are needed for human surveillance and tracking technologies at a worldwide scale. In this paper the author reviews the privacy measures of the biometrics businesses for which careful discussions are required, as based on efforts currently being applied by NEC.


    ■Services and Solutions That Leverage Biometrics


    The Western Identification Network: Identification as a Service in a Federated
Architecture


    The Western Identification Network (WIN) is a not for profit corporation in the United States, providing a multi-state, multi-modal, biometrics identification system. Formed in 1988, WIN created a revolutionary concept: gaining the backing of governors, attorneys general, legislators, and chief law enforcement officials to combine technical and financial resources enabling the first multistate biometric network sharing fingerprint data across state lines. The outcome was the formation of WIN, providing identification services for criminal and civil identification purposes.


    Use of Face Authentication Systems Associated with the “My Number Card”


    The “My Number Card” is the IC card delivered by Japanese local governments to applicants in accordance with the “Act on the Use of Numbers to Identify a Specific Individual in Administrative Procedures”. The “My Number Card” carries the face photo data on the front side and inside is the IC chip for use in various operations. This paper outlines NEC’s “Face Recognition System for use at the My Number Card Delivery Counters” that is used at the time of the card delivery. Experiments demonstrating the utilization of the card’s face photo data are also introduced.


    Face Recognition Cloud Service “NeoFace Cloud”


    Since 2017 NEC has been providing “NeoFace Cloud”, a face recognition cloud service using the high accuracy NeoFace engine. NeoFace Cloud features the benefits of cloud services at a reasonable monthly fee. Such benefits increase the applications of face recognition services, even in locations that are unsuitable for installing and managing the servers. These include outdoors or in facilities not attended by system managers. “NeoFace Cloud” is increasingly being adopted by customers for linking face recognition to their business systems or services. This paper introduces the technical points of the said service.


    NEC Enhanced Video Analytics Provides Advanced Solutions for Video Analytics


    Acceleration of digital transformation using video analytics technologies in stadiums, shops, hotels and public transport has made it necessary to provide the efficient provision of composite video analytics solutions. NEC Enhanced Video Analytics (EVA) is an integrated software platform that flexibly combines the components of video analytics including face recognition, behavior detection and attribute estimation to meet the needs and resolve the issues of customers. This paper introduces the advantages provided by this platform, some examples of solutions and details of the system configuration.


    New In-Store Biometric Solutions Are Shaping the Future of Retail Services


    As e-commerce strengthens its hold on consumers, brick-and-mortar stores are being forced to rethink the way they do business. The need to create a customer experience that’s unique, fresh, exciting and cannot be reproduced in the virtual world is leading to the launch of future-type stores that leverage the power of information technology to enhance the customer shopping experience smoothly, while offsetting potential labor shortages. To meet that trend, NEC has been using biometric technology. We develop systems to streamline store entry and payment, reducing or even eliminating waiting time at checkout. Such a system would offer more than just a new level of convenience, it would fundamentally transform the retail world and pave the way for biometrics to become a key part of everyday life in the 21st century. In this paper, we will show what such a system would look like, explain how it would work, and reflect on the profound changes it could generate in our society.


    ID Service Providing Instantaneous Availability of User’s Desired Financial Services


    The amendment of the Act on the Prevention of Transfer of Criminal Proceeds on 30th November 2018 made possible the completion of the online identification of bank account-opening customers that is obligatory for the financial institutions. Personal identification used to be carried out by forwarding non-transferrable postal mails to customer homes which takes quite a time. The online possibility of identification, now allows users to use a desired financial service immediately. To deal with the online account opening facility, NEC provides a Personal Identification Service making use of its world leading face recognition technology (face matching and impersonation prevention) to support the improvement of user experience and the promotion of digital businesses in financial institutions.



    Biometrics-Based Approach to Improve Experience from Non-routine Lifestyle Fields


    Recently, following the rapid increase of foreign visitors to Japan and of the enhancement of the value of their everyday activities, the demand for service industries such as hotels and theme parks has tended to increase. On the other hand, the increased labor market shortages has made it an urgent issue to reduce any burdensome effects on operations in those industries. To achieve the targets both of reducing the burden on service providers and of improving the customer satisfaction of users, a technology is sought that can recognize the identity of each user “quickly” and “accurately”. The face recognition technology of NEC enables simple registration and rapid and accurate personal identification by means of non-contact authentications. This paper introduces face-based solutions for use in hotels and at public attraction venues as well as supporting future plans for connecting customer journeys by universally applying face authentication IDs.


    Construction Site Personnel Entrance/Exit Management Service Based on Face Recognition and Location Info


    In a construction site, the field supervisor manages the site and personnel with skills in various expert techniques are organized to advance the work. As the required techniques vary depending on the operation process, personnel belonging to several companies enter and exit from the site during the construction period. Since some of the field operations are dangerous, the supervisor must secure the safety of each worker by identifying all of the workers on the site and managing their data. NEC has implemented a service that performs these management procedures with face recognition-based personal identification and the location information without installing additional equipment. Thanks to the capability of easily obtaining the entrance/exit data, this service can check the credentials of each worker and output the results of entrance/exit data calculations. This paper introduces the features of this service.


    The Importance of Personal Identification in the Fields of Next-Generation Fabrication (Monozukuri)


    Recently, the fields of “monozukuri”, or fabrication of goods, have seriously called into question whether or not the work is being executed correctly as defined in law and in the agreements made with customers. In addition, as the fluidity of human resources is increasing, as seen in the proposed increase in the number of foreign workers, it has become necessary to manage workers appropriately in order to improve the quality of their work by identifying them individually. This paper introduces the personal identification of individual field workers, based on the facial recognition of individuals and of the “NEC DX Factory Co-creation Space,” that are implementing the next-generation fabrication process. Actual cases of its use and the importance of personal identification in the field of “monozukuri” are also discussed.


    ■Core Technologies and Advanced Technologies to Support Biometrics


    How Face Recognition Technology and Person Re-identification Technology Can Help Make Our World Safer and More Secure


    To boost security and enhance convenience, many public facilities such as airports and train stations are beginning to roll out new face recognition technology, with many more already planning to implement it. On a more mundane level, this new technology is poised to replace passcodes and ID cards in applications such as payment verification, mobile phone access, online shopping, and so on. In this paper, we will look at the face/human body detection and face matching technologies introduced by NEC, as well as person re-identification technology which complements face recognition. Person re-identification technology is another form of biometrics that can identify an individual based on their overall appearance, even when their face is not visible. We also review the test results of the Face in Video Recognition (FIVE) program conducted by the United States National Institute of Standards and Technology (NIST) in which NEC was ranked first in evaluation accuracy.


    Advanced Iris Recognition Using Fusion Techniques


    Iris recognition is already beginning to penetrate the public sphere and has recently been adopted in smartphones, national ID systems, and border control. This paper outlines iris recognition technology in general and introduces the key elements of NEC’s iris recognition technology — in particular, fusion matching technology which is playing a pivotal role in taking the precision of iris recognition to the next level. We will also review the results of the iris recognition evaluations conducted by the United States National Institute of Standards and Technology (NIST), which demonstrate unequivocally the superior precision of our technology. Finally, we will examine the latest trends in iris recognition technology.


    Advanced New Technology Uses New Feature Amount to Improve Accuracy of Latent Fingerprint Matching


    For more than a century, latent fingerprints have been one of the most important forms of evidence used by law enforcement and criminal investigative agencies worldwide. While tremendous progress has been made in conventional fingerprint matching, matching latent fingerprints has proven to be a more difficult problem due to the poor quality of the prints. Typically obtained under less than ideal conditions, latent prints are frequently incomplete or degraded by background noise. Since fingerprint identification depends on the quality of the print, matching technology with much higher accuracy is required to identify suspects, increase the arrest rate, and help build a safer and more secure society. NEC has been working on fingerprint recognition for nearly fifty years, constantly striving to increase the accuracy of our matching technology. This paper provides a historical overview of NEC’s research in fingerprint matching technology and introduces our latest technological advances in this field.


    Safety, Security, and Convenience: The Benefits of Voice Recognition Technology


    We use our voices all the time to communicate with one another. Talking is the simplest and easiest means of information transmission. It could also be one of the simplest means of identification. Recent advances in computing technology have made voice recognition — a biometric technology based on the unique characteristics specific to an individual’s voice — more convenient, safer, and more secure than ever. In this paper, we review the current state of voice recognition technology and show how deep learning — the core of contemporary AI technology — is providing the key to unlock the power of biometrics. We will also look in some detail at NEC’s work in the field of voice recognition technology, which is at the forefront of worldwide efforts to make this technology accessible and reliable. Finally, we discuss potential industrial applications for voice recognition technology such as public safety solutions.


    Ear Acoustic Authentication Technology: Using Sound to Identify the Distinctive Shape of
the Ear Canal


    Just as each face has its own unique characteristics, so too do other parts of the head. The ear, for example, has many distinct features, including the shape of the ear canal. Ear acoustic authentication is a new biometric technology that identifies the shape of the ear canal using an earbud-type recognition device to measure reflected sound inside the ear. Authentication is possible at any time or place simply by having subjects listen to the sound. It is also possible even if the subjects are wearing gloves and masks. Combining this technology with hearables — emerging ear buds with advanced computing — makes possible a hands-free, eyes-free connection to AI, increasing the power of ICT to enhance human potential.


    Automatic Classification of Behavior Patterns for High-Precision Detection of Suspicious
Individuals in Video Images


    Today surveillance cameras are becoming ubiquitous in public facilities such as shopping malls, office buildings, airports, and train stations. Until now, these cameras have typically only been used post-incident to support criminal investigations. However, the threat posed by criminal actions such as terrorist attacks is growing, which can cause serious damage or loss of life. Such an event is focusing attention on taking advantage of these tools to prevent incidents from occurring in the first place. This paper introduces new technology based on NEC’s “Profiling Across Spatio-Temporal Data” technology that can classify an individual and assess their threat potential. By performing high-speed extraction of frequently appearing individuals and analyzing the results, this technology can classify the behavior patterns exhibited by these individuals — such as loitering, passing through, and standing still. The hope is that this technology will help prevent crimes by identifying suspicious individuals and alerting security personnel before an incident can occur.


    Facial-Video-Based Drowsiness Estimation Technology for Operation on Low-End IoT Devices


    This paper introduces NEC’s drowsiness estimation technology based on facial video data. This system can operate on low-end IoT devices that use fewer computation resources. Drowsiness in humans is clearly expressed via changes in facial expression — especially changes in eyelid movement — and can be determined with high accuracy by capturing the closing duration of the eyelids and the increase in blinking rate. In order to capture fast blinking, however, it is necessary to precisely extract the movement of the eyelids. This bears a heavy computation cost. NEC has developed a method to capture slowly fluctuating eyelids (eyelid variability) as a sign of drowsiness, which makes it possible to accurately determine drowsiness even with eyelid movements extracted with only one third the detail of conventional methods. Since this system can easily be installed and operated on low-end devices, it should be applicable across a broad range of scenarios.
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    The Digital Transformation that is today reconfiguring our world is making itself felt in every aspect of our lives, connecting humans, things, and events in a closely interlinked web that puts the world at our fingertips. Unfortunately, there is a darker side to this brilliant new world of unprecedented convenience and knowledge sharing. Spoofing, hacking, identity theft, and malicious attacks threaten to undermine the benefits conferred by the new networked world, often forcing people to choose between convenience and security.


    One of the most promising solutions to this dilemma is a technology called biometrics or body measurement. Biometrics makes it possible to identify an individual based on characteristics unique to that individual.


    With biometrics, the real world can be safely connected to the digital world through an individualized security door, as it were. This door opens only for you, and it does so automatically — there’s no need for passwords or pins. As the digital world becomes ever more tightly integrated in our day-to-day lives, biometrics will come to play an increasingly important role in this Digital Transformation as one of the few authentication technologies that can maximize both security and convenience.


    For almost five decades, NEC has been exploring the potential of biometrics, initiating research into fingerprint recognition technology in 1971, and continuing to conduct extensive R&D ever since. Although fingerprint authentication is the best known biometric authentication technology, NEC now owns six biometric technologies — face, iris, fingerprint, palm print, finger vein, voice, and ear acoustic. All stand at the forefront of their class and many are exclusive to NEC. Dubbed “Bio-IDiom,” our comprehensive suite of biometric technologies allows us to put together carefully tailored solutions to suit the very specific needs of individual clients. By combining various modalities as and when required, we can eliminate the risk of spoofing and malicious attacks, making it possible for anyone to enjoy the full benefits of digital convenience with total confidence that their security is assured.


    Biometrics is already becoming ubiquitous in our daily lives. Fingerprint and/or face recognition is frequently used for authentication and access control at many different facilities and has already become standard on personal computers and smartphones.


    Deployment of this technology depends on the circumstances of a particular application. In cases where individuals desire to be authenticated, it is relatively easy to set up a system with the optimal distance and direction between sensors and the subjects to be authenticated. Here biometrics offers the benefits of increased convenience and enhanced security. People’s lives are made easier, not more complicated, and this has helped lead to widespread acceptance in society.


    Biometrics can also be applied in situations where individuals are not actively seeking to be identified. Face recognition systems, for example, are often used to identify specific individuals amongst a large crowd by correlating and comparing them with images in a database. Because the subjects in this case are either uncooperative or unaware, the degree of technical difficulty is much greater than in a standard authentication scenario. NEC is making great strides in this area, working to improve identification accuracy by combining face recognition with person re-identification technology, while continuing to refine our face recognition technology. Respect for privacy and human rights are important considerations when deploying this type of biometric technology, as is full compliance with laws such as Japan’s Amended Act on the Protection of Personal Information. In view of this, we have set up a department tasked with handling these administrative issues, thereby strengthening our ability to deal with any new issues that may arise in the future related to management of AI and bioinformation.


    Biometrics got its start with the development of security applications that used fingerprint recognition. Unlike traditional authentication systems, biometrics provides an extremely high level of security and reliability without in any way compromising convenience. Consequently, use of biometrics is certain to accelerate. Once full implementation of face recognition is achieved, biometrics will facilitate a dramatic increase in convenience and security across a broad range of services — including retail, mass transit, financial transactions, and public services. Soon biometrics will be virtually indispensable in our daily lives, with multimodal biometrics — which combines a variety of different recognition technologies — becoming increasingly widespread thanks to its enhanced ability to provide security while promoting the development of a more efficient and equitable society.


    NEC continues to make huge strides in the development of sophisticated biometric technology that offers increased reliability and precision, while streamlining the identification process to achieve unfettered convenience. Our research program is committed to finding and creating biometric solutions that give people full access to the networked world, while protecting them from potential threats to their safety and security.


    In this special issue, we highlight the biometric solutions that NEC has developed and is developing, showing how these services and solutions can benefit our customers, and exploring the cutting-edge technology that supports them.


    We hope you enjoy reading this issue and look forward to your ongoing support and encouragement.
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  Committed to Supporting Social Values via Biometrics


  
    NEC is a pioneering company that has been leading the way in biometric authentication technology for almost half a century. Operating on a global scale, our technology is setting the standard in more than 70 countries around the world where to date we have deployed more than 700 systems. Our worldwide presence can be attributed to the superior precision of our products, which are ranked number one in the world. NEC’s fingerprint, face, and iris recognition technologies have been ranked first in benchmark tests conducted by the United States National Institute of Standards and Technology (NIST). In addition to our three primary biometric technologies, we also have finger vein, voice, and ear acoustic recognition technologies, which can be combined to create powerful multimodal biometric solutions. As one of the world’s leading vendors of biometric technology, NEC will continue to strive for the achievement of safety, security, efficiency, and equality.
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    1. What Are the Distinguishing Characteristics of NEC’s Biometric Technology?


    The first thing that sets NEC apart in the field of biometrics is its long history. As the first company to invest in biometrics R&D, NEC pioneered the field and has been leading the w ay ever since. We first began studying fingerprint recognition in1971 and in 1989 turned our attention to face recognition. Always at the forefront of biometric authentication technology (Fig. 1), our technologies are known for their top-ranked precision and speed and have been adopted in many systems, particularly in law enforcement agencies and airports around the world. Now playing a key role in supporting social infrastructure in different countries, NEC’s biometric authentication technology is helping to support social values such as safety, security, efficiency, and equality.
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         Fig. 1 NEC’s commitment to biometrics.
        

     


    To further strengthen and accelerate the development of biometric technology, NEC opened the Biometrics Research Laboratories inside the NEC Central Research Laboratories in 2018. All the staff who had previously been engaged in research into biometrics at the NEC Central Research Laboratories were concentrated at the new research center. This reorganization was critical to improving our R&D structure in order to better address societal demands as utilization of biometrics becomes ever more widespread.


    The second thing that distinguishes NEC’s biometrics is high precision. NEC’s fingerprint, face, and iris recognition technologies have been consistently ranked number one in the world in tests conducted by the NIST (Fig. 2).
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         Fig. 2 NEC’s world’s top-class biometric technologies.
        

     


    Thanks to the utilization of AI and other advanced technology, the precision of biometrics has recently taken a quantum leap forward. This is true even with companies in China and other newly emerging economies. In this competitive environment, NEC remains committed to maintaining its position as provider of the world’s most accurate biometric systems.


    The third thing that distinguishes NEC’s biometrics is application versatility. Our systems are proving themselves every day in an i ncredibly broad and di verse range of scenarios. You can find NEC biometrics incorporated in national infrastructure operations such as immigration management and criminal investigation, corporate security such as log-on authentication and facility access control, and service fields such as omotenashi (hospitality unique to Japan) and marketing. And, of course, our technology is frequently incorporated in smartphones and other devices for personal security management, e-commerce, and so on.


    One final distinguishing characteristic is technological abundance. In addition to fingerprint, face, and iris recognition technologies, NEC also possesses various other biometric technologies such as voice recognition and ear acoustics. All biometric technologies have their own advantages and disadvantages. By combining two or more according to the requirements of a given scenario, we can further strengthen the advantages and balance out the disadvantages. To promote our multimodal biometric systems, NEC launched a brand called “Bio-IDiom.”


  


  
    2. Utilization and Application of NEC’s Biometrics — From Safety and Security to Efficiency and Equality


    Biometrics is now widely utilized in areas ranging from national infrastructure to the most down-to-earth aspects of our daily lives. NEC’s biometric systems got their start in the field of criminal investigation, proving invaluable to police departments around the world. We developed an automated fingerprint identification system (AFIS) that has been hi ghly evaluated for its high precision. Today our system is used by many law-enforcement agencies around the world including in the United States.


    Since the 1990s, biometrics has also played an increasingly important role in mission-critical national systems, especially in newly emerging economies. While individual authentication systems — such as census registration, driver’s license, and health insurance, to name just a few — are firmly established in countries like Japan, many less-developed countries lack such systems. To enable these countries to establish mission-critical system and offer appropriate public services to their citizens, it is necessary to correctly identify and register each citizen and to ensure that high-precision, quick-response verification is possible.


    Successfully used by law enforcement agencies around the world and highly evaluated for their speed and precision, NEC’s biometric systems have been deployed in a wide range of applications such as national identification management, immigration management, and voter management.


    The attacks on the United States on September 11, 2001 marked a turning point in the utilization and application of biometrics. Up to that point, biometrics was largely employed in criminal investigations to help specify suspects. Subsequent to 9/11, investigators sought ways to use the power of biometrics to help prevent crimes before they can occur. In response, the intro - duction of face recognition technology was accelerated. In 2002 and 2003 we began shipping NeoFace, an AI engine for face recognition. Since then we have received a steady stream of orders and inquiries, especially after our face recognition technology was rated number 1 in benchmark testing conducted by the NIST in 2009.


    As we have seen, NEC’s biometrics has already contributed to the achievement of a safer and more secure society. Today we are moving in new directions, finding ways to deploy this technology to support increased efficiency and equality.


    Even as utilization and application of biometrics in mission-critical national systems contributes to making society safe and more secure, it can also streamline business operations, which in turn leads to a more efficient and equal society.


    Public awareness of just how useful face recognition technology could be soared when leading technology companies began deploying it in social media and smartphones. This soon prompted rapid expansion into many different fields. From opening a bank account or paying a bill to customer-focused hospitality service, building entry/exit management, robot engineering, and manufacturing, biometrics promises to radically improve the customer experience while creating new services with high added value. In the years to come, we shall remain focused on supporting the social values of safety, security, efficiency, and equality while striving always to shape our biometric technologies to better correspond with the needs of society.


    


  


  
    3. NEC’s Biometric Technologies


    Biometrics is a personal identification and authentication technology that uses each individual’s unique physical and behavioral characteristics as a means of accurately identifying them.


    Under the umbrella of the Bio-IDiom brand, NEC is focusing on the biometric technologies listed below (Fig. 3).
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         Fig. 3 NEC’s Biometrics.
        

     


 
    	Face recognition

    	Fingerprint/palmprint recognition

    	Iris recognition

    	Finger vein recognition

    	Voice recognition

    	Ear acoustic recognition

 



    Today NEC is the world leader in biometrics and all of its technologies are recognized as possessing the world’s highest levels of precision. These technologies are introduced briefly below.


    Face recognition


    This is a technology capable of identifying individuals by detecting their faces in images and video and analyzing their characteristics. Because the face is the predominant means by which we distinguish and recognize other people, it can be regarded as the most natur al identification system, one which imposes no psychological burdens or complex operations on users, making it convenient, reliable, and easy to use. Standard web cameras can be used, so no special hardware or complicated setup is required.


    Fingerprint/palmprint recognition


    Fingerprints and palmprints are widely used in systems that require rigorous personal identification technology because they are fixed at birth and are completely unique to each individual — no two are alike. NEC has been working in this area longer than any other, with a history of research and development that stretches back more than five decades. Our original recognition technology is capable of performing high-precision, highspeed identification, making it ideal in a wide range of applications. A dedicated scanner is necessary to use fingerprint/palmprint recognition.


    Iris recognition


    The iris is the thin circular structure in the eye that surrounds the pupil. Iris recognition is a technology that identifies an individual by analyzing the complex pattern of the iris, which is unique to each individual. To perform iris recognition, near-infrared illumination and a camera are required. This is very high-precision, high-speed recognition technology and can be used for a wide range of applications because the only part that needs to be exposed is the eye. While it works well for recognition in the dark, it is susceptible to strong external light.


    Finger vein recognition


    This is a technology that identifies individuals by detecting veins that run inside their fingers. There is little risk of deception because finger vein information not visible from outside is used. An added benefit is that contact is not required, so no bioinformation is left on the surface of the device. However, dedicated scanner is required.


    Voice recognition


    This technology picks up the voice of an individual via a microphone and identifies them by analyzing their vocal characteristics. Since authentication is possible from a distance via the medium of voice, this technology is expected to be used in smart speakers and at call centers. Operation is easy and simple. All the user has to do is speak. No dedicated device is needed and it’s not reliant on language, so it can be deployed globally.


    Ear acoustic recognition


    This technology exploits the distinctive shape of the ear canal which is different from one person to another. An NEC-original technology developed jointly with the Nagaoka University of Technology, it uses hearables and bases authentication on the acoustic characteristics of the ears. This is not only a high-precision, high-speed authentication technology, it is virtually impossible to deceive because the ear cannot be seen from outsi de. Confidentiality is assured because even if the hearable is stolen, the thief will not pass authentication and so will be unable to hear the communication.


  


  
    4. Conclusion


    As we have already pointed out, NEC is able to offer multimodal authentication by combining these biometric technologies. But NEC’s broad technological base gives it the ability to go beyond the limits that constrain other companies. By linking our biometric technologies with other NEC-proprietary technologies such as image analysis technology, we can create new and unique values. In combination with crowd behavior analysis, remote gaze detection, and age and gender recognition technologies, our multimodal authentication systems are used for street surveillance on streets and entry/exit management at stadiums and other facilities.


    NEC is that rare breed of ICT vendor that also possesses cutting-edge technologies in areas such as computing, networking, and AI. By lev eraging such comprehensive strength and building on our achievements to date, we hope to help shape the world of the future in ways that will create a safer and more secure society where people are free to explore their dreams.
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    Abstract


    Digitization and big data are rapidly transforming the world, making it possible to offer each individual services and solutions tailored to their specific needs, a trend that will become ever more pervasive in the future. Key to the seamless integration of this technology in society — so that people can enjoy its benefits without worrying about security or access — is the use of biometrics, an authentication technology that identifies individuals based on physical and behavioral characteristics peculiar to that individual. In this paper we discuss Bio-IDiom — a biometrics brand launched by NEC in April 2018 — which can give us an idea of what that future society might look like. We also examine how multimodal biometrics can offer advanced safety and reliability by combining multiple biometric authentication technologies. Finally, we introduce some actual case studies where our multimodal biometric authentication solutions have been applied in real world conditions by our customers and partners.
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    1. Introduction


    The ubiquity of the Internet and the proliferation of smartphones have combined to create a world where everyone has at their fingertips a near-infinite collection of data. Instant acquisition and exchange of data has opened up a whole new world of possibilities for individuals, businesses, and organizations. In the not too distant future, the world will be inundated with an estimated 30 billion IoT devices and a few trillion sensors1). The number of contacts between humans and sensors will multiply exponentially, generating massive and continuous flows of data, far exceeding conventional human processing capability and increasing the importance of artificial intelligence (AI). Using AI to analyze data makes it possible to visualize that data in ways that humans can understand and conceptualize. Connecting humans, things, and events digitally will radically shift our paradigms, bringing forth new concepts, new ideas, and new meaning that will allow us to propose solutions that facilitate the sharing of deep knowledge and insight. NEC is committed not only to nurturing and fostering this digital transformation, but to ensuring that it supports human values and human ideals. (Fig. 1)
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         Fig. 1 Biometrics and the Digital Transformation: NEC’s perspective.
        

     


    The accelerating digital transformation of society means that in the future our lives will be blessed with abundance and sustained by convenience. Biometrics will play a key role in that future world, where the sharing economy will spread into all areas of our lives, providing a safe and secure door between the real world and cyberspace (digital world). NEC aims to eliminate the risk of spoofing and malicious attacks by building a highly advanced authentication system that turns each individual’s critical bioinformation into a “key” to unlock the door to digital world. By combining multiple biometric technologies to meet different needs and requirements, we are confident that we can help build a society where everyone can enjoy the full benefits of digital technology without fearing for their privacy or security (Fig. 2).
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         Fig. 2 Safer and more reliable biometrics based on digital technology.
        

     


  


  
    2. Biometrics Brand — Bio-IDiom


    2.1 NEC’s biometric authentication technology


    Biometrics is a method of authenticating an individual. It is a technology that identifies a particular individual based on physical and behavioral characteristics peculiar to that individual. Physical characteristics include the face, iris, fingerprint, palmprint, finger vein, etc., while behavioral characteristics include signature and voice (Fig. 3).
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         Fig. 3 NEC’s biometrics.
        

     



    NEC’s focus is directed on the area in the rhombus in Fig. 4. NEC’s world-class authentication technologies — which include face, fingerprint, and iris recognition technologies — feature authentication accuracy that’s been rated as number one in the world2). While convenience and authentication accuracy (security) tend normally to be at odds with one another, NEC has found a way to harmonize these two often contradictory elements. This achievement makes it possible for us to offer new values centering around the areas where the utilization of digital technologies is most in demand. Our customers can choose an authentication technology that best matches their specific needs and usage scenarios, as well as their social context. They can also take advantage of multimodal biometrics — which combines multiple authentication technologies.
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         Fig. 4 Biometric technologies NEC focuses on.
        

     


    2.2 Creating social value with Bio-IDiom


    The name “Bio-IDiom” will be applied to all biometric products, services, and solutions deployed by the entire NEC group. The concept underlying the name is to emphasize that NEC’s biometric technologies are focused on supporting the safety, security, efficiency, and equality of society as a whole, while maximizing the advantages of each technology (Fig. 5).
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         Fig. 5 The World We Want to Create with Bio-IDiom.
        

     


    Instantaneous authentication of individual allows absolute trust to be established, helping to bring the world closer together. At NEC, we believe Bio-IDiom can help make this happen. Usi ng biometrics for hi gh-speed, high-precision authentication can make it possible to fulfill the potential of a world where humans, things, and events are merged into one. Starting out with finger - print recognition, biometrics has evolved into an ever expanding array of possibilities and usage scenarios and in the future will continue to contribute to the creation of solutions for a wide range of social issues.


    The name Bio-IDiom is derived from “bio” and “idiom.” While there should be no need to explain what we mean by “bio,” the term “idiom” is meant to suggest that Bio-IDiom combines multiple biometric authentication technologies that not only take safety to a higher level, but create a whole new value in biometrics — just as an idiom is a combination of words that creates a new meaning not deducible from each word alone. Moreover, by using upper and lower case letters — “IDiom” — we incorporated the meaning of ID or identification in “idiom” meaning that Bi o-IDiom authenticates the user while supporting a world where digital technology can be maximally utilized in the safest-possible manner.


    In addition to coming up with the name “Bio-IDiom,” we also created a symbol mark for it to let users utilize biometrics with an increased sense of intimacy. This checkered pattern mark reflects our hope that Bio-IDiom will envelope and enrich individuals and society while watching them over just like a checkered cloth that weaves the warp and weft together to make a larger plane.


  


  
    3. Case Studies: NEC’s Multimodal Biometric Solutions


    Long before anyone else, NEC took the lead in research into fingerprint recognition technology in the 1970s. We’ve stayed out front ever since, leading the way in research and development of biometrics, concentrating on face recognition. Many of these authentication technologies have already been put into practical use around the world in such fields as criminal investigation, immigration, and national identification number systems.


    At the same, biometrics is subject to a certain degree of ambiguity. By its very nature, the living organism presents a challenge to measurement. Shifting and mutable, the body nev er stays the same. Ever-changing physical constitutions and health conditions, variable measurement conditions, and different operating environments make it extremely difficult to assure precise and reliable biometric authentication. For example, some authentication systems cannot even be used in cases where an individual is sick. NEC has overcome this challenge by combining multiple proprietary biometric technologies to create customized solutions tailored to the specific needs of our customers. As a result, we are able to deliver maximum authentication accuracy without sacrificing convenience or ease of use.


    Not surprisingly, Bio-IDiom’s design — with its focus on increasing security with multimodal biometric authentication — as well as its successful deployment worldwide caught the attention of the Japan Institute of Design Promotion which named Bio-IDiom to the Good Design Best 100 in 20183). Internationally too, Bio-IDiom has been highly acclaimed, receiving Germany’s iF Design Award in 20194), one of the most important design prizes in the world.


    To date, NEC has successfully introduced more than 700 multimodal biometric systems that combine multiple authentication technologies in over 70 countries. We will take a closer look at two of those cases below.


    3.1 India’s unique identification number program (Aadhaar)


    With a populati on of 1.3 bi llion people, Indi a faces a monumental challenge when it comes to creating a system that can efficiently identify and enumerate individuals so that everyone can enjoy equal access to the benefits of social services. To address this, NEC leveraged its high-precision multimodal biometrics that combines fingerprint, face, and iris recognition technologies to put together a large-scale biometric authentication system that does not involve storage and submission of documents solely reliant upon ID numbers (Fig. 6). This system is now used to prevent double registration and spoofing in food assistance, employment placement, and payment of taxes while simplifying procedures to support equal provision of public services and financial services to Indian citizens5).
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         Fig. 6 Multimodal biometrics supports equal access to social services in India.
        

     


    3.2 Los Angeles County Sheriff’s Department


    NEC’s fingerprint recognition system has been utilized by criminal investigation services in various countries.To enable the Los Angeles County Sheriff’s Department (LASD) to ensure the region’s safety through the early resolution of increasingly complex and sophisticated crimes, NEC provided the LASD with a multimodal crime investigation system that combines multiple biometric technologies including fingerprint, palm print, face, and iris recognition. This system has contributed to the increased resolution of crimes and improved efficiency of investigations by helping the LASD to narrow down individuals who may be related to crimes based on the few clues left behind at crime scenes. The effectiveness of this system is evident in the fact that only one week after it was introduced, it helped uncover clues for many unsolved cases. This system is also connected to the databases of federal and state law enforcement agencies such as the California Department of Justice and FBI, making it the world’s largest-scale service-based biometrics system for criminal investigation (Fig. 7)6).
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         Fig. 7 Multimodal biometric system used by the LASD.
        

     


  


  
    4. Conclusion

 
    Building systems that combine AI technology with massive and wide-ranging digital data including bioinformation, NEC offers advanced solutions with the potential to predict events and analyze trends. The two main pillars of our business are NEC Safer Cities and NEC Value Chain Innovation. Biometrics and AI are maximally utilized in our public safety business, which includes the NEC Safer Cities. Similarly, the NEC Value Chain Innovation — which creates new value by connecting humans, things, and processes across the framework of industry — also takes full advantage of the power of biometrics and AI. Based on these two main pillars, we will continue to build and expand our range of solutions (Fig. 8).
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         Fig. 8 Social Value Creation NEC is aiming at.
        

     


    As a Social Value Innovator, NEC is dedicated to helping achieve a society where people can lead brighter and more prosperous lives through the enhancement of safety, security, efficiency, and equality.
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    Abstract


    In this paper, we will discuss the future evolution of biometrics — a rapidly evolving technology that has become a part of most people’s everyday life. We begin with the assumption that biometrics will evolve in the direction of increased efficiency, introducing a number of case studies that focus on how biometrics can increase efficiency — including efficient manipulation of massive amounts of data, efficiency in terms of “things”, and efficiency in the real world. We also assume that biometrics will become a reliable way of measuring people’s mental states and look at some case studies which point to future developments in this area, from targeting and understanding specific individuals to targeting and understanding groups. Finally, we will look at AI technology and how biometrics can be used as a driver to enable exponential growth that will lead to future sustainable growth in the economy.
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    1. Introduction


    Since 2012, research and development has led to dramatic advances in the field of deep learning, greatly increasing the recognition accuracy of various AI technologies including image recognition. A good example of how this technology has evolved is the ImageNet Large Scale Visual Recognition Challenge (ILSVRC), which is an international competition for object detection and image classification on a large scale.


    In 2017 the ILSVRC achieved a 2.3% error rate in object classification tasks. To understand just how good that performance is, all we have to do is compare it with humans. For humans performing the same tasks, the error rate is 5.1%. While the number of the participants in the ILSVRC increased steadily from 2012 — the year when deep learning was introduced — to 2016, it dropped substantially in 2017, falling from 172 in 2016 to 115 in 2017. The winner in 2014 — Google — has not participated since then. Many of the participants in recent challenges were from China. Faced with declining participation, ILSVRC wrapped up for good in 2017.


    The evolution and development of deep learning has been driven by various factors including the rapid concentration of knowledge in both software and hardware, as well as cost reduction and commodification of the R&D environment.


    Public availability of open-source software (OSS) libraries and development frameworks for deep learning such as TensorFlow (Google), Chainer, (PFN), and Caffe (CMU, etc.) has played a significant role in increasing the power of this technology. In addition the availability of large-scale data sets such as ImageNet (Stanford University) and COCO (Microsoft) that can be used as learning and evaluation data has created an environment in which anyone can easily experiment with deep learning. Furthermore, companies like Google, Microsoft, and Amazon have introduced various recognition functions such as image recognition and speech recognition as cloud services. In recent years, even learning processes have been turned into cloud services.


    The same applies to hardware. Performance improvements and price reductions of accelerators in AI inference and training such as NVIDIA AI inference platform played a major role in achieving results that helped attract renewed attention in 2012. Constant improvements in hardware provide a platform that supports the evolution and development of deep learning.


    Advances in deep learning have had a significant impact on biometrics. NEC was ranked first in benchmark tests for fingerprint, face, and iris recognition performed by the U.S. National Institute of Standards and Technology (NIST) and has also obtained top-class results in voice recognition tests.


    The net effect of these developments has been to turn biometrics into a technology whose benefits can now be enjoyed by anyone.


    Without conscious deliberation, without taking any specific actions, without even being aware of it, anyone — from the very young to the very old — can now enjoy the benefits of biometrics independent of such characteristics as height, skin color, or ethnicity, as well as individual preferences such as fashion. Safe, reliable, and unobtrusive, biometrics is becoming a part of everyday life.


    In this paper we will look at where biometrics is going and highlight the potential benefits it can bring in the future.


  


  
    2. Using Biometrics to Improve Efficiency


    Because biometrics authenticates an individual’s identity based on their bioinformation, it offers several important benefits; these include the prevention of spoofing, the elimination of the inability to be authenticated due to a lost key or password, and the prevention of illegitimate authentication by someone else using that “key”. In the future, we believe biometrics’ ability to ensure safety and reliability will be enhanced by its ability to improve efficiency in many different fields.


    2.1 More efficient processing of massive amounts of data


    For example, face recognition technology — a key biometric technology — makes it possible to track a specific individual by isolating the data representing that individual from high-volume video recordings of large crowds. It also makes it possible to identify anyone accompanying the individual in question1).


    Thus, biometrics provides an extremely efficient way to detect and track specific individuals despite the enormity of data available. This can help solve unsolved cases or guide people to safety by detecting danger in advance.


    2.2 More efficient utilization of “things”


    When biometrics is combined with “things”, those “things” can be utilized much more efficiently by changing the environment from one where “things” are owned to one where they are shared.


    Take a pri vate car, for exampl e. Until recently, the most common way to have unrestricted access to the benefits of a car w as to own one. Now, thanks to the development of biometrics technology, it is possible to let other people use your car when not using it. In other words, you can improve efficiency by changing permanent ownership to occasional ownership.


    Moreover, when it becomes possi ble to use the car only when it is necessary, you can boost efficiency to the next level, stepping up from occasional ownership to non-ownership.


    In this way, biometrics has the potential to improve efficiency by changing each and every “thing” from being owned to being shared. Let’s look at another example — smartphones. In the near future, bi ometrics will not merely serve as a means to log in, but also to share the smartphone with other users. Ultimately, you may be able to enjoy all the benefits of a smartphone without actually owning one.


    2.3 Improved real-world efficiency


    Biometrics also has the potential to change the status of “humans” in the real world from anonymous to identified.


    For example, it is increasingly common for biometrics to be used to confirm your identity at the entrance to a building. In other words, your real name is known in that building. However, the real-name condition is limited to that building; it does not follow you when you leave. But once biometrics are used everywhere, you will always be in the real-name condition, no matter where you are.


    In the virtual world, there are two types of social media service — real-name and anonymous. For instance, on Facebook you must use y our real name, w hile on Twitter and Instagram you can be anonymous. Likewise, as we have just mentioned, real-name and anonymous conditions coexist in the real world. Therefore, it is fair to say that biometrics is what defines the boundary between real-name and anonymous conditions.


    The real-name condition in the real world focuses on efficiency. By disclosing who you are and what you have done when and where, you can receive services matched specifically to you. At the same time, you sacrifice some of your privacy, which is an important characteristic of anonymity. Balancing these two issues — the efficiency of being known versus the benefits of anonymity — is crucial to the future evolution and development of this technology.


  


  
    3. From Understanding the Superficial Characteristics of People to Understanding Their Internal Condition


    Currently, biometrics is a technology used to authenticate who a specific individual is. That is, it is a technology that recognizes the external characteristics or appearance of a given individual. In the future, however, biometrics will evolve to the poi nt where it is able to comprehend an individual’s internal condition.


    For example, technology now exists that can highly precisely estimate long-term stress one step at a time based on vitals collected from wearable sensors2)3).


    Who an individual is — the target of authentication — does not change over time. On the other hand, the internal condition of that person does change over time. This will make it possible to offer time-dependent services in addition to conventionally available individual-dependent services.


    Once biometrics can understand the long-term internal conditions of the people who are the target of services, it will make it possible to offer services matched to their personality, for example. Similarly, when biometrics understands an individual’s short-term internal condition, it will be able to offer services focused on their real-time emotional state.


    When technology is able to understand our changing moods, detect our internal stress, or understand the nuances of our personality, it will be better able to offer us services custom-tailored to our needs at any given moment.


    3.1 From individuals to groups


    In order to offer the best-possible services to individuals according to their internal conditions, it will be necessary to treat them as groups.


    For example, to offer more advanced sales services using biometrics, you must not only pay attention to the targeted individual, but also to their companion(s). In other words, it is important to understand the relationships between individuals, as well as the relationship between an individual human and a “thing”4). This in turn will lead to a deeper understanding of the internal aspects of that individual.


    At the same time, this kind of analysis will also improve understanding of the overall “trends” of an individual rather than just their tendencies5)6). In other words, by treating individuals as groups you can go beyond merely understanding individual characteristics to understanding their behaviors.


    3.2 From understanding to fulfilling


    To get a better idea of where biometrics is heading, let’s look at the hierarchy of needs proposed by American psychologist Abraham Harold Maslow (1908–1970). First published in 1943, this theory’s powerful insights into human behavior make it as relevant today as it was back then.


    Between the Industrial Revolution, which began in the latter half of the 18th century, and the Information Revolution, which started in the mid-20th century, it is fair to say that four of the five layers of needs in Maslow’s theory have been satisfied, ranging from basic layer socalled “Physiological needs” such as hunger and thirst to the higher level up to layer 4 so-called “Esteem” such as self-esteem, recognition, and status. Today, one of the most familiar examples of something that meets the need for esteem needs is the “like” button in social media.



    At the top of Maslow’s pyramid of needs sits self-actualization. We have already seen how biometrics will be able to understand an individual’s internal condition once the technol ogy has suffi ciently evolved. From there, the next step is to predict what an individual will want and to help them fulfill that need. By supporting self-actualization and creative activity, this will satisfy the ultimate need in Maslow’s heirachy7).


    Compared to physiological needs for food, clothing, and shelter, the needs of self-actualization differ from one person to the next.


    Let’s take a look at how self-actualization might manifest itself when buying something at a store, for example.


    It is already common practice to make recommendations based on an i ndividual’s previous purchases, as well as on the past purchase records of other similar “humans”.


    With a deeper understanding of an individual’s personality, it will be possible to recommend something to an individual that may tap into their potential. To put it differently, in the future, biometrics will be an enabler, helping to fulfill the individual personality and ability of each “human”.


  


  
    4. Conclusion


    Exponential growth has been one of the dominant characteristics of both the Industrial Revolution and the Information Revolution.


    The Industrial Revolution made possible expansion and efficient use of foodstuffs and resources due to advances it made possible in a wide range of technologies. This contributed to the increase in overall population and human resources engaged in productive activities — a segment of the population called the production workforce. In turn, the increase in human resources propelled further technological advances, creating a virtuous cycle that led to exponential growth and laid the foundation for the Information Revolution.


    The same virtuous cycle is true for the Information Revolution. Thanks to the miniaturization of semiconductors, the performance and functions of IT devices improved. This spurred further miniaturization, ever-increasing efficiency, and ever-decreasing costs, making it possible to achieve exponential growth.


    The miniaturization of semiconductors is expected to reach an endpoint soon. Once this happens, one of the most important drivers of exponential growth will be gone. What will replace it?


    We believe that AI technology — including biometrics — will become the next driver of exponential growth, ensuring continued growth of the economy in the future8).


    To improve recognition precision using AI technology, vast amounts of data are required. As AI technology with high recognition precision is already used in many different locations, it is possible to acquire even more data which will in turn support further progress in AI technology (achievement of new services). In other words, the reason wh y companies that promote da - ta-driven growth continue to grow is because they take advantage of this mechanism of exponential growth.


    Biometrics is a key component of these AI technologies and we believe it will play a significant role in driving exponential economic growth. We also expect that the individual self-actualization facilitated by biometrics as it moves from understanding needs to predicting and fulfilling them will also be part of this virtuous cy cle of growth, supporting the creation of completely new AI
technology.
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    Abstract


    The Japanese Act on the Protection of Personal Information updated and enforced in 2017 makes it clear that individual identification code such as DNA, facial feature quantities and iris information are to be classified under personal information. Similarly, mainly in Europe and North America, respects for of human rights and privacy are needed for human surveillance and tracking technologies at a worldwide scale.


    In this paper the author reviews the privacy measures of the biometrics businesses for which careful discussions are required, as based on efforts currently being applied by NEC.
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    1. Introduction


    Biometric authentications such as for facial recognition are increasing opportunities for usage diversity, from the unlocking of smart devices to immigration control procedures. NEC has also implemented various types of introductions at airports and in retail industries, as described in this special issue. However, as some case studies show their issues by employing biometric authentication, it is important to give great consideration to human rights, privacy, etc. when the technology is applied to our society.


    In this paper, section 2 reports on the legal regulations that govern biometric information in Japan, the EU and the USA, section 3 introduces the human rights and privacy cases that have posed issues in the past. Section 4 describes efforts being made regarding human rights and privacy considerations and the final section provides a short conclusion to the paper.


  


  
    2. Outline of Legal Regulations on Biometric Information


    The regulations guidelines related to the biometric businesses cover a wide range of domains when the guidelines for each business type are discussed, therefore, this paper gives only the outlines of legal regulations related to biometric information in Japan, the EU and the USA (Table). For recent trends, it is required to clarify the biometric information subject to the legal regulations and to provide robust management and operational procedures1).


    
     
        Table Definitions of biometric information in different countries (Outline).
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    2.1 Japan


    The Japanese Act on the Protecti on of Personal Information, as updated and enforced in 2017 makes it clear that the individual identification code that belong to such personal information are those such as: DNA, face feature quantities, the iris, voiceprints, physical appearance when walking and intravenous shape of hands or fingers, as well as for finger or palm prints. Consequently, when one wants to obtain face feature quantitative data using a camera, it is mandatory to announce the purpose of its use publicly or to notify the subject. Moreover, should any breaches of the face feature quantitative data occur, the Personal Information Protection Commission and relevant authorities should be provided with details of the breach.


    2.2 EU


    The EU General Data Protection Regulation (GDPR) that became enforceable at the beginning of May 2018 gives a definition of the biometric data, makes it clear that it is the subject of regulation and also requests a data protection impact assessment of bi ometric data handling. If a breach of biometric data occurs a competent supervisory authority shall be provided with details of the breach within 72 hours after having become aware of it. Infringement of this regulation shall be subject to administrative fines up to €10 mi llion or, in the case of an undertaking, up to 2% of total worldwide
annual turnover, whichever is higher.


    2.3 USA


    There is no federal law giving direct definition of biometric information and only three states (Illinois, Texas and Washington) offer a direct definition of biometric information and regulate it under their state laws. On the other hand, for the facial recognition, federal institutions announce a large number of best practices and guidelines backed by the progress and dissemination of the technology2). Considering the presence of such a large number of biometric businesses in the USA, it is regarded that their independent efforts may be expected.


  


  
    3. Human Rights and Privacy Issues


    Even if a biometric business is run by observing legal regulations, there may be cases in which human rights, including privacy rights become issues. This is because human rights are not simply as prescribed in national constitutions but are defined as “the rights naturally possessed by humans based only on the fact that they are humans”3) and that the concept varies depending on age, country and region.


    Particularly, as the information obtained with sensor devices including cameras and microphones does not need contact for acquisition and its acquisition is easily achieved it may often become a source of issues from the viewpoint of human rights. The rest of this section deals with cases of problems associated with cameras.


    3.1 Lack of privacy considerations in the planned experiment for people-flow analysis in the Station Building (Japan)


     In 2014, the National Institute of Information and Communications Technology (NICT) planned a demonstration experiment to identify human flow and its retention by installing 92 cameras in the Osaka Station City area and by shooting passersby in order to verify the usability of the information as a part of the safety measures applied after a disaster (Fig. 1). This plan was however postponed due to the insecurity related issues to privacy violations expressed by citizens and influential individuals.


    
      [image: 180205_02.jpg]

      
        Fig. 1 Outline of the demonstration experiment.
      

    



    Subsequently, a third-party panel was organized by external influential individuals and a proposal was made to the NICT, which is the implementing body. The proposal pointed out that the demonstration experiment itself cannot be regarded as illegal but that the accountability is inadequate in terms of the measures available for obtaining consent on the significance of the demonstration and on reducing the anxiety of citizens4).



    3.2 Criticism of the use of facial recognition systems by police (USA)


     In the USA, two dozen of the civil rights organizations have requested discontinuation of sale of the facial recognition system (Amazon Rekognition) that Amazon. com, Inc. supplied to the police (e.g. Orland in Florida), claiming that it is designed to facilitate abuse by governments. This request points out that facial recognition software poses important threats (such as mistaken arrests) to minorities, which include colored persons and immigrants, because its false recognition rate is higher for colored persons than for white persons.


  


  
    4. Human Rights and Privacy Measures


     Then, what kind of approach should a company take against matters related to human rights and privacy issues? Among the various approaches that may be possible, the following section examines specific cases from the viewpoints of the considerations, transparencies of products and services.


    4.1 Products and services with human rights and privacy considerations


     The considerations inherent in products and services first come to mind. These consist of considering the human rights and privacy issues by examining the function of each product/service and the means and end of its implementation.


     For instance, when human flow and congestion in a busy district are analyzed in order to examine the measures to be taken in urban development, it is not necessary to identify each and every passerby. In such a case, the process of avoiding personal identifications may be applicable, by pixelizing or defocusing the faces of those passersby captured by the cameras or by replacing actual persons with human-shaped likenesses. However, the pixelization and defocusing could sometimes allow certain identifications, for example of a couple such as a parent and child or a person in a wheelchair, from its silhouette shape. From this viewpoint, the replacement by human-shaped likenesses is applied without exception to the passersby, so that identifications from the silhouette shapes becomes impossible. For instance, in the case of the purpose for the visualization of congestion in a certain space, the likeness replacement process may be regarded as giving a higher privacy consideration.


     Another possible analysis method is to generate the passerby attribute information that cannot lead to their identifications (age groups, gender, etc.) from the camera image and to destro y the original image enabling personal identifications immediately after the generation. This method enables analysis based on the esti - mated information such as age groups and genders of passersby, so that it may be used when the purpose is to analyze the activation of a busy district (Fig. 2)5).
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        Fig. 2 Outline of a demonstration experiment.
      

    


    4.2 Transparency


     It is additionally important to declare sincere explanations of the purpose of the project and the processing of the acquired personal data, from the viewpoints of actual citizens.


     Aiming at a system that can predict hazardous congestions that may induce accidents/crimes and present a congestion-preventing guidance plan in real time, NEC conducted a demonstration experiment of a technology for real-time, accurate estimation/prediction of the congestion degree and the flow of a large crowd of people. This was done by installing cameras on public roadways between a large stadium and the nearest station in 2016 (Fig. 3).
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        Fig. 3 Demonstration experiment for a large-scale event.
      

    


     To prepare the demonstration experiment, NEC first posted notices explicitly specifying the purpose of the experiment and inquiry contact information near to the camera installation locations. However, even if detailed explanation is given on these notices, a passerby may have difficulty in understanding it. Therefore, NEC decided to explain the details via a webpage and by giving its URL and QR code on the notices. NEC also visited the relevant local government administrators, local assembly members and residents associations in order to give direct explanations in advance. Other additional measures taken included publication of the process of disposal of the data acquired from the cameras via a webpage.


     Although this experiment resembled the case in section 3.1 in that it aimed at human flow analysis using cameras, it was able to obtain assent from many persons concerned, perhaps because of the applied privacy measures as described above.


    4.3 Brief summary


     The present section describes cases of human rights and privacy considerations, but it cannot be affirmed that these issues can be avoided by uniformly applying the measures introduced above. This is because the ways of thinking vary depending on age, country and region as mentioned before. What is most important for the company is to think sincerely about considering the human rights and privacy of citizens by taking a caseby- case approach to each project.


     The efforts described in the present section can be regarded as the practice of the Privacy by Design (PbD)6). The PbD was proposed in the mid 1990’s by Dr. Ann Cavoukian, who was a privacy commissioner in the state of Ontario, Canada. It is today the approach accepted as a world standard of privacy protection and it is referred to in the policy studies of many countries (Fig. 4).


    
      [image: 180205_05.jpg]

      
        Fig. 4 Seven fundamental principles of privacy by design.
      

    



     Today, as discussed in section 3.2, the advancement of AI (Artificial Intelligence) and of the biometrics technology poses worldwide issues, which are not limited to privacy but also include bias/discrimination and mass surveillance by governments, particularly with the relationship of the applications of facial recognition systems.


     To deal with such problems, NEC has installed the Digital Trust Business Strategy Division in order to expand the idea of PbD over the entire human rights sector based on Human Rights by Design (HRbD). This is a concept that incorporates the notion of respect for human rights, such as fairness and privacy into each process of the value chain. As part of this approach, NEC establishes a company-wide policy this April based on HRbD and proceeds to joint research with Keio University Global Research Institute, aiming at listing the checkpoints to be considered by business operators from the viewpoint of HRbD. NEC also identified “privacy policies and measures aligned with social expectations”, which is one of the “Materiality”, priority management themes from an environmental, social, and governance (ESG) perspectives. It also declared that it would make whole-group scale efforts towards this end (Fig. 5).
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        Fig. 5 “Materiality”, the priority management themes from an ESG perspective.
      

    


  


  
    5. Conclusion


     In the above, the paper discusses the human rights and privacy measures of biometric businesses by particularly focusing on cases in which cameras are used.


     The advancement of AI and biometric technologies is expected to make the idea of respect for human rights such as privacy and fairness more important than ever in the future7).


     By applying its acquired knowledge as a leading technology company NEC will address these issues head-on to help create a better society and sustainable growth of the company.


  


  
    * QR code is a registered trademark of DENSO WAVE INCORPORATED.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    The Western Identification Network (WIN) is a not for profit corporation in the United States, providing a multi-state, multi-modal, biometrics identification system. Formed in 1988, WIN created a revolutionary concept: gaining the backing of governors, attorneys general, legislators, and chief law enforcement officials to combine technical and financial resources enabling the first multistate biometric network sharing fingerprint data across state lines. The outcome was the formation of WIN, providing identification services for criminal and civil identification purposes.
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    1. History of WIN


    Beginning strictly with fingerprint matching, WIN brought together a consortium of western states utilizing NEC’s Automated Fingerprint Identification Systems (AFIS), some sharing a common infrastructure while others interfaced to share data. In addition to providing identification services, WIN continues to provide network services and expert consultation to its members. In the 1980’s, AFIS provided state of the art technology at the time but which would appear rudimentary by today’s standards. Memory, storage, and bandwidth were at a premium – tradeoffs were necessary to reduce demands upon these resources. Oftentimes, fingerprint images themselves were not stored and AFIS was used to perform automated comparisons followed by human examination.


    The founders of WIN recognized the value of sharing data and resources, leading to the vision of a biometric matching system with the ability of identifying criminals who moved across jurisdictions. This bold strategy preceded by ten years the implementation of the United States first national biometrics platform provided by the Federal Bureau of Investigation (FBI) in 1999 (Fig.1).


    
      [image: 180206_01.jpg]

      
        Fig.1 Contiguous states can identify suspects committing crimes across borders.
      

    


    In the three decades since its inception, WIN has undergone a series of upgrades, which added capabilities and new services to its members. In 2014, WIN underwent its most recent upgrade. Significant within this upgrade was the implementation of an Active/Active Disaster Recovery System. Moving from a single, redundant, centralized system to dual redundant systems located in disparate locations, WIN was able to decrease their risk profile due to natural or fabricated disaster.


  


  
    2. Challenges of a Federated System


    The use of biometrics in a federated environment has inherent challenges. Different states have different laws and policy governing the search and stor age of fingerprints, facial images, and other biometrics. A configurable, policy-driven workflow is necessary to accommodate variances between agencies. Considerations within workflows are given to maintain a standardized base flow, with decision points to handle the nuances between state jurisdictions entities such as applicant processing.


    Common within the United States is the use of fingerprint- based background checks for posi tions of public trust. Jurisdictional differences include mandates to either include/exclude the searching of applicant fingerprints against unknown, criminal suspect fingerprints. Similarly, the ability to store applicant fingerprints varies among the states based upon local statute.


    These elements require a robust business policy and validation layer within the system. Eight member states currently belong to the WIN consortium, and the implementation of 8 distinct components would reduce the cost effectiveness and benefits of the system. Overcoming this challenge is not simply a technology exercise – operational policy is required to promote and maintain standards.

    WIN overcame this challenge by standardizing workflows, data input and output specifications, and adhering to open standards to the maximum extent possible. For example, most biometric systems today utilize the National Institute of Standards and Technology (NIST) record formats for the exchange of biometric information (searches and results). The base NIST standards are enhanced by the FBI’s Electronic Biometric Transmission Specifications (EBTS). By electing to utiliz e the NIST EBTS protocols, WIN provided a common framework across multiple agencies to share information. Additionally, a standard validation layer is utilized across the platform. Using a widely recognized standard allows for the addition of new biometric modalities as they become commonly used.


    It is worth noting that data capture needs do vary across entities, which requires additional data input checks for some agencies. These validations are layered above the standard validation component to gain the most efficient use of common components for all members.


  


  
    3. Tangible Benefits are Realized


    The uniqueness of the WIN organization and system provides benefits to its membership in financial, operational, and social values.


    3.1 Financial Benefits


    Using the Identification as a Service model provides member agencies improved cash flows as they can use Operating funding models. The operating model mitigates the need for costly-periodic-and risky-capital-funding approval for hardware and infrastructure that will age and require replacement throughout the serviceable life of the system.


    Leveraging the financial backing of multiple agencies provides WIN with greater purchasing power. The inclusion of a fully redundant, Active-Active Disaster Recovery capability would be subjected to budgetary constraints for most single-state systems. Shared costs amongst the organization, in conjunction with a common platform makes this capability an achievable reality.


    3.2 Operational Benefits


    A number of operational benefits can be achieved with the pooling of resources to support a common platform. Help Desk and support staff can be combined to provide greater coverage and quicker response times. Specialization for multiple systems isn’t required, Support center resources can be focused on the same standardized platform, thus mitigating support center training overhead reducing the cost of 24/7 support.


    The service model, in conjunction with its architecture, provides users with a scalable platform. Priority setting and resource sharing allows users to utilize greater than 100% of their required resources – consuming biometric matching resources that may be idle for other members. This in turn allows for faster response times and more efficient use of human resources.


    Long term sustainability becomes accessible under the IDaaS model. As new biometric modalities, matching algorithms, and national/local requirements evolve, they can be applied to a larger consumption base. This evolution of a broad base facilitates national advances in inter-agency cooperation and policy advancement.


    3.3 Social Value


    The immeasurable benefit of a federated system is the ability to solve crimes which occur in contiguous states. Criminals are known to commit crimes across borders, particularly when they reside near state lines. A federated system allows for cross-searching of the dataset, making these identifications from fingerprints left at crime scenes possible.


    National criminal identification systems are also subject to budget and resource constraints; it is not always feasible to store and make available for matching, fingerprints of known subjects for minor offenses. These offenders can be (subject to local statute) stored within the federated IDaaS system, providing the capability of these identifications.


    The forum for identification professionals to collaborate and improve data sharing is inherent within a structure such as WIN. Agencies are free to create policy dictating the level and manner of information to be shared. In addition to data sharing, strategies for the adoption of new technologies and requirements can be formulated by a like-minded group of professionals.


  


  
    4. Service Architecture Components


    The system itself can be thought of as a three-tiered design, each with multiple sub-components (Fig. 2).
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        Fig. 2 Architecture of the three-tiered WIN system.
      

    



    At the point of user interaction are the applications specialized to the user needs. These include tools for the comparison and examination of unknown subject latent fingerprints, comparison of known subject fingerprints against the stored gallery, and administrative tools for reporting and archival purposes. The federated nature of the system is transparent to the users, excepting cases where an identification is made from a record sourced from another agency (in which case the fingerprint expert can view the source details of the record or contact the originating agency for further information).


    A chief component at the agency level, is a localized workflow manager. In the case of WIN, one such component is located within each of the eight member states. This component provides a number of benefits, but primarily serves as a caching mechanism in the event the network connectivity between the agency and centr al database & infrastructure is lost.


    Above the state workflow and workstation level resides the centralized tier. This application layer can be further subdivided into three major sub-systems: transaction management, biometric matching, and database storage.


    The transaction management system provides the workflow and routing of biometric submissions. It is here that transactions are evaluated for submission for searching, storage in the database, or forwarding to other, external agencies. Where and how the transactions are routed is dependent upon the type of transaction as defined within the EBTS. Transactions are further evaluated on a priority basis, where the WIN organization sets the precedence of traffic for the greatest need. For example, a mobile identification of a subject encountered by law enforcement in the field is prioritized for officer safety.


    The biometric matching subsystem provides the actual matching and potential candidates returned to a human operator for verification, or upon achieving pre-defined thresholds, declaring an automated identification.


    As routed by the transaction controller, and in conjunction with the results of the identification & matching process, the biometric data is stored within the database.


    Scalability and elasticity are necessary components of the IDaaS model – federated or otherwise. These requirements are met through the use of virtualization within the middle, centralized tier. Technologies such as VMWare allow the system to expand and contr act by adding matching resources and routing components.


    A unique characteristic of the WIN system is the provisioning and active use of dual central sites. Each site features full copies of an actively synchronized database and biometric matching data. Further, redundant network connectivity and external interfaces to the FBI allow for seamless failover in the event one of the hosting datacenters should be struck by disaster.


    The final layer in the IDaaS model is the support and monitoring system. Remote Managed Services capitalize on the pooling of resources to proactively monitor and maintain the system. Trends in submissions and processing are monitored, allowing for real-time adjustment of thresholds and priorities. Support staff can effectively maintain and remotely monitor the health of the infrastructure, without requiring an onsite presence.


  


  
    5. Evolution of the System


    From the inception of the WIN system to its current state, the capabilities, design, and communication mechanisms have improved tremendously.


    The original design of the system is analogous to the early days of Unix-based systems; with multiple clients competing over resources centrally located in the backend. Advances in computing power, and equally important, network capabilities allowed for the advancement of the system to its current state. These advances allowed WIN to migrate those members sharing data only via interface to eight states fully populating a shared database.


    Reduction in the costs of network bandwidth, coupled with the speed of transmission, alleviates the need to restrict data sharing based upon cost.


    WIN pioneered the Service Level Agreement (SLA) method of obtaining IDaaS. Under the SLA model, metrics for accuracy, throughput, and response time are key performance indicators of the system and tied to the payment of services.

    At the time of this writing, WIN is embarking upon the next generation of its federated system. It has tak en this opportunity to further refine its methods of operation. Chief amongst these are requirements and design to create a framework for anticipated changes in future technology. Interoperability features and the addition of new, as-yet undefined biometrics are included the mechanisms provided by the service bus layer.


    Operational and deployment methods are also under evaluation. Expanding the disaster readiness capabilities for individual members is made possible through virtual desktop technologies – allowing entire state identification bureaus to relocate in the event of a disaster at one of the member state locations.


  


  
    6. Conclusion



    WIN has combined the use of two unique approaches to maximize their return on investment. Either of these methods provides ample ROI on their own, and when combined act as a force multiplier. The federated model provides social, financial, and operational benefits. Identification as a Service amplifies these gains and creates technology benefits.


    The IDaaS model pioneered by WIN has influenced agencies within the United States and abroad to take advantage of these benefits, and is increasingly requested by law enforcement agencies. The incorporation of a federated system is not so easily applied. Federation is best suited to large, state-level entities and at times may be subject to territorialism, legal hurdles, and interoperability challenges that may prohibit the forming of such an organization.


    When these methods can be combined, the benefits are enormous and provide greater safety for citizens and our society.


    


  
    * VMware is a registered trademark or trademark of VMware, Inc. and its subsidiaries in the United States and other jurisdictions.

    * UNIX is a registered trademark of The Open Group in the United States and other countries.

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The “My Number Card” is the IC card delivered by Japanese local governments to applicants in accordance with the “Act on the Use of Numbers to Identify a Specific Individual in Administrative Procedures”. The “My Number Card” carries the face photo data on the front side and inside is the IC chip for use in various operations. This paper outlines NEC’s “Face Recognition System for use at the My Number Card Delivery Counters” that is used at the time of the card delivery. Experiments demonstrating the utilization of the card’s face photo data are also introduced.
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    1. Introduction


    NEC supplies the “Face Recognition System to the Japan Agency for Local Authority Information Systems (J-LIS) for the My Number Card Delivery Counter” for use in personal identification at the social security and tax number system card (“My Number Card”) delivery counters of local governments.


    The IC chip inside the “My Number Card” stores the data of the face photo on the card for use in digital processing.


    This paper is intended to give an outline of the “Face Recognition System for use at My Number Card Delivery Counters” and an introduction of demonstration experiments of utilization of the card’s face photo data.


  


  
    2. Face Recognition System for My Number Card Delivery Counters


    2.1 Background


    According to the Act on the Use of Numbers to Identify a Specific Individual in Administrative Procedures (hereinafter called the “My Number Act”), a paper sheet showing the My Number is sent by mail to every resident registered in local governmental residence certificates since October 2015. A resident who wants the “My Number Card” can receive it from the local government by filling in the enclosed My Number Card Application Form and attaching a face photograph to it.


    Since crimes based on falsification and alteration of ID certificates have recently become a social issue, local governments are required to perform robust personal identification at the delivery of the “My Number Card”, which is expected to be used under various scenarios including both public and private occasions. Under these circumstances, the face recognition system provided by NEC supports the prevention of impersonation at the time of a “My Number Card” being delivered by local governments.


    2.2 Outline of Face Recognition System for My Number Card Delivery Counters


    The system reads the face photo on the My Number Card (in a case when a person visits the agency at the time of delivery) or on the My Number Card Application Form (in a case when the person visits the agency at the time of application) with a scanner. The read data is matched with that of the visitor shot with a camera and the similarity figure is displayed on the screen. The officer uses the value as the reference for the decision of delivery by comparing it with the criteria set by each local government dept.


    The work to be done by the local government is as follows: First, prepare and connect a computer, web camera and scanner, and install the “Face Recognition System for My Number Card Delivery Counter applications”. Now the preparation work is complete.


    Next, in order to use the system, the application must be booted by pressing the Face Recognition System for the My Number Card Delivery Counter icon on the computer screen and set the My Number Card or My Number Card Application Form on the scanner (Fig. 1).


     
        [image: 180207_01.jpg]
        
         Fig. 1 Illustration of startup and preparation.
        

     


    Take a shot of the visitor with the web camera and press the “Start Matchi ng” button of the appl ication. The scanner is activated and matching between the face photo read from the card by the scanner and that of the visitor shot by the web camera starts (Fig. 2). This ensures the delivery of the My Number Card carrying the face photo of the visiting resident to the resident.
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         Fig. 2 Illustration of matching.
        

     


    The face information is not stored in the system so safety against personal information leaks is secured.


  


  
    3. Demonstration Experiments Using the My Number Card and Face Recognition Systems


    3.1 About the My Number Card


    The My Number Card is the IC card delivered by Japanese local governments to the applicant in accordance with the My Number Act. Although a 12-digit individual number (hereinafter My Number) is printed and stored on/in the My Number Card, the demonstration experiments introduced here do not use the My Number because it is a specified personal information the range of usage of which is restricted by the My Number Act.


    The My Number Card has the following four main features.


    
     	It is delivered upon personal identification at a counter of the local government (the card is delivered definitely to the said person).

     	It includes the electronic certificates of the Public Key Infrastructure (PKI) that can be used by governmental agencies and enterprises.

     	It is based on the residence certificate so that the true name and address are written on the card and also stored in the IC chip.

     	It is delivered free of charge for the moment.

    


    The IC chip inside the My Number Card has a form as
shown in Fig. 3 below.
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         Fig. 3 Range of My Number Card use.
        

     


    The “front-side APP” saves the data of the face photo on the card surface for use by either the governmental or private sectors. The fact that strict personal identification is performed by the local government at the time of delivery means that the face photo data is formally guaranteed. As its usage is subject to no restriction, it can be the optimum means for the initial registration of the face image information in face recognition systems. Similar face photo information is also stored in the IC chip inside the driver’s license. Therefore, if the driver’s license and My Number Card are used in the initial registration for the face recognition systems, the system allows the My Number Card (about 17 million owners) to cover more residents. These will include 82 million driver’s license owners, as well as the aged persons who have surrendered their driver’s licenses and younger persons who have not yet obtained a driver’s license.


    In addition, as the My Number Card stores the electronic certificates of the Japanese Public Key Infrastructure for personal identification, adding the e-signature to the face photo data makes the card compatible with remote face photo registration accompanied by personal identification. For example, it would be possible to complete user registration via a smartphone at home by sending user’s face photo data. This makes it possible that a user can go through the face authentication gate of the shop without showing any ID card, etc. and also carry out face-authentication payment (Fig. 4).
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         Fig. 4 Usage in various face recognition systems.
        

     



    3.2 Demonstration experiments


    In 2017 and 2018, NEC conducted a series of three demonstration experiments using the face photo data in the IC chip of the My Number Card (Fig. 5).
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         Fig. 5 Outline of the demonstration experiments.
        

     


    The first of these was the face-authentication entrance of volunteers at the “Chichibunomiy a Rugby Festival 2017” held on June 11, 2017. At the volunteer registration procedure in advance, the My Number Card owners registered their face photo data in the IC chips and the non-owners had their photos taken. On the day of the event, the face recognition system performed the personal identification, issued the instruction documents for volunteers and delivered the uniforms at the entrance acceptance gate.


    The second experiment was at “The Corporate Games Tokyo” held on November 3, 2017. In the same way as in the first experiment, the volunteers were accepted based on their face authentication.


    The third experiment consisted of linkages with various face authenti cation solutions at the NEC Group booth of Retail Tech Japan held on March 6 to 9, 2018. Specifically, when visitors try various face information systems, they are asked to register themselves to the exhibition booth. At this time, My Number Card owners have registered their face photo data using their cards.


    The results of these demonstration experiments indicated that the face photo data in the IC chips of the My Number Cards may be basically usable with face recognition systems. Nevertheless, it was also found that the face photo data was unusable with face recognition systems in about 2% of the cases. These occurred when the hair in the face photo co vered the person’s eyes. NEC reported details of this issue to the Liberal Democratic Party members as well as governmental officers at the Special Mission Committee on IT Strategy, LDP.


    3.3 Towards further promotion of use


    Since the My Number Card enables rigorous personal identification online, it is planned to be applied as the personal identification means for public/private data linkage of the API linkages of personal information possessed by national and local governments. Specifically, after the authentications of a corporate site and a mynaportal* are linked, it will be possible to provide personal information such as income data to the corporate side upon agreement from the person in question. As the use of the My Number Card is indispensable in this case, the use of the API linkage may be accelerated by also registering the face photo data in the face recognition system. For example, in the future, a credit card may be applied online by entering the name, address, sex, date of birth and face photo data automatically from the IC chip in the My Number Card and entering the income and household information with the API linkage with a mynaportal. Subsequently a credit settlement will be possible without using the card by using the face recognition system (Fig. 6).
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         Fig. 6 Illustration of a credit card application window.
        

     



    Up to the present, the credit card applicant should fill in the form with the required items and mail it together with a copy of the ID document and could then receive the card by mail after the approval. But all of these operations will be able to be completed online. This will be one of the real benefits of digital transformation (DX) based on public/private linkage and on digital enterprise government.


    As seen above, the authors firmly believe that, in the future, the face recognition system, when it is linked with the My Number Card, can be positioned as a core solution for digital government and public/private linkage as being promoted currently by administrations.


  
    * mynaportal: a government-owned online Web service that allows you to check how your information contained in your My Number is shared on your personal portal site.
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    Since 2017 NEC has been providing “NeoFace Cloud”, a face recognition cloud service using the high accuracy NeoFace engine. NeoFace Cloud features the benefits of cloud services at a reasonable monthly fee. Such benefits increase the applications of face recognition services, even in locations that are unsuitable for installing and managing the servers. These include outdoors or in facilities not attended by system managers. “NeoFace Cloud” is increasingly being adopted by customers for linking face recognition to their business systems or services. This paper introduces the technical points of the said service.
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    1. Introduction


    As a pioneer corporation in the field of biometric authentication, NEC has achieved a world top level technology through long years of R&D and by also extending the range of R&D to new authentication technologies and multimodal matching functions. At the same time, NEC has also been leading the expansion of the biometrics market by promoting utilization in various scenarios from national to private enterprises projects, with the introduction of more than 700 systems in more than 70 countries worldwide over the past 40 years.


    One of the advantages of biometric authentication methods is the low risk of loss, theft and falsification of authentication media because it is based on the physical and behavioral features of each person. Among the various biometric authentication methods, face recognition has particular high convenience. NEC has been focusing on improving the impersonation prevention function for personal identification and also on the enhancement of crime prevention measures. Based on these improvements, NEC has proposed and introduced a large number of face recognition systems that meet the needs of each customer’s operational demands. NEC also provides a wide range of platform products supporting system building such as entrance/exit gates, computer security software and face recognition appliance servers.


  


  
    2. NeoFace Cloud was Developed Based on Customer Requests


    Requests from customers such as: “we want to use the face recognition service in a location where installing servers is not easy, such as outdoors or at event sites”, “even though we are introducing the system, we’d like to avoid burdening the server or system administration because it presents difficulties” and “we would like to use NEC’s face recognition system with high accuracy” have recently been increasing. To respond to these requests, NEC began the provision of face recognition cloud service NeoFace Cloud in October 2017.


  


  
    3. Mechanism of Service Provision, Advantages of Cloud Services


    With the face recognition function of NeoFace Cloud, the image of the subject’s face (face data) is registered in the cloud in advance. The user app in the edge terminal and the software in the cloud then exchange communications such as the transmission of the face data from the camera-equipped face recognition device (edge terminal) to the cloud. Additionally, it provides the API for user application development so that the user may develop an app according to the precise purpose of use of the face recognition service.


    As NeoFace Cloud runs the latest face recognition engine in the cloud, its advantages for customers include the possibility of the latest face recognition technologies following the daily advancement and improvement of NEC’s technologies. Unlike the previous face recognition products, it does not store face data for use in matching in the edge terminal but saves it in the cloud. Consequently, once the face data is registered, its use can be shared by multiple locations and on the multiple cloudbased face recogni tion systems of the user, thereby significantly improving the convenience of face data management, including registration and updating. In addition, the safe management by NEC of the face data, which is secure personal information, is one of the advantages proper to the cloud service.


  


  
    4. Rapid Expansion of the Scenarios of Use of Face Recognition


    The use of NeoFace Cloud is disseminated among the users who need highly accurate face recognition cloud services such as “personal identification for financial account opening vi a networks” or “face-recogni zed payments at store”. The advantages of the usability of various devices, including smartphone, tablet terminal and digital signage contribute to expanding the range of use of face recogni tion even in outdoors which are unsuitable for installing servers or other equipment. In consequence, new usages scenarios of face recognition are thereby introduced such as “recording labor conditions of outdoor workers by using a location information system”, the “hospitality” and “games”. The following introduces some specific examples of the use of face recognition in innovative areas.


    (1) Usage with an interactive robot


    
    The face recognition function and user app are incorporated in an interactive robot, which is then installed in a facility (hotel, membership fitness club, golf course, etc.). A pre-registered VIP member is detected quickly and by interlocking with the CRM system, customer information is displayed on terminals attended by the staff allowing several stores to provide high-quality customer hospitality services in common. Uniform treatment that is not affected by transfer of or retreatment by highly skilled staff is also offered.


    


    (2) “Stamp Rally” using face recognition


    
    “Stamp Rally” is a popular event in Japan which is similar to orienteering. People journey different stations or tourist spots to collect stamps on the provided stamp card. NEC allows people to participate in the “face recognition Stamp Rally” by means of face recognition using equipment installed at check points. When it is combined with a smartphone app provided for end users, it is also possible to send push-type information delivery to the target customers. As it can for example be used in the promotion of visits to locations that enhance visits to a touristic site or theme park, it is expected to bring about effects that can be a part of the regional activation measures of local governmental bodies.


    


  


  
    5. Mode of NeoFace Cloud provision


    This section details the considerations made in the provision of NeoFace to customers as a cloud service while maintaining a satisfactory usability level, such as in cases as described in section 4.


    5.1 Image transfer and feature data transfer


    Face recognition follows the process of capturing face images on camera, detecting the face from the shot image, extracting the features data from the detected face, and matching it with the database. As NeoF ace Cloud performs face recognition as a cloud service, the face recognition database target is placed in the cloud. However, as the camera for capturing the face image is on the edge terminal, it is necessary to consider how to allocate each series of the above operations on either the edge terminal side or cloud side. A pattern of the process allocation is shown in Fig. 1.


     
        [image: 180208_01.jpg]
        
         Fig. 1 Allocation of face recognition processing operations.
        

     


    As seen in Fig. 1, allocating more operations on the edge terminal side has the advantage of reducing the size of data transferred to the cloud. However, this allocation is also accompanied with disadvantages, such as 1) the long processing time to be taken on the edge terminal side, and 2) narrowing the choice of an edge terminal because it should incorporate a platform and OS that is compatible with the system used at the service providing side.


    To provide NeoFace Cloud with the univ ersality of a cloud service, NeoFace Cloud is provided as pattern (1) independent to the edge terminal as NeoFace Cloud Type A (hereinafter Type A) and as pattern (3) for Android as NeoFace Cloud Type B (hereinafter Type B) for use in cases with limited network bandwidth.


    5.2 Functions provided as cloud services


    Fig. 2 show s the functi ons pro vided b y NeoFace Cloud.


     
        [image: 180208_02.jpg]
        
         Fig. 2 Functions provided by NeoFace Cloud.
        

     


    5.2.1 Face recognition function


    The face recognition function has various usage cases, as described in section 4, and the number of usage cases is equal to the number of apps. As it is hard to cover all of them in a service, the face recognition function is provided as API assuming that it is incorporated in the customer’s application. It is provided as REST API in Type A and as a library for Android in Type B.


    5.2.2 Management functions


    Face recognition requires its targeted individuals to be registered in a database in advance. In order to facilitate the management work, such as registration of face recognition targets, NeoFace Cloud provides the “NeoFace Cloud Portal” as the web user interface. The functions provided by NeoFace Cloud Portal include the face recognition history check, API (key for using the REST API) management and Type B edge terminal management in addition to the registration of face registration targets.


    Functions equivalent to those pro vided by NeoFace Cloud Portal are also provided by the REST API. This procedure not only enables registration manually via a web user interface but also with linkages such as by registration of face recognition targets from a customer app to NeoFace Cloud, via a personnel system or customer management system.


    5.3 Access control


    Because NeoFace Cloud is published as a cloud service on the Internet, optimum access control is required for each of the functions described in Section 5.2.


    5.3.1 Access control of face recognition function


    Since face recognition is assumed to be used from a standing face recognition gate or robot as well as from specific user device, the authority should not be tied to a specific user but should be tied to each device.


    With Type A, the face recognition can access the REST API by using the face recognition API key registered on NeoFace Cloud Portal.


    With Type B, the library provided for the edge terminal side is given an activation function that activates the connection authority of the edge terminal. The procedure until the completion of activation consists of interim registration of the edge terminal on NeoFace Cloud, issuance of the one-time authentication code and the input of the code on the edge terminal for actual registration of the edge terminal. After completion of activation, the edge terminal can use the face recognition function of NeoFace Cloud through the library.


    5.3.2 Access control of management functions

 
    As NeoFace Cloud Portal handles the management functions, the user is required to log in. Assuming that the authority on each management function should be divided according to a usage case, it is possible to grant authority individually for each of the following: face recognition target management, face recognition history viewing, API key management and edge terminal management. In a usage case this procedure enables for example, for entrance/exit management to grant the minimum required authority for each of the staffers: responsible for entering/exiting persons, in charge of entrance/exist history check, in charge of linked app registration and in charge of entrance/exit gate equipment management.


    On the other hand, the REST API handling the management functions assumes the case of usage by login of a user having the management authority and the case of background use by an app regardless of the user’s authority. It provides two means of authentication; the user-based authentication and the API key-based authentication equivalent to NeoFace Cloud Portal.


    The user-based authentication conforms to the OpenID Connect1) specifications. The user app works as the Relying Party (RP) of OpenID Connect and the REST API is used by obtaining the access token based on the user authentication by OpenID Provider (OP) provided by NEC.


    The API key-based authentication allows the management function to access the REST API by using the API key for management functions registered on NeoFace Cloud Portal.


    5.4 Example of app configuration


    This section introduces an example of an application that uses one of the provided functions described above to unlock a door by face recognition interlocked with the personnel data. Fig. 3 shows an example of app building and Fig. 4 an example of actual operation usage.
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         Fig. 3 Example of application building.
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         Fig. 4 Example of operations in actual use.
        

     


    When corporate staff are registered in the personnel system, the same data is automatically registered in NeoFace Cloud so that door unl ocking based on face recognition becomes possible. As the data is registered in the cloud, it can also be applied to other branches or offices at the construction sites.


  


  
    6. Conclusion


    As described in section 3, one of the features of Neo-Face Cloud is the possibility of “shared usage of face data for use in matching by a number of cloud-based face recognition systems”. Benefiting from this advantage, NEC has begun to provide the “Face Information Management Service.” This is a cloud service that en - ables the shared usage and unified management of face data and face recognition log data by face recognition platform products and face recognition-based busi - ness solutions, as well as by NeoFace Cloud. Some face recognition products (entrance/exit gate. PC security software, settlement package, NeoF ace Cloud, etc.) are already capable of sharing data using this service. The service will be made progressively compatible with NEC’s various face recognition solutions.


  


  
    * Android is a trademark of Google LLC.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Acceleration of digital transformation using video analytics technologies in stadiums, shops, hotels and public transport has made it necessary to provide the efficient provision of composite video analytics solutions. NEC Enhanced Video Analytics (EVA) is an integrated software platform that flexibly combines the components of video analytics including face recognition, behavior detection and attribute estimation to meet the needs and resolve the issues of customers. This paper introduces the advantages provided by this platform, some examples of solutions and details of the system configuration.
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    1. Introduction


    Installations of network cameras are recently being advanced for the purpose of crime prevention and accident control measures in facilities, shops, streets and public transport systems, and have already proven their effectiveness. While the main usage of the video data from cameras has traditionally been to check and analyze the saved data, mechanisms making use of video analytics technologies to provide information for video processing by analyzing video data in real time are recently being implemented. NEC is contributing to the safety domain by providing video analytics technologies mainly focused on face recognition. More recently, NEC is advancing increasingly into a wider range of fields, as seen in contributions to customer engagement improvements of hospitality treatment in shops and hotels. This trend has made it desirable to develop various video analytics technologies.


    The problem posed here is the method of providing video analytics technologies. If face recognition and other video analytics technologies were provided as independent solutions for a customer who wants to introduce several video analytics technologies, such a method would be extremely inefficient. Even if the same cameras are shared by different systems, it would still be required to introduce several systems or perform individual development for combining multiple solutions. Below we introduce the NEC Enhanced Video Analytics (NEC EVA) integrated software, which functions as the mechanism for solving these problems by freely combining various video analytics technologies on a single platform to meet the needs and issues of the customers.


  


  
    2. Values provided by NEC Enhanced Video Analytics (NEC EVA).


    NEC EVA is the software platform for building solutions that can deal efficiently with the video analytics needs of our various customers. As shown in Fig. 1, it is composed of common functions for camera input/video processing, a variety of analytics units and common management user interface, so that it is capable of providing each customer with the suitable solution by flexibly combining different kinds of the necessary functions. For example, with the integrated surveillance solution, NEC EVA provides several surveillance functions. These include a suspicious person detection based on face recognition, detection of a crowd with a high accident risk based on congestion detection and abandonment/sus - picious behavior detection based on behavior detection at the same time. With the solution for retailers, a single system can provide for example, a payment settlement based on face recognition, optimum personnel distribution based on queue detection at cash register using people count detection, and the customer attribute analytics based on age/gender estimation. Naturally, data handling must be secured due to pri vacy issues. This platform enables flexible design on this point and the database can be placed on site or in a cloud according to the policy of each customer.
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         Fig. 1 NEC Enhanced Video Analytics (NEC EVA).
        

     


    Fig. 2 shows the values NEC EVA offers to users. It provides important values in each of the three phases of examination/verification, installation/operation and utilization of the solution. In the solution examination in phase 1, flexible combination and desired customization of diversified video analytics technologies of NEC EVA are possi ble in order to i mplement the opti mum solution capable of solving users’ issues. Even in a stage at which the optimum solution needed by the user is unclear, it is possible to verify the optimum solution by testing the analytics functions. When the solution building starts after deciding the required solution, the rich range of function components of NEC EVA can be used for quick building/installation. If a new business issue arises during operation, a quick solution can be supported by introducing an additional analytics function. Furthermore, total optimization of the users’ businesses by using the analytics data collected from various locations is easy, thanks to linkage with the cloud.
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         Fig. 2 Values provided by NEC EVA.
        

     


    As seen above, the use of NEC EVA enables optimum solution building, quick installation and effective data usage after installation.


  


  
    3. Examples of Solutions


    Here are three examples of solutions that can be implemented with NEC EVA.


    (1) Integrated surveillance solution (Fig. 3)


    
    For example, in a large-scale facility such as a stadium or airport, a large number of security cameras are installed for the safety of operations. As the large quantity of video data from them are checked by human labor, there have been issues such as the necessity of having many security guards and the overlooking of scenes. In such a case, this solution detects only the events to be dealt with by using advanced video analytics techniques such as suspicious persons detection based on face recognition and suspicious behavior and abandonment detection and then alerts the security guards of incidents. This improves the guard operation efficiencies, reduces oversights and improves the safety of both inside and outside the facility efficiently.
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         Fig. 3 Solution example 1: Integrated surveillance.
        

     



    (2) Shop customer treatment procedure (Fig. 4)


    
    In a retail shop such as a restaurant or convenience store, video analytics including face recognition and age/gender estimation can be used with each user’s agreement for use in the order and accounting processing. It is also possible to recommend the products that may suit each user based on the ordering history and the liking data analytics. The congestion data analytics can also be used to support optimum staff placement by identifying the degrees of congestion in the shop and among the cash registers. This procedure will provide support for customers by comfortable purchasing experiences. In addition, it will also promote application of the self-service system and at the same time reduce the operational costs.
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         Fig. 4 Solution example 2: Shop customer treatment.
        

     


    (3) Advanced digital signage solution (Fig. 5)


    
    Digital signage is sometimes used in advertising of merchandise. Even when an advertising content is displayed, it sometimes provides less efficiency as an advert if the content does not mean anything to audiences (showing ads of women’s clothes to men). The procedure shown in Fig. 5 estimates the ages/gen - ders of the persons viewing the camera placed on top of the display, checks their headcount and switches the ad content automatically in real time to influence their purchases so that the ad can manifest its original intent sufficiently. This age/gender estimation and people count check utilizes the “age/gender estimation” and “crowd detection” functions of NEC EVA. At the entrance of the shop, the persons entering or exiting are counted by using other cameras and the “people count” function so that the total number of persons visiting the shop on a day may also be clarified. Even when several video analytics functions are to be used as in the present case, NEC EVA is capable of dealing with it flexibly.
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         Fig. 5 Solution example 3: Advanced digital signage.
        

     


  


  
    4. System Configuration


    This section describes the system configuration of NEC EVA. For the mode of provision of NEC EVA, it is roughly divided into the following four layers (Fig. 6).
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         Fig. 6 NEC EVA provision mode.
        

     


     
      	Common analytics platform

      	Video analytics engines

      	Analytics units

      	Common management user interface

     



    Each of the “analytics units” of NEC EVA becomes the unit of video analytics software. The example shown in Fig. 6 has several analytics units including the face recognition analytics unit, age/gender estimation analytics unit, people count analytics unit and crowd detection analytics unit. The management such as start/stop of these units is in charge of the “common analytics platform”. The analytics units are composed by combining the “video analytics engines”. For example, the crowd detection analytics unit, which is the software for detecting the degree of congestion of a specified area, is composed of the video data input components that accept video data, the crowd detection engine that detects the degree of congestion from the input video data and outputs the detection result as an alert, and the alert management component that saves the output results in a database. In addi tion to the above, the “common management screens” include the dashboard that outputs statistics and other information based on the output from the alert management component (Fig. 7) and the control panel that manages the analytics units.
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         Fig. 7 Illustration of a sample dashboard.
        

     


    It is one of the most impressive features of NEC EVA that the system can be configured by flexibly combining the analytics units according to the purpose and environment of each user. For example, for the surveillance purpose, there is a case in which suspicious person detection and abnormal behavior surveillance in a facility are required. In this case, using NEC EVA makes it possible to implement and provide several analytics units on a single server, such as suspicious person detection based on face recognition and abnormal behavior detection based on behavior analytics. The start stop controls of these analytics units can be subjected to integrated management from the common management user Interface, so that the labor of operations can be reduced (Fig. 8: Pattern 1).


     
        [image: 180209_08.jpg]
        
         Fig. 8 Illustration of system configuration.
        

     


    On the other hand, there may also be cases in which different analytics are required in several small shops, for example those i n convenience store busi nesses. Even in such a case, using NEC EVA makes it possible to place the required analytics unit in each of the multiple servers distributed among several shops. It is possible to thus introduce the suspicious person detection procedure based on face recognition in one shop and the people count detection method in another. As in the previous example, integrated management of the multiple analytics engines from a single location is available to reduce the labor of the operations (Fig. 8: Pattern 2).


  


  
    5. Conclusion


    NEC EVA performs video analytics and accelerates digital transformation by automating and improving the surveillance and marketing analytics operations that have previously been done by human labor. With the capability of the speedy building of a solution by combining various video analytics technologies on a single platform, it thereby expands the usage scenes and values of video analytics technologies in public transport systems, streets, stadiums, shops, hotels and so on.


    In addition to the face detection, behavior detection and attribute estimation that are available currently, NEC EVA will continue to enhance the functionalities by introducing new video analytics technologies, such as multimodal authentication, by using various authentication technologies and other new video analytics technologies. The aim is to provide new customer values using solutions that make use of the EVA platform.
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    Abstract


    As e-commerce strengthens its hold on consumers, brick-and-mortar stores are being forced to rethink the way they do business. The need to create a customer experience that’s unique, fresh, exciting and cannot be reproduced in the virtual world is leading to the launch of future-type stores that leverage the power of information technology to enhance the customer shopping experience smoothly, while offsetting potential labor shortages.

To meet that trend, NEC has been using biometric technology. We develop systems to streamline store entry and payment, reducing or even eliminating waiting time at checkout. Such a system would offer more than just a new level of convenience, it would fundamentally transform the retail world and pave the way for biometrics to become a key part of everyday life in the 21st century. In this paper, we will show what such a system would look like, explain how it would work, and reflect on the profound changes it could generate in our society.
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    1. Introduction


    The retail revolution is underway. After years of retrenchment in the face of the online onslaught, brick-and-mortar retail outlets are fighting back. Around the world — especially in the United States and China — new retail concepts that focus on speed, convenience, and the unique opportunity to try, touch, and feel products are being introduced in state-of-the-art stores that use electronics, sensors, and software to create an enhanced customer experience. The concept has now spread to Japan where companies are racing to develop stores that take full advantage of the power of information technology (IT).


    Japan today is at the forefront of the “gray wave” that is sweeping across the industrial world as declining birthrate and aging population shrink the labor force and increase demand for more efficient and convenient services. With fewer potential employees, the retail industry is devoting considerable effort to streamline its operations, while at the same time enhancing the level of service provided. The goal is to ensure that consumers are still able to enjoy a comfortable, convenient, and pleasant shopping experience.


    In this paper, we will reimagine the traditional store and show how new solutions using biometrics can revolutionize the shopping experience and take it into the future.


  


  
    2. The retailers’ Issues


    Over the past few years, e-commerce has grown by leaps and bounds, acquiring an ever larger share of the market as more and more consumers start shifting their purchasing activities from brick-and-mortar stores to online retailers. This shift has been acceler ated by the proliferation of smartphones, which make instant shopping available anytime and anywhere. Between 2014 and 2017, mobile commerce grew by 150%. Nor is this growth confined solely to consumers looking for the best deals or the lowest prices. Instead, while still demanding maximum convenience, consumers are increasingly looking for premium products and services. Thus, when building a brick-and-mortar store today, emphasizing the importance
of improving the customer experience is key to success.


    Plummeting birthrate and a r apidly aging popula - tion have led to a marked decline in the size of Japan’s younger age cohorts, which in 2016 was 84% the size it was in 1996. At the same time, operations have become diversified in an effort to improve services, making jobs more complex and too difficult to easily assign to parttime workers. Consequently, there is growing demand for a labor-saving solution that can address these issues.


    At NEC, that solution can be found in IT (Fig. 1).
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        Fig. 1 Issues that retailers must face.
      

    


   


  
    3. An Overview of a Future-Oriented Retail System


    In the world of e-commerce, it is now possible to discover what kinds of products and services an individual consumer wants and offer those products and services directly. Should the consumer deci de to make a purchase, they can quickly and easily complete the payment procedure online.


    On the other hand, to find what they want in a brickand-mortar store, customers have to ask store clerks for information or physically search out the product themselves. Once they have found what they are looking for, they have to stand in line at the cash register, have the product scanned by the cashier, and then pay for it. It’s a time-consuming and often frustrating experience.


    Future-oriented stores will eliminate most of these drawbacks by identifying individual customers via biometrics and then inferring what that customer wants based on their purchase history and the store locations they have visited so far. When the customer enters, they can be notified where to find products and given access to the store’s inventory. IT makes it possible to provide customers with assistance every step of the way, including payment.


    To achieve this, a means must be established for identifying customers, understanding what they are interested in and looking for, and then offering them precisely what they want. It is also essential to have a mechanism that allows customers to easily make payment without standing in line at the cash register.


    NEC is now developing solutions based on an array of state-of-the-art technologies including sensors, artificial intelligence (AI), databases, and biometrics. An overview of the new store system conceived by NEC is shown in Fig. 2. It includes processes for (1) store entry management, (2) shelf-front customer recognition, (3) customer behavior information acquisition, (4) shelffront customer-directed promotion, and (5) payment (exit) management.


    
      [image: 180210_02.jpg]

      
        Fig. 2 NEC’s future-oriented store system.
      

    


    Granular analysis of customer behavior will make it possible to offer services specifically optimized for them.


    Collecting data on customer entry and exit, how they behave in front of the shelves, and what catches their eye (line-of-sight data) will help make it possible to optimize shelf layouts and product lineups and construct a system that will allow consumers to easily find and purchase what they want without being aware of the presence of this system.


    In the future, with the customer’s consent, it will be possible to automatically complete payment simply by linking the product they want to purchase with their information. We are also investigating the feasibility of building a biometric authentication payment system using existing POS systems that will allow customers to enjoy shopping without carrying anything in their hands.


  


  
    4. A Closer Look at Systems Using Biometrics


    4.1 Entry/exit management system


    This system manages customer entry into and exit from the store based on pre-registered facial data. Customers are asked to register their facial data before entering the store. This makes it possible to track who has entered the store, when they entered, and when they left. This data is combined with data about the customer’s circulation and interests (what they look at and what they pick up) and used to generate a basic inference of what they are interested in and what they are looking for.


    For entry/exit management, we are currently thinking about adopting the walk-through facial recognition system developed by NEC. While conventional face recognition entry control systems require subjects to point their faces towards the camera so that a sti ll image can be captured for authentication, NEC’s walk-through facial recognition system shoots video images and performs authentication on a continuous basis. This means that customers can be simply identified and authenticated as they approach the store, so there’s no need for them to stop and stand still while they are authenticated. With on-the-go authentication, customers can casually enter and exit the store with none of the stress that a more obtrusive system would instill.


    At the same time as the customer is authenticated, their entry into the store is recorded. This data can be linked with the customer’s behaviors in the store and connected to the mark eting information described in Section 4.3 below, facilitating targeted promotion of specific products.


    4.2 Biometric authentication payment system


    With the dream of a cashless society on the verge of realization, NEC is working to develop payment systems that will help achieve this. For quite some time, we have offered a multi-service gateway (MSGW) — a payment platform compatible with various payment methods, including digital currency and credit cards. To take this system to the next level, we are now planning to incorporate biometric authentication — such as face recognition — into MSGW. The idea would be to provide customers with individual IDs linked to their biometric information. A payment method — such as a credit card — would be registered in advance and linked to the customer’s ID, enabling hands-free payment with biometric authentication alone.


    Customers would register their data for the MSGW using devices such as smartphones, dedicated terminals, etc. When face recognition is used as key data, the customer can use the camera in an ordinary smartphone.For other biometric authentication modalities, however, a dedicated device will be needed. When registering the data, information related to each customer is recorded in addition to the biometric information. Credit card information is registered when credit card pa yment is selected and company ID card information is registered if that’s the intended method of payment.


    Once registration is complete, the customer is free to start utilizing the system. When they want to buy something, all they have to do is pick up the product and look at the camera to make the payment. The face recognition server identifies the customer and returns their ID. Based on this ID information, the customer is specified and the transaction payment is transferred to the payment server. This completes the process.


    To speed up and simplify this process, NEC has also developed a biometric authentication payment package. This package can either be combined with the MSGW or offered as a standalone product. As for face recognition, NEC’s NeoFace Cloud can provide the basis for system that securely manages facial data. Interface functionality is shared with proxy payment service providers that handle credit card settlements to facilitate credit card payment using face recognition (Fig. 3).
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        Fig. 3 Face recognition payment system configuration.
      

    


    Although we are currently building a system based on face recognition, our long-term goal is to incorporate other biometric information such as fingerprints, veins, and irises and combine that data with face recognition. In doing so, we can create a system with the ability to accurately identify individuals under a wide range of conditions, while maintaining convenience and minimizing intrusiveness.


    4.3 Marketing system


    Biometrics can also be an important tool to support marketing. Currently, we are looking at two types of biometric-linked marketing systems. The first controls digital signage content, sending targeted information to the customer’s smartphone in real time based on their inferred preferences, which are derived from their age, gender, and purchase history. The aim of this is to promote purchasing activity by offering the customer the information they want.


    The second system would record the products purchased by customers who have entered the store. Then, by classifying those customers based on their customer characteristics and processing that data statistically, optimal solutions for product lineups and shelf layouts could be developed to match each store.


    In the future, the use of line-of-sight detection will make it possible to capture data on what catches a customer’s attention. This information can be enhanced with image analysis technology and sensor technology that can identify those items the customer actually picks up and examines. This makes it possible to fine-tune the data regarding the customer’s preferences in an ever more granular manner. NEC is also developing a line-of-sight detection engine, object recognition engine, and motion detection engine, which can be used to create the system outlined above. Even when a customer leaves the store without buying anything, it will still be possible to obtain information about what has interested them. Analysis of this information will make it possible to enhance product lineups — which can contribute to reduction of opportunity loss. 



  


  
    5. Validation test at an actual store


    As a first step to materialize this future-oriented concept, we opened a 7-Eleven on the 20th floor of Mita Kokusai Building (Minato-ku, Tokyo) for NEC Group employees in December 2018 as a test store.


    This store is equipped with a variety of systems designed to enhance customer convenience and enjoyment, including face recognition payment and targeted  advertising signage. In addition to those, various labor-saving measures to ensure smooth store operation have been implemented including a system that automatically collects the data from equipment such as refrigerators 24 hours a day, as well as a system for order proposals leveraging AI technology (Photo).


    
      [image: 180210_04.jpg]

      
        Photo Labor-saving equipment.
      

    


    We regard this store as part of our commitment to future-oriented store systems. We are planning to continue this effort to deploy labor-saving stores in office buildings and other appropriate locations.


  


  
    6. Conclusion


    As biometrics helps fuse the warmth and physicality of traditional bricks-and-mortar with the speed, con - venience, and immediacy of e-commerce, we can look forward to a new era in storefront retailing. In the future, even companies that until now have been strictly online will want to establish a physical presence in the real world. NEC is committed to playing a major role in this transition and is working hard to develop solutions that will continue to enhance and improve the customer experience, reduce the burden on store associates, and support innovative new retail services.
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    Abstract


    The amendment of the Act on the Prevention of Transfer of Criminal Proceeds on 30th November 2018 made possible the completion of the online identification of bank account-opening customers that is obligatory for the financial institutions. Personal identification used to be carried out by forwarding non-transferrable postal mails to customer homes which takes quite a time. The online possibility of identification, now allows users to use a desired financial service immediately. To deal with the online account opening facility, NEC provides a Personal Identification Service making use of its world leading face recognition technology (face matching and impersonation prevention) to support the improvement of user experience and the promotion of digital businesses in financial institutions.
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    1. Introduction


    The amendment to the Act on the Prevention of Transfer of Criminal Proceeds on Nov. 30, 2018 permitted the completion of the online identification of account-opening customers. This would be obligatory for the financial institutions, in addition to identification based on the forwarding of non-transferrable postal mails. With the online account opening, the financial institutions can reduce the costs for dispatching non-transferrable postal mails and also prevent the loss of opportunity for acquiring new users. The users sometimes reject opening their bank accounts in consideration of the time and labor caused by the number of days taken for postal forwarding. In addition to it, once any deficiency is found, users have to try another procedure to open bank accounts. On the other hand the user can easily and swiftly open an account for a purpose such as travel or education or for learning about investment at any time (Fig. 1).
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         Fig. 1 Images of services.
        

     


    NEC implements the online account opening procedure by providing the Personal Identification Service based on its world leading face recognition technology1) in order to support the digital society.


 


  
    2. Personal Identification Service


    2.1 Outline of the Amendment to the Act of Prevention


    The recent amendment to the Act of Prevention of Transfer of Criminal Proceeds defined the following four methods that permit the completion of online identification (Fig. 2). For the main method that is “photography of a customer’s face (Article 6, paragraph 1, item v)”, NEC supports the real-time account opening of users by means of the matching and impersonation prevention, by making use of NEC’s face recognition technology.
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         Fig. 2 Methods of identification prescribed in the Act of Prevention.
        

     


    2.2 Outline of Personal Identification Service


    The Personal Identification Service is embedded in a direct app such as an internet banking service already provided by a financial institution. As it uses a single app for operations from account opening to the provision of its various services, it is provided as an SDK (Software Development Kit) (Fig. 3) to improve user experience and to enable identification management.
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         Fig. 3 Overall configuration.
        

     


    The specific processing employs the “ID Selfie” method, with which a “view of the applicant’s face” and an “ID document” with photo for certifying the ID (driver’s license, My Number card, etc.) are shot together with the selfie or self-portrait photography of a smartphone. They are then checked to confirm if the view of the person in front of the camera matches the photo in the presented document. The ID Selfie method enables secure identification for account opening because face matching is executed while the person in front of the camera is surely presenting the “ID document”.

 
    The verification is performed on the FIDO (Fast IDentity Online) protocol which is the de facto standard of biometrics-based online identifications2).Users register the “face feature quantity template (data registered by extracting feature data of the user’s face)” in the secure area in their smartphones at the beginning of the application for their account opening. This template can be used as a means of biometric login in place of the ID/password, for example in matching with the photo on an ID document and matching for impersonation prevention as well as in log-in of a direct service such as Internet banking.



 


  
    3. The FIDO Approach to Biometric Recognition


    Since the foundation of the FIDO Alliance in 2012, various technical specifications have been released to standardize the password free identification of online services from the stance of establishing authentication standards that offer both strong security and easiness of use. Major players in various fields including the financial institutions, communications carriers and security vendors are participating in this project, making its standards the worldwide de facto ones.


    One of the features of the FIDO authentication is that the privacy information is not provided to the server side, including the communication path. Another feature is that it adopts the publ ic key encryption technology (hereinafter the key pair generated by it will be referred to as the FIDO authentication key). This does not let the user’s feature quantity template and secret key go out of the device so the user can be protected from phishing and MITM or man-in-the-middle attacks.


    NEC released FIDO UAF 1.0 compliant software in the NC7000-3A series of integrated authentication platform software in July 2017 (Fig. 4).
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         Fig. 4 Configuration of NC7000-3A software.
        

     


    Roughly speaking, FIDO provides three types of standards including; 1) UAF; 2) U2F; 3) FIDO2 (web authentication).


    
        	The UAF stands for Universal Authentication Framework and includes the standards with FIDO-compatible devices without using passwords.

        	U2F stands for “Universal Second Factor” and is a standard based on two-factor authentication.

        	FIDO2 (web authentication) performs FIDO authentication via the web browser, and the latest specifications are made public as the candidates for recommendation at W3C3). A user of the CTAP (Client to Authenticator Protocol) is able to send a direct authentication request from a browser or OS to an external authenticator (USB key or smartphone, etc.), thereby making it unnecessary to re-register the FIDO authentication key for every device.

    


    The FIDO products are composed mainly of the FIDO server, FIDO client and FIDO Authenticator (for each biometric authentication based on face, voiceprint, fingerprint, etc.) (Fig. 5). NEC develops all of these components in house (FIDO2 products are under preparation) as the Certified Products of the FIDO Alliance that are compliant to the FIDO specifications4).
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         Fig. 5 FIDO product configuration (UAF1.0).
        

     


 


  
    4. Application of NEC’s Face Recognition Technology to FIDO


    4.1 Accuracy of face recognition


    The face recognition authenticator is NeoFace-G Lite proven to have the highest accuracy and performance worldwide. This is the lightweight version for use in mobile authentication of the server-side face recognition engine. With a high authentication accuracy similar to the server side (when the false acceptance r ate FAR = 0.0001%, the false rejected rate FRR is 0.25%), it serves to prevent impersonations (Fig. 6).
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         Fig. 6 Accuracy of NeoFace-G Lite.
        

     


    4.2 Impersonation prevention


    To prevent the risk of illegal account opening based on impersonation by showing a photo or video of a different person for the purpose of money laundering or terrorist financing, a Face Liveness Detection technology is provided (Fig. 7). This function gives instructions on random face movements and verifies if the instructed movement is completed within the specified period. As the testing cannot be cleared unless the real living person is in front of the smartphone camera, impersonation of another person becomes difficult.
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         Fig. 7 Examples of Liveness Detection Technology.
        

     


     
         	Random selection from smile, face orientation, face tilting, eye wink, etc.

         	The number of mo vements is selected using a suitable parameter, and the same instruction is not given successively.

     


    The verification with NEC’s Liveness technology is executed within the smartphone so the operation is very smooth without being affected by the quality of communication.


    The next version is planned to detect impersonation additionally by means of 3D maski ng based on visible light checking making use of deep learning.

    In this way, the severity of the identification at the time of a bank account opening is increased thanks to the high authentication accuracy and impersonation prevention function of the engine for mobile devices.


 


  
    5. Image of Identification Processing at Account Opening


    (1) Matching between ID document and the personal image shot with the camera (Fig. 8):


    
    The applicant’s face and his/her ID document (front side) are shot together using the selfie camera of a smartphone to check the identity. Impersonation is prevented by the Liveness technology. When matching is successful, the face feature data template is registered.
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         Fig. 8 Matching between ID document and camera-shot image.
        

     


    (2) Matching the back side of an ID document (Fig. 9):


    
    The applicant’s face and his/her ID document (back side) are shot together using the selfie camera of a smartphone. The applicant’s face is matched wi th the face feature data template for authentication.
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         Fig. 9 Matching with the back side of ID document.
        

     


    (3) Shooting of the thickness of ID document (Fig. 10):


    
    The applicant’s face and his/her ID document (side view) are shot together using the selfie camera of a smartphone. The applicant’s face is matched with the face feature quantity template for authentication. To prevent falsification, the shot movie of the ID document is checked visually in the processing of the financial institution to confirm the features such as the thickness.
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         Fig. 10 Shooting of ID document thickness.
        

     


    (4) OCR of ID document and verification of applied items


    
    Information entered in the ID document (both sides) is subjected to OCR and the applied information required for the account opening, including the name and address, is input automatically.


    


    (5) Service provision after account opening


    
    A financial institution performs an account opening procedure based on the information in the application. At this time, the ID of Internet banking or online trade is tied to the biometric information used at the time of an account opening so the user can immediately receive a service after a biometric login is performed.


    


  


  
    6. Application of Personal Identification service


    In addition to account opening and large money transfers as prescribed in the Act on Prevention of Transfer of Criminal Proceeds, the Personal Identification Service may be applicable to the following operations (Fig. 11).
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         Fig. 11 Image of deployment of Personal Identification Service.
        

     


    (1) Identification at cellphone purchase


    
    Application to identity confirmation at the time of cellphone contract, as defined in the Mobile Phone Improper Use Prevention Act.


    



    (2) Identification at ticket purchase or at a sharing site


    
    Application to identify confirmation at the time of ticket purchase as defined in the Ticket Resale Regulation Act, and at the time of used commodity purchase/sale at sharing sites.


    


    (3) Personal Data Store (PDS)/Information bank


    
    These organizations perform rigorous identity checks, manage personal data under the leadership of individual persons, and also provide the data to third parties in place of the individual persons by determining the appropriateness according to the instructions by individuals or based on the condi - tions specified in advance.


    


  


  
    7. Conclusion


    This paper introduces the efforts for provision of the Personal Identification Service applying the face recognition technology to prepare for the completion of online account opening.


    This service allows the financial institutions to reduce the costs of non-transferrable mails and also prevents the opportunities lost in user acquisitions. For the users, it enables the immediate use of a desired financial service. Its rigorous individual identification is suitable for applications to biometric login for Internet services and in the future, personal data management and Information Banks will be serviced. Now that digitalization and speed increase are effective keys to competitiveness, it is important to be capable of exchanging directly with users via smartphones and websites, analyzing their behavior data and improving services accordingly in order to improve usability. At NEC, we are determined to contribute to the creati on of new digital businesses based on Personal Identification Services, as well as on biometric authentication technologies.
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    Abstract


    Recently, following the rapid increase of foreign visitors to Japan and of the enhancement of the value of their everyday activities, the demand for service industries such as hotels and theme parks has tended to increase. On the other hand, the increased labor market shortages has made it an urgent issue to reduce any burdensome effects on operations in those industries. To achieve the targets both of reducing the burden on service providers and of improving the customer satisfaction of users, a technology is sought that can recognize the identity of each user “quickly” and “accurately”. The face recognition technology of NEC enables simple registration and rapid and accurate personal identification by means of non-contact authentications. This paper introduces face-based solutions for use in hotels and at public attraction venues as well as supporting future plans for connecting customer journeys by universally applying face authentication IDs.
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    1. Introduction


    After exceeding 28 million people in 2017, the number of foreign visitors to Japan is still increasing and it is expected to be over 30 million in 2018 (Fig. 1). As the “Shift to events consumption” has become a fashionable topic, the trend of seeking value from unusual experiences tends to increase year on year. The result is the enhancement of consumer needs toward the service industries, including those for hotels and theme parks.
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         Fig. 1 Change in the number of foreign visitors to Japan (Japan National Tourism Organization (JNTO) data).
        

     


    Meanwhile, the service industries are facing the effects of a worsening labor shortage. Hotels and theme parks are becoming incapable of achieving their important target of providing optimum services based on customer consideration in improving satisfaction and encouraging repeat visits.


    This paper is intended to introduce a biometrics-based approach for solutions of the above described issues of the service industries, including those for hotels and theme parks.


 


  
    2. The Introduction of Hotel Labor Saving Solutions


    When observing the operations of the hotel front desk, acceptance of checking-in/out of customers and the entries of their names and addresses in the hotel register cause heavy burden for operation staff, especially during check-in/out peak time. There have many ways of attempting to reduce part of the check-out operations, e.g., by installing auto fare adjustment machines etc. However, such procedures cannot offer the needed far-reaching solution. To solve this burdensome issue, NEC is planning to release a solution by which the required information in guest cards is pre-registered using smartphones. This procedure will make it possible for the check -in at the hotel to be completed easily, simply by checking identifications. Guestrooms may then be unlocked by recognizing the identity of the guest (Fig. 2). The key device for implementing this mechanism is the face recognition technology.
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         Fig. 2 Hotel labor saving solution.
        

     


    For the specific method of implementation, the smartphone app for smart check-in that can be used commonly by the member hotels reads the accommodation reservation information of the hotels in advance and inputs the information entered in the guest cards, such as the name, gender and address etc. (Fig. 3). Face images of the guests are also registered. When a guest checks in to a hotel, the face is oriented to a kiosk terminal or camera-equipped terminal installed on the front desk. This enables confirmation that the person is a guest scheduled to check in on that day. Check-in is usually accompanied with other operations such as the allocation of a room. By also providing a mechanism for automating such operations as far as possible, the burden on the front desk staff during check-in can be reduced.
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         Fig. 3 Smartphone application for smart check-in.
        

     



    After check-in, the guest goes directly to the room. When the guest shows his or her face to the camera installed on the room door, the face authentication is executed and the door is unlocked. This makes the guests free from the risk of leaving the room key in the room or losing the key, and also eliminates some tasks such as the handing of the key between the people sharing the same room, such as family members. For the hotel stuff, this system can reduce the labor because handing of keys at the front desk becomes unnecessary.


    When a guest uses the restaurant or shop during a stay, a charge to the room is possible by simply showing ones face at the time of payment. Instead of the traditional charge method by stating ones room number. The face authentication method enables guest identification more quickly and securely.


    Linkage with an accommodation reserv ation management system called the PMS (Property Management System) is indispensable for the implementation of the mechanisms as described above. NEC has already started a PMS under the brand name of NEHOPS (NEC’s hotel solution service) and has acquired more than a 60% market share in hotels located in cities nationally. The solution under discussion has interface with NEHOPS, so it can be installed easily by linking the accommodation information upon receiving the permission of the users.


    The use of face authentication as a key device allows hotel managers to reduce their burden of operations. It also improves the convenience of guests by eliminating the burdensome check-in/out procedure and also of the need to carry keys. Such services may result in improved customer satisfaction and in an increase in guest repeat reservation rates.


  


  
    3. Use of Face Authentication in the “Attraction Facility Value Improvement Solution”


    NEC has already started the provision of the “Attraction facility value improvement solution” with the aim of improving the appeal of stadiums and theme parks (Fig. 4).
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         Fig. 4 “Attraction facility value improvement solution”.
        

     


    This solution provides users with various information such as: stamp rally events, fan voting and movie services in order to improve the value of visits to facilities. For the facility managers, it provides a dashboard visualizing the customers for use in project planning and promotion activities. In addition to the above, it is planned to provide the “one-factor walkthrough face authentication service” that will enable face-based admissions to the facilities in order to improve the customer gathering efficiency (Photo).
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         Photo “One-factor walkthrough face authentication service” (Reference exhibit at iEXPO).
        

     


    Walkthrough face authentication has been used at attraction facilities and concert halls, but its accuracy is limited. The traditional method still remains in the stage of two-factor walkthrough face authentication combining the IC card or QR code with a face recognition technology. Its purpose is limited to the prevention of illegal use of annual passes for theme parks and the prevention of the resale of concert tickets. The “one-factor walkthrough face authentication service” enables personal identification based on the face image without the need for a device such as a card or an IC chip. It thereby enables labour saving for the entrance operations staff while providing customers with the enhanced convenience and improved hospitality of expedient entrance admissions.


    The sale of foods, drinks and goods is an important factor for stadiums and theme parks to increase the sales per visitor, which is as important as the sale of tickets. Therefore, payment based on face authentication is also under study, in order to reduce the burdensome procedure of payment transactions at the points of encounter between customers and shop staff.


  


  
    4. A Customer Journey Map Implemented by the Face Recog nition Technology


    Face authentication may be used actively in hotels and at attraction facilities as described above but the hotels are not usually the sole purpose for the user journeys. Users stay in hotels to enjoy the available activities of a region, including sightseeing, sports events, thermal spas and/or delicious food. The users may wish that a series of personal identification actions in the flow of their non-routine experience is performed as a stressfree process. These may range from: transportations by aircraft or railroads to hotel check-ins, room entrance/exit procedures, payments for foods and entrances into leisure facilities (Fig. 5). The “face” used in the solution described herein is neither left behind or lost and can therefore be an ideal key device for enabling personal identification. NEC has started an approach for improving the customer satisfaction of an entire customer journey map by seamlessly connecting services that adopt the face authentication as a common ID procedure.
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         Fig. 5 Flow of unusual experiences based on the face as the common ID.        

     


    In addition to sharing a common ID among different services, the acquired data is utilized for example to propose hotel guests some local activities that might fit to their favor, or to propose activity attendees another hotel plan. Such proposals are implemented by acquiring the behavior data related to the common IDs of the hotels and activity users upon receiving their permissions, so that an appropriate approach may be also taken to activate the entire local regional data file.


    As such projects that cross the barriers between businesses belong at an infrastructural level, they need to feature highly secure foundations. They will be implemented by gathering NEC’s know-how on their face recognition technology platforms and from their operations systems.


  


  
    5. Conclusion


    When we consider the essence of customer services in the real world, we might say that “face-to-face” is the invariable method to identify individual person, and that is essential for improvements in the values of customer experiences. Many of the past applications of the face recognition technology have been of solutions for individual service. However, we will promote in the future to employ the face recognition technology to improve the customer journeys map. Therefore, activating the regional economy can be achieved by enhancing the values of experiences in the various non-routine lifestyles, connecting people and places, and making people travel around. We will use the common ID as a tool and implement the mechanism to support regional economy.
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    Abstract


    In a construction site, the field supervisor manages the site and personnel with skills in various expert techniques are organized to advance the work. As the required techniques vary depending on the operation process, personnel belonging to several companies enter and exit from the site during the construction period. Since some of the field operations are dangerous, the supervisor must secure the safety of each worker by identifying all of the workers on the site and managing their data. NEC has implemented a service that performs these management procedures with face recognition-based personal identification and the location information without installing additional equipment. Thanks to the capability of easily obtaining the entrance/exit data, this service can check the credentials of each worker and output the results of entrance/exit data calculations. This paper introduces the features of this service.
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    1. Introduction


    Shortage of labor has become an important recent issue in the construction industry. For example, for the age composition of operative craftworkers, among the 3.2 million skilled workers in 2015, 1.1 million will retire for the reason of age and other causes in 2025. The population of productive age from 15 to 64 years that was 78.83 million in 2015 is estimated to reduce significantly to 44.18 million in 2060, which means that it will be hard to secure, not only the skilled workers, but also the construction engineers who will manage the work and develop new technologies. To deal with these issues, efforts are being accelerated in the construction sites in order to improve the productivity. Contrastingly to the consistent improvement of productivity in manufacturing industry, the productivity in the construction industry has been stagnating since the latter half of the 1990’s, until it has dropped from a position almost equivalent to that of the manufacturing industry in the past to about a half of that (Fig. 1).
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         Fig. 1 Comparison of value-added labor productivity.
        

     



    Considering the more serious labor shortages that are almost sure to come in the near future, the need for productivity improvement has become an urgent issue. This is the reason that both the Japanese government and the private sector are currently enhancing the productivity improvement measures.


  


  
    2. Utilization of IT/ICT in the Construction Industry


    Utilization of IT/ICT is essential for improving productivity in the construction industry. Although being one of the biggest industries in Japan, the construction industry has been slow to use IT/ICT compared to other businesses. However, this also means that because the introduction of IT/ICT has been delayed, the construction industry has correspondingly diverse margins for efficiency improvement once they are introduced. The recent acceleration of the use of IT/IC T by the industry has two backgrounds; the first is the launch of the “i-Construction” policy by the Ministry of Land, Infrastructure, Transport and Tourism in November 2015 to promote the productivity improvement of the construction industry, particularly the civil engineering sector. The concept of “i-Construction” aims at a consistent introduction of IT/ICT in the process of construction projects in order to significantly improve the efficiency of the construction industry production activities (Fig. 2).
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         Fig. 2 Productivity improvement in the construction industry.
        

     


    The second background is the promotion of the “Construction Careerup System” (Fig. 3) by the said ministry. This system has been prepared with the aim of improving the working environment of skilled workers and is scheduled to start on April 2019. Specifically, the system saves the field work histories and the credentials possessed by each skilled worker according to the combined rules of the industry, so as to attempt improvement of the treatment of skilled workers and to develop their skills.
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         Fig. 3 Outline of Construction CareerUp System.
        

     


    Backed by the acceleration of the introduction of IT/ICT in the construction industry, NEC has started a co-creation of the WG of NUA construction users’ association named the “Field Site Productivity Improvement Subcommittee” in order to support services that would contribute to productivity improvements at construction sites. Among them, NEC has selected a service with which the seeds match the needs of the field best and for which early provision is possible. It was released in 2018 as the face recognition-based construction site entrance/exit management service (site personnel payment management service).


  


  
    3. Face Recognition-Based Construction Site Entrance/Exit Management Service


    The factors that have inhibited the introduction of IT/ICT at construction sites result from the special environments of the construction industry, such as: 1) “single-item build-to-order” – with which different structures should be built every time according to the request from the order; 2) “outdoor production” – where it is hard to maintain the environment at a constant level; 3) “fixed term characteristics of construction projects” – due to the differences in scale and environment between sites, the assets obtained at a site are hard to transfer to another one and tend to be used only for a short period. Considering these issues, the Face Recognition-Based Construction Site Entrance/Exit Management Service introduced herein makes possible the entrance/exit management of workers by installing an app in a smart device, such as a smartphone or tablet and without in - stalling equipment on the site.


    As the application to the servi ce can be made on a per-site basis, the decision of introduction can be made according to the scale and characteristics of each site. In this way, this service can be started immediately according to the situation in the field and it can be introduced also in a site where various people gather and the workers are changed according to each process.


  


  
    4. Features of Face Recognition-Based Construction Site Entrance/Exit Management Service


    The Face Recognition-Based Construction Site Entrance/Exit Management service has the following three features.


    (1) Impersonation prevention by face recognition and location info


    
    The entrance and exit of workers are recorded according to the entering of a site specified by each worker at the time of entrance. When the NeoFace Cloud GPS Linked Service cloud service is used, accurate personal identification based on face recognition is naturally possible as the location information and time of day are also recorded at the same time. As the location information is preset in the site information, it is possible to confirm that entrance is not made at an illegal location by checking the location information in the entrance/exit record and the site information. Combining these items of information enables the prevention of impersonation.


    


    (2) Anytime, anywhere checking of possessed
credentials information


    
    The entering workers perform the work scheduled for them but, in a site with a large number of workers that involves a frequent change of labor, it becomes hard to identify the accurate qualification information of each worker engaged in the work.There has been no cl ear on-site checking method and checking has had to be done ad hock, by verbal checking or making an inquiry to the cooperative company managing each worker. However, this service makes it possible to check the face information and qualification information on a tablet terminal so the supervisor can check the information of workers at the desired timings.


    


    (3) Linkage with the Construction CareerUp System


    
    This service is capable of linkage with the Construction CareerUp System, which is one of the national policies as described in section 2. With the linkage, the affiliation and qualification information of workers can be obtained from the Construction CareerUp System and the recorded entrance/exit can be sent to the Construction CareerUp System as the work history.



    


  


  
    5. Effects of Introduction


    Introduction of the service above brings about the following three effects (Fig. 4).
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         Fig. 4 Image of operation of the service.
        

     


    (1) Entrance/exit management cost reduction


    

    When information on the workers approved to enter the site is registered in advance, the personal identification can be completed at the same time as the entrance or exit. As a result, the entered and exited persons can be checked at a glance by referring to the entrance/exit list on a tablet or computer, so the trouble of entrance/exit checking can be reduced. The recorded entrance/exit data can be output with CSV files as daily data per worker or per cooperating company, so the labor in compiling the monthly report or the documents for use in payments to the cooperating companies at the end of the month can also be reduced. Also, with the construction sites that used to attempt accurate worker management by distributing cards, etc., there have been various issues such as the management of the cards to be distributed at each site, measures to be taken for workers who forget their cards, the risk of card losses and the cost of rei ssuance. The effects of these issues can also be reduced by adopting biometric authentication.


    


    (2) Accurate entrance/exit management


    

    In a site where the workers are changed per work process, some workers enter it newly and some exit after completing their work. In such a situation, accurate entrance/exist management and checking are indispensable for safety at a hazardous site. In fact, however, as routine checks on the site are very troublesome, personal identification including the qualification checks are not always performed every day and these are often entrusted to the cooperating company. Because the service introduced herein is capable of accurate entrance/exit management with little trouble, it allows the supervisor to secure the site safety under his or her own control and its accurate entrance/exit records can help the payment of labor charges and the reduction of social insurance premiums.


    


    (3) Contribution to worker safety management


    

    The possibility of an immediate confirmation of the qualification information facilitates checking if workers with appropriate qualifications are allocated to hazardous work in the field. Should a disaster occur, the possibility of knowing the situation of persons entered in the site can contribute to securing their safety.


    


  


  
    6. Conclusion


    Now that the serious labor shortage in the construction industry has become an important issue, it is essential to promote labor saving at all sites, even when considering the special labor-intensive environment of the industry, where labor saving has always been regarded as being difficult. NEC believes that the construction sites do have many aspects where labor saving is possible by applying technical innovations brought about by IT/ICT.


    NEC positions the Face Recognition-Based Construction Site Entrance/Exit Service introduced here as the first of the services for field labor saving purposes that will be released in the future. The “Field Site Productivity Improvement Subcommittee” started in FY2017 is still continuing its work in FY2018, and NEC is planning to provide services to deal with construction site issues by combining the latest ICT, experiences and the opinions from the field.


    For the future, too, NEC is determined to promote labor saving to help reduce the labor shortage in the construction industry by solving these issues.


  


  
    * i-Construction is a trademark or a registered trademark of National Institute for Land and Infrastructure Management.

    * Construction Careerup System is a trademark or a registered trademark of KENSETSUGYO SHINKO KIKIN (Construction Industry Promotion Fund) (trademark pending).

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Recently, the fields of “monozukuri”, or fabrication of goods, have seriously called into question whether or not the work is being executed correctly as defined in law and in the agreements made with customers. In addition, as the fluidity of human resources is increasing, as seen in the proposed increase in the number of foreign workers, it has become necessary to manage workers appropriately in order to improve the quality of their work by identifying them individually.

This paper introduces the personal identification of individual field workers, based on the facial recognition of individuals and of the “NEC DX Factory Co-creation Space,” that are implementing the next-generation fabrication process. Actual cases of its use and the importance of personal identification in the field of “monozukuri” are also discussed.
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    1. Introduction


    The recent advancement of AI and the expansion of IoT have given birth to an increase in the number of new technologies and services. These are also expected to change the fabrication methods of the manufacturing industries.


    On the other hand, while the reduced working population and extended working hours are causing social problems, the automation using facilities and robotics are advancing in the fields of fabrication. However, these invariably affect the kinds of work that is more effective when performed by manual labor, such as the high-mix/low-volume production required for mass customization. Consequently it is expected that the next-generation fabrication process will be started from the collaborative work of the facilities, robots and humans. The work situation will then be reproduced virtually in digital space and the results obtained thereby will be fed back to the real world (Fig. 1).
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         Fig. 1 Fabrication of the future.
        

     


    Considering the recent frequent occurrences of issues such as inspections made by unqualified personnel and manipulation of the results, enterprises need to build confidence by observing compliance in addition to fabricating high-quality products.


    In this paper, the following subjects are discussed; section 2 considers the importance of personal identification in the fields of fabrication, section 3 gives an outline of the “NEC DX Factory Co-creation Space”, which is an implementation of next-generation fabrication, and sections 4 and 5 introduce the identification of individual workers using “Face Recognition Impersonation Prevention Solution,” and also the way in which it is applied in the “NEC DX Factory Co-creation Space” is also discussed.


  


  
    2. The Importance of Personal Identification in the Fields of Fabrication


    In the Japanese manufacturing industry grave social issues that are resulting from various deceptive acts are being revealed one after another. These include allowing the production and inspection operations to be performed by unqualified personnel and the falsification of inspection results. In the future fabrication of goods it will become an important responsibility for each enterprise to observe compliance and retain satisfactory evidence that production has been carried out properly, in addition to providing high-quality product manufacturing. Since authentications based on the user ID and password leave some room for allowing the borrowing and lending of IDs, a mechanism that can reliably identify the persons that are actually working on a job becomes necessary.


    As the shift from mass-production to high-mix/low-volume production is accelerating in order to meet the market diversification, the work procedures for manufacturing are becoming more complicated. Moreo ver, the increase in the numbers of immigrant and non-regular workers is increasing the fluidity of field worker employment. In such an environment, it is expected that fabrication by maintaining a certain level of QCD (Quality, Cost, Delivery) will be more difficult to achieve in the future. It is expected that accurate work navigation according to worker skills by identifying them individually will be an important factor in dealing with these issues.


  


  
    3. NEC DX Factory Co-creation Space


    NEC has established the “NEC DX Factory Co-creation Space” at the Tamagawa Plant (Kawasaki City, Kanagawa, Japan). This is the site where the next-generation fabrication is being implemented. The advanced technologies and products of NEC and its partner enterprises/organizations are assembled here and the solutions merging NEC’s innovative fabri cation experti se are collected. This is the place where our visitors can experience the world of future fabrication realized by digital transformation.


    The production facilities at the NEC DX Factory Co-creation Space assuming the manufacture of small electronic devices are composed of four processes. These include the parts replenishment, processing/embedding, assembly and inspection. Automated guide vehicles (AGV) are working in the complementary parts replenishment and finished product carrying operations (Fig. 2). The assembly process is carried out by the human labor. Visitors can see and feel the future of fabrication materialized under the collaboration of state-of-the-art facilities, robots and humans.
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         Fig. 2 Solutions applied at the NEC DX Factory.
        

     


    In the production facilities, 15 solutions making use of the AI and IoT as shown in Fig. 2 are incorporated in supporting the solution of issues in the fields of fabrication. More solutions are planned to be added in the future.


  


  
    4. Face Recognition Impersonation Prevention Solution


    For the purpose of personal identification in the fields of fabrication, the NEC DX Factory Co-creation Space incorporates the Face Recognition Impersonation Prevention Solution.


    As shown in Fig. 3, this solution performs biometric personal authentication by collating the facial data stored in the QR code or on the IC card with the face image shot with a camera.
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         Fig. 3 Outline of Face Recognition Impersonation Prevention Solution.
        

     


    This solution exhibits the following features and ad - vantages when it is applied in a fabrication field.


    (1) Smart device operation enabling anywhere authentication


    
    Diffusion of smart devices in the fields of fabrication makes the addition of devices unnecessary or lowers their introduction barriers.

    


    (2) No need for a database or for network building


    
    The introduction and modification are possible under the leadership of the field workers, without relying on the IT department.

    


    (3) Biometric authentication without keeping personal information at terminals


    
    The dissemination of IoT has made it necessary to handle personal information including biometrics more cautiously than ever. In order to ensure security, it is quite effective not to leave biometric information in the servers or in the terminal equipment installed on the lines.

    


  


  
    5. At the NEC DX Factory Co-creation Space

    Employing the Face Recognition Impersonation Prevention Solution at the entrances of working areas in the NEC DX Factory Co-creation Space makes it possible to restrict entry into the working areas to permitted workers only. The setup work such as that for the parts supply may also be permitted only to skilled workers.


    The IoT in the fabrication is required to improve the QCD by integrated storage and the use of the data not only on the facilities but also on goods and persons. However, it is regarded as being difficult to collect personal work data accurately. This issue is solved by combining the Face Recognition Impersonation Prevention Solution with other solutions to achieve highly reliable collections/analyses of personal work data.


    In the assembly process of the NEC DX Factory Co-creation Space, the reliability and productivity of work are improved by providing easily-understandable work navigation based on voice instruction and projection mapping (Photo). The voice recognition technology is also applied to convert the work results spoken by each worker into data and to enable detailed work achievement registration per work item.
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         Photo Work instructions by projection mapping.
        

     


    The Face Recognition Impersonation Prevention Solution is also applied to the assembl y process so that authentication before work can ensure that the work is conducted by permitted workers only and that the navigation can be varied according to the skill of each worker in order to improve both the reliability and productivity of the work. Highly skilled workers are given simple voice instructions for the work while the novice workers are given work instructions that combine detailed voice navigation and projection mapping.


    The work data of individuals that has been collected as described above can be used in support of the accurate work analysis of each worker (Fig. 4).
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         Fig. 4 Example of personal work data analysis.
        

     


    When the Emotion Analysis Solution that analyzes human emotions using the data collected from wrist - band-type wearable devices is combined, it is also possible to analyze the emotion of each worker in each work event and to use the obtained results to contribute to improvement of the work (Fig. 5).
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         Fig. 5 Analysis display of Emotion Analysis Solution.
        

     


  


  
    6. Conclusion

    The NEC DX Factory Co-creation Space will combine facial recognition and various other solutions to implement the next-generation fabrication mode, in which humans, facilities and robots will collaborate.


    Personal identification based on biometric information will be more i mportant in the future i n improving the QCD for a society with a serious labor scarcity, while at the same time building confidential relationships with customers by observing compliance.


  


  
    * QR code is a registered trademark of DENSO WAVE INCORPORATED.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    To boost security and enhance convenience, many public facilities such as airports and train stations are beginning to roll out new face recognition technology, with many more already planning to implement it. On a more mundane level, this new technology is poised to replace passcodes and ID cards in applications such as payment verification, mobile phone access, online shopping, and so on. In this paper, we will look at the face/human body detection and face matching technologies introduced by NEC, as well as person re-identification technology which complements face recognition. Person re-identification technology is another form of biometrics that can identify an individual based on their overall appearance, even when their face is not visible. We also review the test results of the Face in Video Recognition (FIVE) program conducted by the United States National Institute of Standards and Technology (NIST) in which NEC was ranked first in evaluation accuracy.
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    1. Introduction


    Over the past couple of decades, the world has suffered numerous indiscriminate terrorist attacks represented most spectacularly by the September 11 attacks and Boston Marathon bombings. Growing public anxiety has led to ever-increasing demands for stronger and more reliable security measures, including the implementation of face recognition technology. NEC’s face recognition technology ranked first in benchmark testing held by the United States National Institute of Standards and Technology (NIST) in 2009, and has topped the rankings three times since then1). NEC also was ranked first in the NIST’s Face in Video Recognition (FIVE)2) in 2017 (Fig. 1).
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         Fig. 1 History of face recognition R&D at NEC.
        

     


    NEC’s face recognition products have been adopted in more than 100 systems in 45 countries the world over. They have been utilized at major facilities around the world, including New York’s John F. Kennedy Airport, the main airports in Brazil, various Australian government organizations, and the South Wales Police. In 2014, the NEC Group, in collaboration with TAPIRS Co., developed the first ticket ID system in Japan to use face recognition software for concert ticket sales. Applied to 1.1 million people over a period of four years, this system has made it much more difficult to gain admission with illegally resold tickets3).


    As effective and widely deployed as face recognition is, it often needs to be supported by other biometric recognition technology to ensure reliable identification in situations where the face cannot be properly seen. We all know that we can usually identify a friend or family member even when they are facing away from us thanks to their overall appearance. Similarly, person re-identification technology can identify an individual based upon the whole-body image of that individual. In combination with face recognition technology, person re-identification technology tremendously enhances identification capabilities under almost any circumstances.


    In this paper, we introduce our face recognition and person re-identification technology in Chapter 2, summarize the evaluation results of the FIVE conducted by the NIST in Chapter 3, describe some usage scenarios for person re-identification in Chapter 4, and offer our conclusion in Chapter 5.


  


  
    2. Face Recognition Technology and Person Re-identification Technology


    Rapid advances in deep learning technology over the past few years have helped to increase the power of face recognition and person re-identification technology, leading to dramatic improvements in the precision of identification capability. In this section, we will introduce the main features of face/human body detecti on technology, face matching technology, and person re-identification technology — the core technologies driving this quantum leap in identification precision.


    2.1 Face/human body detection technology


    Face/human body detection technology is used to spot faces and human bodies in images. The deep learning technology constructs con volutional neural networks that output the positions of the faces and human bodies captured in input images. Due to differences in individual posture and clothing, human bodies can present near-infinite variations in appearance, making them much more complex than faces. To deal with this complexity, a massive number of images of the human body — showing an enormous variety of individuals engaged in activities such
as walking and running — is input into the system as learning data. This makes it possible to ensure detection of faces and human bodies in various settings (Fig. 2).
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         Fig. 2 Processing flow in face/human body detection technology.
        

     


    2.2 Face matching technology


    Face matching technology compares various normalized feature points — including position, size, and angle — in a person’s face with the face in the registered image. The normalized face image is input into a convolutional neural network based on deep learning to extract the optimal features necessary to accurately identify an individual. This makes the system less susceptible to recognition problems caused by partial occlusion, aging, wearing a mask, etc. The result is more robust individual identification performance despite changes in appearance (Fig. 3).


     
        [image: 180215_03.jpg]
        
         Fig. 3 Processing flow in face matching.
        

     


    2.3 Person re-identification technology


    As with face matching technology, person re-identification technology is also used to determine whether an individual is the person in gallery or not, so the basic function of these two technologies is the same. The difference is that person re-identification technology uses whole-body images as the basis for identification, rather than just face images. In this case, an image of an individual’s entire body is input into a deep-learning network, and the feature vectors are output. The feature vectors in the gallery image are then compared with those of the individual and a similarity score is calculated. On this score, whether the subject is the person in gallery or not is determined (Fig. 4).
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         Fig. 4 Processing flow in person re-identification technology.
        

     


    One of advantages of our person re-identification technology is that it can still be effective even when the body is partially occluded (Fig. 5). To achieve this capability, NEC incorporated special procedures in the learning method used by the deep learning system.
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         Fig. 5 How person re-identification technology works.
        

     


  


  
    3. Evaluation of Our Video Face Recognition Performance by the NIST


    In this section, we discuss the results of tests conducted on NEC’s video face recognition technology by the NIST, which were made public in 20174). Called Face in Video Recognition (FIVE), this test is designed to evaluate the performance of face recognition technology in video images and is a precision test intended for subjects who are not aware that cameras are tracking them. The tests started in February 2015, and the final report was published in March 2017. There were 16 participants from around the world. For the purposes of the test, it was assumed that the face recognition technology would be used for building access control and detection of suspected individuals. Tests were conducted under various scenarios (number of individuals registered, camera locations, number of cameras, etc.).


    The outline of the test performed on the assumption of walkthrough recognition is shown in Fig. 6. This test was performed assuming that the setup was for walkthrough recognition at an airport or similar facility and that each individual would be recognized while unaware of the camera and without stopping in front of the camera. 480 people were registered in advance — equivalent to the average number of passengers per aircraft. The subjects to be recognized were in 248 video clips, and the evaluation was based on the highest matching rates. In this test, the faces were close to the camera, so it was a favorable environment for video face recognition.
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         Fig. 6 NIST benchmark testing* environment (walkthrough recognition).
        

     


    The results of the test are shown in Fig. 7. At 0.8%, NEC boasted the l owest error rate by far, less than a quarter of the rate of the second-ranked participant. The results made it abundantly clear that NEC’s system was capable of delivering reliable performance in a real-world environment where people are not aware of the camera and do not stop in front of it.
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         Fig. 7 NIST benchmark testing results (walkthrough recognition).
        

     


    Now let’s look at the test to recognize people from images shot with outdoor camer as (Fig. 8). In this test, the subjects were far from the camer as and the subjects faced in many different directions, resulting in an adverse environment. Again, 480 people took part in the test and the video recording used for matching was about 133 hours long. Since the distances between cameras and individuals were significant, the faces were captured in low resolution. Moreover, the directions of the faces were varied. All these factors contributed to creating an unusually adverse environment for video face recognition.
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         Fig. 8 NIST benchmark testing* environment (stadium).
        

     


    Fig. 9 shows the test results. NEC’s system proved able to detect more than 85% of the people with face recognition only. Our error rate was less than half of that of the second-ranked participant, demonstrating that NEC was the only vendor able to achieve reliable matching with low-resolution images.
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         Fig. 9 NIST benchmark testing results (stadium).
        

     


    As we have seen, NEC’s face recognition technology has not only been highly assessed with still images, but also with video images. These tests clearly demonstrated that our technology could achieve stable performance under adverse conditions using either still or video images. This remarkable achievement has helped solidify our reputation as one of the world’s leading innovators in the field and inspired adoption of our face recognition technology in various projects around the world.


  


  
    4. Usage Scenarios for Person Re-identification Technology


    One possible usage scenario for person re-identification would be to locate a missing child or other specific individual in a large facility such as an airport. Most large facilities have numerous cameras installed at various locations. Using the images captured by these cameras, the user can search for people. While face recognition may be effective for searches of specific individuals in this situation, it cannot be used to identify people whose faces are not visible because they are facing away from the camera, for example. In this case, searching the resulting video footage with face recognition alone will be ineffective, delaying locating the missing person.


    One solution to this problem is to search for a person using person re-identification software while coordinating multiple cameras. Thus, when a person’s face is visible in the image from one camera, that person can be identified using face recognition technology. Subsequently, the person re-identification technology can be called into play to interrelate images from multiple cameras (Fig. 10), enabling the search to be continued even when faces cannot be seen in images. By comparing the ongoing search results of people with the linked face recognition data, the person re-identification software makes it possible to execute a search for an individual at any given moment.
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         Fig. 10 Usage scenario for person re-identification.
        

     


    In addition, even when not combined with face recognition, search using person re-identification can detect traffic lines of people in images, making it possible to detect individuals who are loitering or otherwise acting suspiciously.


  


  
    5. Conclusion


    In this paper, we have discussed NEC’s face recognition and person re-identification technologies and summarized the NIST test results. The potential market for systems that combine face recognition and person re-identification is increasing year by year. In order to put this combination in practical use, it is important to take requirements for both securi ty and pri vacy into consideration. We at NEC are committed to promoting technological development that ensures individual privacy in keeping with the relevant laws and regulations of respective countries, while enhancing our product’s performance in terms of security by further improving recognition precision.
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    Abstract


    Iris recognition is already beginning to penetrate the public sphere and has recently been adopted in smartphones, national ID systems, and border control. This paper outlines iris recognition technology in general and introduces the key elements of NEC’s iris recognition technology — in particular, fusion matching technology which is playing a pivotal role in taking the precision of iris recognition to the next level. We will also review the results of the iris recognition evaluations conducted by the United States National Institute of Standards and Technology (NIST), which demonstrate unequivocally the superior precision of our technology. Finally, we will examine the latest trends in iris recognition technology.
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    1. Introduction


    Biometrics is fast becoming the predominant method for individual identification and authentication in modern society. Starting with fingerprint recognition several decades ago, biometrics has evolved over the years to encompass other recognition modalities that take advantage of the unique characteristics of other parts of the body such as the face, the veins, and so on. Most of these newer modalities have been put into practical use. One of the most recent is iris recognition.


    The human iris is a thin membrane on the interior of the eyeball, situated between the cornea and crystalline. It acts to control the amount of light entering the eye through the pupil by opening and closing. The pattern of the smooth muscle which dilates the diameter of the pupil is determined by the amount of melanin pigment. Now it is possible to use this pattern to identify an individual.


    When and who first proposed the concept to identify an individual using the iris pattern differs from one account to another. The generally accepted account is that it was first proposed by ophthalmologist Frank Burch in 19361).


    Iris recognition as we know it today first gained prominence when Cambridge professor John Daugman developed and patented an algorithm to automate identification of the human iris in 19942). The precision of iris recognition became widely known a decade later when the results of 200 billion iris cross-comparisons were released by the University of Cambridge Computer Laboratory in June 20053). Since then, many vendors around the world have deployed solutions based on this patent. At NEC, we developed our own original algorithm, using it as the basis for research and development, and ultimately began releasing iris recognition products that have set world standards for precision and reliability.


    When the iris is scanned using visible light, a strong reflection is created by the cornea and there is a significant difference in corneal thickness between races. When near infrared light is used instead, the differences between races can be suppressed, making it possible to obtain a relatively stable amount of information. Because near infrared scanning can also suppress light reflections, nearly all of today’s iris recognition systems use near infrared light for scanning.


    Besides having a distinct pattern unique to each individual, the iris is protected by the cornea, making it one of the components of the human body that is least likely to be damaged. The pattern of the iris is usually stabilized at some point in the first six months after birth and generally remains unchanged for the rest of the individual’s life. Moreover, iris patterns are completely random; there is no similarity between identical twins and even between the same person’s left and right eyes. This all makes iris recognition an excellent modality for biometrics.


  


  
    2. Principles of Iris Recognition


    The process of iris recognition begins by locating the position of the i ris. This is done by identifying the inner and outer boundaries of the iris shown in Fig. 1. In other words, the area composing the donut-shaped ring, which corresponds to the iris, is located. The donut-shaped ring may not always be a perfect circle because distortion sometimes occurs, in which case it is treated as an ellipse to enhance precision.
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         Fig. 1 Localization of the iris area.
        

     


    Next, the donut-shaped iris area is divided into sectors as shown in Fig. 2. The luminance of the iris in each microspace is converted into numerals. By encoding the variations of numerals in adjacent microspaces, the system generates the feature values.


     
        [image: 180216_02.jpg]
        
         Fig. 2 Generation of iris feature values.
        

     


    Finally, the features values generated as shown in Fig. 3 are compared and collated to calculate the degree of similarity.
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         Fig. 3 Iris matching.
        

     


  


  
    3. NEC’s Iris Recognition


    NEC started researching and developing iris recognition technology in 2007. Two years later in 2009 we successfully completed our first algorithm and obtained a patent for it. In 2014, as biometrics entered the mainstream, we ramped up research, increasing the number of researchers assigned to this field in an effort accelerate improvements in precision and performance. Later, we participated in Iris Exchange (IREX) IX evaluations where our algorithm was judged to have the highest matching accuracy4). Below, we discuss the various elements that contributed to this achievement.


    3.1 Taking advantage of image recognition technology derived from our experience in fingerprint recognition technology


    When we began our research into iris recognition technology, the core of our development team was drawn from long-time researchers with years of experience in the development of fingerprint recognition technology. As different as the eyes and fingers may seem, fingerprint recognition and iris recognition are actually quite similar in terms of the extraction of feature quantity from images. Thus, the image recognition technology we had developed for fingerprint recognition could quite easily be converted for use in iris recognition, enabling us to quickly build up a powerful, high-precision iris recognition system without starting from scratch (Fig. 4).
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         Fig. 4 NEC’s iris detection and feature extraction.
        

     


    3.2 Multi-algorithm feature extraction fusion matching technology


    A form of biometric technology known as fusion matching has proven extremely effective at improving the precision of iris recognition. Fusion matching technology uses multiple algorithms to extract and collate features, synthesizing the results to improve precision. It is generally understood that the more variations there in the features being examined, the more effective fusion matching becomes. In order to construct multiple feature extraction algorithms, internal processing and other operations related to iris recognition are fractionalized as shown in Fig. 5. To increase combination patterns, we developed multiple algorithms for each internal process. This enabled us to build numerous feature extraction patterns in a short period of time, thereby contributing to the improvement of precision.
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         Fig. 5 Iris fusion matching technology.
        

     


    3.3 High-speed matching technology based on CPU optimization


    Matching precision and speed exist in a relationship that can only be described as a trade-off. The more times matching is executed, the greater the level of fusion, and the higher the precision of the results. Increasing speed would normally require reducing the number of times matching is executed, thereby reducing accuracy. We got around this by optimizing the software to maximize the potential of the CPU. To accomplish this, we asked for help from a team at NEC Central Research Laboratories who specialized in this field. We succeeded in significantly improving processing performance by using vectorization to perform optimization. By transforming loops to vector operations, this allowed to execute fusion matching many times at very high speed.


    3.4 Fine-tuning the fusion matching technology


    Although we have incorporated many feature extraction algorithms, without effective combinations, the effectiveness of fusion matching would be limited.  NEC owns time-tested fusion matching optimization technology that builds on our proven fingerprint recognition technology. Application of this technology enabled us to achieve optimal combinations for fusion matching in a short period of time.


    3.5 Issues with iris recognition


    There are a number of issues unique to iris recognition that are not seen in other biometric modalities. One of these is the potential for false positives due to out-offocus images. Because iris recognition uses iris patterns as they appear in the captured image to extract feature values, out-of-focus images can result in high scores even when the images are of different individuals. NEC has developed a new technology that can match the correct individual at high precision while suppressing the acceptance rate of other individuals due to out-of-focus images (Fig. 6).
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         Fig. 6 Matching of out-of-focus iris images.
        

     


  


  
    4. Iris Recognition Applications


    Biometrics is becoming increasingly common in our day to day lives. Due to its unique characteristics, the scenarios where iris recognition can be used are distinct from other biometric modalities.


    Iris recognition is generally not used for any negative identification applications. For example, since the iris pattern does not linger on an object at a crime scene, it is not used for criminal investigation. Nor is it used for ordinary surveillance. The area of the iris is so small that it does not provide the level of resolution needed to obtain iris information from images shot with a large camera-to-subject distance at a standard angle of view. Moreover, since infrared light is used to scan the iris, it is difficult to capture the face and iris simultaneously.


    Iris recognition really comes into its own in positive identification applications. The rate of false positives is very low and changes in the weather or the physical state of the human body have no effect. This makes it ideal for applications such as payment verification, as well as in cases where other modalities are less effective such as when parts of the body other than the eyes are covered — for instance, when medical personnel wear masks, gloves, and caps, when a protective gear is worn at the entrance to a critical facility, or when coal miners are covered with dust.


    Iris recognition is also suitable for applications in multimodal systems that use combinations of biometric modalities (national identification system, for example). For instance, in India’s national identification system in India — called Aadhaar — it is mandatory that citizens register their bioinformation of fingerprints, faces, and irises when they register their unique ID numbers. The false acceptance rate of Aadhaar required less than one of 100-billionth.Such high precision is difficult to achieve with a single modality. But by combining iris, fingerprint, and face recognition, the Aadhaar system is able to achieve this extraordinary level of precision.


  


  
    5. Prospect of Iris Recognition


    The fact that iris recognition requires a dedicated device to scan the iris has slowed its popular acceptance. However, the opti cal components of the devi ce have exponentially evolved in these 10 years, lowering the threshold of introduction.


    Since the area of the iris is relatively small, a VGA (640 x 480 pixels) image should be sufficient. Ideally, however, the iris should be scanned at a resolution of about 500 dpi. This requires the use of a lens with a long focal distance when the subject is away from the camera. This results in a narrow angle of view, which makes it difficult to capture an image of a moving person. Fast shutter speeds can also be problematic in cases where the amount of infrared light is small, making it necessary to reduce the aperture value. This results in a shallow depth of field, restricting the usable in-focus distance to a small range.


    Today’s most usable iris camera uses face recognition and iris shooting in combination. The position of the face can be located instantaneously inside the camera. Then, because the lens used to capture the iris is movable, it can be moved to the position of the iris, dispensing with the angle-of-view problem. Theoretically, the iris can be shot from a relatively long distance with this type of camera. Cameras that can capture images at up to a meter from the subject are already available on the market and have been put into practical use. As this type of camera becomes more affordable and more compact, applications for iris recognition can be expected to expand.


    NEC will continue its pursuit of high-speed, high-precision iris recognition technology. Through the use of larger-scale, more accurate recognition technology, we will keep our commitment to contributing to the achi evement of safe and secure society.
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    Abstract


    For more than a century, latent fingerprints have been one of the most important forms of evidence used by law enforcement and criminal investigative agencies worldwide. While tremendous progress has been made in conventional fingerprint matching, matching latent fingerprints has proven to be a more difficult problem due to the poor quality of the prints. Typically obtained under less than ideal conditions, latent prints are frequently incomplete or degraded by background noise. Since fingerprint identification depends on the quality of the print, matching technology with much higher accuracy is required to identify suspects, increase the arrest rate, and help build a safer and more secure society. NEC has been working on fingerprint recognition for nearly fifty years, constantly striving to increase the accuracy of our matching technology. This paper provides a historical overview of NEC’s research in fingerprint matching technology and introduces our latest technological advances in this field.
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    1. Introduction


    Today, biometrics such as face recognition, iris recognition, and vein recognition are employed in a wide range of applications from logging on to a computer or mobile device to national identification systems1). All of these modalities are relatively new — having only been made possible by advanced electronic technology. Fingerprint recognition, on the other hand, has a long and storied history, stretching back more than a century. NEC first got involved in fingerprint recognition R&D nearly 50 years ago and has developed and deployed a wide variety of solutions since then. It is worth noting that our first fingerprint identification solution was developed for use in criminal investigations.


    Before the introduction of computerization to fingerprint matching, the process was a long and laborious one in which all collected fingerprints had to be visually compared with the reference pattern to see if they matched. Computerization made the process much more efficient, significantly reducing the time required for individual identification, thereby enhancing the effectiveness of criminal investigations. However, the quality of the latent fingerprints left behind at crime scenes remains a problem. In many cases, only partial prints can be obtained and these are often further corrupted by background noise as shown in Fig. 1. Finding a way to match fingerprints with high accuracy using limited information is essential.
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         Fig. 1 Latent fingerprint images.
        

     


    Improving the accuracy of latent fingerprint matching has been NEC’s central focus since entering the field 50 years ago. In this paper, we will review history of NEC’s research into latent fingerprint matching technology and introduce our current effort to improve matching accuracy using a new feature amount.


  


  
    2. History of Research into Latent Fingerprint Matching


    2.1 Establishment of automatic matching technology (1970s–1980s)


    NEC started its research in fingerprint matching in 1971 and developed a system using the Minutiae and Related Method. Minutiae are the major features of a fingerprint image. In addition to minutiae location and orientation, this system incorporated ridge-count information present in the local four surrounding quadrants of each minutiae under consideration for pairing. This technique made it possible to overcome the inability of conventional fingerprint matching to cope with substantial distortion in latent fingerprints. Building on this technique, NEC introduced its first automated fingerprint matching system in 1983. Combining the minutiae and relation data with feature sets called zones that divide the fingerprint in two parts — the part where the central axis indicating the fingerprint’s central position and ridges is clear and the part where it is unclear, this system established the basic feature amount as shown in Fig. 2, which would serve as the basis of NEC’s fingerprint matching system.
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         Fig. 2 Basic feature set.
        

     


    2.2 Improvement of accuracy and palmprint matching (1990s)


    Moving into the 1990s, we began working on improving the accuracy of an automatic fingerprint feature extraction system and developing techniques for latent palmprint matching. Earlier feature extraction systems often missed the more minute feature points (minutiae), but our new system made it possible to extract them with high accuracy. Palmprint matching posed a different set of challenges. Despite the apparent similarity between palmprints and fingerprints, they are actually quite different. A palmprint has more wrinkles than a fingerprint; it is often difficult to automatically extract features as is as shown in Fig. 3. This meant that we had to develop a new feature extraction system that could better manage wrinkles. Another difference is that the center of the finger provides a clear reference point, making positioning much less difficult. Palmprints have no such reference point. Moreover, the palm is much larger than the tip of a finger. These factors made it necessary for us to develop new positioning technology, which would provide the foundation for a palmprint matching system.
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         Fig. 3 Palmprint feature extraction that can better manage wrinkles.
        

     


    2.3 Automated latent fingerprint matching


    By the 2000s, research into automated latent fingerprint matching was accelerating thanks to the r apidly improving performance of computers. Until then, excessive noise and blurring had made it difficult to automatically extract features from latent fingerprints and match them. As a rule, minutiae such as ridge endings and bifurcations had to be entered manually by latent print examiners before the prints could be processed. Replacement of this painstaking and time-consuming process with automated matching was a matter of considerable urgency. In response, we developed noise reduction technology2) as shown in Fig. 4 and new feature extraction and matching technologies using multiple algorithms called fusion matching technology. We also began working on a system that would offer even greater accuracy by combining the new technologies. Ultimately, we were successful, and our new system w as ranked first in the Evaluation of Latent Fingerprint Technologies 2017 (ELFT07)3) conducted by the United States National Institute of Standards and Technology (NIST).
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         Fig. 4 Latent fingerprint noise reduction.
        

     


    2.4 Putting our automated latent fingerprint matching technology into practical use and developing a new feature amount (2010s)


    In the second decade of the 21st century, our research focused on developing a system that would bring high accuracy and high performance into alignment. Up until the 2000s, the focus had been entirely on improving accuracy. Unfortunately, this meant sacrificing speed. Automated latent fingerprint matching systems were generally so slow that it was difficult to put them i nto practical use. One of the factors that caused the slow matching speed was the multiple fusion method used to improve accuracy, which combined hundreds of thousands of different algorithms in an effort to ensure precise, error-free matching. To increase speed, it was necessary to reduce the number of algorithms without compromising accuracy. The route we took was to combine multiple feature sets into a single feature set and to develop a high-speed system that could perform each match itself. This allowed to develop a system able to operate at speeds comparable to conventional matching speed while maintaining high accuracy. At the same, the limitations of matching systems that used conventional feature sets began to emerge. Starting the mid-2010s, we started trials to define a new feature set that would make it possible to match fingerprints that were normally difficult to match.


  


  
    3. Our Efforts to Improve the Matching Accuracy Using the New Feature Set


    3.1 Rich relation


    When latent print examiners examine the relationships between paired minutiae in detail, they track ridges and compare the number of the ridges in most cases. Simulating this task with a conventional relation feature amount was insufficient, so we expanded the relation feature amount and defined a new feature amount. This is what we call the rich relation.


    (1) Contour ridge-count now included

    
    With respect to the count of ridges between minutiae, we also included the count of contour ridges as part of the definition, in addition to the count of intersections with straight lines as shown in Fig. 5. The contour ridge-count can be i nterpreted as the height difference between two minutiae assuming the mountain model generated by fingerprint ridges (assuming the fingerprint core/center as the mountain peak).We also included the directions of child minutiae when traced from parent minutiae in the new feature set. By adding the number of contour ridges, it is now possible to compare high curvature regions and areas with significant elastic deformation.
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         Fig. 5 Regular ridge-count and contour ridge-count between minutia #1 and minutia #4.
        

     


    (2) Introduction of connection types

    
    We also introduced connection types as shown in Fig. 6. These newly defined connection t ypes are used when a single ridge connects two mi nutiae. They are useful for classification of how minutiae connect with each other and can be used for matching and comparison of minutiae. This is also expected to help improve accuracy.
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         Fig. 6 Connection types between minutiae.
        

     


    (3) Expansion of the number of relations

    
    The number of relations in the conventional method is small. It has only the total of 4 — 1 in the nearest neighbor in each quadrant. When there are many false minutiae, many undefined cases occur, resulting in the deterioration in the accuracy. In the rich relation, this number has been expanded to 32 in the nearest neighbor.

    


    3.2 Secondary direction of minutiae


    It is often difficult to reliably discern minutiae that exist in high curvature regions. To solve this problem, we have defined a secondary direction for minutiae as shown in Fig. 7.
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         Fig. 7 Addition of secondary direction of minutiae.
        

     


    3.3 Loop top spur and delta dot


    Although there are no minutiae in the looped skeleton (the innermost ridge) and delta region, they can still provide a very effective feature set for use in crime scene investigations. As these configurations are susceptible to minor factors and likely to generate different extraction results depending on the condition, they cannot normally provide a stable feature set. However, by generating pseudo-short ridges at the top of a loop and in the delta region as shown in Fig. 8, we succeeded in making it possible to use them to create a stable feature set.
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         Fig. 8 Loop top spur and its variation example.
        

     


    3.4 Dubious zones


    There are often cases where latent print examiners wonder whether minutiae in a particular zone should be specified or not when they enter latent fingerprints. For areas such as these, we defined dubious zones as a new feature amount, making it possible to enter questionable minutiae.


    3.5 Skeleton


    Skeletons (ridges converted to thin lines) can be treated as a feature set, and the relationships between them can be compared. We call this procedure skeleton matching. In skeleton matching, paired minutiae are first determined using minutiae matching. Then minutiae that have the same type of ridge ending and bifurcation are searched. These minutiae are then paired with previously paired minutiae. As minutiae propagated in this manner, their validity is verified while any distortion is absorbed.


  


  
    4. Future Prospects


    Automation, high speed, and high accuracy are now expected from any latent fingerprint matching technology used in criminal investigations. In the coming years, applicable databases will be constantly expanded, increasing demand for matching technology with ever greater speed and accuracy. One way of meeting this demand will be through the incorporation of AI technology, which has seen dramatic advances in recent years, with deep learning especially showing spectacular results. By skillfully integrating new technology such as AI with the powerful technology we have developed thus far, we expect to produce faster, more accurate matching technology that will help achieve our dream of a world that is truly safe and secure.
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    Abstract


    We use our voices all the time to communicate with one another. Talking is the simplest and easiest means of information transmission. It could also be one of the simplest means of identification. Recent advances in computing technology have made voice recognition — a biometric technology based on the unique characteristics specific to an individual’s voice — more convenient, safer, and more secure than ever. In this paper, we review the current state of voice recognition technology and show how deep learning — the core of contemporary AI technology — is providing the key to unlock the power of biometrics. We will also look in some detail at NEC’s work in the field of voice recognition technology, which is at the forefront of worldwide efforts to make this technology accessible and reliable. Finally, we discuss potential industrial applications for voice recognition technology such as public safety solutions.


    


    
      Keywords


      speaker verification, speaker identification, speaker recognition, deep learning, speech recognition

    

  


  
    1. Introduction


    Communication is an integral part of our daily lives and we use many different means to communicate with one another. However, none is more important than the human voice. Speaking and listening are fundamental, the basis for all other forms of communication. To speak and listen, you don’t need an electronic device; you don’t even need paper and pen. All you need is your voice. No other means of communication is simpler or easier.


    The voice — which is the medium for speaking and listening communication — is a type of human biometrics. Because each person’s voice has characteristics that are unique and peculiar to that voice alone, the voice can be used for biometric identification. Voice recognition offers an easy and simple means of individual identification for users. Moreover, this type of authentications requires no special equipment; conventional microphones and telephones can be used, and no expensive, special sensor device is required. Setting up a voice recognition system is easy and relatively inexpensive.


    What is voice recognition technology, how does it work, and what is its connection to deep learning — one of today’s core AI technologies? These are some of the questions we will try to answer in this paper. We will also take a look at the work NEC has been doing in this area, examine the world-class voice recognition technology the company has developed, and consider potential industrial applications for voice recognition technology such as public safety solutions.


  


  
    2. Voice Recognition Technology


    Everyone is used to guessing whose voice they are listening to even when they cannot see the speaker. As long as you know the person, you’re pretty likely to guess correctly. The unique characteristics of each individual’s voice are dictated by various physical features such as the shapes of the vocal chords and oral cavity (physical characteristics), as well as by speech habits particular to each of us (behavioral characteristics). Voice recognition technology identifies the speaker by extracting and analyzing the features that relate to these individual physical and behavioral characteristics.


    2.1 Technological components of voice recognition


    Technically speaking, voice recognition is called speaker recognition or speaker verification. In many cases, it refers to a technology that uses one-to-one processing to compare two voices to determine if they are the same person. Speaker identification, on the other hand, which seeks to identify an unknown individual by their voice, performs one-to-many processing. But even this ultimately boils down to multiple repetitions of one-to-one comparisons. Thus, the basic unit of processing is one-to-one processing, as shown in Fig. 1.


    
      [image: 180218_01.jpg]

      
        Fig. 1 Basic configuration of voice recognition system (one-to-one comparison): Models (λ, ν) to extract features and calculate similarity are determined by data through learning.
      

    


    Today’s most popular framework for feature extraction is a framework called i-vector1). Using a standard model of phonemes comprised of many speakers’ voices (various vowels and consonants), the i-vector extracts the differences between the standard model and input voice as a feature. However, if all the differences are extracted, the feature will be enormous, with potentially hundreds of thousands of di mensions. To avoid this problem, i-vector compresses such an enormous feature to around 400 dimensions using factor analysis. To calculate similarity, a model called probabilistic linear discriminant analysis (PLDA)2) is often used. The PLDA stochastically reformulates equations using linear discriminant analysis (LDA) — a traditional method for machine learning — and automatically selects the feature best suited for identification of the speaker based on the 400-dimension feature of the i-vector. Once the data has been analyzed, the similarity is calculated as a likelihood ratio.


    Both i-vector and PLDA are formulated using probabilistic models based on the assumption of Gaussian distribution (normal distribution). The de facto standards for voice recognition, i-vector and PLDA incorporate various machine learning techniques. Capable of automated learning, they can generate optimal model parameters from a large amount of data.


    2.2 Incorporation of deep learning


    Recently, researchers in the fields of image and speech recognition have sought to improve accuracy by applying deep learning. Voice recognition is no exception to this trend; research into deep learning got underway in 2014, and a paradigm shift is now taking place in this field, a shift that promises to bring voice recognition into the mainstream.


    This shift is marked by the emergence of a system called deep speaker embedding, or x-vector, which exponentially increases the accuracy of voice recognition. Researchers in the field have eagerly seized on x-vector as a new feature extractor with the potential to replace the conventional i-vector system3). Fig. 2 shows the concept of the x-vector system. First, a deep neural network (DNN) composed of a feature extractor and discriminator is trained to correctly deduce speakers from their voices. The feature extractor of the DNN has been designed in such a way that it pulls only the information suitable for speaker identification from their voices.
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        Fig. 2 Concept for feature extraction based on deep learning (x-vector).
      

    


    Because speech is time-series data with variable length, the amount of data input to the neural network is also variable. This very fact makes it more difficult to handle voices than images. However, it is possible with the x-vector to output a feature in a fix ed number of dimensions by inserting a pooling layer — which aggregates the data in a temporal direction — in the end of the feature extractor.


    Trials in introducing deep learning to voice recognition do not stop at feature extraction and range widely from the front-end (speech/non-speech recognition and speech enhancement under noisy conditions) to the back-end (similarity calculation). An end-to-end system has also emerged that performs learning of the entire system by replacing all the technical components with the neural network4). This trend is likely to continue in the future.


    2.3 NEC’s Work in This Field Shows Promise


    At NEC, we see voice recognition technology as one of the leading next-generation biometric modalities, closely following fingerprint and face recognition. Consequently, we have been working hard to develop this technology for practical use and have achieved results that have made us the world’s leader in this field.


    We were the first to see the potential of deep learning and the first to start research i n this promising area. That early research has paid off with the development of powerful unique technol ogies; these i nclude a so - phisticated filter to accurately detect voice activity by distinguishing speech from non-speech in noisy environments5), a noise reduction system to eliminate noise components from the features of noisy speech6), and technology to i nfuse a short-duration utterance with the same quanti ty of features as can be dr awn from long-duration utterance, as this makes it easier to obtain information pertaining to individual characteristics7).


    Besides, NEC has been actively participating in the Speaker Recognition Evaluation (SRE) series — evaluations conducted by the U.S. National Institute of Standards and Technology (NIST)8). The SRE series are a competition in which more than 60 teams (in SRE18) from industry-academia-government organizations around the world participate and compete against one another to test the speaker recognition accuracy of their systems using the same data set. We have repeatedly demonstrated our technological superiority in these competitions.


    In SRE18, testing was conducted with two tasks: one to find a specific individual from telephone conversations marred by background noise and poor li ne conditions; and the other to find a specific individual from multiple individuals who appear in video segments on the Internet such as YouTube. Both tasks featured technically severe conditions with a high level of difficulty. In the telephone conversations for example, the degree of accuracy for the baseline presented by the NIST was only 88.8% (11.2% crossover error rate). This does not by any means suggest that the technical level of the NIST’s baseline system was low. In fact, this baseline system was the latest state-of-the-art system equipped with the above-mentioned x-vector feature extractor. Taking all this into account, NEC’s system achieved accuracy of 95.0% (5.0% crossover error rate) — which was an error rate less than half of what the newest cutting-edge system could achieve.


    When you are developing this kind of system, you have to push the quality and performance of every component to the limit. The remarkable improvement in accuracy that we were able to achieve as accomplished by developing an original feature extraction system by adding an auxiliary network called an attention mechanism to the x-vector. This new mechanism automatically selects those parts of the recording where individual voice characteristics are more prominent9). We modified the deep learning process as well to enable effective learning without the massive amounts of training data usually required. Instead, we developed a new method for augmenting data by converting limited voice data to multiply the apparent number of speakers several times.


  


  
    3. Industrial Applications


    Finally, let’s consider the potential benefits to society of voice recognition technology (Fig. 3).
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        Fig. 3 A wide range of scenarios where voice recognition can play a role.
      

    


    E-commerce: Signatures for small purchases with credit cards are rarely required any more. This lowers the barrier to purchasing for both buyers and sellers by streamlining and speeding up the payment process. Nowadays, convenience is just as important to consumers as security. Using voice recognition meets both these needs. The voice is a simple medium people use for everyday communication, so biometric authentication using voice provides users with a handy and easy means of individual identification. Voice recognition is an identification method ideal for individual identification in commercial transactions such as e-commerce and Internet banking.


    Call center operations: As more companies take customer-oriented approaches, they are continually striving to improve their services at contact points with customers such as call centers. Some of the issues that have arisen include simplification of individual identification procedure for important customers who make phone calls frequently (Fig. 4) and early identification of problem customers such as chronic claimers. Because voice recognition is the only biometric that can be used on the telephone where participants are not visible to one another, it’s ideal for call center operations as it makes it possible to identify customers in the course of a natural conversation.
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        Fig. 4 Call center support: Quick confirmation of customer identification.
      

    


    Criminal investigation: Telephone-based fraud is a sophisticated and constantly evolving criminal enterprise, always adapting to the various measures taken to combat it. Voice recognition may prove helpful in investigating these crimes, providing an analytical tool to support tracking of perpetrator. It can also support surveillance of organized crime on telephone and the Internet. Voice analysis can also be used proactively to suppress crime as it may be capable of picking up information pointing to potential criminal activity — more so even than the surveillance cameras that have become so commonplace on our streets in recent years.


    Other: Voice-based individual identification is likely to be the biometric of choice for hearables such as smart speakers and smart earbuds as well as for user-friendly interfaces such as robots10).


  


  
    4. Conclusion


    Voice recognition is clearly one of the easiest biometrics to implement and use. Now, thanks to the incorporation of deep learning in voice recognition systems, this technology is much more reliable and secure. NEC has established itself as a world leader in this field with superior technology that is setting the standard for accuracy and performance. Ideally suited for a broad range of applications such as e-commerce, call centers, and criminal investigation, voice recognition offers user-friendly convenience and high accuracy. NEC is committed to bringing the benefits of this technology to society and to enhancing and refining that technology.
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    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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  Ear Acoustic Authentication Technology: Using Sound to Identify the Distinctive Shape of the Ear Canal


  
    ARAKAWATakayuki
  


  
    Abstract


    Just as each face has its own unique characteristics, so too do other parts of the head. The ear, for example, has many distinct features, including the shape of the ear canal. Ear acoustic authentication is a new biometric technology that identifies the shape of the ear canal using an earbud-type recognition device to measure reflected sound inside the ear. Authentication is possible at any time or place simply by having subjects listen to the sound. It is also possible even if the subjects are wearing gloves and masks. Combining this technology with hearables — emerging ear buds with advanced computing — makes possible a hands-free, eyes-free connection to AI, increasing the power of ICT to enhance human potential.
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    1. Introduction


    Recent technologies use computer vision to capture and identify unique biological characteristics to more efficiently and accurately identify specific individuals, simultaneously providing more powerful security capability. However, one of the limitations of conventional biometric systems is that they require scanners and cameras capable of reading bio-information. As a result, they can typically only be used be access control at designated entrances and exits, or for surveillance. In situations where subjects are likely to be wearing gloves, masks, or other protective clothing, many of these systems will have difficulty performing accurate authentication. NEC’s ear acoustic authentication technology1) was developed to overcome these drawbacks. Because subjects have only to listen to the sound broadcast in their ears, anytime, anywhere authentication is possible, even if the subjects are wearing gloves and masks.


  


  
    2. What Is Ear Acoustic authentication?


    Just as each face has its own unique characteristics, so too is each head is distinguished by its own distinct features. NEC’s ear acoustic authentication system transmits as test sound via an earbud-type device as shown in Fig. 1 in the direction of the ear canal (external auditory canal). The reflected sound is measured to determine the specific shape of the ear canal. As the biodata is drawn directly from the living body, it is virtually impossible to falsify, giving this technique a tremendous advantage over other biometrics. This makes it easy to add a high security layer in environment where devices are commonly worn on or in the ears — such as w hen transceivers or wireless headsets with microphones are used, when earphones or headphones are used to listen to music, or when hearing aids are used.


    
      [image: 180219_01.jpg]

      
        Fig.1 User-specific characteristics are captured based on the shape of the ear canal by analyzing the acoustic reflection of the sound transmitted to the ear.
      

    


    The basic principles of ear acoustic authentication can be explained with the air column resonance you learn in high school physics. Air column resonance is the resonant frequency of sound waves that pass through a pipe filled with air. Air column resonance is the mechanism by which the flute and other wind instruments are able to generate particular sounds. The length of the ear canal is about 2 to 3 cm. E ar canal with ear buds can be regarded as closed-end air tube. The speed of sound is about 340 m/sec. The frequency of the first harmonic (fundamental tone) of the resonance is 5 to 7 kHz. Resonance is further generated in the frequencies of the harmonics — as in the second harmonic (10 to 14 kHz) and the third harmonic (15 to 21 kH z). The frequency at which the resonance occurs differs depending on the length of the ear canal. The strengths and attenuation of the resonance also vary according to differences in the shape of the ear canal and the hardness of the skin. For this reason, the distinctive shape of an individual’s ear canal can be extracted by transmitting a test sound that incorporates a wide range of frequencies and observing the sonic reflections. Fig. 2 shows the spectra of the reflected sounds measured on three different subjects. The positons of the peaks of the spectra represent the frequencies at which the resonance occurred while the heights of the peaks represent the strength of the resonance and the widths of the peaks represent the attenuation of the resonance.


    
      [image: 180219_02.jpg]

      
        Fig.2 The level of sound reflection by frequency differs between individuals. (Left: Sound audible to the human ear. Right: Sound inaudible to the human ear.)
      

    


    In addition, a recent study has found that resonance exists even with sound over 18 kHz which is inaudible to the human ear. This means that individuals can be identified using inaudible sounds2), making it possible to identify someone without interrupting their behavior and bothering their feeling.


  


  
    3. Ear Acoustic Authentication and Hearables


    Ear acoustic authentication is ideally suited for use with hearables — electronic in-ear devices that have become increasingly common in recent years. Hearables are considered one of the most likely candidates to replace smartphones. A variety of services have been proposed that are possible only with hearables3).


    3.1 Listening to the future: how hearables can change our world


    In the near future, people will increasingly find themselves working closely with AI systems and robots. Hearables provide a powerful and convenient interface that will seamlessly integrate people, “things”, and AI without interfering with people’s ability to conduct activities in physical space4)5). The functions of the hearable now being developed by NEC are listed in Fig. 3, while the photos show what it will look like. This device is equipped with a microphone, speaker, motion sensor, and geomagnetic sensor. The microphone and speaker make it possible to perform i ndividual authentication using ear acoustic authentication and vital sensing using intra-body sound while providing a voice user interface (VUI). The motion sensor enables the wearer’s activity and posture to be tracked, while the geomagnetic sensor makes it possible to track indoor location. A single device is able to specify who, where, and in what condition is unprecedented. In collaboration with various partners, NEC is now conducting verification tests for implementation of this device6).


    
      [image: 180219_03.jpg]

      
        Fig. 3 Functions of NEC’s Hearable.
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        Photo Prototype of the hearable.
      

    


    3.2 Usage scenarios


    There is a wide range of possible applications for hearables. Fig. 4 shows some of the usage scenarios.


    
      [image: 180219_05.jpg]

      
        Fig. 4 Usage scenarios for hearable-based ear acoustic authentication.
      

    


    The first example is a music streaming service. When the users wear a hearable, they can be authenti cated without having to remember passwords or usernames, while the service automatically caters to their preferences. Continuous user authentication ensures that only the authorized user is using the service, enabling the service provider to provide continuous service without worrying about unauthorized use.


    With hearables, shopping becomes more convenient than ever. Users can pick and choose items to purchase without holding anything in their hands — with no need to pull out a credit card or smartphone — because authentication can be performed with ear acoustic authentication.


    Hearables can also be used to manage the movement of workers, enabling accurate visualization of w hich worker is working where. This provides analysis data that can be used to help improve operational efficiency, while preventing fraudulence in duties and assignments.


    Now let’s turn our eye to factories and hospitals. The ear acoustic authentication technology makes it possible to perform authentication even when users are wearing gloves and masks. This ensures optimal operational efficiency efficiency because authentication can be performed without requiring removal of gloves and masks. Another beneficial aspect of this technology is enhanced hygiene and cleanliness.


    Our last example is wireless communication between security guards. By using ear acoustic authentication to ensure that only legitimate personnel are wearing the device, communication with high confidentiality can be assured. Moreover, instead of simultaneously transmitting one user’s voice to all users — as happens in the transceiver mode conventionally used in this field, ear acoustic authentication makes it easy to control communications so that the voice is transmitted only to a specific user or group.


  


  
    4. Conclusion


    In this paper we have reviewed the technology of ear acoustic authentication — how it works and how it can be used. Ear acoustic authentication offers the capa - bility to achieve high security in a non-intrusive handsfree, eyes-free manner that does not i nterfere with users’ actions or make them aware that they are being authenticated. Through the development of biometric technologies and their application in the real world, NEC is committed to helping make possible a safe, secure, efficient, and equal society where everyone can live a life of abundance.
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  Automatic Classification of Behavior Patterns for High-Precision Detection of Suspicious Individuals in Video Images
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    Abstract


    Today surveillance cameras are becoming ubiquitous in public facilities such as shopping malls, office buildings, airports, and train stations. Until now, these cameras have typically only been used post-incident to support criminal investigations. However, the threat posed by criminal actions such as terrorist attacks is growing, which can cause serious damage or loss of life. Such an event is focusing attention on taking advantage of these tools to prevent incidents from occurring in the first place. This paper introduces new technology based on NEC’s “Profiling Across Spatio-Temporal Data” technology that can classify an individual and assess their threat potential. By performing high-speed extraction of frequently appearing individuals and analyzing the results, this technology can classify the behavior patterns exhibited by these individuals — such as loitering, passing through, and standing still. The hope is that this technology will help prevent crimes by identifying suspicious individuals and alerting security personnel before an incident can occur.
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    1. Introduction


    Surveillance cameras are a fact of life in the modern world. They can be found everywhere from shopping malls and office buildings to airports and train stations. Until now, these cameras have typically been used after the fact; that is, to support criminal investigations by helping locate suspects or providing video of criminal incidents for subsequent analysis. Today, society is under threat from crimes with the potential to inflict enormous damage and loss of life such as terrorist attacks. Consequently, the focus of surveillance is shifting from post-crime to pre-crime. With appropriate analysis, suspicious individuals can be detected before they commit a crime.


    The sheer volume of image data collected by surveillance cameras makes this a task that is difficult, if not impossible, for humans to perform. Video footage recorded with multiple cameras can be hours and hours. By watching such a long video, it is very difficult for humans to identify individuals who display suspicious behavior— for example, appearing in the same place again and again or emerging in multiple locations.


    To solve this problem, NEC has developed a system based on its NeoFace facial recognition technology. This system does the hard work of sifting through massive amounts of video images. It finds a specific individual by identifying their face with high precision1) and matching it with registered facial images. While this search technology is ideal for searching individuals already registered in the watch list, identifying people exhibiting suspicious behaviors who are not registered in the database requires a different approach. For this purpose, NEC developed its “Profiling Across Spatio-Temporal Data” technology2)3). This technology makes possible high-speed extraction of frequently appearing persons. Those are who may be making a preliminary survey of the planned scene of crime again or who are loitering in areas where passersby are vulnerable.


    However, detection of frequently appearing individuals is not enough on its own to determine suspicious behavior. To automatically identify suspicious individuals, the extracted data must be analyzed to determine how that person is behaving. Behavior that may be considered suspicious includes loitering, repeatedly passing through, or standing still. Further analysis is then required to determine whether that behavior can be considered suspicious. Proper classification assures a more reliable assessment of risk and helps prevent crime.


  


  
    2. Quantification and Automatic Classification of Behavior Patterns


    So how exactly is it possible to differentiate individual behavioral patterns from a massive volume of video data? NEC’s answer was to focus on quantification of behavior patterns to capture the microscopic randomness in people’s traffic lines.


    Let’s look at the differences between a person who is loitering in a camera’s field of view, a person who is repeatedly recorded going back and forth, and a person who is simply standing still because he or she is waiting for someone, for example. Although these persons may appear at roughly the same frequency, the fluctuations of their movements are quite different. NEC has developed a method to quantify their behavior and distinguish their differences by capturing the microscopic randomness in their traffic lines (degree of fluctuation of movement). This is an effective tool for isolating suspicious behavior regardless of the overt actions exhibited by the individual4)5).


    Moreover, by automatically classifying the behavioral patterns using this quantification method, it is possible to zoom in on people who are behaving differently from others in a large crowd and designate them as an individual who needs special attention (or a suspicious person if the definition of that term is clear).


    2.1 Some issues that need to be resolved


    If the system has l earned these behaviors based on conventional methods, it will be able to distinguish known behaviors and differentiate the behavior of suspicious from non-suspicious individuals.


    Let’s assume, for example, you have collected a large amount of video of people loitering. Loitering is typically a potential indicator of suspicious behavior. You can use deep learning to teach the system the behavioral characteristics associated with loitering. Then you can create a classifier beforehand that is capable of automatically determining if someone is loitering. To actualize this capability, all you have to do is feed the system video data regarding the behavior of various individuals.


    The drawback of this technique is that it cannot operate effectively if there is not enough training data to enable the system to properly comprehend a suspicious behavior or if such data is unknown in the first place. Moreover, it takes time to create the training data and for the system to learn it. The resulting gaps in the system’s knowledge base mean that certain behaviors may pass unnoticed.


    2.2 Entropy-based solution captures randomness


    Clearly, providing the system with enough data on a wide enough range of human behaviors is a herculean task. NEC has taken a different approach, developing an analysis technology that doesn’t require learning. The basic idea is this: Rather than building up a stored database of suspicious behaviors and learning to identify them, our system will start tracking a person’s movements immediately upon re-identifying them. It captures the microscopic randomness in each movement and quantifies those movements by applying a mathematical model called entropy. The procedure for this proposed technology is outlined in Fig. 1.


    
      [image: 180220_01.jpg]

      
        Fig. 1 Outline of the proposed technology.
      

    


    This technology analyzes the movements of the individuals recorded in video in the order shown in Fig. 1. First, the images from the cameras are divided into cells, and the central points of identical individuals that have been extracted from the images are mapped in the cells. Next, the number of times each individual appears in each cell is aggregated to create heat maps in accordance with the time axis. This makes it possible to follow each individual’s trajectory in a bird’s eye view fashion. Moreover, the values in the cells are summed up along with the time progress to calculate the entropy based on the appearance rate in each cell. The entropy calculation serves as a value to express the randomness of microscopic movements. Finally, this chronological change is used to express the individual’s behavior patterns quantitatively — making it possible to visualize those patterns across time.


    This approach to capture is executed from a bird’s eye view, while an individual’s behavioral characteristics are based on their traffic lines. The resultant data can be converted into quantified graphs, making it possible to visualize various behavior patterns. For example, different behavior patterns can be expressed in different graphs as shown in Fig. 2, enabling us to distinguish between various behaviors. These behaviors include repeated pass through, standing still, and loitering. They can be di stinguished according to the shapes of the curves in the graphs that express chronological changes in random movements.
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        Fig. 2 Change curves that express differences in behavior patterns.
      

    


    As expressed in Fig. 2, you can classify the behavior patterns of frequently appearing individuals. Classification can be fine-tuned to indicate whether an individual is just standing still (if they make small movements) or is lost or loitering (if they make large movements). For example, movements tend to be fast when the slope of the curve is steep and slow when it is gentle. When we look at the behavior of the individual shown with a black line in Fig. 2, the curv e rises suddenly and becomes gentle while fluctuating. This expresses a loitering behavior because this individual is moving back and forth over an extensive area after having arrived at the site.


    Thanks to this quantification analysis technology, suspicious behavior patterns that are different from others can be extracted. The technology extracts the behavior patterns of all the individuals recorded in a massive amount of video data. It al so classifies patterns that show similar changes in graphs into respective groups.


  


  
    3. Narrowing down Suspicious Individuals


    By using this technique to quantify behavior patterns, we have developed a video search system that highlights suspicious individuals with high precision5) (Fig. 3).
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        Fig. 3 Search system that highlights suspicious individuals.
      

    


    This system puts weight on the values of conventional appearing frequencies and stay duration, in addition to the randomness of movements. By calculating the scores derived from this data, you can give a higher rank to individuals whose behavior patterns you are looking for according to the purpose of the search. For example, if you want to find a person who is passing through, you should give more weigh to their movements (light gray: β). Likewise, if you want to find a person who is standing still, you would give more weight to their stay duration (dark gray: γ); if you want to find a person who is loitering, you would give added weight to both movement and stay duration. In other words, you can narrow down the type of individual you want to target according to their behaviors.


    On the other hand, you can also exclude certain behavior patterns from analysis subjects when using this system to eliminate most people from the search and better identify suspicious individuals. Let’s look at two representative examples. In the example shown in Fig. 4, the curves of ordinary people rise at a certain rate until they pass through. In the exampl e shown in Fig. 5, meanwhile, when people stand still, the curves of their behavior patterns fall.
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        Fig. 4 Passing through behavior pattern (example 1).
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        Fig. 5 Standing still behavior pattern (example 2).
      

    


    To validate the effectiveness of this technology, we conducted an evaluation test using publicly available video data6) without bias. In this test, our technol ogy was able to correctly classify the behavior patterns such as loitering, standing still for long periods, and passing through. For loitering, we achieved a 100% detection rate. This was a 41% increase over conventional technology
that detects people whose stay duration exceeds a time specified in advance (Fig. 6).
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        Fig. 6 Loitering detection rates (comparison experiment).
      

    


  


  
    4. Conclusion


    NEC’s “Profiling Across Spatio-Temporal Data” technology provides a breakthrough method for identifying suspicious individuals that does not require the system to absorb massive amounts of learning data. Capable of responding in real-time to unknown suspicious behaviors, this system can achieve high-precision identification thanks to the quantification and automatic classification of behavior patterns. It is difficult for conventional systems to visually confirm the individual behaviors of large numbers of people. However, this technology can winnow out suspicious individuals in large crowds by automatically classifying them using graph curves of their behavior patterns. As a result, prompt action can be taken at an early stage depending on the situation — for example, when a child has gone missing or an elderly person has wandered off. From crime prevention to tourist assistance, this technology has many potential applications in public safety and security.


    We are now working to implement this technology as a viable product and plan to make it available by the end of FY 2019.
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    Abstract


    This paper introduces NEC’s drowsiness estimation technology based on facial video data. This system can operate on low-end IoT devices that use fewer computation resources. Drowsiness in humans is clearly expressed via changes in facial expression — especially changes in eyelid movement — and can be determined with high accuracy by capturing the closing duration of the eyelids and the increase in blinking rate. In order to capture fast blinking, however, it is necessary to precisely extract the movement of the eyelids. This bears a heavy computation cost. NEC has developed a method to capture slowly fluctuating eyelids (eyelid variability) as a sign of drowsiness, which makes it possible to accurately determine drowsiness even with eyelid movements extracted with only one third the detail of conventional methods. Since this system can easily be installed and operated on low-end devices, it should be applicable across a broad range of scenarios.
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    1. Introduction


    Efforts to improve work productivity through work style reform promoted by the Japanese government have included visualizing the way people work. The visualization makes it possible that areas needing improvement can be identified and solutions developed. One warning sign closely connected to a drop-off in productivity is a decreased arousal level — what is commonly called drowsiness. Visualizing drowsiness is critical to ensuring that workers are in the optimal state — both physically and mentally — to maintain and improve productivity.


    Developing technology to estimate drowsiness1)–5) has been of particular interest to the automotive industry as drowsiness is one of the leading causes of deadly accidents. It is possible to accurately estimate drowsiness by extracting detailed eyelid movements from facial video data and analyzing the movement of the eyelids1)–4). However, a lot of processing power is required to do this since the facial video data has to be processed at a high frame rate — over 15 fps3) — and this is not something that can easily be done with low-end devices.


    At NEC, we have developed drowsiness estimation technology using facial video data that can even operate on low-end IoT devices5). Based on a method of capturing the eyelid variability — a newly discovered sign of drowsiness is discussed (Section 2). This technology has proven effective in evaluations, accurately estimating drowsiness from facial video data with a frame rate that is a third (5 fps) of that used in conventional systems (Section 3). This system promises to provide an effective and affordable tool for estimating drowsiness in the workplace and anywhere else where arousal level is important (Section 4).


  


  
    2. Drowsiness Estimation Technology Using Facial Video Data


    Most of the research so far conducted into drowsiness estimation has centered around the automotive industry. Examples of drowsiness estimation using various methods are shown in Table.


    
        
          Table Estimation of drowsiness using various methods.
        

        [image: 180221_01.jpg]
    


    Asking subjects to assess their own drowsiness is problematic as it requires them to assess their drowsiness frequently, which is distracting and inconvenient. Estimating drowsiness based on how the subject is operating machinery such as a steering wheel or brakes, while quite effective, is not broadly applicable except in cars, trucks, and so on. Usi ng the pulse rate as a surrogate for estimating drowsiness falls short due to wide differences between individuals and because it requires the subject to wear a sensor. The only system that offers both accuracy and convenience in a broadly applicable solution is the method in which eyelid movement is estimated and analyzed. Individual differences are relatively inconsequential and there is no need to wear a sensor so it is convenient, reliable, and can be used in a wide range of scenarios, not just automobiles. Despite all the positives, the system suffers from one major drawback; equipment cost is relatively high because high-speed image data processing is required.

    In Section 2.1, we describe the flow of facial-video-based drowsiness-level estimation, illustrating why high-speed image data processing is required. Then in Sec. 2.2, we’ll explain how our newly discovered method of tracking eyelid variability — which are a si gn of drowsiness — has made high-speed image data processing unnecessary.


    2.1 Drowsiness-level estimation flow


    Fig. 1 shows the flow of estimating drowsiness from facial video data. The flow is as follows: (1) the positions of the eyes are estimated from facial image data and time series information on how wide the eyelids are open is obtained; (2) the feature for drowsiness is calculated according to the movement of the eyelids (time series data); and (3) drowsi ness is estimated with an estimation model created using machine learning.
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        Fig. 1 Flow of drowsiness-level estimation using facial video data.
      

    


    The feature for drowsiness — that is, the time in which the eyelids are closed (eye closure duration)1) — and the feature for blinking2)3) are often used. Eye closure duration is the most commonly used feature. However, on its own, this cannot provide optimal estimation accuracy. To achieve high-accuracy estimation, features such as the blink occurrence frequency, blink movement velocity, and distributed time intervals are often used. Nonetheless, as is obvious from the movement of the eyelids shown in Fig.1, the blink of an eye can occur as fast as several hundred milliseconds. To capture this kind of rapid movement, the facial image data must be processed at a high frame rate of over 15 fps. This pushes up the cost of the equipment required and reduces the applicability of the technology.


    2.2 Eyelid variability


    To achieve high-precision drowsiness-level estimation even with a low-end IoT device, we directed out attention to eyelid variability as a sign of drowsiness. Since the eyelids move slowly, the movement can be reliably captured from video even at a low frame rate, making high-speed image data processing unnecessary. Now, let’s look at the two types of features for eyelid variability that NEC has discovered.


    The first one is time variability as shown in Fig. 2. This is a feature that expresses the difficulty of keeping the opening and closing of the eyelids constant when the subject becomes drowsy. The fluctuation in the conditions in which the eyelids are open (light gray line in Fig. 2) is set to be the feature for ti me variability. Fig. 2 clearly demonstrates that this kind of variability increases when the subject is feeling drowsy. Since this time variability is a slow movement, the features can sufficiently be captured from facial video data at a slow frame rate of about 5 fps.
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        Fig. 2 Example of eyelid movement (time variability).
      

    


    The second feature is based on the difference between the left and right eyelids as shown in Fig. 3. This is a feature that captures the difficulty of coordinating the movements of the left and right eyelids when the subject becomes drowsy. The difference between the left and right eyelids (black line in Fig. 3) is set to be the fea - ture here. Fig. 3 shows that the difference between the
left and right eyelids increases as the subject becomes drowsier. Because eyelid variability also involves slow motions in the case of left-right discrepancy, this value can be derived from facial video data at a low frame rate just like for time variability.
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        Fig. 3 Example of eyelid movement (difference between left and right).
      

    


  


  
    3. Evaluating Our Drowsiness-level Estimation Technology


    We conducted an evaluation of our drowsi ness-level estimation technology to assess the usefulness of the features related to eyelid variability. Evaluation data was drawn from video recordings of 29 people totaling 41 hours. Participants were fully informed of the nature and purpose of the tests and consent was obtained. The resolution of the collected facial video data was set to 640 x 480 pixels and the frame rate to 30 fps. The degrees of drowsiness were labeled based on Kitajima et al.’s paper4) ranging from level 1 (no signs of drowsiness atall) to level 5 (appears very drowsy). The levels were defined using the mean values of the 5-level labels judged by our well-trained labelers. For the evaluation indices of estimation precision of drowsiness, we used the correlation coefficients (0.0–1.0) between estimated values and the above drowsiness labels. In order to compare the conventional technology with our newly developed technology, we used ey elid closure time, blink occurrence frequencies, blink movement velocities, and distributed time intervals as features for the conventional system, while addedly using the two types of eyelid variability described in Sec. 2.2 above for the new system. To compare estimation accuracy between the two systems, we changed video frame rate from 30 fps to 3 fps.


    Fig. 4 shows the evaluation result. We confirmed that the new technology operating at a frame rate of 5 fps could achieve estimation accuracy comparable to that achieved when facial video data was processed at 15 fps with the conventional technology. The reason that high accuracy can be maintained at such a low frame rate is that the eyelid movement is so slow that it is still possible to effectively capture the features. When the new technology is used, the volume of data and the amount of processing required for drowsiness-level estimation can be reduced by two thirds. This means that even lowend IoT devices can be used to achieve high-precision drowsiness-level estimation (Fig. 5).
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        Fig. 4 Results of drowsiness-level estimation evaluation.
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        Fig. 5 Comparison of data and devices necessary for estimation.
      

    


  


  
    4. Practical Examples of Our Drowsiness-level estimation System


    We developed a trial system that would estimate drowsiness in real time using the newly developed eyelid variability feature. Below we describe a couple of examples of this system in action.


    4.1 Compact PC


    Fig. 6 shows an example of how the system performs when run on a compact PC. We used a very compact PC with dimensions of about 115 x 110 x 35 mm. Four USB cameras were connected to the PC’s four USB ports. Facial video data (640 x 480 pixels, 5 fps) for four people was input from the cameras and processed simultaneously. We were able to successfully estimate each person’s level of drowsiness. The ability to process the data for four people and accurately assess their levels of drowsiness with a single compact PC means that the cost of drowsiness-level estimation systems can be significantly reduced.
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        Fig. 6 Compact PC.
      

    


    4.2 Smartphone


    Fig. 7 shows an example using a smartphone. We were able to estimate drowsiness by processing facial image data (640 x 480 pixels, 5 fps) input from the smartphone’s built-in camera. We used a relatively inexpensive smartphone priced at about 20,000 Japanese yen (as of November 2018). Processing drowsiness-level estimation with such a smartphone alone can contribute to the reduction of equipment cost.
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        Fig. 7 Low-cost smartphone.
      

    


  


  
    5. Conclusion


    In this paper, we have demonstrated how our new drowsiness-level estimation technology can be used on low-end IoT devices. Offering low overhead and high accuracy, this system works by tracking the slow eyelid variability that occurs when a person is drowsy and struggling to keep their eyes open. Unlike other symptoms of drowsiness such as blinking, eyelid variability can be monitored accurately at a much slower frame rate of 5 fps (one third the rate of conventional systems). With less video data to process, estimation can be performed accurately and efficiently using low-cost, easily available devices such as smartphones and compact PCs. The system also avoids the drawbacks of other systems such as intrusiveness and inconvenience. We believe our system offers businesses an ideal solution to support workplace productivity by ensuring that workers are functioning at peak levels, both mentally and physically. Under the partnership in various fields, we plan to continue our efforts to streamline this technology and make even more affordable and reliable.
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(Texas Business and Commerce Code § 503.001)
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‘Opening of bank accounts has hitherto
been troublesome. But the Digital KYC
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accounts may be opened according to thelr
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‘acoount for saving money for a trip, a Jont
‘account for a couple to control their Incomes,
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je and immediately open an account
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