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    Special Issue on Cybersecurity


    ■Social trends & NEC’s approach


    An Analysis of the Actual Status of Recent Cyberattacks on Critical Infrastructures


    An increase in cyberattacks on critical infrastructures, especially on electric power systems, has been reported recently. It was previously thought that the risk of cyberattacks on critical infrastructures was low because of the need for specialist knowledge on the control system configuration and administrative operations as well as on the absence of suitable Internet connections. However, now that cyberattacks on critical infrastructures are exerting a significant impact on society, it has become necessary to reconfirm the risks by analysing the techniques used in such attacks. This paper references some cases of cyberattacks on electric power systems and discusses the issue of system administrations avoiding protective measures and thereby permitting attacks.


    Latest Cyberattack Trends 2017 - Model Applying NEC Cyber Threat Intelligence -


    Traditional security measures have experienced difficulty in protecting against recent cyberattacks. This is because the attacks no longer consist of malware alone but have now acquired the capability of avoiding detection by the sophisticated use of management tools in their targeting systems. In order to deal with attack techniques that are continuing to advance, the use of Cyber Threat Intelligence (CTI) such as via cyberattack technique analysis, is currently attracting attention. This paper describes the cyberattack techniques recently discovered by using CTI.


    The Measures Applied Internally by the NEC Group to Forestall and Prevent Cybersecurity Incidents


    The NEC Group currently deploys proactive cybersecurity measures both inside and outside Japan in order to protect companies from the cyberattacks that are becoming increasingly sophisticated and advanced. Our security resources have been developed based on expertise accumulated over more than two decades, as well as on information sharing with external organizations including expert international security agencies and police forces. The group is also promoting the practical implementation of a system for localizing cyberattack damage by applying AI (Artificial Intelligence) and SDN (Software Defined Networking) technologies. This paper introduces the cybersecurity measures enhanced globally across the NEC Group, together with details of the existing information security infrastructure that the group is applying to protect customer information and other confidential data.


    ■Cybersecurity solutions


    Security Operations Center (SOC) and Security Monitoring Services to Fight Complexity and Spread of Cyber Threats


    In answer to the spread and sophistication of cyberattacks, newly developed countermeasure products are achieving positive results and a certain level of success. However, many of them rely on the judgment abilities of the operators and due to the difficulties of their operations the current situation does not succeed in reducing damage satisfactorily. The security operations center (SOC) described below provides services with which professionals perform the required operations by substituting end users and is one that is currently attracting special attention in the field of cybersecurity. This paper describes the core issues that are currently being experienced and the innovative approach related to the SOCs and security monitoring services. It also gives a perspective on the desirable shape for the SOCs of the future.




    Incident Response Solution to Minimize Attack Damage


    It is said that it is impossible to avoid security incidents no matter how many cyberattack countermeasures are taken. However, the possibility of mitigating the damage caused by cyberattacks depends greatly on the quality of the response taken initially, from immediately after the detection of an incident to a temporary calming down of the situation. This paper discusses the optimum form of the incident response to be taken, based on actual events. A first response support service provided by NEC is also introduced.


    Enhancement of Incident Handling Capabilities by Cyber Exercise


    Under the intensification of threats of cyberattacks the refinement of human resources capable of handling them has become a pressing issue. NEC has been studying the skills expected from such human resources and the method of handling an actual cyberattack and thereby developing an effective training program. This paper introduces the concept of NEC in developing the practical cybersecurity exercises that are currently providing training courses, together with some actual cases.


    Integrated Security Management/Response Solution – “NEC Cyber Security Platform”


    Damage caused by cyberattacks targeting the information systems of enterprises and public institutions have recently become a significant social issue. In order to counter the increase in the number of attacks, Defense in depth combining several countermeasures are now required. Defense in depth is composed of proactive measures as well as of threat detection and post-incident measures. The proactive measures include vulnerability management procedures consisting of steps that include; the assessment of equipment configuration information, assessment of vulnerability information, investigations/risk analyses of vulnerabilities and the enforcement of countermeasures. This paper discusses issues posed by these steps and also introduces a solution applied by NEC called “NEC Cyber Security Platform.”


    Cloud-based File Encryption Service – ActSecure Cloud Secure File Service –


    This paper introduces the Cloud Secure File Service. This is a SaaS service that encrypts the electronic files of an enterprise as a countermeasure against information leakages. The service is based on the InfoCage FileShell of file encryption software. It provides a management server function in the cloud environment and offers file encryption based on the DRM technology in collaboration with the Azure Information Protection service of Microsoft and the clients installed by the enterprise user. While previous systems specifically had freedom of customization but had to use labor in designing policy and building and operating a management server, this service is designed as enterprise user friendly by the strategy of offering the in-house operations knowhow of NEC and by providing a pre-built cloud environment.


    Security LCM Services


    Under the threat of cyberattacks that are transforming themselves on a daily basis, many enterprises are now becoming incapable of dealing with the prevailing conditions. This is because they are required to adopt appropriate routine operations for preventing cyberattacks at the same time as preparing responses to possible security incidents by introducing security systems. To respond to such needs, NEC has started “Security LCM Services” that provide reliable services from consulting to construction and operation, while targeting the continuous improvement of customer cybersecurity measures. This paper introduces the LCM Services Security features and discusses the effects of their introduction.



    Secure Mobile Work Solutions That Exploit EMM


    To promote the Work Style Reform proposed by Japan’s Abe administration, an ICT environment must be created that will allow people to work flexibly using various devices no matter where or when. However, it is expected that such a work style will increase the risk of cyberattacks, which makes sophisticated cyber-security critical to this endeavor. In this paper, we will discuss enterprise mobility management (EMM) solutions that ensure safe, reliable mobile work using smart devices. To illustrate how such a solution would work, we will review our own in-house case study, in which EMM was introduced at NEC.


    Cybersecurity Consulting Services in the World of IoT


    As IoT penetrates the fabric of our reality, transforming the way we live by dramatically increasing the efficiency of industry, improving the responsiveness of business, and enhancing the convenience of daily life, the threat posed by cyberattacks is becoming equally pervasive, posing huge risks to business and making it absolutely indispensable that management redouble its efforts to counter these attacks wherever they may strike, including their supply chains. In this paper, we take a look at the consulting services offered by NEC to help our customers implement appropriate security measures (in IT systems, product development, control systems, etc.) in management and manufacturing after making an assessment based on “Cybersecurity Management Guidelines” formulated by the Ministry of Economy, Trade and Industry (METI).


    ■Applications of AI technology to cybersecurity


    Countermeasures against Unknown Cyberattacks Using AI


    The spread and sophistication of cyberattacks have led to new issues when using existing security measures such as difficulty of detection. Even when detection is successful, advanced skills and a huge amount of manpower are required to analyze the results. NEC has dealt with these issues by developing a service designed to counter the unknown cyberattacks that used to be impossible to detect by applying AI technology. This service implements “detection” of unknown attacks over the entire attack process (from malware intrusion and the spread of infection inside a system to achievement of an attacker’s aim such as theft of data). After an attack “analysis” is also undertaken, thereby identifying the cause and extent of damage with a high degree of certainty. This paper introduces the current status and issues of cybersecurity, the base AI technology of the service, and its main functions and features, together with the results of the verification of how and how much the service solves the issues.


    The Potential of AI to Propose Security Countermeasures


    As technology evolves, enhancing our lives in a myriad of ways, so too does its dark side. Today, cyberattacks are becoming ever more sophisticated and organized, and while the knowledge and experience of human analysts remains critical in preventing these attacks and developing effective, concrete counter-measures, cyberattack detection technology based on machine-learning AI is becoming increasingly effective. Recently, a number of startups in North America have developed machine-learning AI — such as those based on deep learning. In this paper, we will discuss the potential of logical inference AI as a tool for coping with the kind of complex, unformatted attacks that are expected to become prevalent in the future.


    Detection, Auto Analysis of Cyber Threats Using Open Source Intelligence


    Threat information such as cyberattack techniques and responsibility claims is distributed via social media and the deep web. However, the explosion of information and an insufficiency of security analysts make it difficult to detect such information at an early stage. This causes the problem of delayed preparation against attack damage. This paper introduces an automated proactive attack prevention technology that employs a technical analysis technique used in financial engineering to identify signs that a threat trend is reaching a peak. At the same time deep learning is employed to analyse the overall evidence of a cyberattack.


    Cyber-Physical Integrated Analysis Technology for Criminal Investigation Support


    Cyberspace is the new frontier and like any frontier it is plagued by lawlessness. Criminals of all types from teenage pranksters to organized crime and even terrorists roam the virtual spaces of the online world wreaking havoc on individuals, businesses and governments alike. The problem is one that cannot be ignored and requires immediate attention from law enforcement entities around the world. What makes cybercrime especially intractable is that it can be extraordinarily difficult to identify the individuals and groups perpetrating these crimes — particularly since they can be located anywhere in the world and may be launching attacks using servers that are located in yet another jurisdiction. Developing simple countermeasures is no easy task, taking proactive measures is even more difficult. In this paper, we take a look at one of NEC’s current projects aimed at dealing with this problem, which involves building a system that can perform integrated analysis by extracting information useful for criminal investigations from the massive amount of data in cyberspace and applying biometrics including face recognition and object recognition technologies, as well as various analysis technologies.


    ■In-house efforts provide safety and security for customers


    Efforts to Provide Safe, Secure Products and Services for Customers – Secure Developments/Operations –


    Both society and the commercial environment are shifting significantly toward the digital world. All of the devices connected to the Internet now have the potential of becoming the targets of cyberattacks. In such a setting, the NEC Group is making every effort toward securing developments/operations based on the concept of “security by design” that aims at the provision of safe, secure products and services in support of customer businesses. The quality of security is safeguarded by means of risk assessments that match the characteristics of each customer system and of efficient vulnerability responses, applied via precisely tailored management systems. This paper introduces the specific effects of secure development/operation and of future perspectives.


    Talent Management: Managing Cybersecurity Human Resources


    For several years now, NEC has been actively working to augment cybersecurity human resources. These efforts include promoting the expansion/deployment of training programs, improving the NEC Certified Professional (NCP) system, and encouraging the acquisition of certifications such as Certified Information Systems Security Professional (CISSP) and Registered Information Security Specialist (RISS). In this paper, we will review these policies and discuss our “talent management” program, that is, how we manage our cybersecurity human resources at the NEC Group including management of career paths and human resource exchanges.


  


  Remarks for Special Issue on Cybersecurity
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    We have entered an era where hardly a day passes without the word “cybersecurity” appearing in the newspaper, on TV, and in other media. Cyberattacks and cybercrimes have wreaked havoc in the world around us. From theft of personal and confidential information, to tampering with websites, illegal remittances, stolen identities, and much, much more, cybercrime impacts virtually every aspect of our lives. Perhaps even more disturbing, cyberattacks have begun targeting our public infrastructure - including electric grids, factories, and hospitals, posing a serious threat to public safety.


    We are now witnessing a situation where cyberattacks have outgrown the domain of the isolated basement-dwelling nerd and are now professionalized attacks. In other words, cyberattacks are now dominated by state-run cyberwarfare and cyberterrorism, while cybercrime is mostly perpetrated by criminal organizations.


    The Japanese government is no exception in regarding this situation as a serious public issue, as is clear from the enforcement of the Basic Act on Cybersecurity and the establishment of the Cybersecurity Strategy. Government efforts to combat this problem include security measures for governmental organizations and critical infrastructure, increasing the number and quality of cybersecurity personnel who are constantly in demand, and awareness-raising for corporate management by formulating Cybersecurity Management Guidelines.


    NEC’s commitment to cybersecurity started in the 1990s, as the Internet began to grow popular among the general public. We launched our in-house Computer Security Incident Response Team (CSIRT) in the early stages of this popularization. Since then, the CSIRT has dealt with critical security issues on many occasions. We have built advanced systems such as firewalls to protect against external intrusion, cyberattack defense mechanisms to cope with the proliferation of malware, and information leakage prevention platforms. Before offering these systems to our customers, we have always first verified their effectiveness by implementing them ourselves.


    In recent years, we have been focusing on the enhancement of information, technology and human resources in order to strengthen our cybersecurity capabilities. With respect to information gathering, we have participated in Japan Cybercrime Control Center (JC3) and are promoting industrial, governmental, and academic cooperation. Furthermore, we are making efforts to acquire threat intelligence- cybersecurity intelligence - through collaboration with organizations and vendors in Japan and overseas. On the technology front, we are developing leading-edge solutions utilizing software defined networking (SDN) and artificial intelligence (AI). As for human resources, we are endeavoring - both inside and outside our company - to train and recruit cybersecurity-dedicated personnel, of whom there is a shortage, and to improve the competence of all engineers.


    In this special issue, as part of NEC’s commitment to helping customers achieve the best possible cybersecurity, we will introduce our efforts to ensure cybersecurity and the solutions we have to offer to our customers, as well the cutting-edge technologies developed by NEC that support those efforts. We will also discuss our commitment to “Security by Design”, which means providing our customers with systems, products, and services that ensure reliability, as well as training in-house personnel.


    We hope this special issue sheds new light on the often mysterious world of cybercrime and cyberwarfare, and helps you better understand the threat posed by these new forms of crime and how best to combat them. We look forward to receiving your continued support and encouragement. Thank you very much.
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  Developing Fundamental Solutions to Combat the Rise in Cybercrime: What role can a third-party all-Japan industry-academia-government organization play in containing the threat posed by cybercrime?
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    Random, elusive, and ever more widespread, cybercrime today has become a menace to ordinary citizens, governments, and businesses alike. Already hackers have stolen private financial and medical data from credit bureaus and health insurance companies, exposing millions of people to fraud, identity theft and worse. From targeted attacks to ransomware, cybercrime is everywhere and no one is safe. Growing concern about the danger these threats pose to society has led to increasing cooperation worldwide between industry academia and government to develop anti-cybercrime solutions at the most fundamental level. Established in November 2014 with the participation of private companies, universities, and the National Police Agency (NPA), the Japan Cybercrime Control Center (JC3) has already succeeded in exposing the activities of many criminal groups. We asked Mr. Akira Saka, the JC3’s executive director, about trends in cybercrime and how the organization is preparing to cope with them.

  


  
    What are some of the recent trends in cybercrime?


    —— Cyberattacks are creating havoc around the world, while cybercrime is becoming ever more prevalent. Is the threat environment changing? What trends are you seeing?


    First of all, I have to point out that targeted attacks still account for the majority of attacks. According to the data of the first half of FY 2016 released by the NPA, actual targeted attacks — that is, attacks that target a specific victim — are increasing at a much faster rate than indiscriminate attacks that strike randomly at many different people. You can see a typical example of this trend in Daserf — which is a type of malware that specifically targets critical infrastructure companies. The modi operandi are becoming more sophisticated and more subtle — instead of brute force attacks, data is quietly collected from infected PCs over long periods of time. The same thing applies to ransomware, in addition to extorting users by taking files hostage, many types of new threats are appearing — for example, destruction of systems by self-propagation via networks.


    Also on the rise recently is business email compromise — or BEC — in which perpetrators impersonate managers and clients to give fraudulent remittance orders to financial and accounting staff members of targeted companies. There’s also a new type of malware called Mirai, which mainly targets IoT devices such as network cameras and digital video recorders, as well as a new type of modus operandi called USB data theft — in which confidential information stored on USB drives used to transfer data from a closed network environment is stolen.


  
  


    —— So now we’ve entered an era in which every business or individual is exposed to threats, haven’t we?


    Assailants always aim at targets they deem the weakest. In the financial industry, for example, major banks and regional banks had traditionally been the targets. But as banks have strengthened their security measures, the focus has switched to small-and-medium scale financial institutions such as credit unions/cooperatives, agricultural cooperative banks, and workers’ credit unions. In particular, servers belonging to mid-rank small-and-medium-scale businesses can potentially be used as springboard to penetrate major corporations in supply chains. In other words, no matter what the size of the entity or the type of business, robust security is a must.


  
  


    —— It seems that the number of targeted email attacks is also on the rise.


    According to the NPA’s Cyber Intelligence Information Sharing Network, the number of targeted email attacks increased in 2016 by 218 to 4,046. The number of inquiries from companies and the general public that year exceeded 130,000 — the highest ever. As for illegal remittances via Internet banking, while total financial damage has decreased, hackers continue to seek out new targets, searching for more vulnerable entities in various fields using new methods to exploit those targets. Fig. 1 shows the financial losses incurred as a result of these attacks in the first half of 2015. As is clear from this figure, a wide range of financial institutions are being targeted, and the weakest ones are increasingly being preyed upon. Recently, even bitcoin accounts have become targets.
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         Fig. 1 Changing targets.
        

     


  
  


    —— With threats increasing, what measures should governments and corporations take and what can they do to protect themselves?


    In a sense, cybercrime is already established as a global business. Division of labor, so to speak, is also underway — in which many criminals such as malware developers, malware attack commanders, those who actually distribute malware, those who provide the servers used in these crimes, those who demand illegal remittance, those who provide illegal accounts, and cash “withdrawers” are all organically connected, even though they may be scattered around the world. To prevent such crimes, it is essential to cut off at some point the cyber kill chain — which is the attackers’ action process.


    At this point, the perpetrators most frequently arrested in Japan are the so-called “withdrawers.” Though more exposed than those who plan and execute these crimes, “withdrawers” are nonetheless part of the cybercriminal infrastructure and may provide a means to trace back the instructions for illegal remittances. However, what’s more important is to perform preemptive and comprehensive measures to fundamentally invalidate criminal groups while getting an overview of entire cyber kill chains. For this reason, an organization called the National Cyber-Forensics & Training Alliance (NCFTA) — which incorporates the FBI and other law enforcement agencies, private companies, and academic institutions — was established in 1997. Now underway at the NCFTA are efforts to cope with cybercrimes through collection/analysis of cybercrime-related information and investigative cooperation on a global scale.


  


  
    A mediator that makes the most of industry, government, and academia

    —— So the JC3, of which you are executive director, was modeled on the NCFTA, right?


    That’s right. The JC3 was established in November 2014 — after studies at the government’s Information Security Policy Council and the Abe administration’s cabinet decision — with a view to dealing with threats in cyberspace by setting up a collaborative structure that transcends the barrier between industry, government, and academia. The JC3’s participants include private businesses, the NPA, and academic/research institutions. They are sharing their respective information, experience, and know-how based on trust and non-disclosure agreements, while deploying activities to eliminate threats by elucidating the actual conditions of threats and specifying and pursuing the perpetrators. Other pillars of the JC3’s operation include training of human resources and international cooperation with relevant overseas organizations.


  
  


    —— What is the JC3’s role in this consortium of industry, government, and academia?


    I would say we play the role of mediator, leveraging the strengths of industry, law-enforcement, and academic/research institutions. In other words, we act like a hub that facilitates collaboration between these entities, distilling the insights that the participating enterprises have gained in their own experiences with cyberattacks and reinforcing that with the analysis and research conducted by academic/research institutions, while taking advantage of the investigative jurisdiction of law-enforcement agencies to develop powerful solutions that can stop cybercriminals in their tracks (Fig. 2).
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         Fig. 2 Conceptual diagram of information/knowledge sharing at the JC3.
        

     


  
  


    —— It seems that the NCFTA, after which the JC3 was modelled, has already had significant success in the United States.


    Yes, it has. The NCFTA has been around for almost two decades, so they’ve chalked up quite a few successes. I heard that the number of arrests in cybersecurity cases last year alone added up to more than three hundred. The JC3 is also in a collaborative relationship with the NCFTA. And we are learning their methods such as the concept and organizational administration. For example, the NCFTA has four basic policies. They are: “One Team, One Goal,” “Face to Face,” “Industry First,” and “Focus on What You Can Share and Are Comfortable Sharing.”


    The JC3 is operating with basically the same policies. The participants are building strong relationships of trust with each other, sharing information to fight against cybercrime as one team.


    However, we do differ from the NCFTA in some ways. For example, more than fifteen national law-enforcement agencies, such as the FBI, as well as agencies outside the United States, are participating in the NCFTA. With the JC3, members of the NPA, which integrates police organizations throughout Japan, are permanently seconded to the organization. This makes it very easy for the JC3 to undertake simultaneous, coordinated investigations and police actions on a nationwide scale. Also because being a participant of the NCFTA puts an organization at greater risk of becoming the target of cyberattacks, many companies do not publicize their membership. On the other hand, the JC3 makes public the names of participating companies and supporting organizations — as you can see on our website. I think it’s a reflection of our commitment to fight against cybercrime as a united front with each company implementing robust security measures and operating in harmony with partner companies.

  


  
    Cooperating to take down cybercrime


    —— As reported in the media, the JC3 — like the NCFTA — has had a lot of success in its efforts to crack down on cybercrime.


    It’s just over three years since the JC3 was established, so the number of cases we’ve worked on is by no means high. Nevertheless, in that limited time we have achieved some impressive success, arresting perpetrators and taking down infrastructure of organized cybercrime. In November 2015, for instance, we helped arrest thirteen perpetrators, including administrators of illegal adult sites, in cooperation with municipal police in ten prefectures. In this case, the JC3 developed software in cooperation with the Ibaraki Prefectural Police to detect adult sites that were conducting illegal operations on the Internet. We identified about two thousand sites, including ones outside Japan, thereby helping them locate the administrators of those sites. We cannot ignore the operations of illegal sites and overseas servers, as the former can infect PCs that visit them and the latter can serve as a front for cybercrime if left unchecked.


    Additionally we have been conducting cyberpatrols in conjunction with the Saitama Prefectural Police in an effort to combat the use of fraudulent bank accounts for illegal remittances via the Internet or for phone fraud. We detected about five hundred postings offering to buy or sell accounts, and exposed twelve perpetrators in October 2016. Seven of them were subsequently arrested and charged with enticement to buy and sell accounts, as well as with the purchase and sale of bank deposit passbooks.


  
  


    —— So you have indeed had some tangible success in cutting off cyber kill chains.


    In parallel to the crackdowns on these crimes, we are also working on the neutralization of fake websites. We started this effort because joint research conducted by the JC3 and participating companies found that the damage resulting from ransomware and illegal remittance viruses was expanding due to an attacking tool called Rig RIG-EK*. Users who browse fake sites are led to sites with RIG-EK installed where they are at risk of becoming victims of cybercrimes such as illegal remittance (Fig. 3). This is what’s called a “watering hole attack.” We are now working to get an overall picture of attacks carried out with RIG-EK, while working together with various prefectural police forces to help the administrators of victimized sites restore those sites and to help them develop the appropriate security measures to prevent further attacks.
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         Fig. 3 Commitment to neutralizing fake sites.
        

     


    As for awareness-raising activities, we post information about cybercrime cases on our website and warn of emergency situations based on analyses conducted by the JC3 and threat information obtained from the participating companies. Recent examples demonstrate how we have helped minimize the damage resulting from these types of attack. In one case, we immediately posted a warning that virtual currency exchange sites were in danger of becoming targets of malware called DreamBot and we also publicized without delay the news that a new modus operandi to steal USB information had been confirmed.


  
    * An exploit kit (EK) designed for attacking. It comes with various programs to infect PCs with malware according to the vulnerability of the accessed PCs.

  


  


  
    The commitment of the JC3 is contributing to the suppression of cybercrimes


    —— Could you tell us what are some of the difficulties you face in taking on the challenge of cybercrime?


    Preventing or solving a cybercrime takes much more time and trouble than you might imagine. These crimes are exceedingly complex and contain numerous intertwined elements. Let’s assume that we find a site that has been hacked as part of a watering hole attack for the purpose of infecting the user’s computer with ransomware or illegal remittance viruses. In a case like this, it is very difficult to convince the administrators of the hacked site that there is a problem even though we notify them that their site is under attack and advise them that the site be repaired immediately. The way they respond to us is often like, they see no change taking place in their site because there is no obvious sign that the site has been tampered with or if they do accept that what we say is true they don’t know how to cope with it.


    Also when cracking down on the buying and selling of illegitimate accounts, we have to conduct simultaneous nationwide operation to prevent the perpetrators from noticing our activities. To achieve this, we also need to conduct an investigation to identify perpetrators, collect and secure evidence such as logs, request collaboration from Internet providers and telecom carriers who are private companies, coordinate the operations of various prefectural police forces who actually carry out the crackdown operation, and arrange advance cooperation with international law-enforcement agencies if servers are located overseas. Without close and careful coordination between all the entities involved, an effective crackdown is not possible. In other words, a lot of time and effort is required before we can close the net on any particular cybercrime.


  
  


    —— Yet when we look at the damage from cybercrimes in the past few years, we get the impression that the steady efforts you just mentioned have come to fruition since the launching of the JC3. For example, according to a report put out by the NPA in March 2017, illegal Internet banking remittances were down in terms of both the number of cases and the actual amount of money swindled. Similarly, the number of unauthorized accesses detected continued to decrease, down again from the previous year. The number of arrests, on the other hand, was the highest ever with 502, while the number of investigations conducted was also the highest ever with 200. Now isn’t it fair to say that the JC3’s commitment has significantly impacted these trends?


    Thank you very much. We certainly played a part, but, of course, those results could not have been achieved by the JC3 alone. My understanding is that they are the results of the synergy between the leading-edge security measures implemented by private companies, the resolute attitude of the police forces who refuse to tolerate cybercrimes, and their collaboration with overseas law-enforcement agencies. For example, there was a famous international case recently. It was a take-down operation of a cybercrime infrastructure called Avalanche. This operation succeeded in taking apart the networks used for command and control at the end of 2016, thanks to the cooperation of law-enforcement agencies and security vendors over the world. As part of this take-down operation, many entities in Japan including the NPA actively endeavored to eradicate malware by notifying users based on information shared with overseas organizations. A big issue now is how to cope with botnets that are used for various crimes. I’d be delighted to see efforts like this being originated in Japan and more than happy if the JC3 can contribute to it.


  
  


    —— The war against cybercrime will continue for sure. What role do you see the JC3 playing in the future?


    If we are to defeat cyberattackers — whose modi operandi become daily more sophisticated — it is critical that we work together with all affected parties to build relationships of trust so that we can create the universal solutions required to neutralize the very source of threats. At the JC3, cooperation between companies, government and academia is growing and is being accompanied by tangible results. We have received cooperation from security-related companies, financial institutions, and e-commerce-related companies. We believe that it is important that we share actual threat conditions by soliciting reliable partners that transcend the frameworks of types of business and industry — including manufacturing, logistics, and trading companies — according to the actual threat conditions. From a global perspective, we will fight against global cybercrimes by strengthening collaboration with investigative organizations such as Britain’s Cyber Defense Alliance (CDA) as well as the Interpol and Europol, in addition to the NCFTA.

  
  


    —— We look forward to seeing your impact on cybercrime in the future. Thank you very much for speaking with us today.



  


  
    *This article is based on an interview conducted in July 2017.
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      Japan Cybercrime Control Center (JC3)
    


    
    Joined the NPA in 1981. After serving as Chief of the Meguro Police Station, Head of the Central and South America Office of Trade Policy Bureau of the Ministry of International Trade and Industry (MITI) — now the Ministry of Economy, Trade and Industry (METI), Chief of Hyogo Prefecture Police Office, Deputy Director General (Road Transport Bureau) of the Ministry of Land, Infrastructure, Transport and Tourism (MLIT), he became a leading advocate of the importance of taking on the challenge of cybercrime as Head of the Security System office in the Community Safety Bureau, and later took on the role of Director of the Cybercrime Division at the NPA. In 2002, he taught as an associate at the Weatherhead Center for International Affairs at Harvard University and, from 2008 to 2010, served as a Professor at the Graduate School of Media and Governance at Keio University. Since November 2014, he has been serving as Executive Director of the JC3. He is now also a member of Nuclear Security Regulatory Commission and CISO of the Tokyo Organizing Committee of the Olympic and Paralympic Games.
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  Trends in Cybersecurity and NEC’s Commitment to Developing Solutions


  
    Over the past few years, cyberattacks and cybercrime have become increasingly destructive and are now regarded as a significant social issue. Under these circumstances, the Japanese government has hammered out a number of policies aimed at boosting cybersecurity both in the public and private spheres. At NEC, we take the threat of cyberattacks very seriously and have developed a variety of technologies such as a cyberattack protection system and information leakage measurement platform to protect our own security. Most recently, we have begun to apply AI technology to detect and counter threats and are working diligently to acquire security intelligence. Drawing on the technologies we have developed and the information we have collected, as well as sophisticated security human resources, NEC is now able to offer a wide spectrum of security solutions. In this paper, we will take a closer look at trends in cybersecurity and explain in some detail the efforts NEC is undertaking in this area.
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    1. Introduction — Trends in Cybersecurity


    The nature of cyberattacks is constantly in flux, always evolving to keep pace with the times. Initially, personal cyberattacks — such as email pranksters — were predominant. But as more and more of the world’s business shifted online, cyberattacks grew in scope and ambition, targeting businesses, large organizations, critical infrastructure, and governments at the highest level, gradually becoming ever more sophisticated and complex. These attacks range from economically motivated to politically motivated and can include targeted attacks aimed at specific subjects who have expressed social or political opinions that differ from those of the attackers. These often take the form of distributed denial of service (DDoS) attacks in addition to the hacking of websites. On the more prosaic side, theft of credit card information and other personal information has become an almost daily occurrence, along with illegal remittances via Internet banking. As a consequence, cyberattacks have come to be recognized as an issue that society as a whole must confront.


    Against this background, the Japanese government enacted the Basic Act on Cybersecurity in 2014. This move highlighted the importance of cybersecurity measures in governmental administrative organs and critical infrastructure and the necessity for voluntary commitment to enhanced security by private businesses and academic/research institutions, as well as the importance of developing human resources.


    Recent years have witnessed the accelerating dissemination of new technologies such as IoT and the expanding utilization of information communication technology. Massive DDoS attacks have been launched using vulnerable IoT devices as springboards, while large-scale power outages have occurred due to attacks on critical infrastructure. In May 2015, the Cybersecurity Strategic Headquarters announced its “Guidelines for the Establishment of Safety Standards of CIIP (4th Edition),” pointing out the importance of minimizing the impact of cyberattacks as much as possible through early detection and quick recovery, as well as prevention of their recurrence.


    Around the same time, the Ministry of Economy, Trade and Industry (METI) formulated its own “Cybersecurity Management Guidelines,” with a view to bringing corporate management around to the notion that the promotion of cybersecurity measures should be at the core of their corporate strategy. As for developing and training the cybersecurity personnel needed to cope with cyberattacks, METI estimated that there was a shortage of 132,000 workers in this area and that number was expected to increase to 193,000 by 2020. Recruitment and training of cybersecurity personnel is critical to the promotion and implementation of effective cybersecurity strategies.


    In this regard, efforts are now underway in all areas of industry, government, and academia to train up cybersecurity personnel. Thanks to METI’s promotional projects, universities throughout Japan are now offering cybersecurity-related courses in cooperation with businesses. In the industrial sector, an organization called the Cross-Sector Forum for Cybersecurity Workforce Development was launched with a view to achieving an “ecosystem” that fosters, employs, and utilizes cybersecurity personnel. Significant results are expected from this organization’s activities.


  


  
    2. NEC’s Commitment


    NEC has been a leader in the war against cyberattacks and cybercrime ever since they first began to manifest.


    In the early 2000s, computer worms called Code Red and Nimda created havoc by self-propagating by infecting everything around them. Based on our experience combatting these viruses, we developed the concept of “count management” and put it into practice. “Count management” assumes that what we cannot count cannot be managed. Applying this concept to actual practice, we developed the Cyber Attack Protection System (CAPS). CAPS comprehensively collects and visualizes a wide range of data such as the types and versions of OSs installed on PCs and servers, details of programs, application conditions of security measures, and infection conditions of viruses. By promptly applying appropriate patches based on that information, CAPS eliminates vulnerabilities and establishes proactive defensive measures against attacks. This concept forms the foundation of NEC’s security measures.


    To combat the type of cyberattacks that we face today, we conduct risk analysis of threats and implement protection measures accordingly. We are particularly focused on detection of unknown attacks, integrated management and monitoring of logs, the introduction of the Global Cyber Attack Protection System (GCAPS), and establishment of the structure of the Computer Security Incident Response Team (CSIRT). In addition to incident response, we also perform value validation of leading-edge technology developed by NEC. These efforts have helped us achieve a successful and proactive cybersecurity management.


    In cybersecurity measures, security intelligence — or knowledge about attacks — also plays an important role. Attackers do not necessarily use the same method each time they make an attack; rather, they implement new methods. This makes it necessary for the defenders to watch for and study new methods as soon as they appear and to develop effective countermeasures. Close study of these methods will also reveal the attributes of the attackers because each attacker has their own particular habits and characteristics, making it easier to predict future attacks and to take steps to prevent them. At NEC, our CSIRT collects information on attacks and incident cases relating to our company. In addition to this in-house data collection, we also work in conjunction with organizations that maintain surveillance over international cybercrimes, while sharing information and conducting joint research with the Japan Cybercrime Control Center (JC3) and various security vendors that promote aggregation, analysis, and containment of cybercrimes. Furthermore, NEC is the first Japanese company to participate in the framework to quickly share threat information on cyberattacks between government and corporate entities — an effort promoted by the U.S. Department of Homeland Security (DHS). We analyze data collected both internally and externally, as well as domestically and internationally, and use that knowledge to build a cyberintelligence database.


    These are just a few examples of the NEC Group’s commitment to cybersecurity. This means that the solutions we have developed and now offer to our customers have been actually tested and validated at NEC, and their effectiveness, convenience, and safety have also been verified in-house. Our experience with in-house operation has also given us the know-how to better support our customers and to constantly upgrade the quality and serviceability of system operation and maintenance.


  


  
    3. Cybersecurity Solutions Offered by NEC


    The increasing sophistication and diversification of cyberattacks means that it is no longer sufficient to implement targeted security measures; instead, measures must be put in place that focus on multiple points from different perspectives — multi-layered defense, in other words. Consequently, like the attacks themselves, security measures are becoming increasingly diversified.


    Unfortunately, the shortage of experienced cybersecurity personnel makes it difficult for many of our customers to implement complex security measures on their own, increasing demand for support from external experts. For this reason, NEC not only offers these cybersecurity measures as products, but also as services (some measures are only available as services).


    NEC’s cybersecurity solutions are comprised of several services as shown in Fig.
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         Fig. NEC’s cybersecurity solutions.
        

     



    The services that offer countermeasures mainly against cyberattacks include: (a) advance measures, (b) security monitoring, and (c) follow-up measures. Also offered is NEC’s unique solution called (d) security SaaS where a security measure is operated by NEC.


    (a) Advance measures


    
    We provide a vulnerability information management service that visualizes risks in a customer’s organization such as unaddressed vulnerabilities and enables the customer to deal with them.

    


    (b) Security monitoring


    
    We offer a security monitoring service that detects the occurrence of an incident. Conventional security monitoring services have been individual-dependent, thus making it difficult to provide many customers with high-precision services. For this reason, NEC is making efforts to monitor the environments of our customers using AI technology and a tripolarity system.

    


    (c) Follow-up measures


    
    When a security incident occurs, we offer an original incident response service to help customers deal with it. In ordinary incident response services, staff are dispatched to the site to investigate — which takes time. At NEC, we conduct preliminary research from a remote site and, if the case is relatively simple, we can make an immediate assessment.

    


    (d) Security SaaS


    
    Our SaaS solutions offer various security functions such as email security, file encryption, and web application firewalls (WAFs) on clouds to help reduce the management burden.

    


    (e) Consulting and training


    
    Security measures must be introduced and upgraded systematically with a view to simplifying management. NEC offers a consulting service based on the “Cybersecurity Management Guidelines,” formulated by the METI. To enforce effective security measures, it is also important that customers make efforts in training up personnel. At NEC, we also provide training to support cybersecurity human resources.

    


    (f) Security LCM service


    
    In order to help our customers maintain up-to-date cybersecurity measures, we now offer a life cycle management (LCM) service that covers a wide spectrum of services, ranging from consulting to system construction, monitoring, and incident response.

    


    (g) Applied solutions


    
    We are also planning and developing various new secure solutions that incorporate the cybersecurity measure products and services we have already discussed. For example, we have started offering a secure mobile work solution.

    


    In addition to the cybersecurity solutions offered directly to customers, we strive to ensure the security of our own development and operations so that our customers can be assured of the safety and security of the systems, products and services we provide. At the same time, we are working on the acquisition of personnel and development of technology to offer security solutions to our customers.


  


  
    4. Backing up Cybersecurity Solutions with Cutting-Edge R&D


    The threat posed by cyberattacks is multi-fold. Not only are these attacks constantly evolving — becoming ever more sophisticated and diverse, but they are also occurring more and more frequently. As the ability of conventional security experts to deal with them is limited both qualitatively and quantitatively, AI technology is now regarded as the best hope for managing this challenge in the years ahead.


    By automating some of the operations which security experts typically handle, such as detection and analysis of cyberattacks, as well as planning of countermeasures, NEC is pushing forward with research into new security technology that solves the problem of the shortage of experts, while making it possible to cope with sophisticated cyberattacks that humans might find difficult to discover and counteract.


    One of the aspects of today’s cyberattacks that is most troubling is that it is difficult to even detect an attack with current security technology. At NEC, we are using AI to develop technology that can detect unknown attacks and determine appropriate countermeasures through constant analysis of detailed system conditions. Once an attack has been detected, our security experts can draw on their deep knowledge and experience to draw up an overall picture of the attack using its fragmentary traces, elucidate the method of attack, assess the extent of the damage, and plan an appropriate response. Although today’s AI-based cybersecurity technology can identify counter methods by searching through an enormous database on past attacks, it still cannot take over the advanced operations handled by security experts. At NEC, we hope to develop security technology that will be capable of taking over these operations by leveraging our proprietary logical inference AI technology.


    In the meantime, one of the best ways to minimize the damage caused by cyberattacks is to predict cyberattacks that are likely to occur imminently and to implement countermeasures in advance. Here, what is called security intelligence — or knowledge about cyberattacks — plays a crucial role. At NEC, we use AI to analyze massive amounts of data obtained from social media networks that attackers use to exchange information. Building on these results, we have developed and are now evaluating technology to generate security intelligence automatically, as well as technology to predict cyberattacks and plan counter measures.


    In addition to these efforts, we are also endeavoring to develop state-of-the-art encryption technologies to support critical infrastructure which is also under increasing threat from these kinds of attacks. These technologies are introduced in “Lightweight Cryptography Applicable to Various IoT Devices” (NEC Technical Journal, Special Issue on IoT That Supports Digital Businesses, Vol. 12, No. 1, October 2017) and “Enhancing FinTech Security with Secure Multi-Party Computation Technology” (NEC Technical Journal, Special Issue on FinTech That Accelerates Digital Transformation, Vol. 11, No. 2, June 2017).


  


  
    5. Conclusion: Futureproof Society — Beyond a Sense of Security


    The NEC Group is focusing on the advancement of social infrastructure to achieve the four social values of safety, security, efficiency, and equality — which are indispensable for the achievement of a global society of abundance. At NEC, we have developed technology and expertise to support the infrastructure critical to an efficiently functioning modern society. Under the slogan “Futureproof Security — Beyond the frontlines of cyber security” we are committed to the development of cybersecurity systems that will provide individuals and society with the safety and security they need to move forward into a better future.
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    Abstract


    An increase in cyberattacks on critical infrastructures, especially on electric power systems, has been reported recently. It was previously thought that the risk of cyberattacks on critical infrastructures was low because of the need for specialist knowledge on the control system configuration and administrative operations as well as on the absence of suitable Internet connections. However, now that cyberattacks on critical infrastructures are exerting a significant impact on society, it has become necessary to reconfirm the risks by analysing the techniques used in such attacks. This paper references some cases of cyberattacks on electric power systems and discusses the issue of system administrations avoiding protective measures and thereby permitting attacks.
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    1. Introduction


    Among the critical infrastructures including electricity, gas and water supply systems, cyberattacks on electric power systems have recently been reported at an increasing rate. Many of the causes permitting these attacks lie in the ICT components that were introduced in the past with the aim of improving system maintenance efficiency and reducing the costs of critical infrastructures. These components act as a gateway for attacks that permit intrusion of the control systems using malware infections. Since the ICT employs many open technologies such as standardized specifications and universal OSs, critical infrastructures introducing ICT inevitably include security risks similar to those of information systems. As a countermeasure to such risks, critical infrastructures have been operated without connecting their control systems to external networks, including the Internet. A deep knowledge of the configuration and administrative operations of control systems is necessary for a cyberattack to cause physical damage to a critical infrastructure. Therefore it has been widely assumed that attacking an infrastructure would be difficult compared to attacking an information system1). Nevertheless, the creation of malware targeting control systems, such as Stuxnet and Black Energy, has made it a reality to cause malware infection and control system manipulation without passing through an external network. The shutdown of a critical infrastructure due to a cyberattack may lead to failures of the associated social settings and of business activities and can exert a significant social impact. Therefore, it is important to analyse the attacks that target control systems and reflect on the results in planning the security measures of the future.


    In this paper, the authors analyse the techniques used in some of the actual cases of cyberattacks on critical infrastructures of the past. Based on the analysis, we discuss the issues of the attacks being successfully accomplished due to administrative neglect in applying protective measures.


  


  
    2. An Examination of Cyberattacks on Critical Infrastructures and Its Analysis


    2.1 Increase in the Number of Incidents


    Fig. 1 shows the recent change in the number of incidents on critical infrastructures. Stuxnet is a malware that destroyed the centrifuges in the uranium enrichment plant in Iran in 2010. Since this attack, cyberattacks in the fields of energy, critical equipment manufacturing and communications have been increasing in overseas countries. For example, as in the successive large-scale power outages caused by cyberattacks on the Ukrainian power supply systems in 2015 and 20162). These events suggest that the energy field, including that of power supply has a high risk of exposure to high-impact cyberattacks because they can have a particularly high effect on a nation’s economy.
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         Fig. 1 Number of incidents handled by U.S. ICS-CERT3).
        

     


    2.2 Cases of Incidents Caused by Cyberattacks, Their Causes


    The present section focuses on the energy field, including the power supply systems that have experienced serious incidents by cyberattacks. Table 1 shows some of the actual cases of incidents that have occurred in the past. The 2000’s were the period in which the use of ICT advanced globally. Due to the spread of broadband networks, VPN connection devices were introduced for the maintenance of the control systems of critical infrastructures from the viewpoints of convenience and cost reduction. The use of control equipment based on universal OSs such as Windows was also expanded. As a result of these trends, the control systems that had used independent specifications have come to be configured using open standardized specifications and universal products. On the other hand, the introduction of ICT has created a security risk and illegal connections to VPNs and malware infections via USB memory devices began to occur as is shown in Table 1. The above trend was not caused exclusively by the introduction of ICT but also because the vulnerability of software was left untouched. There was a condition that was specific to control systems – they were designed based on the idea of “eliminating any factor that would jeopardize the system availability,” which tended to hinder the application of the measures as listed below:


    
    
      Table 1 Some of the actual cases of incidents involving critical infrastructures.
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    	Introduction of antivirus software

    	Application of a security patch to an OS

    	Updating of installed software




    What we noticed about the damage caused by malware infections was that the operational errors due to information leaks and overloads was predominant in the earlier years but that the physical damage has been increasing more recently. Based on this background, the section that follows will focus the techniques used in the cyberattacks that have led to physical damage.


    2.3 Analysis of Techniques of Cyberattacks Causing Physical Damage


    The present section explains the techniques that have caused physical damage by controlling systems in actual cyberattack cases including; 1) An attack using the Stuxnet malware that occurred in Iran in 2010; 2) An attack using Black Energy 3 that occurred in Ukraine in 2015.


    (1) Analysis of a case of cyberattack in Iran

    
    Fig. 2 shows the stages of this cyberattack as analysed using the cyber kill chain4) framework that models the series of actions that the attacker takes by likening them to military actions. Although the methods of “reconnaissance” and “weaponization” are not clear, it is reported that it was the United States that collected information in advance and created Stuxnet using the nuclear facility equipment that was confiscated from Libya5). The characteristics of this attack include “utilization of the vulnerability of universalized control equipment” and “cover-up of communication for hiding the attack and invalidation of warning devices.” Although the operating status of equipment in a control system is surveyed by warning devices and workers, sophisticated invalidation can be regarded as the cause allowing this cyberattack to result in physical destruction.
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         Fig. 2 Flow of cyberattack using Stuxnet.
        

     


    (2) Analysis of a cyberattack case in Ukraine

    
    Fig. 3 shows the steps of a cyberattack in Ukraine using malware Black Energy 3 in the same way as for case (1). This attack had three characteristics including: “involvement of persons with knowledge of industrial protocols in malware development,” “large-scale simultaneous attacks of 30 power transformation stations” and “obstruction of incident response after attack occurrences (paralysation of business communication processes, deletion of data). There had previously been direct attacks aimed at controlling system equipment but there had been no cases in which multiple control systems were attacked simultaneously by utilizing the industrial protocol used in communications between control systems. In addition, it is regarded that the change in the attack hiding method from hiding the communication to obstructing the recovery operations led to the additional damage. The consequent simultaneous attacks on the control system and on the administrative operations is regarded as being the factor that made the attack successful. This case also shows that the attackers now have detailed knowledge on the mechanisms of control systems and on their administrative operations at a level capable of causing large-scale power outages via cyberattacks.
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         Fig. 3 Flow of cyberattack using Black Energy 3.
        

     


    2.4 Conditions Enabling Cyberattacks on Critical Infrastructures


    The conditions enabling the cyberattacks that succeeded in producing physical damage to critical infrastructures, described in sections 2.2 and 2.3 above, are as follows.



    	Utilization of open control system equipment.

    	Attacker’s understanding of specifications and administrative operations.

    	Multiplexed faults (including obstruction of recovery operations)




    As some pieces of control equipment use a universal OS, the attacker can make use of the difficulty of software patch application as described in section 2.2. The attacker understands the specifications and administration operations of the control system well, so that the attack is organized accurately.


    The control system usually retains availability based on the functional safety as defined in IEC615086) and it is very resistant to accidental (single point of) failures. However, as described above, the cyber-attacker can intentionally produce multiplexed faults. Since the viewpoint of functional safety tends to consider that the probability of such simultaneous occurrences of multiple faults would be very low, many organizations may not apply countermeasures when assuming such a case. Consequently, the means of succeeding in a cyberattack becomes how to produce multiplexed faults and how to avoid the mechanisms of functional safety.


  


  
    3. The Importance of Current Electric Power System Protection Measures


    3.1 Security Measures Taken in the USA


    This section explains the protection measures taken currently for electric power systems. After the threat of cyberattacks of control systems increased as described in section 2 above, the United States prepared the regulations and organizations as shown in Table 2. After the North American Electric Reliability Corporation (NERC) defined the minimum security for electric power systems ((1) in Table 2), power companies are obliged to enforce countermeasures and to report them. The E-ISAC (Electricity Information Sharing and Analysis Center) was established as an organization for information sharing among power companies. Furthermore, the NERC also defined enforcement of training, so that optimum response could be made in the case of a cyberattack ((5) in Table 2). It seems that the definition of such regulations under governmental leadership is backed by the committed recognition by the government that damage to the security of critical infrastructures could seriously shake national security.


    
     
      Table 2 Electric Power System security regulations in the U.S.
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    3.2 Security Measures in Japan


    In Japan, the Basic Act for Cybersecurity was enacted in 2014 in order to enhance the security of critical infrastructures such as those for electricity and gas supply. In 2017, the JE-ISAC (Japan Electricity Information Sharing and Analysis Center) was launched. JE-ISAC is expected to take a similar role with the one in the U.S. as an organization for cybersecurity information analyzing and sharing among electricity business entities. However, preparation of the regulations and countermeasures at JE-ISAC are still insufficient (see Table 3 and compare it to Table 2). The reason for this is that no significant incident at critical infrastructures has yet happened in Japan. Frequent natural disaster occurrence in Japan can be another reason. In comparison with other countries situation, advanced and stable maintenance and operation of good power distribution and transmission systems such as recovery from large-size power outage, etc. are already provided in Japan. Such situations may result in less progress of the regulation preparation.


    
     
      Table 3 Electric Power System security regulations in Japan.
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    3.3 The Importance of Electric Power System Protection Measures


    As described in the previous section, the situations of the applied measures are quite different between the United States and Japan, although both belong to advanced countries. Based on this anomaly, this section discusses the importance of power system protection measures by taking economic damage as an index. There is a report estimating a cyberattack to an UK critical infrastructures, published by Lockheed Martin, which is a major U.S. arms company, and Cambridge University.7) This estimate calculates that, if a power outage due to cyberattack should last for several weeks, the economic effects would continue for five years from the incident occurrence and the losses would be equivalent to 2.3% of the GDP. This means, considering that the economic growth of an advanced country is a few percent8), that a cyberattack to a power supply can become a cause of significant stagnation affecting economic growth. Meanwhile, particularly recently, the attack groups performing cyberattacks to specific businesses and critical infrastructures are often backed by certain countries and some cyberattacks stem from their intensions9) 10) 11), in which case cyberattacks serve as a means of political exchange between nations. When interstate conflicts deepen and interventions in other nations’ affairs by means of cyberattacks increase, it seems that electric power systems become one of the clear targets because of the potentially critical social impact. Therefore, studies and the establishment of sufficiently robust protection measures will also be required, as in Japan.


  


  
    4. Conclusion


    Cyberattacks on critical infrastructures such as power systems have important economic implications and risk becoming targets in conflicts between nations. On the other hand, the current situation does not encourage the conventional ideas on critical infrastructures such as that “control systems without the Internet connections are safe” or “attacks are difficult without knowledge of operations.” In the future, the security of power systems should be considered in presupposing that the attackers have an understanding of the system configurations and administrative operations. Moreover, considering the potentiality of becoming a source of conflict between nations, it is regarded that the collaboration between the efforts made by industry such as via E-ISAC or JE-ISAC and the national government is no longer sufficient. A deeper collaboration between the private and governmental sectors, including those with the ISACs of other countries, will therefore tend to increase in importance in the future.
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    Abstract


    Traditional security measures have experienced difficulty in protecting against recent cyberattacks. This is because the attacks no longer consist of malware alone but have now acquired the capability of avoiding detection by the sophisticated use of management tools in their targeting systems. In order to deal with attack techniques that are continuing to advance, the use of Cyber Threat Intelligence (CTI) such as via cyberattack technique analysis, is currently attracting attention. This paper describes the cyberattack techniques recently discovered by using CTI.

    


    
      Keywords


      cyberattack countermeasures, Cyber Threat Intelligence, malware, ransomware

    

  


  
    1. Introduction


    In March 2017, NEC participated in the Automated Indicator Sharing (AIS), a framework promoted by the U.S. Department of Homeland Security (DHS) for quick sharing of cyberattack threat information across governmental and private sectors. Its aim was to enhance the information (CTI) which is critical for its cybersecurity business, together with its technologies and human resources. Based on analyses of mutual relationships, mechanisms and indicators of threat elements, the CTI provides the criteria to respond to various threats with the aim of enhancing security countermeasures and reducing the operations costs.


  


  
    2. Enhancement of Cyberattack Defence Utilizing CTI


    2.1 “URSNIF/DreamBot” Targeting Japanese Enterprises and Organizations


    A variety of spam mails written in the Japanese language have been distributed since around June 2016 with the aim of causing infections via the URSNIF banking malware. When the addressee opens the file attached to such a mail, illegal codes are downloaded from an illegal site, causing risk of theft of confidential information. Although warnings calling for attention have been issued frequently from the Japanese National Policy Agency, Tokyo Metropolitan Police Dept. and Japan Cybercrime Control Center (JC3), damage still continues to occur. Fig. 1 shows an example of the results of pivot-table data analysis of spam mail information sent to specific organizations from January to June 2017.
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         Fig. 1 Results of attack source analysis 1.
        

     


    Pivot analysis is used to study the correlations between scattered individual events by collecting and sorting them. In the case of Fig. 1, it was found that the domains and IP addresses of attackers are used in three patterns depending on the time period.


    The same results are expressed using the world map in Fig. 2.
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         Fig. 2 Results of attack source analysis 2.
        

     


    In addition, it is also possible to sort out the ranges of IP addresses used by attackers and the cycle they use and prepare a defence system accordingly. NEC collects the latest cyberattack information from various sources, analyses them and views the results as shown in Fig. 3, to be then applied actively as the basis of security measures.
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        Fig. 3 NEC Cyber Threat Map.
      

    


    2.2 How to Defend against Increase of Malware Utilizing PowerShell


    Recently media has reported frequently regarding fileless malware that does not use execution files directly. But this is not a new threat concept. For example, the Code Red in 2001 and SQL Slammer in 2003 ran only via memory and without writing anything on the disk. Similarly, IoT malware Mirai and the backdoor DoublePulsar recently leaked from the U.S. National Security Agency (NSA) do not leave any trace on the disk. They remotely abuse the WMI or PowerShell installed in the attack target system as Windows standard functions, minimize the files used in the attacks and clear the illegal files and logs after achieving their goals. The following characteristics are explained as of the time of the compilation of this paper. The actual cases are introduced in JPCERT/CC.



    	No log is left even after illegal PowerShell execution.

    	No trace of illegal codes is left after the OS reboot.

    	Detection is difficult because of direct loading in memory.

    	Network detection is difficult if executed via HTTPS communication.

    	The attack techniques are difficult to be clarified or discovered.




    Some enterprises and organizations currently consider that “attacks making use of PowerShell are difficult to detect.” While PowerShell 2.0 packaged in Windows 7 was capable of logging only start-up and exit, the updated 5.0 version can log the actions of attackers including the executed PowerShell commands and scripts, by enabling the logging function. When Windows Module Logging or Windows Sysmon is used, it is also possible to output and view the logs of PowerShell, etc. By considering what kind of operation design can enhance security while using the existing environment and verifying the threats that occur on a daily basis the future generation of intelligence of higher accuracy will contribute to “secure operations.”


    2.3 Threat of WannaCry cannot be Defended with Vulnerability Countermeasures Alone


    On May 12, 2017 (U.S. time), damage due to “WannaCry” ransomware (aka. WannaCrypt, WannaCryptor, Wcry, etc.), was produced in enterprises and organizations including in the British medical institutions (Table).


    
    
      Table Time line of damage occurrences by WannaCry ransomware.
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    Media have been reporting that the damage can be prevented by applying the security patch of MS17-010. However, NEC promptly obtained and verified samples and, as a result, found that the worm function that diffuses using the vulnerability of Windows file sharing protocol SMBv1 and the ransom function can work independently in WannaCry. The verification results indicating the absolute necessity of ransomware countermeasures, even after application of MS17-010 were communicated to the persons in charge of CSIRT and SE in the NEC Group (Fig. 4).


    
      [image: 170205_05.jpg]

      
        Fig. 4 Infection with Windows 10 applying MS17-010.
      

    


    2.4 Threat of the “Wiper Type” Ransomware Petya and Its True Purpose


    On June 27, 2017 (local time), damage by ransomware (NotPetya, PetrWrap, GoldenEye, etc.) was confirmed mainly in European countries, as causing serious damage in many enterprises and organizations.


    The damage situations as of June 28, 2017 were as follows.



    	Ukraine: About 1/3rd of government, enterprise and banking systems and 1/10th of domestic PCs were infected, causing a fault in the radiation measuring system at the Chernobyl power plant.

    	Russia: National Oil Company and middle range oil companies infected.

    	Denmark: Major shipping businesses.

    	USA: Major pharmaceutical manufacturers, major confectionary makers.




    Infections took the following routes:



    	Accounting software MeDoc used by Ukrainian businesses

    	Misuse of a vulnerability of Microsoft Office (CVE-2017-0199)

    	Watering hole attacks falsifying major Ukrainian sites




    Although this malware partially used the codes of the Petra ransomware in 2016, it is called “NotPetya” because it destroys the key that encrypts the MFT (Master File Table) that manages the information on all files in Windows and renders it unrecoverable. The infections were spread using the hacking tool “EternalBlue,” Windows official tool PsExec or by WMI commands like WannaCry. While WannaCry expands infections in the external networks by misusing a vulnerability of SMBv1, Petya attempts to spread infections inside the target organization. Its attack has the following properties.



    	Files are overwritten by other files after encryption.

    	The Salsa20 key used in encryption is destroyed and made unrecoverable.

    	Tor, the common trick of other ransomware, is not used.

    	The contact destination is limited to a blocked mail address.

    	Administrator information is exploited and a similar tool to Mimikatz is used.

    	Attacks were done on the day previous to the Ukrainian Constitution Day.

    	Unlike Petya in 2016, decryption was not possible.




    The fact of the situation described above suggests that the ransomware is not intended for ransom but that it is an act of destruction at a national level. Ransomware “Xdata” used in Ukraine in May 2017 also misused the updating function of accounting software MeDoc, which is popular in Ukraine, and caused damage using the Mimikatz tool that steals the authentication information. In addition, large-scale power outages occurred in December 2015 and in December 2016 in Ukraine. Russian company Kaspersky reported that these outages are caused by an attacker group called the BlackEnergy APT. After them, a pro-Russian group in Ukraine declared a “new nation” and military tension has been continuing since then, as seen with the joint exercise of the U.S. Navy and the Ukrainian military forces. The CTI should not be regarded simply as a technical matter but it is also important to consider it from the viewpoints of international circumstances and of the political background becoming the motive of the attacks.


    2.5 BRONZE BUTLER Relentlessly Targets Japanese Organizations


    The BRONZE BUTLER (aka. Tick) is the name given to an attack group by security vendor DELL SecureWorks. This group relentlessly targets specific Japanese organizations via its high technical ability. Once it succeeds in an intrusion, it continues to execute cyber-espionage for several hours.


    ・Purposes of attacks

    
    “Technical and intellectual property information” of Japanese businesses.

    


    ・Targets of attacks

    
    Key infrastructures and associated businesses.

    


    ・Spear Phishing mails

    
    Infected by an attached malicious file in a mail.
Targeted mail disguising a seasonal greetings mail.
Watering hole attack

    


    ・RATs (Remote Access Tools, or Remote Administration Tools)

    
    Daserf, Datper, xxmm, etc.

    


    Symantec named the attack “Tick” and reported that its activities have been developing over more than a decade.


    The attack in question contained more than 50 MB of garbage data and it had the potential of slipping by without being verified by existing security appliance products. When the log information of a specific organization was investigated by referring to the SecureWorks analysis below, four terminals were seen to be infected and their infections were deployed horizontally to tens of terminals. However, as the attack was found to be at an early stage, serious damage was able to be avoided.


    Fig. 5 shows an example of a log analysis made in the investigation.


    
      [image: 170205_06.jpg]

      
        Fig. 5 Example of a conducted log analysis investigation.
      

    


  


  
    3. Conclusion


    At NEC, we are trying to enhance various kinds of intelligence to support our customers via CTI. The threat information data used as the indicators of attacks by malware is generated based on the structured expression language called STIX (Structured Threat Information eXpression). The data includes the threat information viewed by people and that set to various security products and services for automated defence (illegal domain names, IP addresses, hash values, etc.) and is verified daily in order to improve accuracy (Fig. 6).


    
      [image: 170205_07.jpg]

      
        Fig. 6 Image of display of NEC Cyber Threat Intelligence.
      

    


    We are also advancing improvements in our analysis capabilities by automating systems and utilizing AI. However, the results and judgments made via the optimum analyses of human labor are indispensable for packaging the training data. It is also important to constantly enhance the countermeasures in order to deal with cyberattack techniques that are continually evolving.


  


  
    * Windows and Microsoft are registered trademarks of Microsoft Corporation in the U.S. and other countries.


    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    The NEC Group currently deploys proactive cybersecurity measures both inside and outside Japan in order to protect companies from the cyberattacks that are becoming increasingly sophisticated and advanced. Our security resources have been developed based on expertise accumulated over more than two decades, as well as on information sharing with external organizations including expert international security agencies and police forces. The group is also promoting the practical implementation of a system for localizing cyberattack damage by applying AI (Artificial Intelligence) and SDN (Software Defined Networking) technologies. This paper introduces the cybersecurity measures enhanced globally across the NEC Group, together with details of the existing information security infrastructure that the group is applying to protect customer information and other confidential data1).
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    1. Enhancement of Cybersecurity Measures


    Under the recent sophistication and advancement of cyberattacks, the NEC Group positions the enhancement of cybersecurity as the most important measure for it and deploys various activities in the NEC Group inside and outside Japan under the leadership of the CISO (Chief Information Security Officer). The following sections introduce some of the main activities.


    1.1 Cybersecurity Risk Analysis


    The NEC Group analyzes the risks of cyberattack threats that occur in daily business operations, including targeted attacks, ransomware (a kind of malware that encrypts files and then demands a ransom in exchange for decryption), and indiscriminate email attacks (attacks aimed at unspecified, large numbers of people), and implements measures against cyberattacks based on the analysis results. NEC sorts risk analysis into four types including the “cyber threat analysis” (assessment of the status and characteristics of cyberattacks on the NEC Group and consideration of responses in accordance with the threat risk), “monitoring operations analysis” (appropriate reviews of the current monitoring processes), “solution and IT analysis” (analysis of the applicability of countermeasure products and services to the Group’s internal IT environment) and “countermeasure analysis” (investigation of the countermeasures required by the NEC Group).


    1.2 Global Measures against Cyberattacks


    The NEC Group formulates annual plans for countermeasures based on cybersecurity risk analysis, and implements the countermeasures with the approval of the CISO.


    As a company that deploys Solutions for Society on a global scale, the NEC Group understands that adopting a globally unified approach to cybersecurity risks is vital for business continuity.


    The global cyber security measures of the NEC Group broadly focus on four areas; 1) detecting unknown attacks; 2) integrating log management/Intensifying monitoring; 3) deploying GCAPS and; 4) establishing CSIRT organizations (Fig. 1).


    
      [image: 170206_02.jpg]

      
        Fig. 1 Overview of countermeasures against global cyberattacks.
      

    


    (1) Detecting unknown attacks


    
    As entrance and exit countermeasures, the NEC Group implements unknown malware detection systems, monitors web communications and in-coming emails, and, based on information about detected unknown malware, filters out improper communications and take measures to handle PCs and servers suspected of infection.

    


    (2) Integrating log management/intensifying monitoring


    
    The NEC Group performs integrated log management over the Group’s 180,000 PCs and servers and the logs collected from security products, thus making the log analysis more effective and comprehensive. The group also conducts relational analysis of multiple logs to identify possible risks, which will enable us to reduce the risk of information leakage (Fig. 2).

    


    
      [image: 170206_01.jpg]

      
        Fig. 2 Integrated analysis of logs and investigation of packets.
      

    


    (3) Deploying GCAPS


    
    NEC is rolling out the GCAPS (sold externally as a solution under the name NCSP, or NEC Cyber Security Platform) to the entire Group, for the purposes of strengthening measures related to PC and server vulnerabilities and increasing the efficiency of incident response.


    With GCAPS, the NEC Group will globally strengthen measures related to PCs and servers from two standpoints: “Proactive Defense” performed on the basis of risk recognition, and “Incident Response” when an incident has been detected (Fig. 3).
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        Fig. 3 Concept of GCAPS.
      

    


    (4) Establishing CSIRT organizations


    
    The NEC Group has established a CSIRT in Japan, headed by the CISO. This CSIRT monitors for cyberattacks, analyzes the features of discovered attacks and malware, and shares the information with related departments. If an incident occurs, the CSIRT takes immediate steps to protect the company’s systems and find out what type of attack they are facing. The team then analyzes the cause of the incident and implements measures to bring the attack to an end. The NEC Group also shares cyber intelligence based on detected cyberattacks and unauthorized communications among group companies across the globe, thus enabling the CSIRTs of the entire group to work together smoothly (Fig. 1 and Fig. 4).
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        Fig. 4 Overview of CSIRT.
      

    


    Members of the CSIRT undergo training and exercises to improve their technical skills, as well as participate in the Group-wide CTF (Capture The Flag) security contest. The NEC Group also conducts comprehensive exercises with top management to enhance the ability of the entire organization to respond appropriately to security incidents.


    


    1.3 Proving the Value of NEC’s Advanced Technologies


    The NEC Group is validating and ensuring the value of its cutting-edge cybersecurity solutions that adopt SDN and AI by testing and using them in actual IT environments, thereby driving the progress of NEC’s focused technology areas and building internal reference cases of advanced technologies.


    (1) Incorporating SDN into measures against cyberattacks


    
    The NEC Group validated the value of its automated cyberattack protection system that uses SDN to quickly localize the damage from malware infection caused by a ransomware or targeted attack. The test was completed and the system is currently in production in the NEC Group environment.


    


    (2) ASI (Automated Security Intelligence)


    
    The NEC Group is working together with its laboratories to validate the value of NEC’s Automated Security Intelligence (ASI) solution that detects abnormal situations of systems by leveraging machine learning AI technology. The solution is currently being evaluated in the actual IT environment of NEC Asia Pacific in Singapore about the accuracy and performance in detecting unknown attacks at endpoints and tracing the source of attacks. Results of the evaluation are used as a feedback for taking the ASI solution to the market.


    


  


  
    2. Information Security Infrastructure


    The NEC Group has built and operates information security infrastructure to manage and control users and to allow them to safely, securely and efficiently use PCs, networks and business systems in order to protect customer and confidential information.

    Three platforms composing the information security infrastructure interact with and complement one another to achieve the information security policies of the NEC Group. These are the “IT platform for user management and control,” “IT platform for PC and network protection” and “IT platform for information protection.” The following sections introduce details of these three platforms.


    2.1 IT Platform for User Management and Control (Authentication Infrastructure)


    The basis of information security management is the user authentication infrastructure. Using a system to identify individuals enables proper control of access to information assets and prevents spoofing by using digital certificates. The NEC Group is currently strengthening its authentication infrastructure for user management and control. Main strengthening measures including the “linkage between authentication infrastructure and cloud services” and “multi-factor authentication” are described in the following.


    (1) Linkage between authentication infrastructure and cloud services


    

    In today’s diverse business environment, there is a growing need to share information with people outside the company and utilize cloud services. The NEC Group has therefore created a system whereby cloud services are linked to the Group’s internal authentication infrastructure, enabling cloud services to be used safely and securely (Fig. 5).
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        Fig. 5 Cloud authentication linkage.
      

    


  


    (2) Multi-factor authentication


    
    To strengthen measures against internal fraud and cyberattacks (targeted attacks), the NEC Group not only implements user IDs and passwords (knowledge-based authentication) for controlling access to systems handling critical information, but also promotes the employment of personal authentication using digital certificates (possession-based authentication). The group intends to further combine this with face recognition (biometric authentication).


    


    2.2 IT Platform for PC and Network Protection


    NEC has constructed an IT platform to protect the group’s PCs and networks from viruses, worms, and other attacks and maintain the security of information devices connected to the NEC Intranet. In addition, in order to address increasing risks of targeted attacks, it is important to install all necessary security updates and antivirus software.


    NEC Group employees using the NEC Intranet are required to install software to check the status of their PCs and the network. Being able to visualize them makes possible monitoring of appropriate software use by the users.


    When a PC for which security measures are not sufficiently implemented or a LAN infected by malware is connected to the NEC Intranet, that PC or LAN is automatically disconnected from the NEC Intranet. The NEC Group also controls communications to people or organizations outside the group by using web access filtering, prohibiting the use of free email accounts, using sender domain authentication, and other methods.


    The NEC Group checks vulnerabilities in the information devices connected to the NEC Intranet by using a vulnerability detection tool and manages the found vulnerabilities centrally by the system. The vulnerabilities are corrected by each department but the correction status is also centrally managed by the system, allowing the status of the entire NEC Group to be easily ascertained.


    2.3 IT Platform for Information Protection

    It is necessary to identify channels that can lead to information leaks, analyze risks and take appropriate measures to prevent leaks. As the NEC Group manages not only its own information but information entrusted to it by customers and information disclosed to business partners, the group implements comprehensive and multilayered measures for each channel that might lead to an information leak (malware infection, email exchange, external storage media, devices taken outside the company) while considering the characteristics and risks of networks, PCs, external storage media, and other IT components (Fig. 6).
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        Fig. 6 Overview of IT platform for information protection.
      

    


    (1) NEC group information leakage prevention system


    
     The NEC Group has constructed an information leakage prevention system that uses its InfoCage series of products. By implementing “encryption (through adoption of InfoCage FileShell),” “device control” and “log recording/monitoring,” the group counters the risk of information leakage caused by external attacks or internal misconduct (Fig. 7).
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        Fig. 7 Overview of information leakage prevention system.
      

    


    


    (2) Secure information exchange mechanism


    
     The NEC Group operates a secure information exchange site to safely and reliably exchange important information with customers and business partners. NEC conducts the exchange of information in access-restricted areas of the secure information exchange site. Access to these areas requires the use of one-time URLs and passwords. Use of this site reduces the need to exchange information using USB flash drives or other external media, which in turn reduces the risk of information leakage incidents caused by theft or loss.


     The NEC Group has implemented a secure email distribution system to prevent incidents of information leakage caused by mistaken email address entry, mistaken email attachments or intentional email transfer.


     Other efforts to increase email security include the rollout of OMCA (Outlook Mail Check AddIn) within the NEC Group. OMCA provides functionality to alert users about a suspicious email that may be a targeted attack and to display a popup window prompting users to check the destination address and attached file(s) before sending an email.


    


    (3) Secure environment for working outside the office


    
     The NEC Group has introduced “thin client terminals” and “Trusted PCs” with enhanced security features to protect the information on the PC in the event of theft or loss. The type of device used when outside the office can be selected according to the purpose of the work and the external environment. “Trusted PCs” employ technologies such as “fully encrypted HDD” and “remote data deletion/PC locking” in order to protect the information stored inside the PC.
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    In answer to the spread and sophistication of cyberattacks, newly developed countermeasure products are achieving positive results and a certain level of success. However, many of them rely on the judgment abilities of the operators and due to the difficulties of their operations the current situation does not succeed in reducing damage satisfactorily. The security operations center (SOC) described below provides services with which professionals perform the required operations by substituting end users and is one that is currently attracting special attention in the field of cybersecurity. This paper describes the core issues that are currently being experienced and the innovative approach related to the SOCs and security monitoring services. It also gives a perspective on the desirable shape for the SOCs of the future.
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    1. The Environment Surrounding Cyberspace


    1.1 Advancement and Sophistication of Cyberattacks


    Information leak damage via cyberattacks by sending e-mails for targeted attacks or hitting a website vulnerability have been increasing in recent years. Cyberattacks aiming at illicitly acquiring money by means of banking malware and ransomware are also increasing. Particularly, attacks attributable to professional cybercrime organizations are noticeably increasingly innovative and sophisticated, making successful countermeasure extremely difficult to achieve.


    For example, the pattern-matching type countermeasure products such as antivirus software, IDS and IPS often fail in detecting new attack techniques and malware, so they cannot be effective against the attacks until the product vendor distributes the signature after the damage is detected in the attacked organization. Recently the dissemination of sandbox type products and AI-based products has achieved a certain level of success. However, in reality, new attack techniques capable of passing through their countermeasures are already emerging. Some examples of techniques avoiding detection are the technique of creating a compressed file in which malware is encrypted or that of increasing the file size by adding a large amount of irrelevant codes to the malware codes.


   As has been pointed out generally, countermeasures relying on a single type of security products have limitations of defense capability and it is necessary to enhance defense robustness by combining several countermeasures.


    1.2 Outsourcing of Security Operations to Security Operations Centers (SOCs)


    There are many organizations that are promoting preparedness against cyberattacks by introducing multiple security measures. On the other hand, following the increase of data exchanged via the Internet, the logs and alerts generated by security devices are also increasing, causing many organizations to be adversely affected by these issues. It is essential to determine if each log or alert signifies an erroneous detection (hereafter “false positive”), an event of minor importance or an incident to be noted quickly and optimally. Therefore, a wide range of knowledge and expertise is required including: network skills, security knowledge on cyberattack techniques and vulnerability information and an understanding of system and network environments, as well as a substantial knowledge of security devices.


    Under such circumstances, the trend of outsourcing the security monitoring and operations to a SOC run by an external specialist security company is accelerating over many organizations. Following the trend, there have been certain needs for the SOCs that simply sent reports on the alerts issued by security devices to customers so far. However, it is now expected that the increasing sophistication and advancement of cyberattacks will demand that security monitoring service must be provided by SOCs that have enough skills to judge security events properly.



  


  
    2. Present Status of SOC Operations


    2.1 Issues of Log Analysis


    NEC and Infosec Corporation which is one of the security specialized affiliates of the NEC group run the “NEC Cyber Security Factory” which has SOC as one function. At the Cyber Security Factory, analysts perform original analysis of the large amounts of logs and alerts generated by security devices to determine the importance and seriousness of each event. In fact, the alert levels issued by security devices often differ from those concluded by their analysts, so the analysts determine whether or not an event generated from logs is a false positive and, if not, select the level of security event from Levels 1-4 (Fig. 1). Their analysis work makes it possible to notify the users optimally of only the necessary events.


    
      [image: 170207_01.jpg]

      
        Fig. 1 Levels of security events.
      

    


    However, in the traditional security service market in Japan, it is standard business practice to conclude a service agreement per security device. On the other hand, the logs and alerts sent from a single security device are often insufficient for determining the level of the event. In such a case, a judgment requires past experience and knowledge of the analyst (including that on the system environment and on the communication tendencies of customers) as well as secondary data enabling a final decision (Fig. 2). Such situations bring the difficulty of the analysis operations.
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        Fig. 2 Example of additional investigation for attack success/failure judgment.
      

    


    As the false positive and attack failures form a fairly high percentage in the whole events, the analysts operations currently need much time for making judgments on such issues (Fig. 3).


    
      [image: 170207_03.jpg]

      
        Fig. 3 Number and growth of events per category at Cyber Security Factory.
      

    


    As the growth trend of security events compared to previous years, Fig. 3, the burden of analysis operations on analysts are increasing continually, making it an urgent matter to improve the operational situations.


    2.2 Resource-related Issues for SOC Analysts


    The increased need of services might be dealt with by increasing the number of analysts, but such a solution involves a serious issue.


    According to a survey by the Japanese Ministry of Economy, Trade and Industry, there is an insufficiency of about 130,000 human resources engaged in information security, and this number is expected to exceed 190,000 persons in 2020. The situation of scarcity is similar in the job category of SOC analysts. The issue is more serious for the SOC analysts because the technical knowledge required for SOC analysts is especially high. The need for a longer time taken in training than for other security engineers poses a more serious issue.


    For example, monitoring of gateway type security devices requires an accurate knowledge of networks. Since some events necessitate packet checking work, it is also necessary to acquire competent knowledge on the packet structures according to protocols. In particular, SOC requires speedy analysis and judgments, so technological understanding and capability at the level of immediate knowledge recall is an essential skill. Moreover, malware analysis becomes necessary in some incident cases, skill in reading program codes is also required.


    In addition to the skills based on a general knowledge of IT and networks, it is also necessary to have a positive attitude and natural curiosity in order to catch up continually on attack methods, including on knowledge of typical or trendy cyberattack techniques.


    Considering the technical level required by analysts, acquiring knowledge at the desktop is not enough in itself, the training process with OJT in the field (SOC) is indispensable. However, the OJT necessitates skilled analysts that already have important roles in field operations, the number of potentially trainable people is limited. Although efforts and the actual process of the human resource training of analysts is continuing constantly, the policy of training a large number of analysts in a short period is rather unrealistic.


  


  
    3. New Approach Based on AI


    As discussed in the above, the expansion of monitoring services via SOC encounters the important issues of increases in the amount of log analysis work and the shortage of analyst resources. Consequently, NEC and Infosec have started to develop the “threat analysis server” using AI (Artificial Intelligence) aiming at saving workload in log analyses. With the threat analysis server, the feature vectors of communication packets related to each event and the judgment results of analysts are used as the learning data to build a learned AI. This is then verified with real-time actual data in order to improve the judgment accuracy. However, when the setting (threshold value) is changed to significantly improve the accuracy to judge false positive detection as “false positive”, false negative (overlooking, judgment of actual attack as a false positive) occasionally occurs as a trade-off. Since it is indispensable to maintain false negatives as close as null considering the properties of this service, the setting (threshold) is tuned very cautiously in order to avoid false negatives.


    More recently, these efforts have been started to expand the scope of applications of AI so that the AI is able to judge Level 1 and 2 events as well as false positive judgement. Even at the current stage, about 50% of the analysis logs compared to former status before using AI have been reduced successfully, thereby leading to improvements in the operational efficiency of the analysts (Fig. 4).
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        Fig. 4 Log analysis efficiency improvement using AI (machine learning) at Cybersecurity Factory.
      

    


    By using AI for auto analysis and judgments of minor events that occupy a large part of the operations of analysts, they can focus on more important activities such as the examination of methods for responding to the advancing attacks and improving their detection accuracy.


    The authors believe that a positive use of AI can promote standardization of the quality of monitoring services and encourage innovative efforts of the analysts. It will also contribute to the implementation of a high-quality service, equipped with a high detection capability of even advanced attacks.


  


  
    4. Towards the Advancement of Monitoring Services


    As already noted, the logs and alerts of a single security device are often inadequate for an analyst to judge the level of an event, necessitating further time for analysis. There would also be same cases which an alert succeeds in detecting a real attack but is unable to determine whether it has succeeded or not (when the events are judged to be of Level 3, etc.). Such cases means an issue from the viewpoint of analysis accuracy.


    To counter possible threats of increasing complexity in the future, it will be necessary to define the threats that an organization should defend against and combine the logs of multiple security devices as well as servers and clients and conduct analysis per each threat (Fig. 5).
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        Fig. 5 Example of efficient judgment made by combination of multiple logs.
      

    


    For this purpose, the authors also believe that it is necessary to form a monitoring service market that is based on threat categories and also does not rely on single security devices, like as what the current monitoring services do.


    When the logs and alerts from multiple devices (inputs) and the judgment results made by analysts (outputs) are accumulated as data, it is expected that sophisticated learning data that can indicate the high correlations between inputs and outputs can be built. It is also estimated that the analysis accuracy of AI can also be improved and the scope of use of AI in the SOC expanded further.


  


  
    5. Future Perspectives of SOC


    In the future the SOC will be able to implement a service that can monitor multiple devices logs, including servers and clients, and then the SOC must receive more logs and alerts than today. To make this possible, it is required to make active use of the AI to improve the function of filtering events of low importance and to prepare a process that allows the analysts to analyse and make judgments only on important events, as discussed in the above.


    Some large-scale organizations have already introduced SOCs independently (private SOCs) for integrated management of logs and alerts in-house. On the other hand, considering the difficulty of employing analysts in-house, it is anticipated that cases of outsourcing the operations of private SOCs will increase in the future.


    In fact, since operations of the SOCs differ depending on their organization it will be difficult for the vendors to undertake outsourcing of customers’ original operation as it is and also because of the anticipated problems with the resources of the vendors. Therefore, the authors believe that it is necessary to implement a function for filtering general events exclusively for private SOCs, so that only the important events will be analysed by the service providers’ analysts (Fig. 6).
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        Fig. 6 Future image of SOCs in Cyber Security Factory.
      

    


    In addition, NEC also aims at allowing the SOCs to provide prompt, seamless services covering advanced incident responses. This will include investigations of servers and clients in addition to the existing simple incident responses, such as closure of a firewall port when an event with a high potential of an incident is detected.


    From the viewpoint of security operations, NEC and Infosec wish to resolve customer anxieties concerning cybersecurity by continuing to provide better services to ensure that critical incidents are prevented. We also aim to allow them to focus clearly on their primary business functions.
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    Abstract


    It is said that it is impossible to avoid security incidents no matter how many cyberattack countermeasures are taken. However, the possibility of mitigating the damage caused by cyberattacks depends greatly on the quality of the response taken initially, from immediately after the detection of an incident to a temporary calming down of the situation. This paper discusses the optimum form of the incident response to be taken, based on actual events. A first response support service provided by NEC is also introduced.
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    1. Introduction


    Cyberattacks that steal the information assets of enterprises and organizations or obstruct their operations for the purpose of financial gain or political abuse are increasing. In a case intended to cause serious damage to an organization, such as a leak of confidential information or a security breach, the attacker will follow a certain procedure after the malware infection is accomplished. This will include a communication to the attacking server, taking over internal authority and a search for confidential information. This means that the key to containing the damage caused by a cyberattack lies in discovering an attack at an early stage and adopting a rapid response to the incident.


    In this paper, we discuss how to adopt a prompt incident response by introducing site issues and some actual cases of responses (Fig. 1).
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         Fig. 1 Range of response measures introduced below.
        

     


  


  
    2. Present Status of Incident Response


    In 2015, the Japanese Ministry of Economy, Trade and Industry established the Cybersecurity Management Guidelines jointly with the Information Processing Promotion Agency, Japan. The “10 Important Items” that the management should direct their CISO (chief information security officer) to observe are as recommended in the Guidelines. These include “When facing a cyberattack, prevent further damage by taking prompt first actions and to this end, establish a Computer Security Incident Response Team (CSIRT) while at the same time developing a first action manual” in one of the ten directions.

    These guidelines and the actual increase in cyberattacks are increasing the number of organizations that are studying the enhancement of their incident response procedures. However, many of them face the three issues described below that affect their incident response experience.


2.1 Loss of Evidence Due to an Inappropriate First Response


    When a security staff notices an irregularity, including “finding by antivirus software or a gateway type detection product,” “execution of suspicious file, incapability of opening a file or incapability of login,” “notification from an external institution,” then various actions should be executed in order to deal with the situation. These actions such as elimination/isolation of detected files, full scanning with antivirus software and rebooting the targeted equipment are attempts to identify the source of the trouble or to prevent further damage, may sometimes turn out to be effective.


    However, the incident may not be dealt with satisfactorily, which means that a potentially serious malfunction is identified. There are sometimes cases in which the actions taken for investigation and response would have previously overwritten the command/program execution history and file/folder change history, thereby causing the loss of precious clues. If the details of investigations and operations executed by the person in charge of security are not recorded, it becomes difficult to tell whether a history is recorded during the investigation or response, or that the result of the executed attack, and the investigation gets more difficult in such a case (Fig. 2).
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         Fig. 2 Actions that tend to be executed in priority order and their effects on investigation.
        

     


2.2 Resource Insufficiency of Digital Forensic Engineers


    Technology for analyzing computers, servers and networks in order to identify the cause of an incident and the details of the damage is called “digital forensics” (hereinafter simplified to “forensics”). The entire market suffers from an insufficiency of forensic engineers. Business incident responses are thereby not only incapable of building optimum systems in support of user enterprises and organizations but they are also even unable to help client organizations that need support due to an actual occurrence of incidents.


    This inadequacy is due to the need for the advanced knowledge of forensic engineers. In order to find traces left on a computer, a knowledge of the internal operations and principles of computers such as file systems and memory architectures is required. Such tasks are inherently difficult for humans to perform satisfactorily. On the other hand, developments in the IT industry are generally shifting towards an environment that uses high-level languages that are relatively easy to understand for humans. Therefore, the opportunities for learning technologies based on the principles of computers are becoming very rare. Such a background increases the scarcity of human resources that are capable of dealing competently with an incident response. This situation causes a serious insufficiency in the supply of forensic engineers compared to the demand (Fig. 3).
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         Fig. 3 Image of technological elements required by forensics1).
        

     


2.3 Environments in Which the Person in Charge Cannot Focus Exclusively on an Incident Response


    When a company does not have forensics engineer, it must ask for the immediate support of experts from outside the company. However, as described above, depletion of resources over the entire market makes it necessary to contact several service sources in order to find suitable support that is available immediately. Furthermore, few organizations prepare a sufficient amount of their budgets to deal with incidents that are unpredictable. Consequently, the person in charge of the incident response must perform operations that are not directly associated with it. These will include requests for proposals, investigation of the proposal details and in-house decisions regarding special budget allocations (Fig. 4).
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         Fig. 4 Examples of indirect operations imposed on the person in charge.        

     


    In fact, even serious situations cannot always be understood. It is in general extremely difficult to obtain clear understanding and consent of managements that are not security experts, by merely showing only the signs of potential threats (Fig. 5). As a result, in many cases persons in charge tend to take a long time over a response because of an inability in obtaining the required support at required timings. Usually, if a long time is available to the attacker, the violation can be extensive and the traces of attacks will be hidden and the investigations become increasingly complex. Additionally, in such a case, some cyberattacks change the hashes and communication destinations of malware in use for every infected terminal. Once the malware has spread because of an erroneous first response, repair will become extremely difficult because of the differences in the infection detection conditions between each piece of the malware.
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         Fig. 5 Example of cyberattack traces available in a first response (Traces indicating the potential of an account acquisition by an attacker).
        

     


  


  
    3. Issue Solution Methods


    In section 2 above, we mentioned the following three issues of incident response;



    	Loss of evidence due to an inappropriate first response;

    	Difficulty in securing forensic engineers;

    	Impracticality of the person in charge focussing exclusively on an incident response.




    The following subsections will describe the methods of solving these issues.


3.1 Appropriate and Rapid Site Evidence Preservation


    An effective method for mitigating serious damage is to adopt the action of “preservation of data in the terminals that might be attacked” at an early stage of a first response to a cyberattack. This is because preserving the necessary data increases the potential of clarifying what has actually happened when detailed investigations become necessary.


    However, because an insufficiency of information immediately after discovery of an incident makes it hard to judge both the kind of and the amount of data to be preserved, the preservation work is often postponed in consideration of the amount of labor required by it. This results in one of the currently discussed issues, which in many cases is the loss of evidence. The Cyber Defence Institute Inc. (CDI), which is a security-dedicated company of the NEC Group, has developed a tool called the CDIR Collector that enables the preservation of data suitable for an incident response. This tool selects the targets of preservation by considering the balance between the volatility and the value of the information (Table).


    
    
      Table Data preserved by CDIR Collector and the information available from it.
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    When this tool is incorporated in a USB memory stick or network drive, data can be preserved in a few to less than twenty minutes by connecting the targeted terminal and running the tool (Fig. 6).
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         Fig. 6 Case of execution of CDIR Collector.
        

     


3.2 Clarification of the Role of One’s Own Organization and Those to be Outsourced


    When implementing a response involving high technology hurdles to be done by one’s own organization, such as via forensics, it is imperative to consider getting external cooperation in advance. What is important is to analyze the possessed operations and human resources, e.g. whether or not one’s own organization has a suitable person in charge of security and a security system is maintained. Furthermore it is helpful to clarify the extent of response operations performed by one’s own organization and those to be outsourced and to reserve resources for investigations and analyzes for use in case of need.

3.3 Advance Preparation and Dissemination


    Smooth responses to even unexpected incidents are possible by preparing the incident response plan and the decision making process. For example, who should do what and call whom should be prepared in advance and disseminating the understanding of incidents among the organization members including the management.


  


  
    4. Incident Response Support Service


    Benefiting from the facilitation of the data preserved by the CDIR Collector, NEC has started a remote support service that analyzes the data preserved by the CDIR Collector (Fig. 7).
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         Fig. 7 Outline of the service.
        

     


    This service consists of an analysis by NEC’s special team of traces of cyberattacks remaining in terminals. Unlike the previous forensic services, it features quick first response support by setting a service target level. Specifically, it aims at issuing a flash report within one operating day after receiving the preserved data from the customer.


    Should information leak or other serious damage be discovered, the team takes thorough measures in collaboration with the CDI. As the service is provided on a monthly agreement basis, it can omit clerical operations that often take excessive time over incident responses, such as for estimations and in-house decisions. This service provides a scheme for enabling the customer to swiftly implement a focussed incident response.


  


  
    5. Conclusion


    In the above, the authors discussed the importance of a first response to incidents and a forensics-based service for enabling a prompt response.


    The incident response service provided responsibly by NEC is a solution for preventing a cyberattack incident from becoming a serious one. NEC aims to feedback knowledge quickly to the NEC Cybersecurity Group on the latest methods of attack2) (Fig. 8) and on issues in customer security operations that are clarified during the service provision. This procedure will serve the provision of improved services for all of our customers.
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         Fig. 8 Image of knowledge obtained through service provisions.
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    Abstract


    Under the intensification of threats of cyberattacks the refinement of human resources capable of handling them has become a pressing issue. NEC has been studying the skills expected from such human resources and the method of handling an actual cyberattack and thereby developing an effective training program. This paper introduces the concept of NEC in developing the practical cybersecurity exercises that are currently providing training courses, together with some actual cases.
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    1. Introduction


    Since cyberattacks have spread significantly, shortages of human security resources in enterprises and organizations have now become a serious problem, thereby causing threats to information assets and business continuity. In addition, the dissemination of smartphones, social media and IoT has meant that the knowledge and capability required of security-involved people is more complex than ever.


    The trend in the shortage of human security resources is a worldwide problem and serious security incidents such as falsifications of governmental websites are occurring in various countries such as in Japan. This has made the demand for the cultivation of human resources capable of dealing with such problems higher than ever.


    In this paper, we define the skills required of human resources to deal optimally with the threats of cyber-attacks, describe the development of the training exercise program for strengthening such resources and introduce cases of projects that we have actually completed in Japan and in the ASEAN countries.


  


  
    2. Types of Human Security Resources to be Development


    This section discusses those human resources that are required to deal optimally with cyber-attack threats.


2.1 In-house CSIRT and Capacity Building


    Enterprises and organizations are positively advancing the introduction of security appliances such as firewalls and IPSs in order to combat cyber-attacks.


    Training for the operators of security systems consists not only of that based on programs provided by the product manufacturers. SI vendors also provide a wide variety and number of programs that contribute to the upgrading of technical skills. However, technical skills are not adequate by themselves for optimally responding to the escalating cyber-attacks. Based on these circumstances, many organizations are starting to prepare CSIRTs (Computer Security Incident Response Teams). The CSIRT is a team for undertaking the integrated handling of security incidents. The concentration of points of contact related to information security is also expected to facilitate collaborations with external organizations (Fig. 1).
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        Fig. 1 Advantages of CSIRT.
      

    


2.2 Summary of Human Resources Required for CSIRT


    In case a cyber-security event occurs, the CSIRT is required not only to clarify the occurring event and prevent any extension of damage but also to ensure continuity of the activities of the organization to which it belongs.


    To maintain the activities of the organization, it is necessary to identify a situation from a higher perspective, make accurate decision on the actions to be prioritized and perform the response in as short a time as possible.


    This cannot be executed with the technical skills for applying measures to the system alone. High relational skills such as the ability to make decisions, perform coordination with related departments within the organization and communication with external organizations (Fig. 2).
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        Fig. 2 Skills required for CSIRT human resources.
      

    


    While the expectations for CSIRT have grown greatly, many barriers still exist before CSIRT members will benefit significantly. Such as the few opportunities that occur for experiencing a real incident and because of its high dependence on individual skills, the difficulty of teaching the requisite expertise to others.


    Based on these contingency situations, NEC has decided to tackle the development of an “incident handling exercise.”



  


  
    3. Outline of Incident Handling Exercise


    This section introduces the outline of the “incident handling exercise” NEC has started.


    NEC designed this exercise so that the trainee can learn how the CSIRT should respond to a cyberattack by experiencing it in the same time lapse as in an actual event, Technical points such as analyses as well as the factors belonging to interpersonal skills such as reporting to one’s superior and interaction with related departments and communication with external organizations will also be covered.


    The incident handling exercise is a practical exercise that follows the flow of typical responses to a target attack and it also includes analyses using actual devices. Its validity has been verified after several improvements based on the results of various human resource training projects.


3.1 Goals of the Incident Handling Exercise


    The following four concerns are the main goals of the incident handling exercise.



    	Understanding the latest targeted attacks

    	Experiencing response procedures by following attack scenarios

    	Experiencing techniques and tools used in the response

    	Knowledge of communications to inside and outside the organization





    When the experience of the exercise is compared to situations in the trainee’s organization, the issues of the organization can be clarified and knowledge leading to improvements can be obtained. This is another of the exercise goals.


3.2 Targets of the Incident Handling Exercise


    Incident handling training is given to persons in charge of information security in the information systems departments of enterprises and groups. The assumed targets are the persons who are going to start up CSIRTs or members of teams that have already started up but are not yet functioning effectively. The exercise is also very effective for persons who are going to be in charge of security operations or those that are newly joining CSIRTs.


3.3 Configuration and Mode of Provision of Incident Handling Exercise


    The incident handling training consists broadly of the three subjects of “lecture,” “practical exercise” and “group work” (Fig. 3).
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        Fig. 3 Configuration of the incident handling exercise.
      

    


    The “lecture” is where the basic knowledge required for incident handling is acquired. In addition, it also provides experience of the operational environments and tools of the system used in the exercise.


    “Practical exercise” is the function in which the trainees learn the flow of the incident handling sequence by controlling the actual devices in order to experience incident analyses based on actual cyberattack cases. Three to four trainees form a group and tackle the incident handling by allocating the roles of instructions, investigations/analyses and report/liaison. If a single team sends several members to the exercise, they are recommended to join the same group and experience the roles that they will actually assume in their team.


    The “group work” is the place for holding discussions with the lecturers and other trainees on the strategies of each team and on the operational measures to be taken. The intention is to aim the knowledge and experience learned in the exercise at the actual operation.


    Each exercise is held on two days considering the volume of the contents and adopts a group work mode to promote smooth communication between the lecture staff and the trainees and between the trainees themselves. The computers and servers used in the practical exercise are prepared by NEC.


    The exercise is coordinated by a lecturer and a few tutors. The tutors support the understanding and progress of the practical exercise for the trainees. Usually, a tutor is assigned for 10 to 15 trainees.


3.4 Scenarios Used in Practical Exercise


    The practical exercise is performed in a virtual environment in which the servers and networks used in real organizations are simulated. This environment allows the trainees to experience the actual flow of the incident handling (scenario) by replicating intrusion logs and malware such as the RAT (Remote Access Tool, or Remote Administration Tool). Scenarios are designed to be highly realistic by being based on actual cases of information leaks of targeted attacks.

    An example of a scenario:



    	Notification to informant

    	Verify the detection

    	Alert

    	Investigation results review

    	Surface analysis

    	Report of current status

    	Investigation of damage extent

    	Log analysis

    	Investigation of causes of internal infection

    	Information leakage report




    To develop highly effective scenarios, the exercise incorporates advanced knowledge and the latest case histories in collaboration with academic institutions such as the Japan Advanced Institute of Science and Technology as well as partner businesses of the NEC Cyber Security Factories1). The tools used in the practical exercise are selected from freeware and genuine OS items to facilitate actual introduction after the trainees return to their teams.


   3.5 Effect Measurement Method


    To measure if the skills of trainees have improved by receiving the training, skill check tests are conducted before and after the course in order to enable quantitative measurements by comparing the scores.


    In addition to the post-exercise questionnaires, a “follow-up questionnaire” is also made experimentally at a certain period after the exercise to check the situations of trainees.


  


  
    4. Enforcement of Incident Handling Exercises, Their Effects


    This section introduces the summaries of training projects that NEC has been engaged in both in as well as outside Japan.


   4.1 Cyber Defense Exercise with Recurrence (CYDER)


    CYDER is a project started in FY2013 by the Japanese Ministry of Internal Affairs and Communications. It is targeted at governmental agencies and key infrastructure businesses and it is conducted by drawing up a scenario of incident handling against a targeted attack. The activity is expanded to meet the changes in the threats on cybersecurity and the incident handling scenarios of local governments are also developed.


    The exercise has been participated by more than 2,000 trainees already. The post-exercise questionnaires reveal that the results of the training have elicited remarks such as “we started a CSIRT in our house and joined the related organization,” “we drew up an incident initial handling manual” and “we prepared the tools we used in the practical exercise so that they may also be used in-house.” This was all satisfying news for the authors and for NEC.


   4.2 Cyber Exercises for ASEAN Countries


    As part of the project conducted by the Japanese Ministry of Internal Affairs and Communications, “Hands-on pilot training aiming to increase cyber defense capabilities in ASEAN countries,” NEC has been presenting cyber training exercises for the governmental cybersecurity-related organizations of ASEAN countries such as Thailand and Malaysia since FY2015. These exercises are based on CYDER as described above, but the scenario contents, exercise time allocation and progress trends were adjusted according to the circumstances and national traits that were specific to each country. Although the exercise time was extended compared to CYDER in Japan, many trainees still expressed the opinion that it should have been for longer. When NEC appointed tutors speaking the local language in Thailand, noticeable improvements in results were achieved; including activation of discussions in the team exercise and group work as well as improvements in trainee understanding.



  


  
    5. Conclusion


    Under the continual growth of the threats of cyber-attacks, the roles of the human security resources that support the realization of a society where people can lead safe, secure lives is likely to become more important in the future.


    NEC will continue to contribute to the capacity building of cyber-security resources and to their capabilities by applying the technical power and system integration expertise that we have developed.
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    Abstract


    Damage caused by cyberattacks targeting the information systems of enterprises and public institutions have recently become a significant social issue. In order to counter the increase in the number of attacks, Defense in depth combining several countermeasures are now required. Defense in depth is composed of proactive measures as well as of threat detection and post-incident measures. The proactive measures include vulnerability management procedures consisting of steps that include; the assessment of equipment configuration information, assessment of vulnerability information, investigations/risk analyses of vulnerabilities and the enforcement of countermeasures. This paper discusses issues posed by these steps and also introduces a solution applied by NEC called “NEC Cyber Security Platform.”
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    1. Introduction


    Following the recent increase in cyberattacks targeting the information systems of enterprises and public institutions, the motives of the attacks are shifting from acts undertaken to give pleasure to individuals to becoming commercial undertakings by professional criminals. Cases of damage caused by cyberattacks show no signs of declining. They recently include one in which illegal access to a server was made public and caused leaks of millions of items of customer information and one in which a virus infection of tens of thousands of workstations of a major overseas infrastructure business caused shutdown of its internal network.


    Below, we introduce NEC’s conceptual appraisal of the current trend in cyberattacks and discuss the measures being taken to deal with it.


  


  
    2. Cyberattack Countermeasures


    To counter the spread of attacks, it is required to adopt Defense in depth combining several countermeasures. Defense in depth is based on the idea that, even if a measure against an attack is broken, a subsequent measure will then be taken in order to prevent the attack succeeding. Individual technical measures that compose Defense in depth can roughly be divided into the following: “protective measures,” “threat detection” and “post-incident measures.”


    (1) Proactive measures


    
    Proactive measures are preventative measures for averting intrusions by attacks before they occur. They include the following: collection of vulnerability information for the application of security patches to equipment, restriction of administrative privileges to a required minimum number of users so that unauthorized users cannot access critical information, and application whitelisting so that only the permitted information may be accessed.


    


    (2) Threat detection


    
    Threat detection refers to finding a threat that has managed to intrude even though the proactive measure was provided. In order to detect intrusions of malware and successful attacks, it collects the logs of servers, terminals and network devices and the alert information of various security products, and then checks if any suspicious communications exist or massive login failures by the administrator occur. In general, this operation is under the control of an organization called the security operations center.


    


    (3) Post-incident measures


    
    The post-incident measure refers to minimization of damage from an attack. An extension of the damage is prevented by identifying the scope of the effects and by adopting initial responses such as isolating terminals and changing the passwords. This action is followed by a full-scale response such as forensic and malware analyses for assessing an overview of damage and recovering from damage by clean installing any infected devices. In case an information leak is confirmed or a service provided by the company is affected, reporting or information disclosure outside of the company is performed as required.


    



  


  
    3. Effects of Proactive Measures, NEC’s Vulnerability Management


    “Strategies to Mitigate Cyber Security Incidents”1) proposed by Australian Signals Directorate (ASD) estimates that the defense of 85% of cyberattacks is possible by enforcing proactive measures. These include: “limitation of use of applications (application whitelisting),” “maintenance of applications at latest conditions (security patch application)” and “restriction of administrative privileges to a minimum.”


    As an actual example, WannaCry2), ransomware that infected more than 300 thousand devices in 150 countries worldwide in May 2017, utilizes the vulnerability of the CVE-2017-0145, the patch for which was made public in March 20173). Consequently, the potential damage of the ransomware was able to be avoided if the security patch was applied.


    Among the measures proposed by the ASD, the process for applying security patch is regarded as being difficult to introduce and operate because it is evaluated as requiring high introduction and maintenance costs. On the other hand, in 2002 NEC started development of the Cyber Attack Protection System (CAPS) to protect the in-house information infrastructures and assets from cyberattacks. Patches were applied to 180,000 in-house units in order to maintain applications to be the latest conditions. Based on the Count management principle of “what is countable is manageable,” CAPS visualizes risks and manages vulnerabilities by counting how many devices exist where and how many of them need to have measures applied. This strategy does not prevent attacks but it can succeed in significantly reducing the risks of attack damage. Below, we focus on the vulnerability management.


  


  
    4. Processes and Issues of Vulnerability Management


    Vulnerability management is generally performed via the following steps4).


    (1) Assessment of configuration information

    (2) Assessment of vulnerability information

    (3) Investigations and risk analyses of vulnerabilities

    (4) Enforcement of countermeasures


    The idea behind each step and the issues in the process of enforcement are as discussed below.


    (1) Assessment of configuration information


    
    This refers to identifying the number of devices in-house and collecting/managing the software configuration information of each of them. Collecting the configuration information enables a quick response in case a vulnerability is found.


    The main issue in this process is the existence of a large number of management target devices, which tends to render the assessment of the software used by them and of their versions inadequate.


    


    (2) Assessment of vulnerability information


    
    This refers to the daily collection of vulnerability information published by the websites of OSs and software and by organizations issuing vulnerability information such as the IPA and JPCERT/CC. The obtained vulnerability information as well as the configuration information of the in-house systems are examined in detail for choosing essential information.


    The main issue in this process is the long period taken for separating information related to one’s own company from the published vulnerability information and the large amount of patch information provided by vendors.


    


    (3) Investigations and risk analyses of vulnerabilities


    
    This refers to selecting the high risk vulnerabilities from the collected information and collating them with the collected configuration information to check the effects on one’s own company and in judging if countermeasures are required.


    The main issue in this process is the impossibility of a quick response because of the long period taken for requesting investigations of the relevant departments and collating with the management ledger when investigating the effects on one’s own company.


    


    (4) Enforcement of countermeasures


    
    Countermeasures such as applying patches and implementing workaround are planned and enforced for the vulnerabilities that are judged to require such measures. The security administrator monitors the countermeasure enforcement situation and confirms that the countermeasures are completed for all devices.


    The main issue in this process is the huge costs required for enforcing the countermeasures using human labor. For example, assuming that there are 100 vulnerabilities in 10,000 devices, it would be required to enforce 1 million countermeasures and check the results, which is a hard task for human labor. In addition, errors in communications between departments would make it impossible to confirm the actual status.


    


  


  
    5. “NEC Cyber Security Platform”


    As mentioned above, NEC has been operating the CAPS for the vulnerability management. Since FY2016, the CAPS has been updated to the GCAPS (Global Cyber Attack Protection System), which is currently deployed throughout the entire NEC Group. The achievements of GCAPS in its in-house operations are used as the basis of commercialization for the NEC Cyber Security Platform (NCSP).


    5.1 Functions and System Configurations of the NCSP


    The NCSP is a solution that visualizes the situation of the countermeasures provided to the in-house device vulnerability and also offers support for their enforcement. It consists of the following components:



    	NEC Security Intelligence

    	NCSP Agent

    	NCSP Manager




    Fig. 1 shows the system configuration.
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         Fig. 1 System configuration of NCSP.
        

     


    5.2 NEC Security Intelligence


    The NEC Security Intelligence (hereinafter simply “Intelligence”) supports assessment of vulnerability information.


    The “Intelligence” contains information including the search formulae for the vulnerability investigation by the NCSP and countermeasures, (patches, workaround, etc.). Every time an item of vulnerability information is published, NEC collects, evaluates and distributes it. The use of the “Intelligence” allows even people without advanced security skills to manage vulnerabilities at a similar level to NEC.


    5.3 NCSP Agent


    The NCSP Agent performs the configuration information assessment, vulnerability investigation and countermeasure enforcement in collaboration with the NCSP Manager. Elimination of human labor makes possible execution of the following processes quickly and at low cost.


    (1) Assessment of configuration information


    
    This process collects the device information (host names, OS names, CPU names, IP addresses, MAC addresses, installed software names, etc.) automatically.


    


    (2) Assessment of vulnerability


    
    TThis process receives the search formulae for vulnerability investigation from the NCSP Manager and investigates into the existence of vulnerabilities by checking the installed software versions, files and registries, etc. The results are sent to the NCSP Manager.


    


    (3) Enforcement of countermeasures


    
    When an automatic countermeasure instruction is received from the NCSP Manager, this process applies the countermeasure automatically. When a manual countermeasure instruction is received, it displays the risk viewer as shown in Fig. 2. The display urges the device user to enforce the countermeasure.
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         Fig. 2 Risk viewer (Left: List display, Right: Detail display).
        

     


    


    5.4 NCSP Manager


    The NCSP Manager aggregates the configuration information collected by the NCSP Agent and investigates the results per organization to visualize the risks. Fig. 3 shows the dashboard display of the NCSP.
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         Fig. 3 Dashboard display of NCSP.
        

     


    It supports the countermeasure planning of the security administrator by counting the overall risk situations of equipment as well as the number of devices under risk per vulnerability type, per organization and per terminal type. This allows the security manager to instruct and enforce countermeasures by considering the types of vulnerabilities and devices.


  


  
    6. Conclusion


    In the above, we discussed the implications of cyberattacks and the importance of vulnerability management in applying countermeasures and we also introduced NEC’s NCSP solution. In the future, we are planning to enhance the incident response function in support of CSIRT operations.


  


  
    * Apache Struts is a registered trademark or trademark of The Apache Software Foundation.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    This paper introduces the Cloud Secure File Service. This is a SaaS service that encrypts the electronic files of an enterprise as a countermeasure against information leakages. The service is based on the InfoCage FileShell of file encryption software. It provides a management server function in the cloud environment and offers file encryption based on the DRM technology in collaboration with the Azure Information Protection service of Microsoft and the clients installed by the enterprise user. While previous systems specifically had freedom of customization but had to use labor in designing policy and building and operating a management server, this service is designed as enterprise user friendly by the strategy of offering the in-house operations knowhow of NEC and by providing a pre-built cloud environment.
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    1. Introduction


    In their publication, the “10 Major Security Threats 2017,” the Information-technology Promotion Agency of Japan (IPA) rank the threats related to information leakages as of the 1st and 5th magnitude. As seen with some cases of service outages caused by information leakages, such threats are increasingly mounting harmful social effects (Table).

    
    
      Table Information security ranking in 10 Major Threats (IPA).
    

    [image: 170211_01.jpg]
    



    Most of the cases of information leakages from organizations are caused by “targeted attacks” or “internal fraud.” Considering the complication of targeted attacks and the amended personal information protection act, the risk of leakage of an organization’s confidential information (both technical and personal) is tending to increase further. The escalation of risks in the business management sector is also increasingly evident.


    NEC has been providing an information leakage prevention countermeasure in the form of the file encryption software InfoCage File Shell since 2010, which has already been used by 500,000 persons, including many from within the NEC Group. Recently, NEC has started to market the “Cloud Secure File Service based on the InfoCage FileShell.” This is a SaaS type security service ActSecure.


  


  
    2. Mechanisms and Issues of InfoCage FileShell


    The base product of the service introduced here, the InfoCage FileShell is a software product that enables permanent file protection using DRM (Digital Rights Management: a digital copyright management technology). More specifically, it employs RMS (Rights Management Services) issued by Microsoft (hereafter MS) to provide a DRM platform in the Windows environment. The document protection functions using MS RMS include the Office IRM (Information Rights Management) also issued by MS. The InfoCage FileShell features the following function extensions from the Office IRM to provide the user with a file protection mechanism without imposing the need to execute special operations (Fig. 1).


    
      [image: 170211_02.jpg]

      
        Fig. 1 Relationship between InfoCage FileShell and MS RMS.
      

    



    	Compatibility with apps other than MS Office

    	Thorough application of uniform protection rules in-house (provision of a controlled environment)

    	Document protection linked with document management server

    	Auto application of protection rules to files distributed in personal local environments

    	Provision of extended log system





    Construction of management servers environment in the customer’s network is required to implement file protection with the InfoCage FileShell. As a result, it has been adopted by large to medium-scale enterprises that are capable of building and operating such an environment. Nevertheless, the information leakage threats occur regardless of the business scale. NEC has therefore developed a SaaS type security service based on the InfoCage FileShell so that an assortment of customers can utilize the file protection mechanism available with the InfoCage FileShell. The service became available in June 2017 (Fig. 2).
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        Fig. 2 Outline of ActSecure Cloud Secure File Service.
      

    


  


  
    3. Technical Features of Service


    The service introduced in this paper has three features that differ from those of the InfoCage FileShell.



    	No need of building management servers in the customer environment

    	Azure Information Protection (AIP) used as the authentication platform and provided within the service

    	Management policy based on the in-house expertise of NEC




    The first feature is that this service frees the customer from the need of preparing management servers (management server, RMS server and database) that is required in installing the InfoCage FileShell. This facility contributes to a reduction in the introduction period as well as of the costs associated with server installations and the workload associated with server operations.


    The second feature is that this service includes MS RMS, which the InfoCage FileShell utilizes as the authentication platform. The result is that as with the first feature, this frees the customer from building and managing an environment for using the service.


    The third feature is that NEC itself has introduced the InfoCage FileShell and uses it as an information leakage countermeasure and feeds back the acquired knowledge within the service. Specifically, the service prepares the file protection policy required for the operation in advance and has the customer follow its rules in order to reduce the burden of developing a policy. The following sections will describe these features in more detail.



    3.1 Provision of a Cloud Environment Service for FileShell Servers


    The InfoCage FileShell is composed of agents and the management server that supervises it. The management server is composed of the client management function and database. The implementation of management servers in the cloud environment has made it unnecessary to install a management server in the customer network. Additionally, the entire system is organized to enable efficient, centralized and integrated management, e.g., by integrating the provided functions that can be shared among several enterprise users in the cloud environment.


    While the InfoCage FileShell works in linkages with MS RMS, this service substitutes this operation by utilizing the AIP from the same MS. Since the AIP is a cloud service, the RMS server does not need to be built. Management-related servers other than the AIP are built using NEC’s Cloud IaaS cloud service platform by considering the safety, availability and efficiency.



    The service platform introduced in this paper is designed and built safely and securely by complying with NEC’s in-house secure operations and development guidelines and by adopting periodical security diagnoses in addition to the system configuration and settings.


    3.2 Details of Linkage with Azure


    As described above, this service adopts MS AIP as the authentication platform and provides it within the framework of the service. The customer does not need to perform any preparation work, including the Azure setting, except for filing the necessary information. While the AIP requires entry of an ID password for authentication, this service introduces a proxy authentication (single sign-in) mechanism in advance, so as to avoid the necessity of Azure authentication at every file access and provides a safe file encryption environment with a reduced usage burden for the customer.


    3.3 NEC’s Operation Knowhow in Service


    The InfoCage FileShell is capable of customizing policy at the time of introduction, including that of handling encrypted files (extensions to be protected, folders to be encrypted automatically and of controlling apps etc.), according to the departmental and organizational needs of the customer. However, the service introduced here is provided in a simpler form, using a unique policy by limiting the setting flexibility and linking with the customer’s inherent system, so that it can be used safely and efficiently by many customers. Our policy is defined based on the operations achieved by hundreds of thousands of machines in-house at NEC and our experience in the sale of the InfoCage FileShell to 500,000 IDs. This has enabled us to offer support to the wide range of OS and environments used by customers and encouraging use by as large a variety of customers as possible.


    Service policy of Cloud Secure File



    	Only one encryption policy can be used per contracting enterprise.

    	The authority of clients is limited to the following three functions:

        Privileged administrator with permission to decrypt:

        General use with operational authorization other than for decryption:


        Restricted user, permitted only to browse files.




    In the case of a public service, it is naturally impossible to satisfy all of the requirements of individual customers. However, NEC has defined and provided a policy that can be accepted by as many customers as possible, based on past operational and marketing experience.


  


  
    4. Enabling Safe Operations in the Cloud Service


    In the provision of the cloud service, we have each customer express the precise conditions of use and we are then able to provide a cloud environment that has the each customer’s information. We have prepared a consultation service that receives modification requests and inquiries from customers and executes changes or answers questions. In addition, to prepare for an accidental occurrence of fault in the cloud environment, we maintain a system that monitors the equipment day by day and, in case of a problem, informs the customer and attempts recovery. Furthermore, we also conduct the operations that are required for providing functions via the Internet by collecting the latest security countermeasure information as desired. At the time of implementation as a cloud-based service, we also add a function for checking the number of IDs reported by each customer and that for holding periodical communications with each client in order to provide a safe and secure service.


  


  
    5. Future Perspectives


    We are planning to add the functions already implemented by the InfoCage FileShell to the ActSecure Cloud Secure File Service. The service will also be enhanced in the future, e.g., by adding higher-level services permitted under the policies of individual customers.


    With the ActSecure SaaS type security service, we have already provided services other than the Cloud Secure File Service introduced here. These are: the cloud mail security service that provides transmission/reception functions for countermeasures to deal with spam mail, viruses, targeted attacks and wrong transmissions, the cloud WAF (Web-Application Firewall) service that protects web servers in the application layer, the cloud sandbox service that provides the sandbox function of UTM (Unified Threat Management) products remotely and the cloud DDoS (Distributed Denial of Service) service that provides protection against DDoS attacks.


    Security measures of enterprises encounter various settings in addition to surveillance of Internet communications and devices. These include, information handling, in-house security management and incident responses. In the future, we will provide a variety of services that will contribute to the security measures of enterprises as an ActSecure Total Security Service (Fig. 3) at any time.


    
      [image: 170211_04.jpg]

      
        Fig. 3 ActSecure Total Security Service.
      

    


  


  
    * Microsoft and Windows are registered trademarks of Microsoft Corporation in the U.S. and other countries.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Under the threat of cyberattacks that are transforming themselves on a daily basis, many enterprises are now becoming incapable of dealing with the prevailing conditions. This is because they are required to adopt appropriate routine operations for preventing cyberattacks at the same time as preparing responses to possible security incidents by introducing security systems. To respond to such needs, NEC has started “Security LCM Services” that provide reliable services from consulting to construction and operation, while targeting the continuous improvement of customer cybersecurity measures. This paper introduces the LCM Services Security features and discusses the effects of their introduction.
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    1. Introduction


    The need for cybersecurity has been increasing recently. Although interest in cyberattacks and illegal accesses has increased since the leak of personal information from the Japan Pension Service in 2015, countermeasures are not advancing satisfactorily. Therefore, cyberattack damage to various enterprises and organizations is still being reported. In December 2015, Japanese Ministry of Economy, Trade and Industry established the Cybersecurity Management Guidelines jointly with the Information Processing Promotion Agency, Japan (IPA). These guidelines clearly define cybersecurity as a management issue and the support of managers in promoting them was requested. Japanese enterprises are currently advancing their security measures by following these guidelines, but insufficiency or ineffectiveness in applying the suggested measures are tending to result in new issues. In this paper, we explain the issues that affect enterprises in coping with the rapidly increasing threats of cyberattacks and introduce the approach of NEC in dealing with them.


 


  
    2. Issues Facing Enterprises


    In our efforts to support the cybersecurity measures of our various customers, we have come to understand that they are troubled by common issues. These issues can be summarized in the following two ways.


    (1) Lack of expert knowledge on security

    
    Security measures can roughly be divided into pre-emptive measures for preventing security incidents and later measures that include actions to be taken subsequent to a security incident. The proactive measures cover a very wide range, from a system related matter which includes entrance/exit and endpoint monitoring, to an employee education support. A wide range of knowledge is required to comprehensively and effectively enforce such measures. Measures applied retroactively range from relatively established ones such as responses to computer or paper losses to those newly experienced by many enterprises, such as responses to targeted cyberattacks. Responses designed to deal effectively with the latter require very advanced, expert knowledge.


    


    (2) Lack of security competent human resources

    
    Many organizations have few human resources that feature a security handling capability, so that much of the relevant work is concentrated in the hands of these specialists. In such a situation, an organization’s security measures cannot be expected to be advanced effectively. In fact, such organizations are unable to increase human resources because they are lacking in sufficient time and cost to support improvements.


    The most realistic and effective means for dealing with these issues is to classify those that can be handled by one’s own organization and those to be outsourced to an outside expert and to adopt the requisite actions appropriately.


    


 


  
    3. Planning and Development of Security LCM


    To help customers solve issues, NEC has systematized its knowledge of security technologies and measures developed since the late 1990’s, as Security LCD for use via our outside-sales services.


    LCM stands for Life Cycle Management. The Security LCM provides constant support for a security environment, from understanding current status and examining policy to operating the policy. Besides providing such support, it also observes threat that changes over time and then reviews the present status and re-examines the policy. NEC provides services for the optimum circulation of the Security LCM. Among these services, consultation, system construction and system operations are fields in which NEC’s wide-ranging assets can be usefully demonstrated.


    NEC has been committed to the security system development/construction and malware analysis domains since the 1990’s. In the year 2000 and subsequently, the corporation has continued to accumulate more knowledge through the organization/operation of the CSIRT (Computer Security Incident Response Team) and analysis and incident response via “Code Red.” We now possess an environment that fosters and retains a large number of advanced security engineers, thanks to our development and knowledge acquisition program, as discussed above.


    Also, in the private enterprise area, advanced targeted attacks aiming at information theft and cybercriminal attacks aimed at theft of money, such as via ransomware attacks have recently been intensifying. To deal with these urgent issues, multilateral support solutions involving customer/staff promotions, planning of solution strategies, enforcement of assessments and incident response support are all required in order to enable the solution of issues that cannot be solved by only using tools such as entrance/exit measures and endpoint measures.


    Our Security LCM based on NEC’s advanced engineering group and our accumulated knowledge can provide comprehensive support for meeting these needs.


 


  
    4. Overall Setting, Features of Security LCM


    The overall setting of the Security LCM is as described below, where support services are provided for each of the phases that include; I) present status understanding and policy examination; II) architecture; III) operations (Fig. 1).


     
        [image: 170212_01.jpg]
        
         Fig. 1 Overall image of Security LCM.
        

     


    “Phase I: Present status understanding/policy examination” includes the multilateral diagnoses and assessment service. This defines if the current security measures are adequate for the establishment of a security enhancement plan for filling the gap between the diagnosis/assessment results and the ideal situation.


    “Phase II: Construction” includes the support service for security system construction and for the operational design of the provided security system with regard to its efficient operation.


    “Phase III: Operations” includes the services for supporting the daily CSIRT operations such as those for incident detection and the one for receiving the advice and investigations of experts in the case of an incident. The features of the Security LCM are described in the following two subsections.


    (1) Service provision applying NEC’s knowledge

    
    As NEC is engaged in the defence business, it adopts various, multi-layer security measures against the large number of cyberattacks that it receives each day. It has now been performing efficient operations for many years by promoting systematization and automation aimed at preserving the security of the entire NEC Group of more than 100,000 employees. The services introduced here apply the expertise that NEC has acquired via experience gained globally.


    For example, NEC has built mechanisms that can visualize the status of security patch applications of all PCs in real time and those that can identify the signs of cyberattacks and attacked PCs from a huge volume of log data. These mechanisms are converted into templates that are incorporated into services wherever applicable.


    


    (2) Flexible support meeting customer needs

    
    Since the priority among the issues and threats to be dealt with tends to vary between customers, we can combine and provide the required services precisely according to each customer’s situation and need. We are also able to provide continuous and overall support for customer security lifecycles.


    For example, a customer who feels that the initial response and analysis of an incident poses a problem can instantaneously receive expert advice and investigation via the IR Support Service. A customer who wants to thoroughly review the current security system can receive reliable and continuous support via the services available from phases “I. Present status understanding/policy examination,” “II. Construction” and “III. Operations.”


    


 


  
    5. Details and Features of the IR Support Service


    This section describes the IR Support Service (Fig. 2), by which experts support an emergent response to a security incident. This service is regarded by many customers as being one of the most important issues faced by the Security LCM.
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         Fig. 2 IR Support Service.
        

     


    A security incident response needs a prompt initial response and appropriate action based on expert knowledge. When an incident occurs, the Security LCM Service accepts consultation via the information provision portal and adopts measures remotely, including offering advice on an initial response by a security engineer. Security engineers with experience in incident handling and malware analysis are pooled and provided in a shared manner to offer quick, practical support for responses to urgent security incidents.


    For example, in case of any doubt with regard to a malware infection, this service not only performs a malware analysis for identifying the behavior of the malware but also gives in-depth advice covering incident response methods. This includes, how to identify the extent of damage by searching for a suspect infected terminal, based on the analysis results. Or on how to stop an illegal communication, if one is being generated. Such actions are often difficult to be taken by the customer enterprise itself. However, the security LCM service can take prompt actions based on experience because of the shared provision arrangement of the engineers who are able to handle multiple enterprises.


  


  
    6. Future Perspectives of Security LCM


    Cybersecurity is making progress on a daily basis. A new technology is probably being born even at this instant, just as a new threat is also being produced. Cybersecurity does not depend only on technology, it also requires management expertise including competent control. This field, which is very wide ranging is making rapid progress. NEC is resolutely creating high value services based on the fusion of technology and the knowledge that we have cultivated up to the present, by adopting the support of new technologies that are currently still at the R&D stage.
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    Abstract


    To promote the Work Style Reform proposed by Japan’s Abe administration, an ICT environment must be created that will allow people to work flexibly using various devices no matter where or when. However, it is expected that such a work style will increase the risk of cyberattacks, which makes sophisticated cyber-security critical to this endeavor. In this paper, we will discuss enterprise mobility management (EMM) solutions that ensure safe, reliable mobile work using smart devices. To illustrate how such a solution would work, we will review our own in-house case study, in which EMM was introduced at NEC.
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    1. Introduction


    The Abe administration in Japan is currently promoting what it calls Work Style Reform whose goal is to achieve dynamic engagement of all citizens. Many companies have already committed to pushing through this reform in their own workplaces and have begun to take measures to facilitate it, focusing in particular on mobile work that utilizes mobile devices and cloud services.


    By introducing mobile work, companies will be able to offer diverse work styles to their employees. They can expand the spectrum of work styles by allowing their employees to work no matter where they are - which is ideal for workers unable to commit to fixed working hours due to the need to care for children or elderly parents, as well as for sales reps who need to access in-house resources from outside, just to name a few.


    However, there are concerns that the introduction of mobile work may - in exchange for the improved convenience that it provides workers - pose security risks in the form of potential virus infection, data theft and loss of devices. This issue is now proving worrisome for information system administrators at many companies.


    The ActSecure Mobile Platform Service Powered by VMware AirWatch (hereinafter referred to as the “Mobile Platform Service”) that we will discuss in this paper is a service that helps achieve comprehensive management of a wide range of different devices and applications utilized for mobile work, while offering both convenience and security.


 


  
    2. Overview of the Service


    The Mobile Platform Service is an enterprise mobility management (EMM) service that integrates mobile device management (MDM) - which controls device conditions and system settings, mobile application management (MAM) - which controls applications used in devices, and mobile content management (MCM) - which protects local data and content.


    It is compatible with a wide range of operating systems (Android, iOS, Windows, Mac OS, BlackBerry, etc.), and can be managed on a unified platform in an integrated fashion.


    At the same time, users will be able to securely access the email accounts, address books, and schedules they use at the office via dedicated applications, thus improving operational efficiency.


    As will be discussed in section 5 below, as part of NEC’s commitment to the Work Style Reform we have decided to utilize the functions of this service in-house at NEC as a device management platform. We introduced the service on June 19, 2017 (Fig. 1).
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         Fig. 1 Overview of the service used in-house at NEC.
        

     


    Market demand for EMM has been rising every year, and it is expected that demand will continue to grow in the future. Given these market conditions, NEC plans to make this service available to its customers in the near future. The details and features of the service are described below.


  


  
    3. Features of the Service


The features of this service are described below.


    (1) Plentiful compatible devices

    
    The policy commonly known as BYOD or “bring your own device” - which encourages employees to bring their personal devices to their workplace - has become increasingly widespread. As a result, the types of devices used for work at any given company have multiplied rapidly, creating headaches for administrators as they try to develop robust systems to manage all these different devices. The result is increased stress on servers as the number of processes grows and a decline in the level of security for each device.


    Our Mobile Platform Service is compatible with a tremendous number of devices and operating systems. It makes it possible to provide standardized security levels for numerous devices - including BYOD devices - on a unified platform. The service is also built to respond immediately to OS updates, so changes to any device will not affect how it is managed.


    


    (2) Secure utilization of mobile devices in an offline environment

    
    When the dedicated apps offered by the Mobile Platform Service are used, data such as mail and files are stored in the mobile device’s local memory. This allows users to access the data even when they are in a weak signal environment or on an airplane, for example.


    System administrators are not normally inclined to look favorably on the idea of storing critical data in the local memory of mobile devices as it vastly increases the risk of information leakage. However, the dedicated Mobile Platform Service apps all comply with FIPS 140-2, and data stored in local memory are protected by AES 256-bit encryption, achieving a configuration with high security.


    Security can be made even more robust by making passcode entry mandatory whenever a dedicated app is used. Since the encrypted data cannot be viewed in any app other than the dedicated app, security is maintained even if the data is leaked (Fig. 2).
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         Fig. 2 Features available when browsing data.
        

     


    


    (3) Universal device administration policy

    
    The downside of the anytime, anywhere work environment made possible by mobile devices is that it can easily lead to employees being overworked as they find themselves forced to work overtime in order to complete a specific task for which they are responsible. The excess physical and mental stress caused by overwork can lead to fatigue, burnout, and other health issues.


    As will be discussed in section 4 below, our Mobile Platform Service can restrict the use of specific functions and applications according to time and location, making it possible to prevent overwork.


    Another problem inherent in mobile work is that unfettered use of mobile devices at work by employees can create vulnerabilities, leading to security-related accidents.


    To deal with this, the Mobile Platform Service enables the administrator to set in detail the policies with which the connected devices must comply. For instance, the administrator can fine-tune the settings such as requiring password entry to lock the device, making passwords eight characters or more mandatory, and prohibiting the rooting of Android OS or the jailbreaking of iOS - both of which remove user privileges and enable software to operate in a way not intended by developers.


    


  


  
    4. Details of the Service


    So far, we have reviewed the features of the service. In the following section, we will examine the functions of the Mobile Platform Service in more detail.


    (1) Mobile device management (MDM) functions

    
    MDM functions include remote wipe and remote lock which are typically used when the device is lost, as well as restriction of usable functions depending on time and location. In other words, the administrator can fine-tune operations on the device side according to company policy. For example, it is possible to prohibit picture taking (camera functions) in specific premises and emailing outside business hours.


    The Mobile Platform Service also offers a portal site called the Self Service Portal (SSP), which allows users to perform remote wipe and remote lock on their own.


    If a user loses their mobile device, this helps reduce the risk of information leakage by reducing the time until the data on that device is deleted - something that tends to take considerable time conventionally - while reducing the number of jobs that administrators have to handle.


    


    (2) Mobile application management (MAM) functions

    
    A dedicated user application called App Catalog allows administrators to install various required applications and business applications developed in-house on a standardized platform, while being able to manage installation conditions and version information in detail. As long as the devices are owned by their companies and compatible with automatic installation and update, the administrators can set the devices so that specified applications are automatically installed and updated - which will reduce the user task load.


    To help prevent information leakage, MAM can prohibit installation of specific applications and can also restrict data exchange between business applications and personal applications, thereby helping improve security.


    


    (3) Mobile content management (MCM) functions

    
    A variety of MCM functions are available, including one that lets users browse files stored on in-house servers and one that lets them browse sites on intranets. The former is achieved by the dedicated viewer application called Content Locker, which uses the previously discussed encryption method. Using Content Locker, users can browse local files securely even when offline. For secure access to sites on intranets, users can use a web browsing application called VMware Browser.


    While it is commonly believed that the best way to ensure security is simply to avoid storing data on mobile devices altogether, the Mobile Platform Service is based on the concept that security can be ensured by properly encrypting data on mobile devices. This allows employees to take full advantage of the improved convenience - including offline usability - that downloading to mobile devices offers without compromising security.


    


  


  
    5. In-house Introduction at NEC


    As already mentioned in section 2, the functions of the Mobile Platform Service were deployed at NEC on June 19, 2017 and have been in use ever since. The details of the service and its introduction are discussed below.


    (1) Reasons for the introduction

    
    In recent years, the need to be able to use smart devices in places where the network environment is unstable - for example, during overseas business trips - is increasing, This prompted NEC to look at ways to realize a secure, mobile-compatible service that would enable users to use their mobile devices anytime, anywhere, without compromising security. At the same time, NEC group member companies - including ones overseas - were pushing for a standardized platform that would streamline operations and facilitate data sharing. To meet these various needs, we decided to introduce the Mobile Platform Service because it was able to offer both the convenience of offline usability and the flexibility of global usability.


    


    (2) Scope of usage and terminals

    
    All employees, including NEC group company employees, can use this service. As for the terminals, both company-owned devices and BYOD devices are supported. However, a BYOD device can only be deployed only after the implementation of comprehensive security measures that meet the same security standards applied to company-owned terminals, and after the devices have been configured to ensure that confidential personal information cannot be collected from those devices.


    


    (3) NEC in-house policies incorporated in the service

    
    In addition to mandatory security requirements such as device password setting and storage encryption, we are also trying to improve convenience by ensuring that intra-office wireless LAN profiles are automatically distributed so that when users enter the offices, their devices are automatically switched to in-house wireless LAN.


    


    We believe that this service has had a significant impact on convenience. As a matter of fact, we are now receiving comments from employees of various NEC group companies, saying that efficiency has been improved thanks to offline usage capability, that operability is excellent, and that it is very easy to use. But what these workers appreciate above all is that they only have to carry one device.


    We are planning to expand the scale of this service up to 30,000 users from the current 20,000 users by implementing global introduction in the future.


  


  
    6. Future Prospects


    (1) Integration with other products

    
    Thus far, we have discussed the secure use of mobile devices facilitated by the Mobile Platform Service. We believe that in the future we will be able to further leverage the capabilities of this service to address a wider range of issues through integration and collaboration with various other products and solutions. This will help meet the needs of customers who are facing the problem of limited applicability of the current service due to the obstacle of imperfect security of mobile devices.


    


    (2) Model deployment using NEC as a reference

    
    This service can offer so many functions that it is expected that some customers will be unable to decide which or how many functions they need and the extent to which selected functions should be deployed. Currently, we are looking into the possibility of providing a comprehensive service that includes consulting and advice on introducing the service using our own in-house deployment at NEC as a reference model.


    


    (3) Overseas deployment

    
    For the time being, this service will be available only in Japan. However, we are planning to introduce this service overseas in the future.


    In fact, we are planning to continue using this service as the standardized device management platform at NEC and will be deploying it globally as well. Our goal is to make it available to overseas customers as soon as possible.


    


  


  
    7. Conclusion


    Mobile devices have become indispensable in modern business. Expanded utilization of BYOD devices makes it imperative that companies deploy a system capable of managing a variety of devices in order to ensure data security.


    The Mobile Platform Service introduced in this paper allows administrators to perform detailed, flexible management of devices without forcing users to sacrifice convenience. While positioning this as a platform for future mobile work, NEC will continue to address various customer needs through reference utilization for in-house usage and combinations with other products and services.
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    Abstract


    As IoT penetrates the fabric of our reality, transforming the way we live by dramatically increasing the efficiency of industry, improving the responsiveness of business, and enhancing the convenience of daily life, the threat posed by cyberattacks is becoming equally pervasive, posing huge risks to business and making it absolutely indispensable that management redouble its efforts to counter these attacks wherever they may strike, including their supply chains. In this paper, we take a look at the consulting services offered by NEC to help our customers implement appropriate security measures (in IT systems, product development, control systems, etc.) in management and manufacturing after making an assessment based on “Cybersecurity Management Guidelines” formulated by the Ministry of Economy, Trade and Industry (METI).
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    1. Introduction


    As the world becomes ever more dependent on networks, so too does it become ever more vulnerable to cybercrime. Cyberattacks have been steadily increasing year by year, and information security incidents and accidents have become an issue that can directly connect with management because of their potential to temporarily — or even permanently — shut down an organization’s business activities. Given these circumstances, the Ministry of Economy, Trade and Industry (METI) and Information-technology Promotion Agency (IPA) issued “Cybersecurity Management Guidelines”1)2) Using these guidelines as a foundation, NEC offers its customer comprehensive cybersecurity consulting services, which are outlined in this paper.


  


  
    2. “Cybersecurity Management Guidelines”


    In November 2014, the Basic Act of Cybersecurity was enacted, stipulating the duties of all the entities concerned (state, municipalities, critical infrastructure operators, cyber-related companies, education and research institutions, etc.). In line with this, the government of Japan decided to lay down basic plans (“Cybersecurity Strategy”) regarding cybersecurity. This strategy includes the recommendation that standards and guidelines be implemented according to targets. To address that recommendation, the METI and IPA developed a set of “Cybersecurity Management Guidelines” for the management of private businesses (ver. 1.1 issued in December 2015). These guidelines specify the three cybersecurity-related principles which management needs to recognize and ten important items that the executives responsible should observe (Fig. 1).
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         Fig. 1 Outline of “Cybersecurity Management Guidelines.”
        

     


  


  
    3. Issues of Cybersecurity and NEC’s Commitment


    NEC conducted a survey of 200 companies regarding how they were dealing with “Cybersecurity Management Guidelines.” Based on their responses, it is clear that many companies — regardless of annual turnover or business type — suffer from a lack of leadership in this area and are unsure how to build a secure structure or implement the appropriate processes. Of the ten important items listed in the guidelines, those ranked highest were implementation of security measures throughout group companies and supply chains, development of an emergency response system in case of an accident, and acquisition of manpower resources (Fig. 2).
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         Fig. 2 Issues highlighted by the results of the questionnaire.
        

     


    Focusing on the ten important items described in “Cybersecurity Management Guidelines,” all the divisions and departments concerned at NEC Group work together under the leadership of our Chief Information Security Officer (CISO) to improve the information security not only of our in-house environment and that of our partners, but also the systems, services, and products we offer to our customers. In so doing, we endeavor to ensure security in outsourced projects, support secure development and operation, improve the NEC-CSIRT structure to better respond to accidents, and train high-level security manpower through certification and education programs. The knowledge we have gained through our own cybersecurity activities at NEC Group is incorporated in our cybersecurity consulting services.


  


  
    4. Cybersecurity Consulting Services


    In circumstances where cybersecurity is positioned as a critical management issue, NEC offers consulting services to support corporate security (Fig. 3).
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         Fig. 3 Cybersecurity consulting services.
        

     


    Our services provide security consultation that covers the following three domains: the IT system domain — which centers around the organization’s information system division, the product development domain, and the control system domain — which is intended for industrial control systems including factories. We also offer an assessment service for “Cybersecurity Management Guidelines” in order to visualize security issues in organizations on an overall basis.


    When we conduct an assessment, we propose measures according to the degree of impact of risk by analyzing and evaluating the risk based on the ten important items in “Cybersecurity Management Guidelines.” To analyze and evaluate the risk, we use our original checklist based upon the responses to “Cybersecurity Management Guidelines” at NEC. Solutions derived from this analysis and evaluation include technological solutions and domain-specific support services. We will review some representative domain-specific support services in the following section.


    4.1 Services for IT Systems


    (1) CSIRT construction/operation support service

    
    NEC launched an in-house CSIRT in 2002 and has had operation results for ten-odd years since then. We have also offered IT systems and operation services to many customers. Based on this technological expertise and know-how, we are able to provide our customers with a service that supports construction and operation of in-house CSIRTs that are designed to be operated by the customer (Fig. 4).
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         Fig. 4 CSIRT construction/operation support service.
        

     


  


    4.2 Services for Product Development


    (1) Support service for creation of rules for secure development and establishment of structures for it

    
    To effectively promote secure development and operation, it is important to establish basic policies and trans-divisional rules while constructing structures that examine, deploy, and improve various policies, including these policies and rules. Successful construction of an efficient security structure requires effective communication between all departments concerned (IT division, quality promotion/management division, procurement division, etc.) as well as establishment of working groups to discuss and decide on policies and appointment of staff in charge of the promotion at the divisions. Based on our own promotion know-how at NEC, we support the creation of rules and guidelines for secure development and operation and construction or organizational structures (Fig. 5).
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         Fig. 5 Support service for creation of secure development rules and establishment of structures.
        

     


    


    (2) Support service for construction of PSIRT/vulnerability management processes

    
    To prevent accidents caused by vulnerabilities in products and systems and minimize the impact if there is such an accident, any vulnerabilities found by customers as well as third parties should be immediately addressed. In addition, all vulnerability data — both those that have been publicized and those that have not — is collected and appropriate measures are implemented. Based on NEC’s know-how in construction and operation of a product security incident response team (PSIRT) — a taskforce to cope with vulnerabilities in a company’s products and systems — this service supports the formation of PSIRTs and the construction of management processes for the customer’s products and systems (Fig. 6).
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         Fig. 6 Support service for construction of PSIRT/vulnerability management processes.
        

     


    


    (3) Support service for analysis of threats for products and systems

    
    As more and more devices and systems are converted to IoT, the number of security threats are increasing exponentially. Cases where scenario-based threat analysis for the entire environment of network-connectable devices is performed are more common than ever. To help companies manage risks in this environment, NEC provides a service to help conduct threat analysis, as well as providing training of threat analysis specialists (Fig. 7).
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         Fig. 7 Support service for analysis of threats for products and systems.
        

     


    


    4.3 Services for Control Systems


    (1) Control system security assessment service

    
    Based on IEC62443, the NIST Cybersecurity Framework, etc., which are the international standards for security of control systems, we locate security risks in terms of both organizational and system aspects, as well as indicate detected risks and propose countermeasure roadmaps.


    


    (2) Control system security consulting service

    
    We also provide security measures that take into consideration the specific environment and available tools. These range from construction of control systems to implementation of each phase until the system is operating successfully, management of contractors, incident detection, and countermeasures when an incident occurs (Fig. 8).
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         Fig. 8 Concept diagram of a control system and example of security measures.
        

     


    


    4.4 Interdisciplinary Services


    (1) Support service for enhancing security in outsourcing companies


    
    We support the enhancement of the security of outsourcing companies used by the customer by analyzing the present conditions in accordance with NEC’s experience-based model processes for management of outsourcing companies. We also propose new processes and develop manuals to help our customers deal with the issues they are facing (Fig. 9).
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         Fig. 9 Support service for enhancing security in outsourcing companies.
        

     


    


    (2) Cybersecurity training service

    
    We offer training menus to teach a variety of knowledge and skills — ranging from basic knowledge in information security to expert knowledge to protect information systems from illegal attacks — through lecturers and machine practices. We meet a wide spectrum of needs including specialized requirements such as incident response simulations and malware infection training, as well as generic requirements such as improvement of the security level of the entire organization.


    


  


  
    5. Conclusion


    As we have seen, NEC is offering various consulting services that support customers’ security measures by leveraging our know-how — which has been gained through years of experience in our in-house information security measures, operation of CSIRTs, and our commitment to secure development and operation to ensure the security of NEC Group’s products, systems, and services.


    We will continue to offer services that help solve problems in cybersecurity management and support the introduction of more sophisticated security measures.
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    Abstract


    The spread and sophistication of cyberattacks have led to new issues when using existing security measures, such as difficulty of detection. Even when detection is successful, advanced skills and a huge amount of manpower are required to analyze the results. NEC has dealt with these issues by developing a service designed to counter the unknown cyberattacks that used to be impossible to detect by applying AI technology. This service implements “detection” of unknown attacks over the entire attack process (from malware intrusion and the spread of infection inside a system to achievement of an attacker’s aim such as theft of data). After an attack “analysis” is also undertaken, thereby identifying the cause and extent of damage with a high degree of certainty. This paper introduces the current status and issues of cybersecurity, the base AI technology of the service, and its main functions and features, together with the results of the verification of how and how much the service solves the issues.
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    1. Introduction


    As recent cyberattacks are becoming more and more advanced and targeted, the number of unknown malware used in the attacks are increasing. Included are those customized from the existing malware, known malware and ones that are custom-made for each target.


    In consequence, most of the pattern-matching type antivirus software that has been distributed and used widely as a typical information security measure, has almost become ineffective. This is because pattern matching is a technology for detecting known malware and was not developed against unknown malware. According to the tests conducted in-house at NEC, simply by modifying some known malware samples, the detection rate of pattern-matching type antivirus software decreased by as much as 85%.


    Sandbox is a technology for detecting unknown malware. It runs a program suspected to be malware in a virtual environment isolated from the real network and determines whether or not it is a malware based on its behavior. However, malware makers have begun to counter the sandbox by implementing mechanisms for avoiding it. For example, some malware is now made not to run when it finds itself on a virtual machine.


    As seen above, the approach to increasing the detection rate by identifying the malware has become a cat-and-mouse game with malware makers and it has become impossible to continue 100% detection.


    Based on the situations described above, this paper introduces a service that can detect attacks by using new techniques and also improve the efficiency of analyses after detection, instead of detecting them by knowing malware in advance.


  


  
    2. Issues


    Malware that has bypassed the existing security measures starts activity at the endpoint (PC or server). The attacker does not send malware to the final target (database storing confidential information, etc.) directly, but utilizes an infection spreading activity called lateral movement (Fig. 1). The attack is thereby made via an approach from the entrance to the final target step by step in order to achieve its aim (theft of important information from the database and its transmission to the Internet). This means that when malware penetrates a system, it is vital to detect it before actual damage is produced and to implement proper responses.
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         Fig. 1 Lateral movement.
        

     


    According to an independent survey by NEC, about 30% of unknown attacks bypassed the sandbox or other measures and required manual responses. This situation explains why the following two issues exist.


    (1) Improving the attack detection rate

    
    In addition to attacks by unknown malware as described above, another cause of a drop in the detection rate is by attacks that make use of the OS standard tools (Windows PowerShell, etc.). Since the OS standard tools are not malware, they are not detected by antivirus software. However, because the way they are used in an attack differs from the usual, it is necessary to detect the attack by focusing on the irregularity of their usage. Particularly important is the capability of detecting attacks across multiple endpoints (lateral movement).

    


    (2) Improving the efficiency of response by human analysts

    
    Attacks bypassing the detection system need to be handled manually by security analysts.


    This is typically done by the SOC (Security Operation Center) / CSIRT (Computer Security Incident Response Team) as a security incident investigation.

    While these operations demand advanced cybersecurity skills, a huge labor input is required, such as that used in tackling the large volume of logs. In such a situation, improving the efficiency of incident response is a critical issue, because of the chronic shortage of high-level security specialists as well as the difficulty of training security experts over a short period.

  


  


  
    3. Functions of ASI


    This section introduces Automated Security Intelligence (ASI)1) 2), which is a self-learning type technology that detects unknown attacks using AI and improves the efficiency of the root-cause and impact analyses.


    The ASI has the following two technological features (Fig. 2).
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         Fig. 2 Technical features of ASI.
        

     


    (1) Real-time detection of anomaly in system using AI

    
    Firstly, the ASI collects detailed data on the operating status (program executions, file accesses, network accesses, etc.) of the entire system from endpoints, analyses it with AI and identifies the normal status of the system. Next, the AI is used to compare the current system status and the normal status in real time and determine a deviation from the normal status as an “anomaly.”

    


    (2) Improvement of analyses, automation of responses

    
    As the ASI has monitored and stored the behavior in detail over the entire system, it can trace and display the series of events associated with the anomaly. This makes it possible to improve the efficiency of analyses for identifying the root-cause and impact.

  


    Below is an explanation of the “normal status” of the system behavior, using a simple example.


    Fig. 3 shows the simplified network system of an enterprise and the image of the normal status of the system. The system is composed of the following three subnetworks:
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         Fig. 3 Image of usual status of ASI.
        

     


    1) Shared subnetwork:

    
    Servers that are used commonly by the whole enterprise are deployed, such as the web proxy server.


    


    2) R&D department subnetwork:

    
    Servers and PCs used by R&D staff are deployed.


    


    3) Clerical departmental subnetwork:

    
    The PCs for the office department are deployed.


    


    Normally, common servers are accessible by any PC in the enterprise, while the R&D servers are accessible only by the PCs in the R&D department. In contrast, it is abnormal that a computer in the office department accesses an R&D server. Such a relationship between machines is called the normal status (solid lines in Fig. 3).


    When a network access that should not occur in the normal status is detected, the ASI determines that it is an “anomaly” and reports it to the administrator. Those reports will be made for cases in which a PC of an administrative department accesses a R&D dept. server, the PCs installed in the R&D department hold a direct communication between them, and an R&D server that usually does not communicate with the internet communicates with the web proxy server (broken lines in Fig. 3).


    Direct connections between endpoints in the same department typically indicates lateral movements, and a connection from an R&D server to the web proxy server indicates the goal achievement phase of the attack process by malware.


    Detection of a lateral movement is especially important because traditional cyberattack handling tools are designed to detect attacks in their initial malware intrusion phase or in the goal achievement phase. Once the gateway security has been bypassed, the detection of an attack is extremely difficult until it reaches the final phase. ASI can solve this issue because it can detect an attack even between the initial intrusion and the goal achievement, or during lateral movements, so that the chances of attack detection are increased.


    Fig. 4 shows an example of an anomaly detection display of the ASI. The pie chart at the center of the right-hand display indicates the surveillance target network, solid lines indicate the normal network connections between PCs and servers, and the thick solid line indicates the abnormal (detected as anomaly) network connections.
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         Fig. 4 Example of anomaly detection by ASI.
        

     


    Although the explanation in this section has been given by taking the network communications between PCs and servers as an example, ASI is capable of detecting anomalies even in a computer without network communications. This is because it learns the normal status including the program start-ups and file accesses at endpoints.


    NEC is implementing the ASI service and product considering that it is not only an anomaly detection tool but that it also features the important function of improving the efficiency of identifying the infection source and damage extent of the malware and of responding to it satisfactorily. Providing ASI as a service allows it to be used even by an enterprise that does not have enough in-house security specialists.


  


  
    4. Solution of Issues by ASI


    This section introduces the results of verifications by applying ASI to the issues enumerated in section 2.


    4.1 Issue 1: Improving the attack detection rate


    (1) Unknown malware

    
    The authors assessed the detection capabilities of ASI and other vendors’ security products using AI, using malware samples which were undetectable by pattern-matching type antivirus software products. As a result, while the detection rates of the other products were 0%, that of ASI was about 80%, thereby demonstrating its high detection accuracy.


    


    (2) Attacks making use of OS standard tools

    
    An experiment simulating a targeted attack was conducted in a real office environment of the NEC Group. When simulated malware using OS standard commands (Windows PowerShell, etc.) was used to attack about 10 servers and about 100 computers along a realistic attack scenario including data theft, the ASI was able to detect 100% of the attacks before their goal was achieved. This experiment has verified that ASI is also effective against attacks using OS standard tools.


    


    4.2 Issue 2: Improving the accuracy of the human response


    Work that requires manual operations can be divided loosely into two categories 1) “analyses of root-cause and impact extent in case of anomaly” and 2) “handling false positives”. According to an experiment completed in a real office environment of the NEC Group, the introduction of ASI has reduced the analysis period that used to take a few days per case, to 1.5 hour on average (about 5 hours max.). The number of false positives that used to be tens per endpoint per day were reduced to 0.27/endpoint/day on average. The overlapping of these two effects significantly improves the efficiency of the manual operations.


    As seen in the above, unlike the previous pattern-matching and sandbox products, the ASI can detect unknown attacks and improve the efficiency of analysis after detection. This is due to fine-grained monitoring of endpoints in a real environment and AI-based analyses.


    Additional features of the ASI include: detection of the spread of infection activity (lateral movements) of malware across multiple machines by integrated monitoring of multiple endpoints, providing all-in-one functions from detection to analyses as a service. ASI can also be applied as a countermeasure for insider threat as well as for malware.


    In the above, the authors introduced ASI with the capability of detecting and analysing unknown attacks. In the future, NEC is planning to link ASI with other products and services and to provide solutions covering the entire process range of the SOC/CSIRT (prevention, monitoring, detection, analysis and response).
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    Abstract


    As technology evolves, enhancing our lives in a myriad of ways, so too does its dark side. Today, cyberattacks are becoming ever more sophisticated and organized, and while the knowledge and experience of human analysts remains critical in preventing these attacks and developing effective, concrete counter-measures, cyberattack detection technology based on machine-learning AI is becoming increasingly effective. Recently, a number of startups in North America have developed machine-learning AI — such as those based on deep learning. In this paper, we will discuss the potential of logical inference AI as a tool for coping with the kind of complex, unformatted attacks that are expected to become prevalent in the future.
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    1. Introduction


    The threat posed by cyberattacks is becoming more serious every year. Since the first confirmed attack in 2002, targeted attacks have inflicted significant damage in a number of countries around the world. In 2013, a new threat arose with the proliferation of ransomware. Attack methods have become more varied and are now specifically individualized according to targets, while the sophistication of incubation and evidence removal continues to evolve. To combat these attacks, artificial intelligence (AI) technology is now being utilized for automatic detection of the existence and behavior of malware and is becoming better able to perform this task as it evolves. AI technology that uses machine learning is able to detect malware - even subspecies and unknown ones - more effectively than conventional methods based on signatures and rules and is now expected to play an important role in protecting against unpredictable and ever more varied attacks. However, it is still difficult to solve everything with machine learning, and it is expected that it will be quite some time before human analysts are taken out of the equation. But why is that so? In this paper, we will focus on a number of questions we should consider when we utilize AI for cybersecurity and discuss the potential of logical inference AI to solve the issues raised by asking those questions.


  


  
    2. Why Is AI Technology Essential for Cybersecurity?


    2.1 Increasing Threat of Cyberattacks Due to Industrialization and AI Technology


    As shown in the schematic diagram in Fig. 1, cyberattacks are becoming increasingly varied. While there are still many indiscriminate attacks such as malware distribution and fraudulent emails, sophisticated targeted attacks that specify the targets to be attacked are now becoming a serious menace. Cyberattacks in recent years have been distinguished by their highly organized and industrial-scale properties. Reportedly, personal information and a variety of malware used for targeted attacks are widely, readily, and inexpensively available in the black market to facilitate the reconnaissance and weaponization that are the first stages of the cyber kill chain (Fig. 2).
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         Fig. 1 Evolution of cyberattacks according to McAfee.1).
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         Fig. 2 Cyber kill chain.
        

     


    Now, hackers are enjoying a situation where they can launch targeted attacks against numerous targets in short periods of time by using tools available on the black market. This has made the boundary between indiscriminate attacks and targeted attacks ambiguous. It is now understood that conventional human resources and response speeds will be unable to keep pace with the rapid changes in cyberattacks. It is this realization that is leading security specialists to place their hopes in AI technology where rapid progress is being made.


    There is also another factor to consider. It is unavoidable that the hackers will also use AI technology. To counteract this, AI technology specifically tailored for protection will be necessary. In the Cyber Grand Challenge held by the Defense Advanced Research Projects Agency (DARPA) in 2016, participating teams fought fully automated battles with one side taking the offence and the other defense. Everything from detection of vulnerability and commencement of attacks to patch application to prevent attacks much faster than would have been possible conventionally. To cope with attacks at speeds so high they exceed human capability, similarly high-speed countermeasures are required.


    2.2 Utilization of AI Technology for Protection


    Then, how should we utilize this promising AI technology? As a matter of fact, it has already widely used for detection of malware, and its effectiveness has already been established. One proof of its effectiveness is that in July 2017 Google announced that they would integrate Cylance’s AI technology into VirusTotal, which is a malware detection service run by Google. IBM is also trying to demonstrate the effectiveness of its AI technology for intelligent search engines that comprehensively manage huge amounts of threat data using Watson for Cyber Security.


    Clyance’s CylancePROTECT and NEC’s automated security intelligence (ASI) self-learning system anomaly detection technology fall into the category of sensors that detect malware. The introduction of security information and event management (SIEM) is now underway as a means of comprehensively assessing attacks based on multiple sensors. The current SIEM systems function almost solely on a rule basis. The key to effective operation of SIEM is timely updating of rules. AI is ideal for and is expected to improve the effectiveness of SIEM operation and support comprehensive threat assessment (Fig. 3).
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         Fig. 3 Utilization of AI in security procedures.
        

     


    In terms of improving efficiency and quick response, startups that offer a type of solution called security orchestration and automation (SOA) have been attracting attention in the United States since about 2014. The representative startups include the US’s Phantom Cyber, also the US’s Demisto, and Israel’s Hexadite. In SOA, counter procedures on the defense side called playbooks are defined in advance. According to these procedures, SOA can automatically perform information gathering, analysis, and execution of countermeasures (Fig. 4). Here too, it is expected that AI will play a crucial role in adaptive planning and updating of playbooks.
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         Fig. 4 Example of the basic steps of a playbook.
        

     


  


  
    3. Why Is Only Machine-Learning AI Insufficient?


    3.1 Because You Need a Huge Amount of Learning Data


    Instead of being fed with knowledge manually, machine-learning AI needs a massive amount of learning data. Deep learning, in particular, requires more learning data than other machine-learning systems. In other words, before a machine-learning AI can detect a new type of malware and other threats that are significantly different from conventional ones, it must accumulate an enormous amount of data in order to detect the signs of malware or other threats. With targeted attacks directed at specified targets, collecting enough data may simply be impossible.


    3.2 Because You Need to Know the Reasons for the Results


    Another characteristic of machine-learning AI including deep-learning AI is that it is capable of assessing data that is different from any learning data. In other words, even when a subspecies of malware emerges, the AI can detect it by uncovering what it has in common with previous malware. However, if the detected malware does not correspond with the properties of any of known malware, the AI will not tell us why it made its assessment.


    3.3 Detection Is Not the Only Important Issue


    Current machine learning is suitable for detection of malware and abnormal changes of conditions because it basically excels in distinction and classification of entities. Nevertheless, when an assessment based on past context or a countermeasure proposal derived from multiple protocols is required, it is difficult to achieve this using conventional machine learning. For example, AlphaGo, which overwhelmed human players in the game of Go, used deep learning to learn the moves human players took in each position. When it thought about its own moves, however, it used a different technology called Monte Carlo methods.


  


  
    4. Why Are Human Analysts Necessary Even in the Future?


    4.1 Because There Are Things Only Humans Can Do


    As already mentioned, machine-learning AI is not good at systematic intelligent processing such as planning countermeasure procedures. Neither will it be able to make assessments based on socially accepted common sense and human psychology; these will remain in the domain of human experts for quite some time. Moreover, ultimately only humans can take responsibility for the final decision in terms of its legal and cultural ramifications. In addition, when it is necessary to obtain data from objects subject to permanent monitoring, negotiations between humans will be required in order to get the necessary permission. Consequently, human intervention will still be necessary even when attacks become even more diversified and higher-speed.


    In currently employed entry/exit measures, analysts must determine the truth or falsehood of alerts. When an intrusion is detected, a sizable number of analysts spend at least a few days and probably more than a month investigating and dealing with it, which can easily cost as much as a million dollars2). It is important that attacks be detected and isolated after an intrusion and normality be restored as soon as possible. SOA, which is expected to help accomplish this goal, allows you to automate information gathering and countermeasure planning according to a playbook, but the playbook itself needs to be created by humans in accordance with the actual conditions of the attacks. At the same time, security giants such as IBM and HPE insist that countermeasures based solely upon established playbooks are difficult to implement in an environment where the methods and modes of attack are becoming more diversified and individualized, meaning that evaluation by human analysts will continue to be required in the future as well.


    4.2 Why Does AI Have to Answer the Whys?


    If conventional machine learning is incapable of explaining the reasons for the results in an easy-to-understand manner, then why do we have to understand the reasons in the first place? It is precisely because it is we humans who will decide what measures will be taken and take responsibility for that determination. Furthermore, it is necessary to be able to explain to stakeholders and customers the nature of an attack, how it occurred, and what countermeasures have been taken.


  


  
    5. Potential of Logical Inference AI


    NEC is working to develop AI able to collaborate with humans to solve problems by contextualizing the situations within a wider perspective - as in responses to security incidents. To achieve this goal, methods of expression are required that can be understood by both AI and humans. The AI also needs to be capable of running an analysis that incorporates human opinions about the issues.

    When applying the AI developed by NEC on an incident response basis, it will be necessary to build a structure in which the AI is responsible for drafting playbooks as and when required, like those used for SOA according to attack conditions, as well as conducting automatic investigation and confirmation, while anything that should be handled by humans will be sent to the analysts. To draft a playbook, the first thing that is required is materialization of a cyber kill chain that shows how the attack in question is going to be carried out.

 
    To meet these requirements, NEC is studying the feasibility of logical inference AI, which has a different origin than machine-learning AI. While machine-learning AI uses knowledge unintelligible to humans who simulate the data characteristics on mathematical models, the logical inference AI uses knowledge expressed with symbols and logical expressions that are intelligible to humans. The once popular expert systems that used strictly defined knowledge eventually were abandoned due to their lack of flexibility and the difficulty of managing them. More recently, however, technologies that feature both logical accountability and reasoning capability have been developed.


    In addition to its ability to show how its results have been derived in a manner comprehensible to humans, the logical inference AI can add to and revise its knowledge in order to improve its ability to draw inferences. Thanks to this technology, the AI can infer what kind of operation is being executed by the malware or by attackers by drawing on its store of knowledge about cyberattacks to collect as much data as possible regarding relevant incidents as soon as an anomaly is detected by the sensor. The AI derives the flow until the objective of the attack is finally accomplished. To verify that flow, the AI uses the incident data it has collected to confirm the inferred operations at each step and the process conditions. When the AI determines that the derived flow is by and large correct, it stops that flow and now derives the procedures until the countermeasures are complete. Finally, the results are verified in cooperation with human analysts.


    To create this technology, a great deal of R&D is still required. To get a basic idea of this, let’s take a look at an example in which a capture the flag (CTF) problem in a security competition was solved with logical inference. Showing that example giving a question to find flags (lines of specific characters), Fig. 5 explains how every possible procedure until the flags were discovered was derived using logical inference (note that the actual internal expressions were expressed with functional expressions of computer programs). You can tell from this example that the derivation is comprised of sequential operations and conditions as is the case in the cyber kill chain in Fig. 2 and the playbook in Fig. 4. There may be cases the text files can be found or the flags can be directly found in the packet data. These possibilities are automatically verified using various tools and commands. If a mistake is made, the procedure is revised and the operation continues until the flag is finally found. As for technical issues, some work is still required - such as building sufficient knowledge that covers all possible eventualities in a wide variety of conditions, establishing a procedure selection method ideal for reaching a correct solution with as few verifications and revisions as possible.
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         Fig. 5 Generation image of solving CTF problem.
        

     


    Now, we are planning to expand the problem-solving approach by inserting candidates for procedures and conducting verification using logical inference, as shown in this example, into the plotting of the overall picture (cyber kill chain) of an attack and the drafting of the counter procedure (playbook). In CTF, however, there are clear answers and all the necessary data that can be used as evidence, while in actual cyberattacks only the hackers know the correct answers and it can hardly be expected that all the necessary evidence can be gathered. These points must be taken into consideration. Although our logical inference AI will acquire and update the knowledge for inference by using machine learning from threat information and data in the same manner as IBM Watson, we think that it is important to improve the ability of the technology to acquire knowledge from human analysts as well.


  


  
    6. Achieving AI That Can Tell You Why


    Through the R&D into logical inference AI and its application to cybersecurity, NEC is aiming to achieve AI that can show inferred attack methods to demonstrate why it is necessary to respond to incidents at a given moment, show inferred measures to show why that response is appropriate, and explain the validity of the response and the countermeasures based on its own research and analysis, as well as the evaluation of human analysts. In so doing, we will reduce the time and labor required for analysts to make a comprehensive evaluation - something that is not supported by conventional machine-learning AI - and contribute to the achievement of solutions that can manage the increasingly diversified and sophisticated cyberattacks expected in the future.


  


  
    * IBM and IBM Watson are trademarks of International Business Machines Corporation in the U.S.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    1. Introduction


    Cyberattacks have recently become a social problem by causing damage in many countries worldwide. The security analyst protecting each organization should always collect and analyse the huge amount of threat information showing signs of cyberattacks and take prompt action when the occurrence of an event is predicted. This will ensure the smooth operation of the targets that are frequently attacked; such as critical infrastructures, government institutions and private enterprise entities.


    If a new vulnerability discovered in a piece of software or hardware used in an organization is left without taking appropriate action, there is a risk that a cyberattack will occur that exploits the vulnerability. Damage such as confidential information theft may then ensue and malware infection may be caused not only within the organization but also among customers and even in organizations unrelated to the original target. For example, the ransomware “WannaCry” that produced worldwide damage in mid-May 2017 was spread by the “EternalBlue” attack tool that targets OS vulnerabilities.


    An attacker who brings a cyber threat executes cyberattacks in an organized manner by collecting information on the attack tools and unreleased vulnerability from social media and black markets. Services that will undertake cyberattacks are also now being developed. Some of the typical example of these are Booters and Stressers that are also known as DDoS-for-hire services and the RaaS (Ransomware as a Service) that distribute ransomware widely in order to take a victim’s files hostage. If the victim pays the ransom, RaaS pays part of it to the client that ordered the attack. The characteristics of these services are that the series of attack actions are automated and the attacks are low cost procedures.


    On the other hand, on the protection side, analyses of the cyber threats caused by 100% human labor have already reached a limit for the following reasons.



    	The advent of Industry 4.0 has expanded the target of protection from IT equipment to OT equipment.

    	The numbers of arrests and consultations related to cybercrimes are increasing every year.

    	The amount of information distributed through social media as means of threat information circulation has increased by about 9 times in nine years from 2005 to 2014.

    	While the insufficiency of security engineers has already become a problem, these human resources cannot be cultivated in a short space of time due to the necessity of a wide range of knowledge on the system construction.




    The background described above is increasing the social need for an efficient means of cyber threat analyses.


    In the rest of this paper, in section 2 we describe a cyberthreat information analysis technique based on OSINT (Open Source Intelligence) proposed by NEC and in section 3 we report on an evaluation test, before providing an overall conclusion in the final section.


  


  
    2. Cyber Threat Information Analysis Based on OSINT (Open Source Intelligence)


    At NEC, we have attempted to automate the cyber threat analysis in five phases shown in Fig. 1. The key technology element used in each phase will be described in the following subsections.
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         Fig. 1 Flow of automated cyber threat analysis.
        

     


    2.1 Data Collection


    For the purpose of research, threat information is collected permanently and saved from more than three million social media, blogs and underground sites on the Internet. The collection targets are expanded autonomously by tracing malicious sites moving across data centres worldwide by detecting the attacker communities. The targets of collection also include the websites located on the deep web that are usually unsearchable by ordinary search engines.


    2.2 Prediction


    After the presence of malware that expands infections via routers under certain conditions was confirmed in mid-September 2015, cyberattacks targeting such routers occurred frequently from mid to late September of the same year.


    Fig. 2 shows the daily changes in the numbers of attacks per IP address and tweets posted in social medium “Twitter.” The multiple regression analysis over the entire period of attacks showed little correlation between them. Nevertheless, high correlation and a certain interlocked property was observed with the analysis focused only on the first peak in the numbers of attacks and tweets around noon of September 15th. This means that identifying signs of a sudden increase in the number of tweets as early as possible would make it possible to detect signs of an attack occurrence.
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         Fig. 2 Numbers of attacks of routers and tweets in social media.
        

     


    Traders engaged in investment operations of the financial industry gain profits by predicting issues that will arise and affect stocks and by buying stocks at low prices and selling at high prices.


    On the other hand, security analysts also wish to predict vulnerability attacks that become prevalent or the arrival of malware from the trends of threat information and to prepare for cyberattacks in advance so as to minimize the period of potential damage.


    This shows that traders and analysts share the same purpose of predicting future trends, except that the objectives are different.


    One of the means of predicting the stock price movements used in the financial industry is the technical analysis that predicts the future price movements from changes in prices from the past to the present. Considering that the purpose has similarities, we assume that the technical analysis technique will also be applicable to the prediction of cyber threats.


    Technical analysis can be divided roughly into the trend and the oscillator analyses. The known trend indicators include the EMA (Exponential Moving Average), which is suitable for identifying the mid- and long-term trends. While the known oscillator indicators include the Historical Volatility and RSI (Relative Strength Index) suitable for identifying short-term trends. There is also the MACD (Moving Average Convergence Divergence), which is an intermediate indicator with the characteristics of both of the above. This identifies the market cycle and sale/purchase timings based on the short- and long-term movement averages of lines. We have clarified that the MACD technique is particularly effective for the analysis of cyber threat trends.


    As seen in Fig. 3, we analysed each of the characteristic terms contained in the threat information using an original algorithm based on the MACD technique and calculated the degree of causing serious consequences. The results are output as the importance ranking in Fig. 4 for providing security analysts with the opportunity of noticing signs of threats as well as for use as information for the overall image analysis in the next step.
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         Fig. 3 Example of threat information trend analysis using original MACD-based algorithm.
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         Fig. 4 Display of threat prediction result rankings.
        

     


    2.3 Automated Analytics


    We have developed a technology that uses the deep learning method to promote expertise in overall cyber threat image analysis by skilled security analysts of existing analysis results and of terminal operations histories. If a new clue is found, the entire view of the threat is thereby exposed based on the acquired knowledge (Fig. 5).
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         Fig. 5 Overall cyber threat image analysis using the deep learning technique.
        

     


    Since a threat does not necessarily imply a cause of immediate damage, the judgment whether or not a threat will lead to system damage varies depending on the organization’s system configuration and workflow as well as the analyser’s interpretation and the reliability of the information sources. In addition, the volume of the threat information is very large and simple association of information could result in the enumeration of thousands of elements that include malicious IP addresses. Direct application of the obtained results as security countermeasures may also affect routine operations due to excessive protection.


    Overall threat image analysis of an appropriate amount and based on a standard specific to each organization is possible by learning the procedures used from previous analyses of cyber damage events. If a new threat is detected it is automatically analysed based on the learned results.


    2.4 Hunting & Prevention


    The importance of “threat hunting” is increasing as a methodology for coping with targeted attacks that threaten specific organizations via E-mails, etc.


    For example, endpoints detect the presence of malware using pattern files provided by anti-virus software. However, there are cases in which damage is caused by malware before completion of the delivery of the pattern file and damage may be detected when using it. Specific organizations are particularly prone to damage by targeted attacks. Such attacks often use malware with malicious devices which can avoid detection by the anti-virus software used by the targeted organizations.


    Threat hunting inspects an entire system by using the signs obtained by threat information analysis as a hypothesis to verify the presence of damage and the degree of risk. Its automation enables proactive security measures such as identification of damage and future attack potential immediately after a cyberattack group claims responsibility for an attack (i.e. before the pattern file is delivered).


    2.5 Intelligence Sharing


    The results of threat analyses are saved with STIX*1, which is an open structured threat information expression description language elaborated by the OASIS standardization organization. It is from this point that the information required for firewalls and IDS setting changes is generated in order to enforce security measures such as the blocking of the cyberattack transmission source.


    The threat analysis results can be shared with other departments, organizations and countries using TAXII*2, which is an automated detection indicator information exchange procedure elaborated also by OASIS. Cooperative relationships are built so as to service the knowledge obtained from external organizations in the security measures of specific organizations.


    NEC has joined the AIS, an initiative promoted by the U.S. Department of Homeland Security for sharing cyber threat information among governmental and private sectors, so that we will bolster cyber intelligence and technologies and also human resources in its cyber security businesses.


    
        *1 Structured Threat Information eXpression, which is a technical specification for description of items associated with cyberattack activities
by incorporating events characterizing cyberattacks.http://stix.mitre.org/


        *2 Trusted Automated eXchange of Indicator Information, which is a technical specification for exchange of threat information associated
with cyberattack activities.http://taxii.mitre.org/


    


  

  
    3. Evaluation Test


    The authors measured the number of mentions of cyber threats from the tweets posted in social media every other hour in the period from July to December 2015. From the changes in the number of tweets, the date/time at which sudden rises were detected were obtained by using an original MACD-based algorithm. In addition, the authors also surveyed the date/time of publication of the earliest article by a public institution mass media source or vendor of each cyber threat. As a result, it was confirmed that the original algorithm is capable of detecting cyber threats 56.1% earlier on average (Table).


    
     
      Table Early report rate of cyber threats.
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    4. Conclusion


    In the above, the authors first describe the expansion of cyberattacks and the circulation of threat information via social media and the deep web which may cause the cyberattacks. It was noticed that the first peak in the number of tweets related to cyber incidents on the social media is linked to the number of associated attacks. The authors then proposed a method of extracting threat information with a high potential of damage by using a technical analysis technique as used in financial engineering. In addition, the authors also conducted an evaluation test and demonstrated that the proposed technique can detect the threat information 56.1% earlier on average than via announcements by public institutions, etc.


    The introduction of the proposed procedure can detect the signs of attacks from a huge amount of threat information and apply early and accurate measures so that the period of a potential attack and damage may be decreased.


    In the future, too, the authors intend to promote the threat hunting procedure, which takes preventive action before incurring damage from cyberattacks, and they will continue their research activities aiming at the implementation of safe, secure and efficient social infrastructures.


  


  
    * Twitter is a registered trademark or trademark of Twitter, Inc.


    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Cyberspace is the new frontier and like any frontier it is plagued by lawlessness. Criminals of all types from teenage pranksters to organized crime and even terrorists roam the virtual spaces of the online world wreaking havoc on individuals, businesses and governments alike. The problem is one that cannot be ignored and requires immediate attention from law enforcement entities around the world. What makes cybercrime especially intractable is that it can be extraordinarily difficult to identify the individuals and groups perpetrating these crimes — particularly since they can be located anywhere in the world and may be launching attacks using servers that are located in yet another jurisdiction. Developing simple countermeasures is no easy task, taking proactive measures is even more difficult. In this paper, we take a look at one of NEC’s current projects aimed at dealing with this problem, which involves building a system that can perform integrated analysis by extracting information useful for criminal investigations from the massive amount of data in cyberspace and applying biometrics including face recognition and object recognition technologies, as well as various analysis technologies.
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    1. Introduction


    The Internet is here to stay. It is as embedded in our lives as electricity. As of April 2017 roughly the half of the world’s population was online1). With the exploding popularity of social networking services (SNSs), the amount of data shared everyday by people all over the world is growing at a rapid rate. The information shared takes various forms including text, images, video, and audio (music and voice) and people conducting more and more aspects of their lives online. In Japan, for example, the rate of Internet shopping is increasing across all age groups2).


    The very same convenience and easy access to data makes cyberspace tempting to criminals, both as a space for planning and preparation of crimes in the real world and as a place to conduct actual cyber-enabled crimes. Cyberspace is nebulous and borderless, providing criminals with a cloak of invisibility while handcuffing law enforcement which remains bound by real world restrictions on its ability to cope with criminal activities that know no boundaries. Terrorists, for example, make extensive use of the Internet, disseminating propaganda via video sharing websites, recruiting new members and conducting espionage via social media, and procuring funds and weapons at anonymous sites. In addition to terrorism, criminal activities conducted in cyberspace include the buying and selling of illegal drugs and Internet auction frauds. In Singapore, for example, online crimes such as Internet shopping fraud increased dramatically in 2015, showing a 46.5% increase over the previous year, and prompting concern among the public and authorities alike3) 4).


    Unfortunately, what happens in cyberspace doesn’t stay in cyberspace. Cybercrime bleeds over into the real world, having a very real impact on real people in their daily lives. It is no longer enough for law enforcement to help maintain a safe and secure society in physical space, that is, in the real world. Now, the authorities must extend that protection to cyberspace as well.


    In section 2 below, we give an overview of NEC’s research into cyber-physical integrated technology for criminal investigation support. In section 3, we discuss NEC’s critical analysis technology which supports that research. Future issues are outlined in section 4, and this paper is summarized in the conclusion at the end of the document.


  


  
    2. Cyber-Physical Integrated Analysis Technology for Supporting Investigations


    NEC is conducting research and development into cyber-physical integrated analysis technology with the goal of providing crucial support for criminal investigations. This technology integrates a variety of tools to analyze information extracted from cyberspace that may be applicable to a criminal investigation. By sifting through a massive amount of data in cyberspace and applying various analysis technologies to the images and text contained in that data, this system is designed to facilitate proactive detection of suspicious activity and post-crime identification of perpetrators. Cyber-enabled crimes continue to grow more sophisticated and complex, as is evident for example in the use of tools to anonymize communication paths. We are focusing in particular on linking these crimes with incidents in the real world (Fig. 1). Since there is an immense amount of publicly available information in various forms such as text, images, video, and audio (music and voice), we believe that a critical area of research is find a way to extract information that can be used to correlate cyber-enabled crimes with phenomena in the real world by using a wide variety of technologies to analyze the public data.
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         Fig. 1 Correlating cyber-enabled crimes with real world information.
        

     


More specifically, our goal is to be able to pull out information that can help identify and locate suspects or missing persons. For example, even if a photo of the individual in question exists, it is not always easy to determine where the picture was taken. However, if the country or region where the clothes worn by the individual can be identified, then it may be possible to narrow down the location where the image was capture. If buildings and structures in the background can be identified, then the location can be further narrowed down. This research is intended to support investigations conducted by law enforcement agencies by developing a tool that uses various analysis technologies to extract relevant information from publicly available information on the Internet, including images in cyberspace.


     


  
    3. Key Component Technologies


    3.1 Biometrics


    When a person of interest such as a suspect or missing person is directly searched from public information in cyberspace such as images and movies, biometric authentication technology will prove very helpful in identifying that person. NEC has devoted itself for many years to conducting R&D into biometrics such as fingerprint recognition and face recognition. NEC’s face recognition technology, for example, achieved the highest performance evaluation four times in the benchmark tests conducted by the U.S. National Institute of Standards and Technology (NIST). NEC’s products using this technology have been introduced into more than a hundred systems in over forty countries all around the world5). For instance, claims of responsibility in the form of a video posted on the Internet provide investigators with all kinds of precious information including the speaker’s voice which can be processed by speaker recognition technology to help identify the individual. NEC is also engaged in speaker recognition R&D, in addition to face recognition. Large-scale database searches using voices have already been put into practical use by government agencies6).


    3.2 Soft Biometrics


    When biometric features such as the face of a person of interest cannot be obtained, soft biometrics can be used to narrow down who that person might be and where they might be located. Soft biometrics refers to information that is insufficient on its own to definitively identify an individual even though the information describes certain characteristics of that individual — for example, hair color, skin color, and the presence and design of tattoos, as well as the clothes and accessories worn. Locations related to the person in question can also be considered as soft biometric features in a broader sense since the sphere of activity in everyday life — such as frequently visited places — can potentially have a certain individuality, albeit relatively small. NEC owns object recognition technology that combines high speed with high precision7), and this technology has been applied to soft biometrics. Fig. 2 shows examples of soft biometric test results. Fig. 2 (a) shows an example of tattoo comparison, in which similar characteristics in the upper and lower pictures are connected by straight lines. Fig. 2 (b) is an example of the result of scenery comparison — buildings in this case. It would generally be difficult to specify the location from the upper picture alone unless the scenery looks familiar. However, if the upper picture can be linked to the lower picture, it would be possible to know that the upper picture was taken in the vicinity of the NEC buildings.
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         Fig. 2 Examples of results of soft biometric tests.
        

     


    We are also investigating ways of correlating accounts on the Internet by applying soft biometrics (Fig. 3). When a person of interest has multiple accounts, information such as images and text in those accounts can be aggregated to perform detailed analysis of the person’s attributes and associations, as long as we can be fairly certain those accounts belong to the same person. This can be assessed based on various factors including writing style, details mentioned in posts, and so on.
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         Fig. 3 Correlational analysis of accounts.
        

     


    In cooperation with international law enforcement agencies, NEC is studying the application feasibility of soft biometrics.


     


  
    4. Issues to Be Addressed


    We have so far discussed our commitment from a technological viewpoint. When law enforcement agencies actually use these technologies, they need to comply with the laws of the countries concerned. It is essential that any data pertaining to users that is irrelevant to crimes must be protected even if that information is open to the public. NEC will strive to achieve an appropriate balance between security and privacy in cooperation with law enforcement agencies around the world. In this way, we can build a world that protects both an individual’s security and their privacy.


     


  
    5. Conclusion


    In this paper, we have introduced NEC’s R&D efforts to develop analytical systems based on various proprietary technologies including face recognition and object recognition that take advantage of the massive amount of data — such as images — available in cyberspace to support criminal investigations. We believe that one of the keys to combatting cyber-enabled crimes is to be able to correlate anonymous and global cyber-enabled crimes with phenomena in the real world. Solving this issue will make it possible to develop powerful solutions that will help tame the lawless frontiers of cyberspace and bring real security to both the real and virtual worlds.
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    Abstract


    Both society and the commercial environment are shifting significantly toward the digital world. All of the devices connected to the Internet now have the potential of becoming the targets of cyberattacks. In such a setting, the NEC Group is making every effort toward securing developments/operations based on the concept of “security by design” that aims at the provision of safe, secure products and services in support of customer businesses. The quality of security is safeguarded by means of risk assessments that match the characteristics of each customer system and of efficient vulnerability responses, applied via precisely tailored management systems. This paper introduces the specific effects of secure development/operation and of future perspectives.
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    1. Introduction


    Cyberattacks are increasing year on year and the related damage is spreading worldwide. The attacks are continuing to be sophisticated and advanced, but many of them exploit known vulnerabilities. Exposing cybersecurity vulnerabilities will produce risks that they are exploited. This situation leads consequently to concerns regarding delays or paralysis of organizational activities, leakage of confidential information, economic loss or hiding corporate images. Procedures suitable for reducing the risk of having a system’s vulnerability abused by an attacker are for example, not to build vulnerabilities into the system, or to investigate any weak points of newly discovered threats and treat them appropriately.


    In order not to create vulnerabilities in a system, it is required to design and implement it by considering “what kinds of threats may be expected” and “how to treat them.” This way of thinking about security from the design stage is called “security by design,” and the Japanese National Center of Incident Readiness and Strategy for Cybersecurity (NISC) also recommends its use. If a system can be designed by incorporating security measures as of high priority, the omission of necessary measures or excessive use of countermeasures may be avoided and the system configuration optimized. In addition, since threats are being discovered continually, the vulnerability treatment may become insufficient after the start of operations, even if they were perfect at the time of shipment of the system. It is therefore necessary to collect vulnerability information continually at the system operation stage and treat any vulnerabilities appropriately.


    The NEC Group enforces efforts for safeguarding security in its system development and operations procedures. In the following sections, these efforts will be explained in more detail.


  


  
    2. Secure Developments/Operations at NEC


    The secure developments/operations promoted by the NEC Group are intended to enforce developments and operations with full consideration of the security of each process, from defining the required function to its operation and maintenance. The main purpose is to avoid the creation of vulnerabilities and to manage vulnerabilities that are newly discovered after shipment. For the smooth enforcement of security developments/operations in each department, the tasks to be performed in each process (security tasks) are defined in the “Secure Development/Operation Management Rules.” This is one of the corporation-wide standards of the NEC Group known as the NEC Corporation Industrial Standards (NIS). Specifically, the development/operation processes are divided into the three parts of (1) planning & requirement definition, (2) design/implementation/testing and (3) operation and maintenance. The required tasks are executed for each part, so that the security can be studied and enforced according to the system used by each customer (Fig. 1). In part (1), tasks are executed for studying the security measures in consideration of the threats and the degree to which they affect the system. In (2), tasks are executed for implementing the measures studied in (1) and to make the product capable of responding to the latest threats at the time of shipment. The tasks executed in (3) aim at making the product capable of dealing with the vulnerabilities discovered after the shipment.
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         Fig. 1 List of security tasks.
        

     


    Some of the most important security tasks are risk assessments and the countermeasures against vulnerabilities. It is not considered to be sufficient to enforce only one security measure, but it is not necessary to enforce all of them. To implement the optimum measures according to the threats and degree of effects to the system, it is important to assess the risk at the stage of examining the overall image of the system including the architecture and operation plans. A system bug can be terminated by treating it appropriately, but the vulnerability cannot be terminated by a single measure. As the vulnerabilities tend to be discovered frequently it is important to adopt measures to deal with them continually.


  


  
    3. Risk Assessment


    3.1 Outline of Risk Assessments

    In this paper, risk refers to the danger of a business enterprise incurring losses. Risk assessment is the task required to manage such risks and covers the entire process including risk identification, risk analysis and risk evaluation.


    Risk identification defines a customer’s information assets that need protection and determines existing risks. Risk analysis calculates the potentiality of the occurrence of a risk as defined in the risk identification and the degree of the effect likely to be caused by the actualization of each risk. Risk evaluation assesses the required response and its priority based on the scale of the risk defined in the risk analysis.


    Enforcing risk assessment via an upstream process makes it possible to select the security measures according to the circumstances of each customer and to maintain a balance between confidentiality, integrity and availability as well of management and authority or convenience of the system.


    The NEC Group recommends that developers who are familiar with their customer’s system perform the risk assessment. In addition to a study of general risks and countermeasures, NEC also studies the risks and countermeasures by considering the characteristics and operational details of each system.


    3.2 Risk Assessment Techniques


    The process of risk analysis used by the NEC Group adopts the requirements of the international standards and evaluates if the security level of the system reaches that of the international standards. However, as risks vary greatly depending on the industry or business and that there are cases in which advanced security measures are required. The evaluation may be inadequate if it relies only on the requirements of the international standards. Therefore, for the important information assets of customers, the NEC Group recommends that the development and engineering staffs combine the details of their risk analyses as required. The detailed risk analyses identify and analyse the values, threats, vulnerabilities and security requirements of information assets, and combining these analysis techniques enables more accurate analyses to be undertaken. This process can reduce time and costs compared to applying detailed risk analyses to all of the information assets.


    3.3 Application to Embedded and Control Systems


    Considering the recent growth of threats as seen with the increase in the number of large-scale cyberattacks using IoT and embedded devices as steppingstones, the authors have proceeded in FY2016 to clarify the threats and to search for suitable countermeasures. Persons knowledgeable in security matters as well as those in charge of embedded device products who have designed them based on an understanding of the usage settings have also participated in efforts to explain the threats by assuming the operations settings as well as the functions. For example, as a characteristic feature, handy terminals have limited resources for CPUs and memories compared to those of general PCs and servers. At the same time, as an operation scenario, there is the possibility of illegal operations being conducted due to its compactness and easy to carry out. We assembled the possible countermeasures and proposals for substituting operational measures based on considerations as described above and compiled them into a checklist, which was published throughout the entire NEC Group. This checklist is incorporated in the departmental development criteria for developing IoT and embedded devices and it is in active daily use.


    There were also cases in which the authors made proposals for enhancing the safety of control systems by applying the secure development expertise that has been cultivated in the field of ICT systems. In the domain of key infrastructures, the security guidelines established by the industry organizations have become the legal criteria, making it obligatory to use measures compliant to them. In such cases, we check if the existing systems of customers comply with guidelines in the areas of risk assessment, exposed threats and proposed countermeasures. This strategy has enabled us to support the establishment of milestones for the future systems of customers and to gain customers’ appreciations that their security awareness has been improved.


    3.4 Dissemination of Risk Assessment


    To enable security studies based on the understanding of systems and the operations of customers, the NEC Group endeavours to implement activities that allow developers and engineers with a deep knowledge of the systems of various businesses to also improve their knowledge of security issues. The development and engineering staffs are learning the concepts of security and are acquiring knowledge or skills of risk assessment, security technologies and testing techniques via training courses and OJTs. They can thereby propose, design and develop optimum measures to suit each customer by taking the characteristics and operational details of their systems into consideration individually. When a division performs risk assessment, efforts are made to make the customer’s system safe and secure by incorporating information on the latest threat and incident cases; while also considering the trends in each business type as well as the laws and guidelines.


    


  
    4. Treatment of Vulnerabilities


    4.1 Outline of Vulnerability Responses


    There are two important points in responding to vulnerabilities; the first one is to eliminate known vulnerabilities before shipment and the second one is to respond to the newly discovered vulnerabilities after shipment.


    Consequently, NEC defines the vulnerability diagnostics and vulnerability information collection/treatment as security tasks to be performed in the shipment, operation and maintenance processes for dealing with vulnerabilities (Fig. 1). The vulnerability diagnostics detect vulnerabilities created in a product or system and deal with them before shipment. The security of the product or system is also maintained by routinely collecting information on the vulnerabilities of the OS, middleware and framework used in the product or system and by dealing with the vulnerabilities that might be affected.


    4.2 Vulnerability Diagnostics


    The vulnerability diagnostics detect vulnerabilities existing in a product or system by analysing the source codes logically and actually running it. The vulnerability diagnostics include both static and dynamic diagnostics (Table).


    
     
      Table Types of vulnerability diagnostics.
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    For the static diagnostics (source code diagnosis), a mechanism for auto enforcement is already built and is used in many projects. The dynamic diagnostics (web application diagnosis and platform diagnosis) are enforced by the members of projects after receiving the diagnostic tool, hands-on training.


    4.3 Vulnerability Information Collection/Treatment


    The exhaustive collection of vulnerability information becomes very difficult as it is published on a daily basis by various sources, including product vendors and the development communities.


    In order to apply treatment promptly NEC has built a unique vulnerability information management system to collect the relevant information efficiently and distribute optimum information to the projects that might be affected. It matches the periodically input vulnerability information with the customer’s system software configuration information entered in advance. If vulnerability information related to the software is found, the staff in charge of the information are notified by e-mail (Fig. 2). Upon receipt of such information, the staff adopt suitable countermeasures such as the application of a correction patch to the customer system or by the installation of a security device for avoiding damage.


     
        [image: 170219_03.jpg]
        
         Fig. 2 Vulnerability information management system.
        

     


    The vulnerability information is shared across the NEC Group as described above. To deal with a vulnerability of high risk and with a widely affected range, a system has been devised to apply a quick response by calling attention to a threat over a wider range than usual.


  


  
    5. Conclusion


    In the above, the authors introduced the efforts being made at NEC to support secure developments/operations based on the “security by design” concept in order to provide safe, secure systems and services for customers. NEC ensures the security of customer systems by applying comprehensive efforts: including risk assessment, pre-shipment vulnerability diagnostics and responses to newly discovered vulnerabilities after shipment.


    Secure developments/operations are being established throughout our ICT systems. However, as system attacks using IoT and control devices have now become a social problem, it will now be absolutely essential to apply secure developments/operations procedures to these systems in the future. NEC has begun the application of secure developments/operations procedures to IoT and control devices via the collection of their vulnerability information.


    At NEC, we are determined to continue our activities in maintaining safe systems and in improving our activities aimed at customer business continuity.
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    Abstract


    For several years now, NEC has been actively working to augment cybersecurity human resources. These efforts include promoting the expansion/deployment of training programs, improving the NEC Certified Professional (NCP) system, and encouraging the acquisition of certifications such as Certified Information Systems Security Professional (CISSP) and Registered Information Security Specialist (RISS). In this paper, we will review these policies and discuss our “talent management” program, that is, how we manage our cybersecurity human resources at the NEC Group including management of career paths and human resource exchanges.
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    1. Introduction — NEC Group Talent Management


    The importance of talent management has been a big topic lately in the HR industry and at relevant conferences and events. The definition of talent management varies. The Society for Human Resource Management (SHRM), the world’s largest HR professional society in the United States, has defined talent management as “the implementation of integrated strategies or systems designed to improve processes for recruiting, developing and retaining people with the required skills and aptitude to meet current and future organizational needs.” NEC interprets talent management as the achievement of compatibility between overall business expansion and individual career formation. This involves evaluating and appropriately allocating personnel after finding, recruiting and training them in accordance with the strategic requirements of the organization as noted in the SHRM’s definition (Fig. 1).


     
        [image: 170220_01.jpg]
        
         Fig. 1 Talent management of cybersecurity human resources.
        

     


    It has been quite a while since NEC first established its policies for talent management of professional human resources. For example, the NCP certification system is a system that authorizes high-achieving professionals with high market value based on their technological expertise. At the same time, this system also enables individual workers to take charge of their own careers by determining their career path goals and by defining the experience and skills needed to achieve those goals. Moreover, this system provides a process framework that enables staff to adjust their mid-term career plans and transfer requests with their superiors — through a career review (performed once a year) and other programs (Fig. 2).
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         Fig. 2 How cybersecurity HR talent management is linked with NEC’s overall scheme.
        

     


    Meanwhile, it is important to train personnel — who will create social value as cyber professionals working in advanced technologies such as AI, data science, and IoT — on the basis of talent management systems that are common company-wide. It is also important to establish talent management systems specific to the various fields of technical expertise and to the business strategies of the company. Below, we discuss best practices for talent management of professional human resources, focusing specifically on cybersecurity.


  


  
    2. Talent Management of Cybersecurity Human Resources


    2.1 Collaboration with the NEC Group’s Cybersecurity-Related Organizations


    NEC has various divisions engaged in cybersecurity operations and technologies. They include a cybersecurity-related product development division, marketing division, integration division, consulting division, etc.


    In some cases, security teams are embedded in business units and divisions dedicated to specific industries. In addition, many NEC Group companies have their own cybersecurity engineers to share and promote security operations that take advantage of their respective strengths.


    2.2 Acquisition of Cybersecurity Human Resources


    As noted above, many different divisions now require security personnel. To supply those needs, the Cyber Security Strategy Division serves as the core recruiting structure, targeting new graduates and mid-career workers and introducing prospective candidates to the divisions and proposing the best matches among those candidates. Key aspects of this strategy include: (1) classification of human resource requirements in each division, (2) application of a go-to-market (GTM) strategy for recruitment activities, and (3) execution of planning and management of recruitment events. For example, when recruiting mid-career workers, we not only use employment agencies but also engage in direct sourcing that utilizes staffing databases. When recruiting new graduates, we run an internship program that lasts for about two weeks, as well as career supporting events. Through such endeavors, we strive to persuade new graduates who aspire to become cybersecurity engineers and mid-career workers who can immediately become valuable assets to NEC’s cybersecurity operations to join us after explaining to them the positioning (importance) of NEC’s cybersecurity operations and outlining the wide range of career paths NEC has to offer.


    2.3 Expanding and Discovering Cybersecurity Human Resources


    The NEC Group has about 40,000 SEs and software developers. Although they are not cybersecurity engineers, they are responsible for secure design and development of systems when they carry out their duties of SI and service operations. Moreover, because many of them have a background in networks, OSs, and programming, they have excellent potential as cybersecurity engineers. In order to expand the range of cybersecurity human resources and discover competent people, we hold a competition called the NEC Security Skill Challenge (Fig. 3).
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         Fig. 3 NEC Security Skill Challenge.
        

     


    This competition takes the form of an online capture the flag (CTF) game. The degree of difficulty is set at a level suitable for beginners in cybersecurity, rather than at a level where security experts compete with each other to improve their skills. This is because the main purpose of this competition is to expand the range of cybersecurity human resources. We also put an emphasis on training. For example, we try to encourage beginners to learn on their own by allowing them to look at the hints and answers.


    The NEC Security Skill Challenge started in FY 2015. More than 1,000 NEC Group employees participated in FY 2016. Among them, about 70% were SEs and software developers. We believe that by continuing this competition we can contribute to the improvement of the skills of the personnel who participate.


    2.4 Training Cybersecurity Human Resources


    NEC has been running human resource training programs pertaining to basic security technology, security risk assessment, vulnerability diagnosis, and secure development/operation at the Security Technology Center of the Cyber Security Strategy Division for several years now. A wide range of training programs including analysis regarding cybersecurity and incident handling are also deployed also at NEC Management Partner and NEC Solution Innovators.


    After systemizing these training programs, we established the NEC Cyber Security Academy which offers both lectures and basic training exercises. Moreover, we have also established a program — called NCAT which stands for NEC CISO Aide Training — to train core personnel for NEC’s cybersecurity service operations. Designed to offer advanced courses, NCAT offers elite training courses at the NEC Cyber Security Academy that incorporate advanced exercises as well as on-the-job training at security-specialized organizations. In addition to skills of personnel defined as a mediator by the National Center of Incident Readiness and Strategy for Cybersecurity (NISC), the NCAT programs consist of programs to improve the skills of security analysts and incident handlers required by security vendors. We are deliberately assigning our NCAT-trained personnel to positions that will enable them to further improve their skills as cybersecurity engineers by proving support to government agencies and major corporations, as well as participating in various projects (Fig. 4).
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         Fig. 4 NEC security personnel training system.
        

     


    2.5 Evaluation of Cybersecurity Human Resources


    Now, let’s take a general look at how we certify personnel who can play active roles as advanced professionals from among those who have substantial experience (Fig. 5). As mentioned in section 1, NEC certifies advanced professionals in the NCP certification system. As for security engineers, NEC also certifies professionals in areas of SI and service design/operation.
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         Fig. 5 Advanced professional certifications.
        

     


    In addition, the NEC Group has a few dozen employees who have received Certified Information Systems Security Professional (CISSP) certification — which is an internationally recognized certification. There are also several hundred employees certified as a Registered Information Security Specialist (RISS) — a Japanese certification. All of these cybersecurity professionals are contributing to the expansion of NEC’s security business operations.


  


  
    3. Conclusion — Career Paths (Allocations) of Cybersecurity Human Resources


    As we have seen, NEC is reinforcing cybersecurity human resources through discovery, acquisition, development, training, and evaluation of candidates. Now, we examine how we help them forge their own career paths while they contribute to our operations. We think that the career paths of the cybersecurity human resources at the NEC Group have, when roughly divided, three major features (Fig. 6).
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         Fig. 6 Expansion of career paths.
        

     


    First of all, cybersecurity specialists need to be turned into multi-skilled workers. The NEC Group is fully equipped with various functions and solutions for cybersecurity — such as marketing, business development, R&D, consulting, SI, administration, etc. Thanks to this versatility, our security engineers can experience various occupational types without limiting themselves to specific types of jobs. For example, a worker who joined us as a developer of security products can be grown into an analyst, and a worker who was responsible for security design can become a consultant or business developer. In other words, our workers can improve their comprehensive competencies by experiencing multiple types of job positions in the operational domain of cybersecurity.


    Secondly, we have active personnel exchanges with industry-specific SI and service businesses and other advanced technology fields. For example, there are cases in which industry-specific SEs learn security skills and start a double career as SEs who are versed in security. We are also beginning to see cases where security engineers encounter leading-edge technology such as AI, data science, and IoT and eventually create new architectures and innovative solutions. By working with businesses in other fields and by becoming adept with different types of technology, cybersecurity engineers are able to play active roles across a much broader range of fields than ever.


    Third and finally, the establishment of career paths that circulate outside and inside the company is now becoming popular. When certain projects and clients call on us, the NEC Group security engineers are dispatched to government agencies, various affiliated organizations, and major corporations where they help implement security operations and establish security policies. We have also recently begun dispatching them as lecturers to society meetings and various universities, as well as in placing them as instructors at universities. In this way, we are creating a favorable circulation of expansion and improvement of the NEC Group’s cybersecurity operations by not confining our engineers to the NEC Group, but rather by encouraging them to be active in the wider world so that they can come back to us with an expanded horizon and broader perspective.


    As we have discussed, NEC develops the human resources needed for cybersecurity operations by rotating the cycle of discovery, acquisition, development, evaluation, and allocation to expand the potential of the career of each employee in this field. That’s the framework of our talent management of cybersecurity human resources. We will continue to contribute to operations from a human perspective by further advancing this cycle of talent management, while working collaboratively with various division chiefs and experts in relevant fields.
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distribution/transmission system mechanisms

[n—— (1) Development of malware for controlling power
‘switches and circuit breakers based on power
and industrial protocols.

(2) Phishing attack of Power Grid

Exploitation (electricity distribution company).

PSR - & ot ko g s Word e e

| 1 (4) egal access to controbystem via the backdoor.

(5) Power shutdown and communication obstruction
at 30 transformation stations of up to 3 power
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“SCADA: Supervisary Control And Data Acquiskion

Actions on Objective.
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Early Total # of | Early report

Year/Month detection | threats rate
2015/July 66 128 51.6%
2015/Aug. 47 78 60.3%
2015/Sep. 34 60 56.7%
2015/0ct. 30 59 50.8%
2015/Nov. 30 62 48.4%
2015/Dec. 40 58 69.0%

Average 56.1%
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I skills, the members of CSIRT are required of high interpersonal

to communicate with the staffs of other teams as well
h members of the team.

Type Outline of skills

Interpersonal ‘Common sense in making efficient and acceptable decisions whenever
skills there is no clear ruling available and under stress or severe time.
constraints.

 Effective oral and written communication skills to interact with
constituents and other teams.

- Ability to follow policies and procedures

 Ablity to cope with stress and work under pressure

- Integrity and trustworthiness to keep a tean's reputation and standing

 Willingness to continue education

- Problem solving

 Team player.

 Time management

Technical skills | - Knowledge on the Internet

- Network protocols (Pv4, IPv6, ICHP, TCP, UDP)

- Network infrastructure elements (router, Switch, DNS, mail-server)
Network applications, services and related protocols (SMTP, HTT, HTTPS,
FTP, TELNET, SSH, IMAR, POP3)

‘Three basic security principles (confidentiality, integrity, availabilty),
multilayer defense, etc.

+ Threats on computers and networks

+ Attack techniques (IP spoofing, DoS, viruses, worms, etc.)

Enerypton tecnnoogier (MIDEDES, AES, ToEA, RoA, DSA, MDS, SHA)
Host system security issues (backups, security patches, updating)

- Programming and administration of computer systems

“Source: Handbook for Computer Security Incident Response Teams (CSIRT), published by CERT/CC
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1 These can be darified in incident responses so
that responses to attacks with similar intertions
are possible by predicting developments, even
when the malware or C2 server is changed.
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Monitoring device log

iltering of Syslog (IP, port No,, etc.)
at the time of SIEM input
« Definition of multiple logs as a single

event and aggregation based on a rule

Sept. 1- 30, 2015

Sept. 1 - 30, 2016
Event Status Event Status

Total Event(*) Total Event(*)
89,980,572 246,163,743

-Evm o mm“

Level2 Event indicating Level2
42,701 cueckfeiue 2,860,966

Event indicating potential of
attack success, or/and
event indicating potential of
‘malware infection

Event indicating attack success, or/and

event indicating malware infection

(*) The “Total Event” refers to the total number of events entering SIEM after filtering of raw logs.
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Issues found in the results of the questionnaire survey conducted with
about 200 private businesses regarding how they were coping with
“Cybersecurity Management Guidelines”

Measures partially implemented

15% 320 219% 16% 12% 4%
2. Measures | 3. Management's 4 s. s 1
generaly not| icadership and Determination  Proactive  Preparation Measures

implemented | construction of a of frameworks  measures  forattacks thathave
structure or process of risk. to prevent en m
management  attacks implemented

® Very few companies have already implemented all measures satisfactorily.

© Many companies have a problem with *(3) Management's leadership and
construction of a structure or process,” regardless of their annual turnover
or business type.

® Many companies with annual turnover under 50 b
*(6) Preparation for attacks”

© Among the ten important items, fulfillment of security measures including

roup companies and supply chains, development of an emergency response

system in case of an accident, and acquisition of manpower resources are ranked
high.

n yen are falling behind in
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2016 Sept. | Microsoft recommends disuse of SMBV1.
2017 Jan. _| US-CERT proposes invalidation of SMBV1
May 14| Microsoft releases MS17-010.
Apr. 14| Shadow Brokers disdoses attack tool EtemaBlue.
Apr.25__| WannaCry misusing the URL of Dropbox.
May 12| Cyberattacks using WannaCry oceur in countries worldwide
May 14__| 1PA cals for attention against WannaCry.

May 23

Symantec announces the potentiality of North Korean involvement.
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Client PC

PC Security Contre

Function 1] Hard disk encryption

[Function2] Control of use of external storage media
Limits use to specified USB flash drives and other
devices by setling policies.

Function3| PC operation logs

Security Policy Control File View Restriction Control

[Function 4] [Function 5]
Acquires the latest Automatic encryption of files
policies defined by Finds unencrypted files through

the entire NEC Group | | automatic patrols and
or each organization. | | SnenPis them
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2016 | 2017
‘Threats of organization
renking | ranking
15t 1st | information leakage via targeted attacks
7h | 2nd | Damage by ransomware
3ra | 3ra | Thett of user information from web services
ath | ath | service shutdown by denial-of-service attacks
2nd Sth [ Information leakage by insiders and subsequent service outages
st | st | website faisiications
ath | 7th [ unauthorized login to web services
outof
8th | Disclosure of vulnerabilties of IoT devices.
ranking
Our of
" oth | Commercialization of cyberattacks (underground services)
ranking
sth | 10th | Unauthorized use of Internet banking credentials and credit card information
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Three principles of cybersecurity management | [ Res R To e

(1) The management are required to drive cybersecurity risk measures considering any
possibie risk while in proceeding with the utiization of IT.

(2) Comprehensive security measures are necessary covering the company ftsef, ts group
companies, business partners of its supply chain and IT system control outsourcing companies.

(3) Companies need to communicate appropriately with relevart parties by, for example,
disclosing information on security measures or response on reguiar basis or i times of emergency.

Ten important items of cybersecurity management | For CISOs

Process

(1) Recognize a cybersecurity risk and
develop company-wide measures.

(2) Build a structure o process fora
ybersecurty risk management.

Develop proactive measures to
prevent cyber-attacks

(6) Secure resource (budget, manpower etc.)
to execute cybersecurity measures.

(7) Identify the scope of outsourcing with IT
system control and ensure cybersecurity
in the applicable outsourcing companies.

(8) Collect and utiize information on cyber-
attacks through participation in
information sharing activiies, and
develop environment to utilze such information

Risk management

(3) Determine goals and develop plans based
on perception of a cybersecurity risk and
security level that should be attained.

(4) Publish cybersecurity measures.
framework (PDCA) and their actions.

(5) Make sure asto how group companies
and business partners of the company’s
Supply chain take security measures.

Prepare in case of cyber-attacks
occurrence

(9) Develop emergency response system
(emergency contacts and initial action
manual, CSIRT — Computer Security
Incident Response Team). Execute
regular and hands-on il

(19) Collect information regarding contacts,
and gather information to be disclosed,
and prepare materials for the
management's accountabilty.
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Item usA

(1)Standard | NERC CIP Standards version 6 (Standard guidelines)
* Established by NERC and approved by FERC

(FederalEnergy Reguiatory Commission).
Obiigatory standards for the electicky field composed of
2 totalof 383 pages in 11 documents.

Other representative guidelines
« NIST IR 7628(Guidelines for Smart Grids)
+ ES-C2M2 (Management maturity model)
« NIST Framemork (Guidelines for critcal infrastructures)

« NIST 5P 800-82 (Guidelines for control systems)

(2) Auait North American Electric Reliabilty Corporation (NERC)
* Also enforced by a state government i the state has

its own reguiations.

(3) Penetration | Enforced at the dscretion of each business.
Test * Vulnerability assessment (paper or active) is defined as

obligatory by the NERC CIP.

(4) Information
Electricity ISAC(E-ISAC)
Sharing

(5) Exercises | Including development of control system security technologles,

such as Grid EX (Security exercise for Power & Utilties's

systemoperators) and Cyber Storm (Security exercise in the USA)
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eIntegration of points of contact and
information in case of incidents

“Inter-departmental coordination (horizontal & vertical) in case
muttiple departments become involved

“Points of contact for notices from outside of the organization,
encouragement of other organizations

®Accumulation of response expertise

“Need for preparation, considering the spread and modification
of the advancement of the means of attack

“Increase in experience for enabling a surer response

#Building of confidence for external organizations

«Collaborations with external organizations through forums such
as FIRST and APCERT
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Step

Unclear

Weaponization

(1) Infection of an office PC via a USB
(2) Terminal hacking making use of the vuinerability
of Siemens remote survelllance software
Ees (WInCC/PCS?7).
(3) Attack of Siemens engineering tool (STEP 7).
(4-1) Embedding of attack codes in 1 PLC

nstatation (Programmable Logic Controller).

]—(4-2) Hacking of PLC under 2 WinCC (DCS).

(5) Causing malfunction only to a PLC meeting the
[P | conditons, insertion of binders In WinCC and PLC

communication functions, invalidation of sensor
warning devices.
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