
  
    
      
    
  


  
    
      Table of Contents
    


    
      　
    

  


  
    Paper Abstracts

  


  
    ◇Special Issue on IoT That Supports Digital Businesses


    
      	Remarks for Special Issue on IoT That Supports Digital Businesses


      	NEC’s IoT Operations That Support Digital Businesses

    

  


  Platforms built to support IoT


  
    
      	An IoT Platform to Support Business Transformation - “NEC the WISE IoT Platform”


      	Edge Computing Supporting Customer Values in the IoT Era


      	Edge Computing Technologies to Connect the Missing Link of IoT


      	Case Studies of Edge Computing Solutions

    


    IoT solutions that offer value to customers


    
      	NEC Industrial IoT - For Manufacturing in the Age of IoT


      	Warehouse Product Inspection System Achieves Work Efficiency and Quality Improvements


      	Warehouse Staffing Optimization Solution Using Autonomous and Adaptive Control - NEC’s latest AI technology


      	Human-Oriented IoT Solutions Using Hearable Technology from NEC


      	Video Streaming Technology That Supports Public Safety


      	IoT and AI Innovations for the Retail Industry


      	Wireless Networking Technology for Real-time Remote Control of Factory Equipment: Wireless ExpEther


      	Lightweight Cryptography Applicable to Various IoT Devices


      	PoC of AI Demand Forecast Deployment in the NEC Group’s Manufacturing Facilities from an Ethnographical Perspective


    

  


  
    ◇General Papers


    
      	“My Number” Collection Service Utilizes Several Key Image Recognition Technologies

    

  


  
    List of Abbreviations Used in This Issue

  


  
    Publication Data

  


  
    
      Paper Abstracts
    


    
      Special Issue on IoT That Supports Digital Businesses
    

  


  
    Special Issue on IoT That Supports Digital Businesses


    ■Platforms built to support IoT


    An IoT Platform to Support Business Transformation - “NEC the WISE IoT Platform”


    “NEC the WISE IoT Platform” is the systematization of the functions that implement the IoT systems for the smooth advancement of customers’ digital technology businesses. It has an architecture that facilitates the easy-to-use implementation of “NEC the WISE”, which is a portfolio of NEC’s cutting-edge AI technologies. Based on the “5-Layer IoT Architecture Model”, this platform changes the required common functions into “building blocks” and combines them enabling implementation and linkage. Benefiting from various advantages including scalability/portability, connectivity of non-IT devices and compatibility with open sources, the platform may be customized according to the growth requirements of each customer’s business and serves for a speedy startup and the verification of new services.


    Edge Computing Supporting Customer Values in the IoT Era


    In the IoT era, large amounts of “things” and “people” are interconnected. The data of “event” generated in the real world (Physical world) are processed on ICT platforms (cyber space) such as in cloud systems and then the processed results are sent back to the real world. Such a cycle of processing is then repeated. When visualization of data or analysis using AI are executed in this cycle, new knowledge that has not hitherto been noticeable can then be acquired. This enables the creation of new values and opens the way to a data-driven world in which data increases more than ever in importance. Looking ahead to such a data-driven world, this paper introduces customer values that can be provided by edge computing that makes use of ICT technologies and assets that NEC has been cultivating thus far.


    Edge Computing Technologies to Connect the Missing Link of IoT


    As a result of the advancement of IoT, the settings of its new applications, for which a real-time capability are required, are increasing. However, because of the response time and communication costs it is sometimes difficult to upload data from sensors and camera images to the cloud environment in order to perform analyses and actuations. A concept that is recently attracting attention as a solution to these issues is edge computing. Based on the concept that edge computing can expand the settings of IoT usage by complementing the cloud, NEC is advancing R&D into technologies suitable for its implementation. Among such technologies introduced in this paper are the autonomous distributed cooperative technology, edge engine acceleration platform and edge SW as well as the relevant IoT security procedures to be located at the edge.


    Case Studies of Edge Computing Solutions


    One of the objectives of edge computing is to provide the advantages of cloud computing in AI and big data processing while minimizing the use of IT resources in the real world. This paper introduces five cases of edge computing solutions offered by NEC. Two of the examples, the walkthrough face recognition system and the human behavior analysis service, perform image processing such as face recognition at the edge layer, then perform actuation at local or behavior analyses on the cloud. This paper also describes cases like use cases of beacons, collecting and visualizing temperature data via sensor with the edge computing and NEC’s activities to implement the solution with IoT smell/odor sensor.


    ■IoT solutions that offer value to customers


    NEC Industrial IoT - For Manufacturing in the Age of IoT


    At NEC, we have already standardized core systems at nine factories and have been moving ahead with the implementation of IoT with a view to further improving quality, cost, and delivery (QCD). Digitized hands-on data collected at manufacturing sites is uploaded to standardized mission-critical systems in cyberspace where it is first visualized, then analyzed and sent back to the originating manufacturing site. We anticipate that this commitment on our part will soon produce tangible results which our clients will be able to draw upon as reference data. By providing our clients with knowledge value, we are confident that we will be able to help propel Japanese industry into the IoT future. This paper outlines NEC’s Industrial IoT systems which systemize our technological strengths to create powerful and flexible solutions, suitable for a broad spectrum of applications. Several case studies are introduced that clearly demonstrate our achievements thus far in the IoT field.


    Warehouse Product Inspection System Achieves Work Efficiency and Quality Improvements


    The demand for quality and speed of logistics is increasing year by year. In Japan, however, growing labor shortages are making it difficult to maintain the service levels required by workplace logistics. In particular, inspection work requires a significant amount of labor, which is difficult to replace with conventional technologies. Our proposed Warehouse Product Inspection System achieves improvements to inspection work and product quality simultaneously by making use of the NEC high-speed, high-accuracy image recognition technology. This paper is intended to introduce features of this technology.


    Warehouse Staffing Optimization Solution Using Autonomous and Adaptive Control- NEC’s latest AI technology


    In recent years, the pace of operations in the distribution industry has accelerated as demand for more frequent deliveries of smaller lots has become the norm. This has increased the complexity and difficulty of delivery tasks, leading to more demanding workloads and intense time pressure. With the availability of labor simultaneously decreasing, the most critical management issue facing the distribution industry today is the need to efficiently organize a limited number of staff and implement delivery tasks. Conventional staffing optimization methods based on traditional organizational protocols are no longer adequate in an environment where it is necessary to respond quickly to suddenly generated tasks and to fluctuations in work efficiency related to the physical condition of the staff. This paper introduces an original solution from NEC that uses our Autonomous and Adaptive Control technology to optimally manage warehouse staff to handle shipping tasks in real time.


    Human-Oriented IoT Solutions Using Hearable Technology from NEC


    The relationship between IoT, AI, and the network technology that connects it is often described using metaphorical comparisons with the brain, the nervous system, and the five senses. The Internet experience, for example, is shifting from one where user and media are isolated from one another, their interaction mediated by monitors and speakers, to one where technologies such as augmented reality (AR) and mixed reality (MR) are used to partially or totally immerse the user in a virtual physical space. A related concept - already in use - is called omnichannel, in which all potential communication channels - both physical and digital - are integrated to provide the customer with a seamless, flawless experience that combines real-world physicality with mobile convenience. Now, more and more people are talking about the coming wave of hearable technology, which goes beyond earbuds and hearing aids to advanced computational devices that you wear in your ear and which interface you with AI, robotics, and IoT, all without interfering with your activities in physical space. This paper introduces NEC-developed ear acoustic authentication technology and a geomagnetic indoor positioning system which will be core technologies of NEC’s hearable systems.


    Video Streaming Technology That Supports Public Safety


    New solutions that utilize video streaming are now being proposed in the area of public safety such as security services and emergency medical care. In the past, reliable video streaming required dedicated, high-cost communications facilities such as satellite communications and mobile base station vehicles, restricting utilization of this service. This paper discusses new Adaptive Video Streaming Control technology developed by NEC that can be applied to low-cost public communication networks that do not guarantee communication quality - such as mobile networks and the Internet - enabling them to reliably streaming high-quality video in real time. Also introduced in this paper is an application example involving special police units known as the “running police.” We believe that this technology will help raise the level of video streaming in the public safety field to one of practical usage and promote total utilization in the future.



    IoT and AI Innovations for the Retail Industry


    The retail industry is facing a need for innovative solutions because it has to deal with the diversification of consumer lifestyles and labor shortages that are due to low birthrates and population aging. The global environmental issues that are inherent in the products offered are also of concern. NEC is making full use of its IoT and AI technologies in pursuit of good customer experience and in uninterrupted store operation by implementing improved convenience shopping, hospitality in customer services that matches the needs of individual customers, efficiency improvements and saving in the numbers of employees and store operations. It thereby supports shop management methods that can sustain a stable supply of merchandise and services.


    Wireless Networking Technology for Real-time Remote Control of Factory Equipment: Wireless ExpEther


    NEC has developed the “wireless ExpEther”, a networking technology that allows remote computers to perform real-time centralized control in the wireless environments of I/O devices such as sensors, actuators and displays at production sites. The production sites of factories are a harsh environment for wireless remote control because radio waves are often reflected or attenuated by metallic objects, which leads potentially to communication losses (en-route packet losses). Even in such environments the technology discussed below ensures stable wireless network connection between computers and I/O devices by means of “rateless coding.” This technology is capable of transmitting control signals and data between devices correctly and its development is expected to enable implementations of new functions based on merging industrial equipment and IT devices.


    Lightweight Cryptography Applicable to Various IoT Devices


    With the IoT systems that make use of data in the real world, the data collection from devices can also be a target of cyberattacks. It is because of this that countermeasures based on encryption are currently gaining in importance. Lightweight cryptography is an encryption method that features a small footprint and/or low computational complexity. It is aimed at expanding the applications of cryptography to constrained devices and its related international standardization and guidelines compilation are currently underway. Authenticated encryption that achieves both confidentiality and integrity has been attracting special attention and a technology competition called CAESAR has been held. NEC has developed TWINE, which is a lightweight block cipher, and OTR, which is an authenticated encryption method that has passed the CAESAR second-round selection.


    PoC of AI Demand Forecast Deployment in the NEC Group’s Manufacturing Facilities from an Ethnographical Perspective


    This paper describes our proof-of-concept (“PoC”) activities of demand forecasting. NEC is challenging the prediction of server demand using AI technology in order to prevent parts stock-outs at the same time as reducing the stock inventory at the Kofu Plant of NEC Platforms, Ltd. In order to render the demand prediction convincing for use, heterogeneous mixture learning, which is an NEC-original AI technology, is being applied so that the grounds for prediction can be presented together with the results of prediction. In addition, ethnography is adopted in the study technique with the aim of identifying the most effective situation for which the results or grounds for prediction can encourage decision making and for designing display styles.


  


  
    General Papers


    “My Number” Collection Service Utilizes Several Key Image Recognition Technologies


    In January 2016, Japan introduced the Social Security and Tax Number System. Since then, all residents have been required to submit the number issued to them - nicknamed “My Number” - for all tax and social insurance procedures. One consequence of this is that employers must now collect the “My Numbers” of their employees and dependent family members. To address this, NEC Nexus Solutions has developed a smartphone app (for iPhone and Android) to collect “My Numbers.” This app takes advantage of our various image recognition technologies to enable “My Number” holders to handle their numbers more easily and more accurately by using their smart devices to read their numbers. This paper discusses what can be accomplished with our image recognition technologies today and what we can expect to accomplish in the future.

  


  Remarks for Special Issue on IoT That Supports Digital Businesse
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    The term “Internet of Things” (IoT) was coined in 1999 by Kevin Ashton, a consumer sensor expert best known for the creation of RFID. The phrase has since become popular among the general public and has attracted a great deal of attention from a wide range of businesses who see it as a way to create new value through its ability to connect and exchange information with various “things” via the Internet - including humans.


    IoT’s advent has accelerated the growth of connectivity between the cyber world and the real world, providing the foundation for the next great transformation in human evolution, one that can be called the fourth wave, following in the wake of the Agricultural Revolution (the first wave), the Industrial Revolution (the second wave), and the Information Revolution (the third wave). Industrie 4.0, or the fourth wave, was initiated by the German government through the implementation in 2012 of the High-Tech 2020 Strategy which integrates its policies for technology and innovation.


    Part of that strategy, Industrie 4.0, which aims at flexible production by incorporating IoT and Internet of Services (IoS) into manufacturing while integrating storage/inventory systems for raw materials, components, and final products with production equipment and facilities to remodel production systems and product output. IoT is also seen as a means of optimizing all the processes that manage supply chains and life cycles including manufacturing. IoT is now expanding into all sectors such as distribution, traffic, energy, healthcare, public, and agriculture, as well as manufacturing.


    Over the past few years, NEC has moved rapidly to strengthen its position in IoT, honing its expertise and acquiring in-depth experience by undertaking a number of IoT-related projects with many customers. By taking advantage of our proprietary know-how in both IT and networking as well as our original leading-edge AI technology, we have been able to provide our customers in various industries with tangible outcomes. In the public sector, for example, we have contributed to the significant suppression of crime rates through the use of street surveillance systems. In the distribution sector, we have facilitated reductions in disposal volume through the application of demand prediction of food products. And, of course, in the manufacturing sector, we have helped engineer big gains in production efficiency and inventory control by installing demand prediction of maintenance components. We have also witnessed case studies where our customers who use the NEC Industrial IoT solution have achieved tremendous improvements in their customer satisfaction indices by adopting autonomously operating manufacturing lines which are coupled with their management indices.


    Furthermore, we are aiming at contributing to the improvement of overall customer management, while challenging for Value Chain Innovation, which promotes advancement of products and services and evolution of delivered value, by efficiently collaborating with supply chains that connect fabrication (manufacturing industry), transportation (logistics industry), and sales (retail/service industry).


    Thanks to its broad experience in such IoT-related projects, NEC has built up a vast store of cutting-edge knowledge that has allowed us to distill the essence of the new digital business into a five-layer model of IoT architecture. We then have turned it into a system of interconnected products we call NEC the WISE IoT Platform. This platform offers our customers a wide range of powerful capabilities that facilitate fast, smooth transitions from the launch of a validation environment to the startup of an actual production environment.


    In this special issue, we take a closer look at the IoT tools and technology that we can offer to support digital businesses. In particular, we will zoom in for a close-in look at the NEC the WISE IoT Platform and other IoT solutions, examining how they have been successfully implemented by a variety of different businesses in a variety of different situations.


    We hope you will find the material contained in this special issue not only enlightening, but practical and inspiring. We look forward to receiving your continued support and encouragement. Thank you very much.
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  NEC’s IoT Operations That Support Digital Businesses


  
    Building on its experience in IoT and related projects, NEC is working to develop ICT-based Solutions for Society targeted at solving public policy issues with a view to helping achieve a more functional and sustainable society. In this paper, we will look at trends in digital business and highlight the core features that define a digital business based on our own extensive experience across a broad range of IoT projects. We will also provide an overview of our own industry-leading IoT platform - NEC the WISE IoT Platform - and look at representative co-creation programs where we have worked together with our clients to create new value using AI and IoT.
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    1. Introduction


    Rapid urbanization on a global scale together with a trend toward increasingly porous borders means that today humans are on the move in greater numbers than ever before. And where humans go, so too do the things they use to sustain and enjoy their lives. Resource consumption - energy, water, and food - is on the rise, leading some to fear that we will eventually deplete the planet of its resources. At the same time, the international community faces many social and political challenges - such as climate change and natural disasters, population problems, and terrorism.


    To build a sustainable society while coexisting with the earth, we must adapt our social systems and lifestyles so that we can use the earth’s resources more efficiently. Today the ability of ICT to help meet these challenges is expanding dramatically, as is the scope of its capabilities. As a Social Value Innovator, NEC is dedicated to directing its technical and innovative prowess to helping solve these issues.


    Digital technology is critical to helping ameliorate some of the issues that plague modern society. A study conducted by Japan’s Ministry of Internal Affairs and Communications found that the number of IoT devices connected to the Internet was 15.4 billion as of 2015. The study estimates that by 2020 that number will have almost doubled to 30.4 billion1). As IoT permeates society, an increasingly wide range of people and things will be connected to the Internet, generating massive amounts of data, all of which will be closely analyzed, deepening our understanding in “contexts” that take place in the real world (physical world) and cyberworld. At NEC, we are convinced that we will make good use of the understanding of the “contexts” produced by ICT and enabling us to refine and strengthen the tools we need to build a society that is more responsive and more flexible.


    NEC’s experience in this burgeoning field is unparalleled. Leveraging our know-how in both IT and networking as well as our original leading-edge AI technology, NEC has worked closely with our clients to develop innovative IoT projects that are providing a blueprint for the future. That extensive experience has enabled us to build a core suite of IT and AI systems that provide an essential foundation for any type of IoT project - whether it’s strictly commercial or is designed to support more overarching public policy goals or social initiatives. We call this NEC the WISE IoT Platform.


    In this special issue, we will introduce some of the IoT-based solutions built around our core technologies that support digital businesses.


  


  
    2. New Value Creation and Business Evolution


2.1 Strengthening Digital Businesse


    We stand on the cusp of a new era, in which the old era of bricks and mortar is swept aside by the new digital economy. To stay relevant, companies must adapt to this rapidly evolving new style of business. The Internet introduced us to the new cyberworld and gave us a glimpse of what was come. Now, as the age of IoT begins, we can step right into that world and interact with it. It is a world where people, things, and information in the real world will all be interconnected and integrated with the cyberworld, creating a new “connected” economy.


    Very soon, the development of IoT will begin to accelerate even more rapidly as we enter a new stage of evolution where humans and artificial intelligence will become even more closely integrated. Within a few years, the digital economy will permeate all aspects of society. To ensure that our client companies and society in general obtain real value from their investment, NEC will offer business models and technologies optimized for the new digital economy (Fig. 1).
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         Fig. 1 Business model reform towards the digital economy.
        

     


2.2 A Future Where Businesses and Public Services will Collaborate with Each Other


    Various types of IoT data are expanding into vital sensors (humans), strain and vibration sensors (structures and facilities), and video images and image information (cameras). Moreover, dramatic improvement in the processing capabilities of computers and networks is driving an exponential increase in practical applications of data science using AI. We are now entering an era where technology is being implemented by businesses and public organizations that operates autonomously and exerts direct control over significant aspects of the real world.


    In fact, NEC’s AI and IoT projects have spurred increases in production efficiency in the manufacturing sector of up to 20% and a 40% reduction in the disposal volume of food products in the retail sector. What’s more, we are working hand in hand with our customers to achieve Value Chain Innovation — which will promote the advancement of products and services and evolution of delivered value through efficient cooperation of various value chains in manufacturing, logistics, and retail.


    At the same time, we have helped improve social value. In public sector fields such as urban infrastructure, our smart surveillance systems have slashed vehicle thefts by a staggering 80%, while smart energy optimization systems have reduced electric power consumption by 20%. Now we are focusing on our commitment to help achieve the Smart Nation - a concept even broader than a Smart City. By integrating Value Chain Innovation with Smart Nation, we will create even greater social value (Fig. 2).
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         Fig. 2 Evolution of value that drives business transformation.
        

     


    2.3 As a Business Partner of Our Customers

    Through co-creation with our partners - industry leaders from a wide range of fields - NEC has developed and implemented an impressive array of AI and IoT solutions in fields as diverse as manufacturing, logistics, retail, security, traffic, urban infrastructure, and healthcare. Through such partnerships, we are able to draw on the strengths of our business partners to provide total support to our clients’ businesses by utilizing AI and IoT to create new value (Fig. 3).
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         Fig. 3 Various solutions that utilize AI and IoT.
        

     


  


  
    3. Digital Business in the IoT Age


    3.1 How IoT is Transforming Business


    In the years to come, a vast and ever-growing number of “things” will be connected to networks. This Internet of Things will generate an infinite treasure trove of data that can be acquired and analyzed in real time. It is no exaggeration to say that this will radically change the way we do business. This transformation will manifest in three primary forms.


    First, existing business operations will be rendered vastly more efficient. By performing visualization which is key tool for enhancing operational efficiency, staff and managers will be able to see and understand current operation conditions and make adjustments as required, streamlining procedures and increasing overall efficiency. For instance, if you can see the actual condition of facilities of a shop or factory, then you will have an opportunity to better manage air conditioners and assembly lines, but also to optimize power consumption costs and improve safety.


    Second, new services will be created in existing operations - particularly in product marketing operations. Usage conditions and wear rates, for example, will be immediately accessible. This in turn will create demand for new services that can prevent problems before they happen by predicting maintenance requirements and malfunctions.


    Third, opportunities will be generated that will encourage the birth of new businesses. Even if data has been gathered for some specific purpose, it can be correlated with other data for different purposes. This could lead to the discovery of ways to use the data in different applications. In other words, it can help create business opportunities that could lead to creation of new businesses.


    3.2 Five Stages of Future Digital Business Development


    NEC has been actively engaged with numerous IoT-related projects over the past several years and built up an impressive repertoire of expert knowledge that we have used to define the five stages of digital business and to distill the essence of each of those stages.


    Stage 1: Hypothesis proposal


    
    To build a system used for a particular business, a waterfall-type development methodology - in which the requirements of the proposed system are clearly defined - has been used so far. However, contemporary business environments change so rapidly, it is necessary that the cycle of the system’s development, verification, launch, and improvement be swiftly rotated. Therefore, it is essential that the hypothesis proposal be capable of incorporating business outcomes in system requirements as defined models.

    


    Stage 2: Hypothesis verification


    
    To verify the hypothesis established in Stage 1, it is necessary that things and “phenomena” be captured as data and visualized. It is also necessary to make full use of technology that can be converted into knowledge and wisdom.

    


    Stage 3: Start small


    
    Once the hypothesis has been verified, a demonstration system needs to be quickly launched and immediately applied. It should be incorporated into the operation of an actual system as is.

    


    Stage 4: Business growth


    
    When a business that was initially launched as a small startup has grown or when the business environment has changed, operation policies and strategies need to be reviewed and revised. The system that handles the business also needs to be revised accordingly. For this reason, it must be possible to easily expand and modify the system whenever necessary.

    


    Stage 5: Consolidation


    
    Nothing is more important than stability. Any business that has grown organically through these five stages must be able to continue to operate in a reliable and stable manner. Here the word “consolidation” has two meanings: one is that the security of the system is carefully thought-out; and the other that operation stability and mission criticality are ensured.

    


  


  
    4. NEC the WISE IoT Platform - a Suite of Functions That Facilitate the Construction of IoT Systems


    In the age of AI and IoT, a shortcut to success is quick formation of business ideas and immediate launch - even on a small scale. With a view to letting our customers proceed with digital business while enhancing their business and IT capabilities, NEC has systematized a suite of functions called NEC the WISE IoT Platform that makes it easy to quickly build an IoT system and scale it up as required. We also offer a set of human-oriented services called NEC Flexible Business Infrastructure that combines co-creation and consulting services (Fig. 4).
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         Fig. 4 NEC Flexible Business Infrastructure.
        

     


    4.1 NEC Flexible Business Infrastructure


    To achieve the five key elements of digital business, you need people with superior business and technical knowledge and experience together with an IT infrastructure optimized for digital business. The NEC Flexible Business Infrastructure is a framework that serves as a foundation for activity that ranges from discovery of issues to creation of value, while supporting creation of solutions in manufacturing, logistics, retail, and public sectors.


    Specifically, we offer systemized menus designed to enable NEC and its clients to collaboratively execute each phase from hypothesis proposal to consolidation. In the initial phase, activities such as business consultation and user experience design take place. System architects are involved in that phase to build a field system for verification of the hypothesis. That in turn leads to an actual environment ready for practical use.


    The NEC Flexible Business Infrastructure is comprised of various consulting services and co-creation programs that address both business and technical aspects and of the NEC the WISE IoT Platform, which is a suite of functions that achieve IoT systems.


    4.2 NEC the WISE IoT Platform


    Based on the five-layer model of IoT architecture NEC announced in 2015, NEC the WISE IoT Platform has been designed so that NEC the WISE2) - a portfolio of cutting-edge AI technologies developed by NEC - can be easily implemented in a variety of situations. The main features of NEC the WISE IoT Platform are listed below (Fig. 5).
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         Fig. 5 Five-layer model of IoT architecture.
        

     


   (1) Highly efficient data collection platform and cutting-edge AI technologies


    
    An IoT data collection platform efficiently collects data from various sensors and devices. The data, collected in various formats, is analyzed and visualized by the AI engine of NEC’s cutting-edge AI technologies “NEC the WISE.” AI makes it possible to collect and process data efficiently at high speed.

    


   (2) A building block structure that enables seamless system construction and transition from testing to production


    
    This simple architecture can flexibly adapt to additions or changes to the system in line with the customer’s business growth, whether they are starting small or scaling out. The IoT system provides the functions as building blocks (software, AI engine, services, API, etc.). These blocks can be freely chosen to meet customer needs and placed in layers L1, L3, or L5. It is also possible to link with services over multiple platforms such as a partner cloud.

    


   (3) Secure and robust system construction


    
    NEC can implement a highly robust system by applying our extensive experience in mission critical system construction to IoT systems. NEC securely coordinates the entire system from L1 to L5 and provides cyber security measures, including vulnerability management and measures against malware. We also provide a secure environment for partner companies that develop equipment connected to the IoT system.

    


    4.3 NEC Co-creation Programs


    NEC has developed Co-creation Programs aimed at solving our clients’ problems. Co-creation at NEC is a comprehensive approach that covers each step in the co-creation process - from identifying social issues to introducing solutions. Because our divisions co-create in a very tight-knit way, we can create highly innovative value that supports the establishment of strong businesses.

    Once a problem or issue has been identified, we try to find new value by using an NEC-original design methodology called Social Value Design. To verify hypotheses, we leverage a ready-to-use verification environment (startup lab environment) to support launch of new businesses. Our specialized personnel - including system architects, data scientists, and security consultants - support the launch of operations and construction of systems (Fig. 6).
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         Fig. 6 NEC Co-creation Programs.
        

     


    4.4 Co-creation Workshop Space


    The Co-creation Workshop Space is a place where we get together with customers and other stakeholders to find solutions to issues and create value for society. When a new concept is created in this space, we work out how to use IoT and AI to put the new concept into practical use.


    Located on the top floor of the NEC headquarters building, the Co-creation Workshop Space is an open space with a casual atmosphere. It is a place where people can enjoy a sense of experiencing something “out of the ordinary” while participating in brain-storming sessions - in fact it is designed to feel a little like the “NEC attic.” When holding sessions in the space, we utilize NEC’s unique processes to create value for society.


  


  
    5. Conclusion


    Building on the five-layer model of IoT architecture announced in July 2015, NEC has created NEC the WISE IoT Platform - a versatile suit of functions designed to facilitate rapid construction of scalable IoT systems for businesses and public organizations.


    To allow our customers to transition quickly from establishment of a verification environment to a fully functional actual environment, NEC the WISE IoT Platform makes it possible to: (1) utilize efficient data collection platforms and advanced analysis engines such as AI, (2) swiftly construct systems using a building block structure, and (3) build highly secure and robust systems.


    We have also expanded our portfolio of IoT solutions so that it can be utilized in a wide range of businesses and under a wide range of conditions.


    NEC continues to focus on social solutions and is committed to developing advanced social and public infrastructure that benefits from the power of IoT, while leveraging the strengths of SDN, big data, clouds, and cybersecurity.
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    Abstract


    “NEC the WISE IoT Platform” is the systematization of the functions that implement the IoT systems for the smooth advancement of customers’ digital technology businesses. It has an architecture that facilitates the easy-to-use implementation of “NEC the WISE”, which is a portfolio of NEC’s cutting-edge AI technologies.

    Based on the “5-Layer IoT Architecture Model”, this platform changes the required common functions into “building blocks” and combines them enabling implementation and linkage. Benefiting from various advantages including scalability/portability, connectivity of non-IT devices and compatibility with open sources, the platform may be customized according to the growth requirements of each customer’s business and serves for a speedy startup and the verification of new services.
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    1. Introduction


    Rapid dissemination of the IoT (Internet of Things) has enabled the possibility of linking all “information, humans, things and events” and of simultaneously expanding opportunities for applying data science to support businesses.


    When identification of the status of things is enabled via IoT, three changes are brought about in the business. The first of these is the improved efficiency of existing operations. “Visualization,” which is the basis of business improvement clarifies problems in existing operations and thereby enables more efficient, effective business operations. The second change is the performance of current operations, particularly product sales, as services. Identification of the usage situations and consumption rates of things enables the detection of inadequate maintenance and the prediction of failures so that services for preventing issues before they occur can be provided. The third change is the invigoration of new business concepts. The linkage of collected data items from different viewpoints creates the possibility of data utilizations in support of new functions as well as opportunities to create new businesses.


    At NEC, we believe that “NEC the WISE IoT Platform” has the potential of becoming a powerful foundation for accelerating such business reforms for our customers and for supporting their digital technology businesses.

  


  
    2. Configuration of the “NEC the WISE IoT Platform”


    “NEC the WISE IoT Platform” is the systematization of the functions that implement the IoT systems for the smooth development of customers’ digital businesses. It has an architecture that facilitates the easy-to-use implementation of “NEC the WISE”, a portfolio of NEC’s cutting-edge AI (Artificial Intelligence) technologies (Fig. 1).
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         Fig. 1 Overall image of the “NEC the WISE IoT Platform.”
        

     


    It is a platform that provides solutions and services that can match the level of each customer in addition to offering consulting services and co-creation programs.


    “NEC the WISE IoT Platform” incorporates significant benefits drawn from the experience that NEC has acquired from several customer based projects and, as a result, exerts qualitative effects on a wide range of businesses. The platform is supported by the knowledge acquired via the five steps that are critical in leading a digital technology business to success.


    Namely, the five steps are; 1) to clarify the outcome (achievements) of each business and incorporate it in the requirements (hypothesis planning); 2) to verify the plan by visualizing things and events as visible data (hypothesis verification); 3) to start up the testing system quickly and transfer it as it is to the actual environment (small start-up): 4) to expand the system flexibly according to the business growth and environmental changes and; 5) to develop the system into a robust one that features continuing stability.


  


  
    3. Features of “NEC the WISE IoT Platform”


    This section describes the features of “NEC the WISE IoT Platform” that can be utilized via the five steps above.


    3.1 5-Layer IoT Architecture Model


    NEC announced the 5-Layer IoT Architecture Model in July 20151). This model has five layers including L1 for device computing, L2 for short-distance networking, L3 for edge computing, L4 for wide-area networking and L5 for cloud computing, all of which are supported by a security platform.


    From the experiences and achievements acquired via a number of projects based on the above ideas, NEC concluded that what is important is to define the functions required for IoT systems in advance, convert them into blocks and combine them to enable implementation in a 5-layer model (Fig. 2).


     
        [image: 170103_02.jpg]
        
         Fig. 2 5-Layer IoT Architecture Model.
        

     


    3.2 Building Blocks


    We call the task of predefining the required functions and converting them into blocks the “building block” method. This approach facilitates system customization according to the verification results and business growth progress. It also enables small start-ups and flexible system building.


    This building block type of system configuration is expected to reduce the time and costs compared to the traditional waterfall model of system development.


    3.3 Use of Advanced Technologies Such as AI


    The “NEC the WISE IoT Platform” naturally makes use of NEC’s cutting-edge AI technologies from NEC the WISE but also accepts the free combination of non-NEC AI engines in order to meet the diversified needs of customers. This strategy maximizes the effects of operations at each phase including those of data collection, visualization and Analytics and Prescription (Fig. 3).


     
        [image: 170103_03.jpg]
        
         Fig. 3 Use of advanced technologies such as AI.
        

     


    3.4 Use of Various Cloud Systems


    In the process of business growth and of beachhead strategy deployment, it sometimes becomes necessary to select partner cloud technology systems from non-NEC manufacturers in addition to a customer’s existing system of on premises software and NEC’s cloud systems. The functions implemented on the “NEC the WISE IoT Platform” by means of the building blocks method can also be utilized on the partner cloud systems. On the contrary, it is also possible to utilize the functions and data on other cloud systems securely and seamlessly via the API gateway (Fig. 4).
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         Fig. 4 Use of various cloud systems.
        

     


    3.5 Portability/Scalability


    A system built using “NEC the WISE IoT Platform” can be flexibly modified according to changes in the business environment and stages in business growth. Even in cases for which the data quantity or the requirement for real-time processing increases from the time of the system startup, the blocks can be relocated flexibly for distributed processing (Fig. 5).
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         Fig. 5 Portability/scalability.
        

     


    Considerations are also made to increase the speed by porting specific functions to devices. For example, assuming that analysis data exists that has been done using only vibration and sound sensors. If video devices such as cameras are added to improve the analysis accuracy, the amount of data processing in the device computing layer will be increased considerably. However, the smooth scalability of the system makes it easy to transfer or to newly add AI functions to the device computing layer.


    3.6 Multi-connectivity


    IT Applications are still unavailable in many of the devices used in the actual fields of customers and there are consequently many requirements to utilize such tools actively by applying the IoT. To enable current use of non-IT devices, “NEC the WISE IoT Platform” prepares a set of adapters capable of reading them and verifies them in advance to enable data collection. We anticipate that absorption of the differences between different communications systems and data formats will facilitate connection of non-IT devices and save the labor required in equipment expansion/updating and device additions (Fig. 6).
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         Fig. 6 Multi-connectivity.
        

     


    3.7 Open Sources


    “NEC the WISE IoT Platform” adopts a large number of pre-verified open sources in its building block system. With open sources, functions are developed very quickly and systems are updated very regularly. Adoption of these with a positive attitude makes it possible to utilize high-quality software over a wide range. Open sources with functions and security matters verified in open environments can be used safely, which also makes it possible to avoid “lock-in” by a specific vendor.


    At NEC, we have challenged the active use of open sources from a very early stage and our achievements in various fields are widely appreciated.


  


  
    4. Conclusion


    “NEC the WISE IoT Platform” forms a service system called “NEC Flexible Business Infrastructure” together with consulting services, co-creation programs and various IoT solutions. At NEC, we prepare solutions and services that can match the different developmental phases of customers. For customers who have clearly defined business issues or functions, we can provide IoT solutions that can be extended to cover various business types. For customers who cannot decide how to apply the IoT and AI in their businesses, we are ready to propose consulting services and co-creation programs for them and to support the introduction of digital technology businesses.


  


  
    * LTE is a registered trademark of ETSI (European Telecommunications Standards Institute).

    * All other proper nouns such as product names, company names, logos, etc. that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    In the IoT era, large amounts of “things” and “people” are interconnected. The data of “event” generated in the real world (Physical world) are processed on ICT platforms (cyber space) such as in cloud systems and then the processed results are sent back to the real world. Such a cycle of processing is then repeated. When visualization of data or analysis using AI are executed in this cycle, new knowledge that has not hitherto been noticeable can then be acquired. This enables the creation of new values and opens the way to a data-driven world in which data increases more than ever in importance. Looking ahead to such a data-driven world, this paper introduces customer values that can be provided by edge computing that makes use of ICT technologies and assets that NEC has been cultivating thus far.
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    1. Introduction


    In the IoT era, not only large amounts of “things” (sensors/devices) but also “people” (data corresponding to the five human senses and biological data) are also interconnected, and the connection between the ICT platforms (cyber spaces) and the real world (physical world) makes possible to process data generated from “events”. The platforms history shown in Fig. 1 indicates that several changes have ensued following the improved performances and the expansion of applications. The IoT era can be regarded as the fourth phase of this history, in which lies the cycle of processing the data generated in the real world by ICT platforms and the feeding back of the results to the real world. We believe that executing the visualization of data and analyses using AI in this cycle enables the processing of “events” via ICT. Acquisition of knowledge that has previously been unnoticeable will now enable creation of new values and opens the way to the data-driven* world in which data is increased in importance more than ever.
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         Fig. 1 History of ICT platforms.
        

     


    This paper introduces edge computing that supports the customer values of the IoT era by looking ahead to such a data-driven world.


  
    * Refers to using data acquired by effect measurements etc., as the basis for taking the next action.

  



  


  
    2. Value of Providing Edge Computing in IoT


    In the data-driven world of the IoT era, the expansion of applications to various business domains makes it necessary to handle larger quantities of data in order to obtain a wider variety of data than before. This includes images and highly confidential items as well as detailed information. However, this is hard to deal with for current cloud computing procedures because of the communications costs, the problem of transfer delays, as well as the need for more advanced security and for considerations of privacy.


    NEC’s edge computing comes between the cloud layer and sensors/devices layer and provides IoT solutions for mission-critical jobs such as efficient system resource utilization, communications cost reduction, real-time processing, advanced security, privacy protection and improved applications availability. It does this by utilizing NEC’s original autonomous distributed processing technology, accelerator technology, IoT security technology and connectivity technology (abstraction, zero-touch config,) (Fig. 2).


     
        [image: 170104_03.jpg]
        
         Fig. 2 Value provided by edge computing.
        

     


    Fig. 3 shows the operations and effects of edge computing. Direct transfer of data from a large quantity of sensors to cloud systems is difficult due to the physical limit of the bandwidth of the L4 layer communication line and the cost required for it. Consequently, it becomes important to transfer part of the processing from the L5 layer to the L3 layer as pre-knowledge processing and to abstract and to minimize the data. In addition, as it is difficult to secure the real-time response from a cloud system to real world phenomena, it becomes important to reflect the judgment model learned in the L5 layer to the L3 layer so that the data can be processed in a location closer to the position in which it is generated. The introduction of edge computing can optimize the system by distributing and coordinating processing and data in the L5 and L3 layers.
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        Fig. 3 Operations and effects of edge computing.
      

    


    The introduction of edge computing enables the provision of performances and functions equivalent to or better than the previously used on-premises systems. It also provides other advantages such as the possibility of using AI-based big data analyses as services as well as the reduction of field maintenance costs and the facility of transferring jobs generating a large quantity of data to cloud systems.


  


  
    3. Customer Value Provided by Edge Computing


    In this section, we will specify the customer values provided by edge computing in the three business domains of public safety, retail and industry (Fig. 4).
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        Fig. 4 The advantages of edge computing introduced to various fields.
      

    


    (1) Public safety domain


    
    In the public safety domain, the progress of urbanization has been accelerating urban problems such as security deterioration and traffic congestion. This is a trend that makes it necessary to create safe and secure infrastructures. At NEC, we are deploying solutions in this domain that include personal authentication and security camera solutions that make use of image/video processing technologies such as face recognition. One of the issues facing these solutions is more real-time phenomena identification over a wider area to deal with disasters or large-scale events. When edge computing is applied to this issue, the distributed processing with cloud systems, database linkage and processing in a location closer to the field enables massive high-accuracy authentications and early suspicious person detection. This capability leads to customer values such as stress-free personal authentication and early crime prevention measure taking.

    


    (2) Retail domain


    
    Because of diversifying consumer needs and increasing safety requirements, the retail domain has come to need customer values that can expand sales via safe, secure, efficient store management and service improvements. The important factors for providing such customer values include real-time identifications of consumer trends and merchandise conditions and connectivity to various devices in the field. The use of edge computing can provide customer values that include sales expansion as well as energy saving and preventive maintenance. This is enabled by executing real-time sales promotion that identifies the at-shelf behavior of consumers in real time and displays optimum promotion messages and via equipment control by accommodating the operational information regarding various equipment and facilities. These include legacy equipment without networking capabilities, transferring it to the cloud systems and controlling the equipment according to the transferred data.

    


    (3) Industry domain


    
    In the industrial domain, the trend of challenging the innovations of corporate products, business models and processes by using the IoT is becoming active in Germany and the US as well as in Japan. In the fields of fabrication in Japan where the activities for kaizen (improvement) of production processes have been enforced, there are still issues such as the possibility of applying countermeasures only after a problem has occurred. This is because of a huge amount of work being necessary for data collection and analysis and of the impossibility of identifying the real situation because data can only be partially analyzed. Furthermore, we expect that the data collected from diverse facilities and IoT devices in the field will increase more and more, which makes it difficult to operate management and administration in the actual field. Applying edge computing procedures to these issues can achieve quality improvement and cost reduction by providing connectivity with various facilities and devices and by achieving pre-knowledge processing of massive data as well as real-time management/control. Such advances make it possible to provide even higher values than the simple productivity improvements for customers obtained in the manufacturing industry.

    


  


  
    4. Conclusion


    In order to deal with the data-driven world of the future, in which people and things are connected and their conversion into data and digitization are advanced, NEC has developed distributed coordination, acceleration, IoT security and connectivity technologies as the feature technologies to support edge computing. The details of these technologies are described in “Edge Computing Technologies to Connect the Missing Link to IoT”  in this issue. We intend to make full use of these technologies to provide the customer values that are available via edge computing. These will include higher security and safety in the public safety domain, further sales expansion in the retail domain, and further productivity improvements in the industrial domain.
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    Abstract


    As a result of the advancement of IoT, the settings of its new applications, for which a real-time capability are required, are increasing. However, because of the response time and communication costs it is sometimes difficult to upload data from sensors and camera images to the cloud environment in order to perform analyses and actuations. A concept that is recently attracting attention as a solution to these issues is edge computing. Based on the concept that edge computing can expand the settings of IoT usage by complementing the cloud, NEC is advancing R&D into technologies suitable for its implementation. Among such technologies introduced in this paper are the autonomous distributed cooperative technology, edge engine acceleration platform and edge SW as well as the relevant IoT security procedures to be located at the edge.


    


    
      Keywords


      edge computing, autonomous distributed cooperative technology, IoT security, edge accelerator, zero-touch configuration

    

  


  
    1. Introduction


    Under the advancement of IoT, the scenarios of its new applications for which a real-time capability is required are increasing. These include the auto operation of automobiles, UAVs (Unmanned Aerial Vehicles) and robots and the simultaneous authentication of multiple persons in a crowd. However, in such scenarios it is sometimes difficult to upload the data from sensors and camera images to the Internet cloud environment every time and to perform analyses and actuations (execution instructions to equipment) due to the response time and communications costs. From the viewpoint of privacy, the transmission of image data to the cloud environment and saving it there are sometimes issues of concern. A concept that is recently attracting attention as offering a solution to these issues is the new technology of edge computing.

    The fog computing* term is also used in a similar manner and the basic idea is common to both terms. In collaboration with enterprises and organizations sharing the same awareness NEC participates in the OpenFog Consortium that advances the standardization of fog computing with the purpose of improving interoperability.

    In the rest of this paper, the authors introduce some of the technologies that NEC is developing in consideration of the need for the implementation of edge computing. These include the autonomous distributed cooperative technology, the edge engine acceleration platform and edge SW as well as the IoT security around the edge.


  
    * The “Fog” of fog computing means the possibility of a wide range of combinations in the multilayer network configured by the edge and cloud layers. The edge computing concept adopted by NEC has comprised such a multilayer network since its start.

  


   
  


  
    2. Autonomously Distributed Cooperative Technology


    With edge computing, a large quantity of data processing operations are generally executed across a large number of edges and clouds. Especially, in the applications settings of smart cities and retail chain stores, the number of edge settings reaches tens of thousands and these are distributed geographically. This situation requires laborious optimized design in support of the effective deployment of applications in the execution environments.

    FogFlow is the task distribution optimization technology that NEC adopts in performing R&D to deal with the above issue. When the flow of data processing in an IoT system is defined logically as a topology (flow of several tasks for data processing), FogFlow allocates tasks by distributing them optimally among several edges and clouds. This is achieved by considering the geographical relationships between the nodes that actually process data (edges and clouds) and by using the container technology (Docker). The nodes are connected automatically so that they may be executed as an inclusive system(Fig. 1).


    
      [image: 170105_01.jpg]

      
        Fig. 1 Operational principles of FogFlow.
      

    


    For example, when it is required to discover a specific person (blacklist or lost child) from the images of several cameras, the person matching the processed data is allocated to the cameras or to the edge to which the cameras belong and the location tracking and visualization processing is allocated to the cloud. This makes it unnecessary to upload the raw camera images with a large data quantity to the cloud, thereby reducing the communication costs and also enabling helpful privacy considerations.


    NEC intends to continue to advance the FogFlow technology in aiming at a higher degree of autonomy such as the automatic task reallocation according to the performance characteristics and the load situations of nodes and networks, automatic task recovery in the case of a fault, etc.


  


  
    3. Edge Engine Acceleration Platform


    IoT edge computing handles various data acquired from various sensors. Among these activities, image recognition using images acquired from cameras presents the following issues.



    	Network infrastructure arrangement and communication costs for collecting huge data of images. The data generated by a single HD camera is as much as 80 GB per day and it is not realistic to send all of such image data to the cloud.

    	A huge amount of processing is required for such a large quantity of data. As the edge is subject to important restrictions in its installation environments (power, environmental resistance, etc.), such processing is not possible with a power-saving, low-performance CPU that is usable at the edge.




    Originating from the mobilization of NEC’s HW/SW technologies, the edge engine acceleration platform solves the above issues by means of advanced AI processing on the edge that has previously been regarded as being difficult to achieve. Specifically, it makes the above procedure possible by combined use of the FPGA with high power efficiency and a power-saving CPU and additionally by the optimum implementation of algorithms.


    For example, at NEC we have configured the NeoFace face recognition engine as an FPGA. NeoFace is software described in C++, and implementing it in FPGA has allowed us to achieve a 100 times higher performance per watt consumed power (20x performance and 1/5 power consumption) (Fig. 2). This has enabled new usage settings, such as the simultaneous recognition of multiple faces using high-definition 4K movie images.
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        Fig. 2 Comparison of the processing performances of CPU and FPGA.
      

    


    The key to this achievement was how to let the AI processing algorithm implemented as software run optimally on the FPGA, or in other words, how the performance could be improved by conversion from software to the FPGA RTL (Register Transfer Level). Many EDA (Electronic Design Automation) and FPGA vendors are challenging this issue, but their conversion level is still lower than that of skilled FPGA engineers.


    On the other hand, NEC possesses a prior technology called the CyberWorkBench that excels in performance improvements by auto parallelization compared to competitors’ tools. In the present study, NEC proceeded to the auto conversion of AI processing software by using CyberWorkBench as the edge engine acceleration technology conversion engine.


    NEC is also advancing implementation of common platforms for FPGA development so that software engineers can attack FPGA development more easily (Fig. 3). An AI engine developed by a software engineer is turned into RTL using an engine such as CyberWorkBench and we are preparing a framework containing drivers, RAS functions and update functions that may be used as a common platform for it.
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        Fig. 3 Common platform for FPGA applications.
      

    


    For the first usage case of the common platform, we are advancing conversion of a car license plate recognition engine that we have been developing over many years into an FPGA. Use of the same platform as CyberWorkBench has succeeded in significantly reducing the development amount and of reaching the operable level in about half the time usually required.


    As a future project, we are aiming at letting the edge equipment operate dynamically by changing the FPGA images of edge devices and CPU software via delivery from the cloud. This will enable implementing operations linked with the cloud and other edge devices as either a part of or the core of the autonomous distributed cooperative operation described in section 2 above. This development is proposed so that the user, engine developer and system designer need not perform special design procedures for the FPGA and that the FPGA auto conversion framework based on CyberWorkBench even enables the auto division of the FPGA images and CPU software. NEC is planning to expand the world of edge computing by offering such attractive contributions.


  


  
    4. Edge SW


    What is important with IoT is to quickly verify feasibility from the technological and business aspects and to promote an improvement cycle. In addition, it is also required to develop and update edge applications quickly. The edge SW improves the portability of applications on edge devices and supports an improvement cycle both in the aspects of development and operation. Its features are as described in the following.


    (1) Provision of a common API by abstraction


    
    Connection with sensors, HW of the edge and connection to the Cloud are abstracted to provide a common API that allows the development of applications on the edge without awareness of the HW. The applications developed using the common API can be run on different sensors and edge devices, so that the portability of the applications is increased (Fig. 4).
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        Fig. 4 HW abstraction by edge SW.
      

    


    (2) Commercial deployment with zero-touch configuration


    
    When an IoT system involving tens of thousands of edge devices is installed nationwide, it is hard to assign maintenance personnel to each edge device for its setup. This makes it important to facilitate the edge device setup and enable remote updating as required during operation. The idea of facilitating the edge device setup is called “zero-touch configuration” or “zero-touch provisioning.” NEC is developing technologies to enable consistent execution from setup to administration during operation.


    To be more precise, a unique ID is assigned to each edge device and the device IDs and setup details are registered in the cloud. This enables auto setup by simply connecting the edge device to the cloud.


    Even after the start of operation of the cloud applications information (app names, versions, etc.) of each edge device the applications can be added or updated per edge via control from the cloud so that maintenance costs may be reduced significantly.


    As the NEC IoT platforms provide these functions as standard, they enable installation/maintenance expense reduction and quick system installation.

    


  


  
    5. IoT Security Issues Surrounding the Edge


    5.1 Issues of IoT Security


    The major security threats for IoT are illegal accesses and spring boarding that are not new issues. However, there are important secondary issues due to the differences between IoT and conventional ICT.



    	The SW implementation should be compact and able to operate at a high speed and low load even with a low-priced HW that features few resources.

    	Security measures should be possible even with devices that use the NW (Network) connection system without security functions.

    	Autonomous measures should be possible to enforce locally even in an unstable NW connection status.

    	Maintenance and administration of a large number of devices should be possible remotely without requiring human labor.

    	Measures should presuppose illegal equipment connections and malfunctions.

    	Measures should put emphasis on safety and continuous operation.




    These issues are particularly important in the connectivity (edges and networks connected to edges) domain.


    5.2 NEC’s IoT Security Technology for Edge Computing


    While the security measures in the connectivity domain are becoming urgent, the available security technologies are limited. At NEC, we are focusing development on the technologies for the connectivity domain, which is one of the weaker points in the entire IoT security area. Below we introduce the Device Security technology, which is one of the IoT security technologies for edge computing that features application of communication virtualization by means of SDN (Software-Defined Networking) to the device communication security.


   The Device Security technology is an application of NEC’s proven OpenFlow technology to edge computing in order to implement a distributed SDN that does not need an external SDN controller. It also expands the mechanism of OpenFlow presupposing a wired LAN for a wireless interface. Even when a malicious third party penetrates the device, the communication restriction by the virtual NW layer of the SDN preempts a threat such as an information leakage, etc. to the communication (Fig. 5).
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        Fig. 5 Features and configuration of Device Security.
      

    


   Technologically speaking, it is an application of the operating principles of OpenFlow to the communications security mechanism of whitelist type edge computing and therefore it has the following features.



    	Communications whitelist that can easily be set by the user via abstraction.

    	Real-time detection of abnormal communications not foreseen by the system




   The IoT system uses a huge amount of devices in the field and the network setup and configuration variations increase as a consequence. For example, in order to set communications whitelists such as a filtering provided as standard with the Linux OS, it generally necessitate a thorough consideration for the NW setting, so the setting gets complicated when variations increase. In addition, since the IP addresses of destinations and sources are assigned by the DNS or DHCP, they are difficult to be identified by people, so the bar to be crossed for security management tends to become higher.


   The Device Security technology converts (abstracts) the packet ID information such as the IP addresses or port numbers into names easily recognizable by humans, such as the process names or host names (FQDN: Fully Qualified Domain Name), and compiles them in a specifiable communications whitelist.


   The whitelist of process names can facilitate the setting and enable restriction of transmission destinations per process, so that even when there are several communications with the same destination, the possibility of restricting only the unforeseen ones is featured (Fig. 6).
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        Fig. 6 Abstracted whitelist.
      

    


   Using the mechanism of OpenFlow that “inquires of the controller about handling of unknown flow detected” by the SDN switch, it is possible to detect communications generated from processes not registered in the whitelist, together with the process names in real time. This function is expected to be applicable to the detection of the IoT malware that has recently been proliferating.


   The communication control of the Device Security technology is performed autonomously by devices that include gateways. This means that a secure, scalable IoT system can be built based on the autonomous distributed control that is characterized by the whitelist-based simultaneously centralized delivery of policies from the cloud and the autonomous flow-related control by the devices.


   Part of the present technology has been adopted at the edge gateways provided by NEC for the IoT.


  


  
    6. Conclusion



    In the above, we introduced some of the technologies being developed by NEC that support edge computing. We are currently developing a wide variety of edge computing technologies based on the idea that the use of edge computing will expand the settings of IoT use and enable solutions of social issues. We would like to advise you that we will be delighted to accept inquiries from those who are interested in this topic.
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    Abstract


    One of the objectives of edge computing is to provide the advantages of cloud computing in AI and big data processing while minimizing the use of IT resources in the real world. This paper introduces five cases of edge computing solutions offered by NEC. Two of the examples, the walkthrough face recognition system and the human behavior analysis service, perform image processing such as face recognition at the edge layer, then perform actuation at local or behavior analyses on the cloud. This paper also describes cases like use cases of beacons, collecting and visualizing temperature data via sensor with the edge computing and NEC’s activities to implement the solution with IoT smell/odor sensor.
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    1. Introduction


    Edge computing enables optimization of the quantity of data sent to the cloud system and its real-time actuation in the field. It does this not only by collecting sensor data in the edge layer installed in the field but also by processing and analyzing such data. This procedure can avoid a concentration of processing operations in the cloud layer so that the IT resources of the cloud layer can be optimized and their availability improved.


    In this paper, we cite examples of NEC’s edge computing solutions and specifically we introduce the role of edge computing in the field and discuss the functions that it provides.


  


  
    2. Solutions Based on Face Recognition


    2.1 Walkthrough Face Recognition System


    At NEC we possess a face recognition technology that is ranked No. 1 in the world. This technology enables us to deploy products such as NeoFace to deal with businesses based on face recognition procedures that are expected to expand in the future. We are developing walkthrough face recognition systems as the themed solution products to be connected with entrance/exit gate and door.


    Although ordinary security gates authenticate individuals using IC cards the security level can easily drop due to any loss or lending of the IC cards. Such an eventuality necessitates authentications based on biometric information linked to each individual. However, for conventional biometrics like fingerprints and vein patterns, a special device is required in order to obtain relevant biometric information and a confirming action is required via the readout device at the time of authentication.


    On the other hand, face recognition can obtain biometric information easily from available photographed images. Also at the time of authentication, no special action is required if the face can be captured by an installed camera. All the authenticated person has to do is to walk through a certain area.


    The walkthrough face recognition entails: 1) defining the point at which the authentication target is captured 2) completing the authentication in a short walkthrough period 3) taking appropriate procedure is required. These operations are implemented by a new face recognition technique called “pre-enrolling” (Fig. 1). Pre-enrolling performs authentication using the images captured from the entry of the target into the set area by matching. It is expected to achieve a high authentication accuracy even from natural motions and contribute to cost reduction due to resource distribution for authentication.
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        Fig. 1 Outline of pre-enrollment.
      

    


    We exhibited a demonstration machine incorporating this technique at RetailTech Japan 2017. Walkthrough face recognition was experienced by more than 1,400 persons over four days and the system was well approved by them (Photo).
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        Photo Demonstration at RetailTech Japan 2017.
      

    


    The walkthrough face recognition system is scheduled to be released during FY2017.


    We are planning to adopt the device as the edge computing for the face recognition cloud service so that it can be used over a wide range of applications and customer needs.


    We will develop a wide range of face recognition solutions to improve customer convenience while conforming appropriately to any legal restrictions or privacy issues.


  


  
    3.Human Behavior Analysis Service Using Image Analysis Technology


    Hitherto, acquisition of purchase activity information of visitors to retail stores has been possible only from the purchase records in POS data or via visual observation. As a result, the analysis of purchaser behavior prior to purchase and of non-purchasers who leave the store without making a purchase have been issues for the persons in charge of marketing in the stores. We have resolved these issues by installing cameras in the store to visualize the in-store activities of visitors by using image analysis technologies that detects people, monitors their movements and extracts their flow lines.


    First, the images from the cameras installed in the store are collected by computer (edge) in the store. The analysis engine installed in the computer recognizes the moving object area, matches images of the head parts and extracts persons from the camera images, predicts their movements and tracks them. The analysis engine processes these operations in the temporary memory (RAM) of the computer and saves only the coordinate data of the extracted persons and dispose the captured camera images or the data created by the analysis engine during processing. One of the features of this system is that the data leading to the identification of individuals is not retained.


    The generated human coordinate data of each camera are collected in the cloud system and the coordinate data from multiple cameras is linked in the cloud system in order to obtain the flow lines of persons. These are then compiled into various analysis results to be presented as the “heat map representing an in-store dwell time of customers,” the “number of humans passing through the in-store aisles per time zone” and the “conversions representing the ratios of shelf-front passage time.” As all of this information is located in the cloud, the person in charge of in-store marketing can refer the behaviors of store visitors via the web, from any place, whether it is in the office or outside the store.


    This system is additionally cooperated with the FieldAnalyst system that estimates gender and age groups automatically so that the results of the extraction from the store camera images of the “number of visitors and gender/age groups per time zone” are also collected in the cloud for browsing (Fig. 2).


    
      [image: 170106_03.jpg]

      
        Fig. 2 Overall image of human behavior analysis service.
      

    


    The obtained information allows the person in charge of marketing to analyze the behaviors of visitors continuously and quantitatively and facilitates planning of actions based on the acquired data, such as for store layout decisions, as well as verification of the effects of actions taken. In addition, when the information is combined with the purchase records in the separately acquired POS data, the non-purchasing behavior of visitors can be analyzed in addition to the purchasing behavior.


    Fig. 3 shows an example of an analysis display of this system.
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        Fig. 3 Example of analysis result: Conversion analysis.
      

    


  


  
    4. Using the NEC Mobile Backend Platform


    Due to the increased business use of the cloud computer and smart devices, the present ICT system developments often presuppose “cloud first” or “mobile first,” but customers very often request a slow start to their system introduction. We have therefore developed the NEC Mobile Backend Platform software that turns the standard functions for the cloud computer and smart device linkages into common parts as an early provision for customers (Fig. 4). Also applicable to the field of IoT, this software stores various information collected from sensors via an edge device in a DB and provides access control per data to provide information only for qualified persons. The information can be browsed not only from an app or browser but may also be sent to a smartphone or tablet terminal using the push notification function. Each customer is also allowed to define a unique API and to perform user-defined processing in a server. Two of the cases in which smartphone or tablet terminals are used as edge devices are introduced in the following subsections.


    
      [image: 170106_05.jpg]

      
        Fig. 4 NEC Mobile Backend Platform.
      

    


    4.1 A Case Using Wearable Devices


    Wearable devices such as smartwatches are gradually gaining popularity with consumers and enterprise usage is also expected to increase.


    For example, to manage the working conditions of employees in fields such as construction and at facility inspection sites, vital information of each worker wearing a smartwatch can be collected and sent to the cloud computer by using an incorporated biosensor. Based on this information, the field manager can check the situation of each worker by means of the push notification.


    The burden of worker response can be reduced by using the voice input function of the smartwatch or by setting a simple input interface to provide options for selection (Fig. 5).
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        Fig.5 Configuration example of worker management solution.
      

    


    4.2 A Case of Human/Thing Location Management Using Devices Such as Beacons


    The need to improve work efficiency for productivity improvements in factories and at construction sites are now higher than ever.


    In order to improve efficiency it is first necessary to determine and visualize the flow lines of workers and vehicles on site. However, if these are surveyed manually by human labor in the traditional way the time taken to do so would adversely affect efficiency and the use of IoT technology enables efficient visualization.


    The location can be determined by collecting the movement information on sensor devices, by then mapping it via location information and finally by displaying it and recording flow lines on the map.


    To collect the movement information, it is necessary to select devices according to the current environment. In the cases outdoors, GPS is generally used but QZS has also been used recently. In the case of indoors, some devices are available, including the UWB (Ultra-Wide Band), Wi-Fi and acoustic wave devices but the beacon is suitable in many cases because of its affordability at a few thousands of yen per beacon.


    The information output from beacons can be received on smartphones or on tablet terminals with BLE (Bluetooth Low Energy) compatibility (Fig. 6). The beacons transmit their IDs at constant intervals so it is necessary to complete mapping of the IDs and locations on the indoor map in advance. The data received by the smartphones and terminals is saved in the NEC Mobile Backend Platform and is visualized by converting it into actual location information and displaying it on the map (Fig. 7).
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        Fig. 6 Configuration example of beacon-based location management solution.
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        Fig. 7 Example of human flow line display screen.
      

    


    When the push notification function of the NEC Mobile Backend Platform is used, alarm notification can be sent to a smartphone or a smartwatch worn by someone who approaches a restricted area.


    In the case of beacons, they use 2.4 GHz band radio waves, so it is necessary to consider interference from adjacent beacons and other equipment.


    In the present case, the smartphones functioning as the edge devices execute anti-interference processing in order to enable location determination with higher accuracy.


  


  
    5. IoT Data Visualization Solution


    The data stored in large amounts of equipment without communication network connectivity in factories and stores as well as in cameras and temperature/humidity sensors can be visualized by connecting them to edge terminals. These must be compatible with multiple wired or wireless interfaces such as edge gateways and linked to the cloud system. Visualization of previously unavailable data such as the monitored camera images and machine tool working status in the cloud system makes it possible to identify and analyze the current situation in real time. The results can be utilized in various customer services including failure prediction and remote management functions.


    In the following subsections, we introduce cases of visualization including kitchen temperature visualization using an edge gateway and the visualization of factory vibration using vibration sensors.


    5.1 Kitchen Temperature/Humidity Monitoring for Food Security and Safety


    As seen from the promotion of HACCP by the Japanese Ministry of Health, Labor and Welfare, we find that the eating-out industry is now urged to improve food security and safety. As one of the suggested measures, we propose a temperature management solution that records the temperatures in the kitchen refrigerators and dining halls and then outputs the data measured with the temperature sensors as business form data (Fig. 8).
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        Fig. 8 Configuration of kitchen temperature management solution.
      

    


    If a temperature warning occurs, the proposed solution is notified to the mail address that has been registered in advance on the service platform in the cloud system, so that employees can be freed from their temperature checking work.


    Automation of temperature management tasks that have previously been done manually by employees can improve the overall work efficiency and the quality of the temperature measurement/management. Such procedures will also help to protect the food quality against failures of the kitchen equipment or forgetting to close the refrigerator door.


    In the future, we are planning to implement AI engines in the cloud computer and at edge gateways with the aim of providing enhanced values from visualizations and data analyses.


    5.2 Factory Vibration Visualization Solution


    In factories such as steel plants, it is now considered to be essential to inspect manufacturing equipment in order to ensure the satisfactory implementation of the production plan and of production quality. We offer a solution that visualizes the vibration related situations of a factory by sensing the vibrations of facilities and equipment in order to check a facility anomaly status. In the future, we intend to also offer a solution that detects signs of irregularities by analyzing the vibration data with an AI engine implemented in the cloud computer (Fig. 9).
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        Fig.9 Configuration of factory vibration visualization solution.
      

    


  


  
    6.Solutions Using Olfactory IoT


    6.1 Outline of Olfactory Sensor


    It is said that the number of odor molecules is as large as hundreds of thousands, and that each “odor” is formed by blending tens to hundreds of these molecules in a specific concentration ratio. Consequently, the number of combinations is almost limitless and their complexity has made the olfactory sensor delayed most among sensors around the human senses. Provision of a sensor that can easily measure and identify odors as an IoT solution is expected to contribute to various fields including that of food management, environmental measurements and safety checks as well as medical and health wellness, such as breath diagnosis (Fig. 10).
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        Fig. 10 Applications of services using olfactory IoT.
      

    


    6.2 MSS and MSS Alliance


    The MSS (Membrane-type Surface stress Sensor) is a versatile, ultra-small, super-high-sensitive sensor element jointly developed in 2011 by NIMS (National Institute for Materials Science) MANA Independent Scientist Genki Yoshikawa, late Dr. Heinrich Rohrer, and École polytechnique fédérale de Lausanne (EPFL).The essential requirements for practical implementation of the MSS include optimization and precise evaluation/calibration of the sensor chips. Aiming thereby at mass-production as well as at the development of a standard module that integrates them with an analysis system. The MSS Alliance has been established to promote the development of these key technological elements.


   At the MSS Alliance, NEC is in charge of flavors/odors analysis using the heterogeneous mixture learning technology, which is its original machine learning technology. It also manages the construction of an IoT platform that contains an edge gateway.


    6.3 NEC’s Determination Engine and Analysis Platform


   NEC uses the heterogeneous mixture learning technology developed independently by NEC for flavors/odors analysis. We employ a module incorporating MSS to acquire the waveform data of the adsorption and desorption of odor molecules on receptor layer. We also apply the heterogeneous mixture learning technology to waveform data, learning so that the feature selection that are effective for determination vary depending on the measuring conditions. Moreover, the receptor layer suitable for determinations are defined when the measuring conditions of the determination target are decided (e.g.: a certain receptor layer is to be used to determine certain gases at a temperature of 20°C or higher) (Fig. 11)


    
      [image: 170106_12.jpg]

      
        Fig. 11 Outline of the odor determination engine.
      

    


   At nanotech 2017 held in February 2017, we demonstrated the results of verifications for estimating the hardness (a ripening index) of pears from their odor.


    6.4 Edge Computing in Olfactory IoT


   At NEC, we are planning to build service that collects the odor data acquired with MSS using an edge computing and stores it in the cloud system for future use. We are also planning to provide the flavor/odor analysis via this service, by using the heterogeneous mixture learning technology described above. At the same time, in addition to using the cloud system, we will run the analysis engine on the edge computing in order to improve the response time of the odor determinations (Fig. 12).
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        Fig. 12 Edge computing in olfactory IoT.
      

    


   The features of MSS include its compact size and light weight. To make full use of these features, we aim to adapt the edge computing system for smartphones as well as stationary type devices. We expect that this will expand its range of applications, including offering a handy odor determination solution.


  


  
    * Wi-Fi is a registered trademark of the Wi-Fi Alliance.

    * Bluetooth is a registered trademark of Bluetooth SIG. Inc.

    * Android is a trademark or registered trademark of Google Inc.

    * Other corporate and product names mentioned above are trademarks or registered trademarks of respective companies.
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    Abstract


    At NEC, we have already standardized core systems at nine factories and have been moving ahead with the implementation of IoT with a view to further improving quality, cost, and delivery (QCD). Digitized hands-on data collected at manufacturing sites is uploaded to standardized mission-critical systems in cyberspace where it is first visualized, then analyzed and sent back to the originating manufacturing site. We anticipate that this commitment on our part will soon produce tangible results which our clients will be able to draw upon as reference data. By providing our clients with knowledge value, we are confident that we will be able to help propel Japanese industry into the IoT future.

    This paper outlines NEC’s Industrial IoT systems which systemize our technological strengths to create powerful and flexible solutions, suitable for a broad spectrum of applications. Several case studies are introduced that clearly demonstrate our achievements thus far in the IoT field.
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    * Japanese word that refers to manufacturing which is in harmony with nature and that adds value to society

  



  
    1. What is NEC Industrial IoT?


    NEC Industrial IoT is a systematized suite of diverse solutions that take advantage of advanced NEC technologies such as image recognition, big data analysis, and software-defined networking (SDN). There are four areas where NEC Industrial IoT can be put into practical use: 1) digitization of actual sites, actual goods, and actual conditions; 2) forecasting invisible and hidden worlds; 3) supporting the integration of information technology (IT) and operational technology (OT); and 4) smartification of products and services.

    At NEC, we believe that two innovations will play crucial roles in monozukuri in the age of IoT.

    The first is “process innovation” in manufacturing processes. Another way of describing this is the “connected factory” in the sense that the monozukuri processes are smartified and networked.

    The second innovation is “product innovation,” which is anticipated to drive the evolution of new products and services at an unprecedented pace in the years to come.

    Process innovation relies on data collected from production lines during the manufacturing process. The data is analyzed and used by an autonomous control system to achieve optimized production in factories all over the world. Recently, connected data has expanded its reach beyond the manufacturing process and is now playing a major role in pre-processes including R&D and design as well as post-processes such as logistics, installation, construction, maintenance and service. In other words, the connection of data to autonomous control systems is now permeating through entire value chains.


    In product innovation, IoT is embedded in products to offer new ways of using them and to create new services, thereby adding value. This will dramatically increase the functionality of products and bring innovation to business models.


    In the next section, we will look at process innovation, which we believe exemplifies monozukuri in the age of IoT. Focusing on manufacturing processes in particular, we will show how NEC is working to advance monozukuri by leveraging IoT.


  


  
    2. NEC’s Commitment


    NEC’s history of production innovation is outlined below.

    NEC began reforming its production innovation and procurement systems in the 1990s and delivery systems in 2003, achieving what we call “Trinity Reform.” In production innovation, for example, we succeeded in developing a system that makes it possible to manufacture only the quantity ordered with a shorter lead time in accordance with the delivery date and period. With delivery reform, NEC’s multiple factories attained the goal of sorting products and delivering them to customers while coordinating in sync with each other. For procurement reform, our goal was to procure only what had been used by supplementing as required. We accomplished this goal as well. By improving these systems, we were able to optimize the flows of both goods and information.

    In the 2000s, we carried out efforts to standardize and integrate core systems, taking it one step at a time. We first expanded our systems for procurement, sales, and accounting, then our production systems, and finally expanded our development platforms and the spheres they would cover. These efforts stimulated significant improvements in the efficiency of IT systems and operation processes.


    Since 2015, we have been digitizing on-site information by implementing IoT at production sites and standardizing manufacturing execution systems (MESs) which send manufacturing instructions to various sites, collect the results, and upload them to core systems. By linking these efforts, we are trying to achieve the advancement of monozukuri. In the following, we will introduce two case studies that exemplify these efforts.


2.1 Advancement of Visualization, Analysis, and PDCA through Implementation of IoT in Production Sites and Digitization of On-site Information


    Various social infrastructure products such as mobile phone base station equipment, wireless network systems (PASOLINK) that connect between mobile phone base stations, digital TV transmitters, broadcast studio equipment, industrial PCs, on-board satellite equipment, information/communication equipment, and antennas are produced at NEC Platforms’ Fukushima Plant (formerly the headquarters plant for NEC Network Products). Since October 2015, the plant has been working to implement IoT. Utilizing IoT is expected to further strengthen QCD in monozukuri while streamlining management and improving key performance indicators (KPIs), facilitating early detection of abnormalities and troubleshooting, and improving efficiency and optimization (Fig. 1).


    
      [image: 170107_01.jpg]

      
        Fig. 1 Provided values of IoT and achievement steps.
      

    


    Specifically, to improve management and KPIs, NEC Platforms executed real-time visualization of data related to personnel, equipment, and products including quality and operating conditions. By allowing various operational strata - ranging from company executives to factory managers and on-site workers - to obtain and understand the information they needed as and when required, NEC Platforms succeeded in rotating the cycle of improvement at high speed.


    Improvements in early detection of abnormalities and troubleshooting have made it possible to discover signs of manufacturing process abnormalities or quality deterioration at a very early stage, facilitating preventive action before an actual failure occurs. For example, thanks to early detection of problems which would otherwise have been found only after production, we have been able to prevent equipment failures and avoid after-sales quality defects.


    By connecting and analyzing information regarding equipment operating conditions and workers’ tasks with MES information such as production plans, NEC Platforms has optimized operational procedures and steps as well as allocation of resources while reducing man-hours and improving production efficiency. For instance, assembly inspection processes were made hands-free by replacing written instructions and physical operations with voice guidance and voice-activated operations. The result is a significant improvement in operations while ensuring quality. Automatic collection of operation results has also contributed to a reduction in time discrepancies required for operational movement, providing useful tools to help improve QCD.


    Utilization of object fingerprint authentication technology in the surface mount technology (SMT) process - in which the components are mounted on printed circuited boards (PCBs), makes it possible to identify individual units and link them to production results and quality data without having to attach barcodes or radio-frequency identification (RFID) tags to the PCBs, making traceability and quality analysis much more efficient.


    The implementation of IoT, for example, helped improve productivity in the SMT line by 20% as of November 2016. In addition to IoT, we will also utilize NEC’s portfolio of AI technologies (NEC the WISE) for analysis of collected data as well as automation and optimization of production lines. Our goal is to improve productivity by an additional 30% by 2017. With a view to creating even better outcomes, NEC Platforms will continue to aggressively promote IoT-related technologies to enhance management and improve KPIs, facilitate early detection of abnormalities and troubleshooting, and to increase efficiency and optimization.


    NEC is deploying this system as our standard IoT application system in NEC Platforms’ Kakegawa Plant (which produces routers and in-vehicle equipment) and will also be introducing it to various NEC Group plants as and when required. We will boost our QCD competitiveness on a global scale while leveraging interbase know-how and resources and facilitating interbase production coordination, so that we will be able to promptly meet more precise customer needs. These activities will also be undertaken by our partner companies and overall supply chains to better support timely and appropriate decision-making by various strata - ranging from company executives to factory managers and on-site workers.


2.2 Improving QCD by Standardizing the MESs


    At NEC Group, we have been undertaking various measures aimed at integrating and standardizing MESs, which are normally optimized independently at each production base (see Fig. 2 for the positioning of the MESs).
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        Fig. 2 Positioning of MES (inside the rectangle with the dark border).
      

    


    Integration and standardization of the MESs has been ongoing at two plants - NEC Platforms’ Kakegawa Plant and Shiraishi/Yonezawa Plant - since May 2016.


    The following six objectives define our plans for integrating and standardizing the MESs.


    Our first objective is to centralize management of 5M* information related to our production activities. Integration of 5M master data will allow us to visualize required information - from estimated and actual information associated with each administrative level - to suit the needs of various strata such as company executives, factory managers, and on-site workers. This will facilitate analysis for early identification and solution of problems.


    Secondly, we will zero in on the achievement of manufacturing management coupled with IoT. By visualizing various manufacturing result information obtained from production facilities in an easy-to-understand manner such as current conditions and alarms, we will be able to quickly find real-time solutions for any problems. We will also be able to streamline result collection by using various on-site result collection terminals such as RFID terminals, tablet terminals, and hand-held terminals.


    Thirdly, we will develop a hybrid response to production flows that will be capable of handling either push type or pull type. This will enable us to handle the push type coupled with serial numbers and material requirements planning (MRP), as well as just-in-time (JIT) manufacturing (pull type) which takes advantage of kanban. This will also be able to deal with both types of production modality - make-to-stock (MTS) and make-to-order (MTO) production.


    Fourthly, we focus on developing effective and efficient responses to global and multi-site operations. We will integrate on-site information from multiple sites in various countries to help achieve on-site visualization and improvement.


    Fifthly, we will strive to achieve prompt and precise followability for operational improvement by providing production innovation support tools. We will not only enable master data such as bills of materials (BOMs), processes, and storage places to work in conjunction with higher-level core systems but will also make the MESs capable of making additions and modifications on their own. Moreover, even when on-site innovation leads to changes in local processes and inventory stock points, we will make it possible for these changes to be followed elsewhere. All of this will be applicable to appropriate inventory analysis in stock point designing.


    Finally, we will endeavor to achieve a step-up introduction process. After introducing one process (single system), we will step it up for multiple processes (multiple systems) and for the entire factory, as well as for deployment to other facilities.


    Although these activities are still underway, we have already achieved standardization of QCD assurance, visualization of production, and standardization of traceability criteria as a result of the operations at the two factories. We have also strengthened our QCD competitiveness on a global scale through facilitation of production coordination between production bases by effectively utilizing in-house resources thanks to the standardization of operational processes and systems. This has made it possible for us to address customer needs more quickly.


  
    * The 5 Ms are composed of Man (people), Machine (equipment and jigs/tools), Material (products and components), Method (operational procedures), and Measurement (measurement and inspection items). Also called “5M1E” with the addition of Environment.

  



  


  
    3. What NEC Is Striving to Achieve


    We have introduced two use cases in this paper. In addition to innovating monozukuri and standardizing management and SCM operations and systems, we will integrate MESs and IoT to create more collaborative solutions. We will strive to achieve improvements in throughput, quality, and traceability by centralizing data and reinforcing supply chains. All of these efforts will enhance and advance our monozukuri, making us more effective and responsive to our customers’ needs than ever before.
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    Abstract


    The demand for quality and speed of logistics is increasing year by year. In Japan, however, growing labor shortages are making it difficult to maintain the service levels required by workplace logistics. In particular, inspection work requires a significant amount of labor, which is difficult to replace with conventional technologies. Our proposed Warehouse Product Inspection System achieves improvements to inspection work and product quality simultaneously by making use of the NEC high-speed, high-accuracy image recognition technology. This paper is intended to introduce features of this technology.
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    1. Introduction


    The recent growth of international and EC transactions has been complicating logistics operations in the workplace due to cargo diversifications and an increase in the volume of small cargoes. At the same time, it is also required to maintain and improve quality by meeting the issues brought about by environmental changes.


    In Japan, however, the decrease in the working population is tending to deepen the labor shortage problem (Fig. 1). Logistics operations involve a wide diversity of work. While the service level requirements of the market are increasing year by year, the difficulty of training suitable labor is making it hard even to maintain the previous levels of service.
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        Fig. 1 Decrease of working population.
      

    


    The circumstances referred to above make it necessary to achieve simultaneously the three goals of a trade-off relationship namely: 1) diversification of services, 2) labor saving, 3) qualitative maintenance/improvements.


  


  
    2. Applications of ICT in the Logistics Domain


    Backed by the recent progress of communications networks and sensing technologies, efforts for digitizing the information in the real world are being advanced using the IoT (Internet of Things) technology. Such efforts are evolving additionally into the digitization of the entire supply chain (Cyber Physical System) by connecting the real world (Physical System) and the cyberspace of ICT (Cyber System).


    In the world of logistics, this trend is applied as follows. Firstly, the events and logistic resources (humans, vehicles, etc.) of the supply chain are collected by means of IoT. Secondly, the collected information is then analysed and converted into knowledge in order to visualize events that may occur in the future. Lastly, feeding these results into workplace logistics enables the optimization of humans, vehicles and transportation routes. This means that more efficient operations become possible when using limited resources (Fig. 2).
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        Fig. 2 Cyber Logistics Network.
      

    


    In the past, logistics operations have been supported by human labor (analogically). However, the complications of the work environment and labor shortages as described in section 1 is making it difficult even to maintain services at levels that are equivalent to the past.


    Such circumstances have led us at NEC to assess that the logistics domain has enough capacity to adopt ICT as a solution to these issues.


  


  
    3. Warehouse Product Inspection System


    The Warehouse Product Inspection System introduced here achieves both of more efficiency and better quality in logistics operations by employing the image recognition technology by employing the image recognition technology.


    Logistics operations employ a wide variety of automating equipment, such as auto warehouses and digital picking systems aimed at labor saving and efficiency improvements. Nevertheless, most of the inspection operations for checking the types and quantities of merchandise at the times of receipt and shipment still rely on human labor.


    Here is a specific example of inspection work: Typically in logistics operations, merchandise carrying barcodes is inspected using handy terminals and that without barcodes is inspected visually. In particular, merchandise such as mail-ordered products, novelty goods and bundled items do not often carry barcodes and thereby necessitate the visual inspection process. It is quite common to find ten or so people engaged in the operation of inspecting those products in a logistics warehouse.


    At NEC, we have long been endeavouring to save the labor involved in logistics operations. An example of such endeavours is the postage automation system that employs practical application of character recognition. This technology automates the postal sorting that used to be performed manually, contributing thereby to a significant reduction in the person-hours.


    The Warehouse Product Inspection System has been implemented by NEC based on its long experience in the application of character and image recognition technologies in actual logistics operations. The present solution utilizes a unique image recognition technology for instantaneous judgment of whether or not the merchandise to be shipped matches the shipment schedule list. Even when ID information such as a barcode is not attached to the merchandise, it may be identified using an actual image of an item as the ID information. This procedure simultaneously achieves improvements in the inspection work efficiency and in the quality (Photo 1).
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        Photo 1 Representative image of Warehouse Product Inspection System.
      

    


  


  
    4. Features of the Warehouse Product Inspection System


    This section describes three of the main features of the Warehouse Product Inspection System.


    (1) Practical use of the image recognition technology in logistics operations


    
    The application of image recognition technology in logistics operations is accompanied by two issues: 1) response delays due to collation and communications processing, and 2) a drop in identification accuracy due to fluctuations in the image capturing environment.


    The solution introduced here makes use of NEC’s unique high-speed matching processing. Identifying several objects simultaneously in a few seconds and it has been proved capable of withstanding the stress of actual operations.


    Another strong point of this solution is that it is free from the effects of environmental fluctuations because identification is possible even when some merchandise is at an oblique angle or when a part of it is hidden (Fig. 3).
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        Fig. 3 Image of a merchandise identification.
      

    


    


    (2) Utilization of a weight scaling


    
    Combination of image recognition and weight scaling enables, for example, detection of any excess or deficiency of merchandise from different total weights, even when some merchandise is completely obscured. In this way, double-checking based on image and weight can improve the overall accuracy.


    


    (3) Provision of visual inspection support function


    
    A function for supporting visual inspection by humans is also provided. It displays the image of the inspection target merchandise together with the checkpoint name, so that even workers with little knowledge of the merchandise can perform accurate inspections by comparing the actual merchandise and a displayed merchandise image.


    


  


  
    5. The Effects of Introduction


    The introduction of the present solution can provide the following three effects.


    (1) Work efficiency improvement


    
    Traditional inspection work makes the go/no-go judgment by collation with a list or read-through by several persons. The present solution can reduce person-hours and improve the efficiency of the inspection operations that have hitherto been performed by humans as visual checks or manual work.


    


    (2) Work quality improvement


    
    Inspection operations relying on human work have the potential of causing a certain amount of mistakes due to inadequate merchandise knowledge or experience. A shipping error caused by an inspection mistake leads to a deterioration of CS and/or an increase in person-hours needed in applying countermeasures.


    The present solution can prevent inspection mistakes by making judgments using an ICT system. The use of image data also makes it possible to utilize the images shot during an inspection as evidence.


    


    (3) Work standardization


    
    Workers can perform inspections with standardized simple operations. A certain or a higher level of work can be secured for anyone regardless of their knowledge of the merchandise.


    This also makes it possible to prevent dependence of work on individual skills.


    


  


  
    6. Cases of the Introduction of Warehouse Product Inspection System


    This section reports on actual cases of use of the Warehouse Product Inspection System.


    (1) Yamato System Development Co., Ltd.


    
    The logistics outsourcing business of Yamato System Development (Photo 2) handles catalogues, pamphlets, manuals and drug package inserts that do not carry merchandise ID information such as barcodes. As the operation has been based on a double or triple read-through in order to prevent mistakes and secure quality, the large amount of labor required to accomplish it satisfactorily has been an important issue.


    
      [image: 170108_05.jpg]

      
        Photo 2 Yamato System Development Co., Ltd.
      


    


    However, introduction of the Warehouse Product Inspection System has improved the guarantee of quality assurance using the ICT system and has made it possible to replace the previous double or triple read-throughs with a single inspection process. As a result, the company has succeeded in reducing the time and cost of the entire warehouse work load by 20%.


    


    (2) Building Book Center Co., Ltd.


    
    Building Book Center Co., Ltd. (BBC, Photo 3) is a logistics service company handling the publications of the KADOKAWA Group. The company is also in charge of consignation, inventory control and shipment operations for several sites such as network shops selling animation and pop idols merchandise.
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        Photo 3 Building Book Center Co., Ltd.
      


    


    About 1/3rd of the merchandise handled by BBC is accompanied with amenity goods, but these do not carry barcodes. Consequently, the work for attaching the merchandise codes before inspection and the read-throughs by pairs of workers have been required in order to assure the quality.


    At BBC, Warehouse Product Inspection System has succeeded in significantly reducing the labor requirement, including the read-through occasions that were performed by pairs of workers. The freed labor has been assigned to other lines and the overall process operational efficiency has therefore been improved.

  


  


  
    7. Conclusion


    The greatest advantage of the Warehouse Product Inspection System is its capability of achieving three aspects that used to be regarded as being in a trade-off relationship. These are: 1) diversification of services, 2) labor saving, and, 3) quality maintenance/improvement.


    While logistics complications at the workplace and deepening labor shortages are expected to continue into the future, we believe that there are many areas in which such issues can be solved by applying technical innovations based on ICT. The Warehouse Product Inspection System is just one such example that is actually being applied in various workplace of logistics.


    In addition to the Warehouse Product Inspection System introduced above. NEC is also dealing with many challenges in the logistics domain both inside and outside of Japan.


    In India, we are endeavouring to define logistics visualizations for the Delhi Mumbai Industrial Corridor project.


    The arrangement of logistics infrastructures is an important theme in attracting enterprises to invest in India. For this purpose, we have visualized container transport information by attaching IC tags to containers and collecting the location information as each container passes through a gate. This has led to a reduction in the transport lead time, a reduced inventory and improvements in the accuracy of production plans.


    As described above, NEC is providing solutions that meet specific issues by combining the latest ICT with proprietary experiences.


    In the future, too, we intend to continue to contribute to efficiency improvements and optimizations of the entire value chain by solving the issues found in the logistics domain.
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    Abstract


    In recent years, the pace of operations in the distribution industry has accelerated as demand for more frequent deliveries of smaller lots has become the norm. This has increased the complexity and difficulty of delivery tasks, leading to more demanding workloads and intense time pressure. With the availability of labor simultaneously decreasing, the most critical management issue facing the distribution industry today is the need to efficiently organize a limited number of staff and implement delivery tasks. Conventional staffing optimization methods based on traditional organizational protocols are no longer adequate in an environment where it is necessary to respond quickly to suddenly generated tasks and to fluctuations in work efficiency related to the physical condition of the staff.

    This paper introduces an original solution from NEC that uses our Autonomous and Adaptive Control technology to optimally manage warehouse staff to handle shipping tasks in real time.
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    1. Introduction


    Spurred by the growth of electronic commerce (EC) and rapidly diversifying demand, the rate of deliveries is becoming more frequent, while lot size is becoming smaller. Together, these changes are posing a major challenge to the distribution industry, which finds itself forced to cope with ever more complex delivery tasks and ever more increasing workloads. At the same, year on year declines in the Japanese working population make it more and more difficult to meet staffing needs. Finding a way to efficiently execute delivery tasks with a limited number of the staff is now the significant management issue in the distribution industry.


    For these reasons, NEC focused on enhancement of efficiency in shipping-related tasks at warehouses and distribution centers. Usually, managing staff for shipping tasks is conducted based on the on-site manager’s intuition and experience. When staffing requirements don’t correlate with on-site requirements, it can lead to over- or under-staffing, which in turn can lead to idle time while staff wait for tasks or delays because not enough staff are available to handle all tasks. Ideally, to minimize downtime and delays, staff would be optimally organized according to the changing workload. This can be expected to improve the working environment and reduce overtime costs.


    However, in today’s most popular staffing optimization method, the plans are drawn up based on the analysis of past data — which makes it difficult to apply to staffing for tasks that are difficult to forecast. For example, in warehouses that may be required to respond to sudden and unexpected orders to ship stock on the same day, there will inevitably be cases where a detailed demand forecast is simply impossible. Besides, on-site workers are not necessarily capable of exerting maximum task efficiency exactly as planned every day due to unexpected days off or sickness. When all of this is taken into consideration, it becomes clear that basing a staffing plan on past tendencies is intrinsically limited. Instead, the most effective solution would be to build a mechanism to optimally adapt staffing to suit the needs of an environment that is in constant flux.


    In recent years, the rapid proliferation of wireless networks and improvements in computing processing capabilities have brought into being what is now called the Internet of Things (IoT). In this environment, it is now possible to collect a variety of real-time data in the real world and instantly analyze and apply that data to real-world applications. An active leader in this field, NEC has been conducting R&D into Autonomous and Adaptive Control technology which uses data obtained from the IoT environment to control actions in the real world in order to optimize local operating conditions. By applying this technology to warehouse staffing and shipping requirements, we can help improve the efficiency of distribution operations (Fig. 1).


    
      [image: 170109_01.jpg]

      
        Fig. 1 Overview of warehouse staffing optimization using Autonomous and Adaptive Control technology.
      

    


    In this paper, we will discuss the features of NEC’s Autonomous and Adaptive Control technology, its application to staffing at distribution warehouses, the results of simulation assessments, and the system configuration used when this technology is applied to the real world.


  


  
    2. Features of the Autonomous and Adaptive Control Technology


    NEC’s Autonomous and Adaptive Control technology is an original technology inspired by the mechanisms of organisms that naturally adapt themselves to changes in their environments. For instance, even without a brain, amoebas are able to catch their prey optimizing their overall shape while the nuclei inside their cells affect the adjacent nuclei mutually in order to adapt themselves to the distribution of food in the surrounding environment. The Autonomous and Adaptive Control technology is a control method that helps achieve overall optimization by dividing the overall system into discrete subsystems that determine their own behaviors both dynamically and autonomously while communicating with other subsystems (Fig. 2).
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        Fig. 2 Operation overview of Autonomous and Adaptive Control technology.
      

    


    The main features of the Autonomous and Adaptive Control technology include the following two:


    (1) Ease of introduction


    
    Because conventional staffing optimization control methods depend on analysis of past tendencies, they require a vast amount of past data. Moreover, that data has to be analyzed by experts who derive the rules based on the data. Introduction of such a system takes a significant amount of time and effort. Furthermore, because the entire environment has to be modeled as a system, any changes in the environment will necessitate that everything be reanalyzed and the model redesigned, adding significant ongoing costs.


    NEC’s Autonomous and Adaptive Control technology, on the other hand, operates with goal-based indices (efficiency, for example) for individual subsystems that compose the overall system. Once the model of an index for a specific control purpose has been designed, all you have to do when the environment changes is adjust the parameters — which means there is no necessity to extract rules in advance and redesign models based on analyses. Consequently, the Autonomous and Adaptive Control technology can be easily applied to multiple sites.

    


    (2) Prompt response


    
    In a conventional control method for staffing optimization, the entire system is modeled based on the forecast. If the forecast fails, it will be necessary to start over from scratch, meaning the entire system will have to be recalculated, which obviously makes it difficult to follow situations in real time.


    NEC’s Autonomous and Adaptive Control system, on the other hand, optimizes the entire system by using localized distributed computing between subsystems. Because recalculation according to environmental fluctuation is performed locally, this technology is able to respond promptly to any changes. Also, because this distributed computing is lightweight, the technology can follow environmental fluctuations by promptly computing control values based on real-time data.

    


  


  
    3. Application of Autonomous and Adaptive Control Technology to Warehouse Staffing


    In this study, our focus is on shipping operations in a warehouse that stores stock. Operation flow is composed of three main tasks: picking items according to shipment orders, product inspection, and order merging with upstream items. Each warehouse floor is divided into multiple zones according to the types of items stocked. The staff who perform order picking, order inspection, and order merging are posted in their respective zones. Containers packed according to order units for shipment go round the zones. In each zone, ordered items are placed in the container together with items from the upstream zone (Fig. 3).
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        Fig. 3 Operation flow of a shipment in a warehouse.
      

    


In this operation flow, if the progress of tasks in a specific zone stagnates, it will have an adverse impact on the progress of downstream processes. So it is desirable to distribute staff to ensure that progress in each zone is as uniform as possible.


When the Autonomous and Adaptive Control technology is applied to shipping operations, each zone is regarded as a subsystem. The index is set as the completion of tasks in all zones in simultaneously and staffing is controlled according to work remaining in each zone. Because any delay in a specific zone negatively impacts downstream zones, this technology evaluates the workload (remaining tasks) in each zone, while taking into account any potential impact on the overall flow. Moreover, this technology also increases and decreases the number of operation personnel based on an assessment of operational efficiency calculated based on the most recent operation results in each zone.


  


  
    4. Simulation and Assessment


    Assuming the shipment flow shown in Fig. 3, we performed a simulation of transfer instructions to workers using the Autonomous and Adaptive Control and determined whether or not operational efficiency would improve.


    (1) Assessment conditions


    
    We conducted the assessment under the following conditions. We performed ten trials for each result in order to obtain a mean value that would allow us to confirm whether or not using the Autonomous and Adaptive Control would improve operational efficiency.


    
    	Number of zones: 16

    	Number of total workers: 32

    	Operational efficiency in each zone: Set randomly within a range of ±30%

    	Simulation duration: 7,500 seconds

    	Autonomous and Adaptive Control’s computation interval of transfer instructions: 300 seconds

    	Worker transfer time to adjacent zones: 5 seconds (assuming that workers do not work during the transfer)

    	Order frequency rate: 35 containers every 1,000 seconds (assuming that there is no work in each zone, that the order for the first 35 containers is generated immediately after startup, and that all the orders are placed in all the zones)

    


    


    (2) System configuration


    
    The system configuration of this simulation is shown in Fig. 4. Information on the number of workers allocated to each zone shown in Fig. 3, and operation details were created on the simulator and entered into the Autonomous and Adaptive Control system. Operation directives computed by the system were output to the simulator and applied to personnel control.
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        Fig. 4 System configuration of the simulation.
      

    


    


  


  
    5. Simulation Results


    Fig. 5 shows a chronological transition in the number of unprocessed containers in the simulation. The x-axis of the graph shows the time, while the y-axis shows the number of unprocessed containers. As soon as the simulation started, an order was placed for 35 containers. This operation continued for 1,000 seconds, resulting in a decrease in the number of unprocessed containers. Because an additional order for 35 containers was added every 1,000 seconds, the number of unprocessed containers increased steadily. When personnel was controlled by the Autonomous and Adaptive Control, the number of unprocessed containers decreased during the same period.
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        Fig. 5 Change in the number of unprocessed containers.
      

    


    A comparison of the number containers processed during the same period confirmed that NEC’s Autonomous and Adaptive Control improved the rate by 12% over the standard operating procedure.


  


  
    6. System Configuration in Real-World Applications


    The system configuration when this simulation is applied to verification and operation in the real world is shown in Fig. 6. The Autonomous and Adaptive Control system is installed in a server as a software engine. To enable it to capture real-time on-site operation conditions, it is linked with a warehouse management system (WMS) and global positioning system (GPS). In addition, display monitors are installed for transmission of operational instructions from the Autonomous and Adaptive Control system to the sites.
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        Fig. 6 An example of a system configuration for verification and operation.
      

    


    Operational data such as remaining workload and production results in each zone is derived from real-time data collected by the WMS. Remaining workload and results for each zone are calculated based on order data and operation completion data from each zone.


    To track the number of the staff in each zone, workers are assigned Bluetooth Low Energy (BLE) tags which collect and pass along GPS data. As long as each worker has with them a device that allows them to be specified, we can also adopt a method that utilizes the real-time operation data provided by the device. Another possible way to collect personnel location data would be to have on-site workers and managers enter their current location into the system as and when required.


    Transfer instructions from the Autonomous and Adaptive Control system can be displayed on monitors that can be viewed by on-site workers. In actual on-site applications, it would also be possible for the on-site manager to obtain the transfer instructions from the monitor and pass them on to the appropriate worker either directly or via a PA system. These are just a few of the many possible ways in which transfer instructions can be delivered to workers on-site.


  


  
    7. Conclusion


    With a view to helping implement more efficient shipping operation at distribution warehouses with limited personnel, we conducted simulations with the Autonomous and Adaptive Control technology aimed at improving operational warehouse staffing efficiency. Our results confirmed that this technology was capable of improving operational efficiency.


    In addition to the results based on virtual data discussed in this paper, we are now implementing verification using actual data as well as conducting on-site validation tests based on real-world operations.


    We believe that our Autonomous and Adaptive Control technology is ideally suited to application in a wide range of fields including energy management, taxi dispatch optimization, and IT network device optimization1). We are also refining this technology for use in location control of multiple robots.


  


  
    *Bluetooth is a trademark of Bluetooth SIG, Inc.

    *All other brand names and product names mentioned in this paper are trademarks or registered trademarks of their respective owners.
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    Abstract


    The relationship between IoT, AI, and the network technology that connects it is often described using metaphorical comparisons with the brain, the nervous system, and the five senses. The Internet experience, for example, is shifting from one where user and media are isolated from one another, their interaction mediated by monitors and speakers, to one where technologies such as augmented reality (AR) and mixed reality (MR) are used to partially or totally immerse the user in a virtual physical space. A related concept - already in use - is called omnichannel, in which all potential communication channels - both physical and digital - are integrated to provide the customer with a seamless, flawless experience that combines real-world physicality with mobile convenience. Now, more and more people are talking about the coming wave of hearable technology, which goes beyond earbuds and hearing aids to advanced computational devices that you wear in your ear and which interface you with AI, robotics, and IoT, all without interfering with your activities in physical space. This paper introduces NEC-developed ear acoustic authentication technology and a geomagnetic indoor positioning system which will be core technologies of NEC’s hearable systems.
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    1. Introduction


    IoT, AI and the network technologies that connect them are often compared to the human nervous system and brain. It goes like this: When IoT devices are connected to networks as real-world sensors, sensations - we could call them heat or pain, for example - cause the actuators to activate semiautomatically or automatically, instantly transmitting the relevant data to the AI - or artificial brain - on the server, which then provided appropriate real-world feedback. According to Dr. Takeshi Yoro, an anatomist who has written numerous books on the subject, while there are five (six) senses that provide inputs to the brain, the brain only outputs muscle contractions. In other words, when you receive input from your senses, you might respond (output) by vibrating your vocal chords, closing your eyes, or moving their limbs. To put it another way: To impel a human to take a particular action, it is necessary to transmit an appropriate input through one or more of the five senses.


    So, for instance, if you mistake a shriveled tree for a ghost, you may be paralyzed with fear or you may turn and flee. Your responses are the same whether your sensory input is real or imagined - which means that in terms of obtaining a desired “output,” it doesn’t much matter whether the “input” is real or not.


    We have now reached the point where new technologies such as AR and MR make it possible for us to access information in the real world without having that information mediated by a display. In other words, these technologies have the potential to induce people to take action in the real world based on data that appears real but exists only in virtual space.


    Until now, the strength of a “real” business resided precisely in its ability to provide an experience that could not be known without “being there.” Now even that advantage is being eroded by advancement in digital technology that promise not only to recreate reality, but to create an alternate world on top of the real world as was evident in the Pokémon Go phenomenon that took the world by storm in 2016. This kind of mixed or layered reality is where we are headed and it is critical that we have the tools to navigate it safely and effectively.


So far we have talked about sensory input and how it relates to new “reality” technologies that are fast coming on-stream, in which the visual, auditory, and tactile senses in particular all play important roles. In this paper, we will focus on what is known generically as “hearable technology”, that is, technology based on the auditory sense and implemented in or near the ears.

                  Up to now, the internet experience has been largely two-dimensional, mediated through a browser and relying on various tools such as a mouse, keyboard, and display. The design of online services, including electronic commerce, assumes the user will be interacting via this two-dimensional interface.


    However, from now on, it is expected that we will have to cope with situations where a connection with cloud AI is up and running all the time, on the assumption that users are not in front of the display.


    In the near future, humans will no longer need to learn how to use user interfaces ingeniously designed in a two-dimensional perspective. Instead, they will be able to operate computers using natural tools acquired as infants, such as talking, using their hands to pick up or manipulate objects, nodding in agreement, shaking their head, and so on.


    When you think about how, since the advent of the smartphone, we now operate devices using just our index finger and thumb or just our voice alone, it is safe to say that such a future will almost certainly come soon.


    However, if the user is no longer tied to a monitor, this introduces new difficulties for the service providers in the cloud. Nothing is more important to building and maintaining customer relationships than the ability to capture the activity and behavior of the user in the real world. Hearable technology is an ideal solution, providing a smart, wearable interface that can help businesses capture “who,” “where,” and “what condition.”


  


  
    2. IoT Solution Example Using Hearables — Kinetic Management of Workers at Factories


    Hearable technology is a new technology incorporated in wearable in-ear-devices. It provides businesses with the ability to acquire and act upon user data, while providing users with the ability to interface with online services without being conscious of the UI (Fig. 1).
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        Fig. 1 Features of a hearable.
      

    


    When the workers plug the hearables into their ears, their hands and eyes are free to concentrate on their work and other real-world activities. At the same, they will be able to acquire auditory information as required and interact by speaking.


     For example, in a human kinetic management solution, the hearable technology offers functions that include constant sensing of not only who the wearer of the hearable is and where they are - even when they are indoors such as inside a factory or underground where GPS cannot reach, but also how they are moving, whether or not they are standing still or falling, and what they are talking about (Fig. 2).
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        Fig. 2 Examples of information that can be obtained by a hearable.
      

    


    The acquired and measured data is transmitted to a cloud-based server via a smartphone using wireless networking such as Wi-Fi or Bluetooth. Analysis of the acquired and measured data in combination with other sensor data and system information will also make it possible to surmise various other user conditions.


    What’s more, the results of the analysis performed in the cloud can be transmitted back to the devices using a synthetic voice based on rules specified in advance. This enables the wearable system to be also used in situations where both hands are occupied with a task and where notification should be confidential.


    In the next section, we will look at biometric technology which takes advantage of the characteristics of the ear and indoor positioning technology which utilizes the properties of geomagnetism - as representative examples of the hearable technology offered only by NEC.


  


  
    3.Ear Acoustic Authentication Technology


    User authentication is one of the most fundamental functions of a mobile device. Some familiar examples range from unlocking the screen of a smartphone to settlement of online transactions. Undoubtedly, as Internet services grow ever more diverse and complex, we will see an even wider range of possible applications. Developing an easy, convenient, yet secure method of user authentication is crucial under these conditions. NEC is conducting R&D into unique biometric authentication system that will streamline the authentication procedure for users and at the same time will work with hearables.


    3.1 Operation Principles


    The human ear has a different shape from individual to individual. The ear canal, in particular, has various characteristics which vary widely from one person to the next. These characteristics include length, width, as well as the number, angles, and positions of the bends (Fig. 3). These characteristics are as unique as facial features and an individual can be accurately identified by acoustically measuring the characteristics of the ear canal — in other words, by using sound to measure the differences in the shapes inside the ear. This is the basic idea of ear acoustic authentication.
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        Fig. 3 Anatomy of the human ear.
      

    


    Each musical instrument has a different tone color depending on its configuration. Larger instrument have a lower pitch, while smaller instruments have a higher pitch. If we liken ears to musical instruments, then ear acoustic authentication is a technology that recognizes an instrument based on its color tone.


    Now let’s take a look at how user authentication is performed in actual cases. Unlike a musical instrument, the human ear does not make any sounds. So sound is sent to the ear canal from outside and the reflected sound is observed (Fig. 4).
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        Fig. 4 Usage scenario of ear acoustic authentication.
      

    


    To use ear acoustic authentication, an earbud with microphone is required. Unlike ordinary headphones that are provided only with speakers that reproduce sound, earbuds with microphone also incorporate a function to receive sound. There are many of these products currently on the market, so there is nothing particularly special about them. In recent years, noise cancelling earbuds have become popular because they allow users to listen to music or telephone conversation even in a noisy environment. These are simply another variation of earbuds with microphone, so they can also be used for ear acoustic authentication.


    Once sound has been transmitted from the earbud with microphone and reflected sound has been observed, the procedure from then on is purely in the realm of software processing. In other words, the frequency of reflected sound for about a second is analyzed to compute the respective strengths contained in that sound, ranging from low-frequency (low-pitched sound) components to high-frequency (high-pitched sound) components. The computed results are then aggregated into about 20 feature values. These aggregated feature values are then compared to the user’s previously obtained feature values to see if there is a match. In this way, it can be determined whether the person wearing the earbud with microphone is the registered user or not1).


    3.2 Main Features


    Ear acoustic authentication offers many features ideal for user authentication.


    1) High-speed

    
    Transmission and reception of audio signals for only 1 second of acoustic signals is all that is required. Authentication processing is completed instantly.

    


    2) High-precision

    
    At a false acceptance rate of 0.01 to 0.1% and a false rejection rate of 2 to 3%, practical accuracy for user authentication has already been confirmed (based on the NEC testing conditions).

    


    3) Low-load

    
    No particular action - such as placing a finger over a sensor - is required, so the load on the user is very low. Authentication can be performed as many times as necessary. Continuous authentication is also possible.

    


    4) Spoofing-resistant

    
    The authentication process is completely invisible from outside, making it impossible to even know whether or not authentication itself is being performed. Stealing other people’s biometric information is extremely difficult.

    


    3.3 Future Prospects


    Ear acoustic authentication is a new technology. As NEC’s original AI technology continues to progress, accuracy and speed will be further increased. Currently, a dedicated sound called a sweep signal is used for authentication. In the future, however, it is expected that it will be possible to use almost any sound - for example, the music the user listens to every day or telephone conversations - for authentication. Also expected to take place in the future is authentication using inaudible (ultrasonic) sounds that the human ear cannot pick up.


    NEC’s commitment to biometric authentication technology has been recognized in prestigious international evaluations where we have been repeatedly ranked at the top in testing performed by the U.S. National Institute of Standards and Technology (NIST). This is a testimonial to NEC’s internationally superior technology. Although ear acoustic authentication is a technology still under development, we will continue to provide our customers with reliability and safety as we move toward the forthcoming age of the hearable technology.


  


  
    4.High-Precision Indoor Positioning Technology Using Geomagnetism


    NEC is currently conducting R&D into indoor positioning technology using geomagnetism with a view to applying it to hearables. While it is well-known that the geomagnetic field can be disturbed indoors by ambient factors such as steel frames, it is less well-known that this disturbance is staticized. By taking advantage of this property, we can measure and record the distribution of these geomagnetic disturbances beforehand and subsequently compare that data with the measured data of a positioning location.


    4.1 Capturing Geomagnetic Data by Using Fluctuations


    Because geomagnetic data is expressed using XYZ orthogonal coordinates obtained from a magnetometer, single-point data alone results in the generation of massive amounts of data, making positioning difficult. This problem can be solved by treating geomagnetism as something subject to change. Due to the properties of the magnetometer, a phenomenon called offset deviation - in which a reference point deviates - takes place. The degree of changes, however, remains constant regardless of the occurrence of offset deviation. In other words, once these changes have been recorded and the magnetometer settings have been adjusted appropriately, there is no need to perform calibration. This is of critical importance when implementing this technology in actual social situations.


    4.2 Utilization of RAPID Machine Learning


    To convert the geomagnetic-based indoor positioning technology into a practical tool, NEC is utilizing the image analysis version of our AI technology called RAPID Machine Learning. There are three reasons to use this.


    The first reason is that it is based on convolutional neural network (CNN) technology - one of the deep learning technologies. Although disturbances of the geomagnetic field are static, they occur irregularly. If you try to apply any type of machine learning other than deep learning or estimation theory to geomagnetic disturbances, you will not be able to design a hypothetical model that serves a basis for inference because there is no fixed law that applies to these disturbances. This is why it is considered difficult to create a positioning system using geomagnetism. With deep learning, however, not only is the irregularity of these disturbance a problem, it is considered a distinguishing characteristic. Moreover, what is derived from the results of deep learning is a logic to specify positions - which are mere network models. As an added benefit is that this system does not increase storage requirement by generating excessive data - a common problem in sensor information analysis.


    The second reason is that RAPID Machine Learning uses image analysis. In other words, location identification is performed by looking for similarities between the learning data and positioning data. Conversion of the data into images facilitates analysis in case the positioning does not work well. When conducting technological development, it is more convenient and less time-consuming for us to compare how similar the images are in the learning and positioning data than to compare lists of data. This is because comparison of similarities is intuitive. Additionally, when the data is converted into images, we can take full advantage of a wealth of traditional cartographic techniques that emphasize various features. It is also easy to compress the data in order to reduce learning time.


    The third and most important reason for the adoption of the image analysis version of RAPID Machine Learning is that the users do not need to be aware of or understand the configurations of neural networks. With conventional deep learning libraries such as TensorFlow, users have to configure the neural networks themselves - something they will be unable to do without expert knowledge. The image analysis version of RAPID Machine Learning, on the other hand, allows anyone to perform expert-level operations. This is something that can only be achieved by RAPID Machine Learning because it is extremely difficult to decide on an optimal neural network that is best suited to each location to be positioned. Also the high-speed learning capability of RAPID Machine Learning significantly contributes to the speed of technological development.


    4.3 Combination with Pedestrian Dead Reckoning


    Yet another important technology in our indoor positioning system is pedestrian dead reckoning (PDR). This system uses an acceleration sensor and gyroscope to track movement in relative positions. Sole reliance upon either the acceleration sensor or PDR inevitably causes situations where you cannot perform positioning correctly. When they are combined, however, one technology can compensate for the disadvantages of the other. Due to its properties, the PDR technology does not function correctly unless the axis or the sensor is fixed or the movement of the sensor is constant. This requirement can be satisfied when the sensor is incorporated in the hearable because it is fixed on the user’s body.

  


  
    5. Conclusion


    NEC will continue to expand the functionality of spatial information-oriented business tools and platforms including hearables. Currently, we are working to develop functionality that will support health management and mental healthcare of employees based on the vital data collected by the hearable. Similarly, we are developing functions to support communication with the elderly in which the hearable will be used as a “smart” hearing aid.


Active utilization of hearables not only lets users stay connected to what is happening around them, but also makes it possible to predict what will happen in the future more quickly and more correctly. Based on those predictions, we will create feedback systems responsive to user behavior. Through these activities, we are confident that we will be able to continue to offer solutions that will increase the safety and security of people’s lives.


  


  
    *Pokémon GO is a trademark of Nintendo, Creatures Inc., and Game Freak Inc.

    *Wi-Fi is a registered trademark of Wi-Fi Alliance.

    *Bluetooth is a trademark owned by Bluetooth SIG, Inc.

    *All other company names and product names and logos that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    New solutions that utilize video streaming are now being proposed in the area of public safety such as security services and emergency medical care. In the past, reliable video streaming required dedicated, high-cost communications facilities such as satellite communications and mobile base station vehicles, restricting utilization of this service. This paper discusses new Adaptive Video Streaming Control technology developed by NEC that can be applied to low-cost public communication networks that do not guarantee communication quality - such as mobile networks and the Internet - enabling them to reliably streaming high-quality video in real time. Also introduced in this paper is an application example involving special police units known as the “running police.” We believe that this technology will help raise the level of video streaming in the public safety field to one of practical usage and promote total utilization in the future.
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    1. Introduction


    Rapid development in mobile networking technology and the proliferation of smart devices in recent years are leading to a rush of proposals for new solutions and services in the field of public safety, including security services and emergency medical services.


    Security services typically rely on visual observation using CCTV and security guards. Now, NEC is proposing a solution which will capture and stream on-site video shot with wearable cameras worn by security guards. This will help minimize lost coverage caused by camera blind spots, while making it easy for on-site personnel to share images with security headquarters.


In emergency medical care, NEC is also proposing a support solution based on streaming of video captured with wearable cameras. For example, video images of incoming patients captured by a wearable camera worn by paramedics can be transmitted to the receiving hospital to help staff better prepare appropriate treatment even before the arrival of the patient, speeding up the intake process and potentially saving more lives.


    The effectiveness of these solutions depends on the ability to stream high-quality video images in real time. Until now, that has meant video streaming could only be handled by high-cost, dedicated communications facilities such as satellite communications and mobile base stations. Naturally, this has limited the ability of companies and organizations to take advantage of this technology. While low-cost public communications networks such as mobile networks and the Internet have been expected to eventually be able to offer similar levels of stability and reliability, these networks can still only provide what is known as “best-effort” streaming (that is, they cannot guarantee communication throughput). Consequently, reliable, affordable streaming of high-quality video remains difficult. In this paper, we introduce NEC’s Adaptive Video Streaming Control technology which makes it possible to reliably streaming high-quality video in real time - even via such best-effort networks.


  


  
    2. Video Streaming Difficulties


    In best-effort networks such as mobile networks and the Internet, communication throughput (data size that can be communicated per unit time) fluctuates substantially moment by moment depending on the radio wave environment and congestion conditions (other traffics). Since video uses a lot of data, video data may stall or get lost in the network in an environment where communication throughput is unstable. As a result, the streamed video images may suffer interruptions or be marred by noise (Fig. 1).


    
      [image: 170111_01.jpg]

      
        Fig. 1 Video distribution issues.
      

    


    The typical solution to the video streaming problems that occur on a network such as stalling or data loss has been to reduce the image quality (bit rate and frame rate) to minimize the data size of video images and thereby minimize the adverse impact of network throughput issues. In practice, however, it is impossible to know how low to actually set the bit rate and frame rate. Settings that are too low reduce the image quality to a level that it not useful for operations.


  


  
    3. Adaptive Video Streaming Control Technology


    NEC has developed Adaptive Video Streaming Control technology that will solve these issues in video streaming. This technology uses advanced algorithms capable of predicting in real time the moment-by-moment fluctuations in communication throughput. These predictions can be then used to dynamically control the video bit rate and frame rate as required to assure smooth real-time streaming of high-quality video even in an unstable communication environment.


    Communication throughput prediction is critical to the performance of NEC’s Adaptive Video Streaming Control technology. We have succeeded in the development of a methodology able to predict fluctuations of communication throughput anywhere from 1 to 3 minutes beforehand with 80% or higher accuracy. It does this by analyzing the throughput’s time sequence from the preceding period which can range from a few tens of seconds to 1 minute1). By analyzing a massive amount of measured communication data, we have been able to determine that communication throughput has a complex mixture of conditions where it fluctuates stably (stationary state) and conditions where it fluctuates violently (non-stationary state). This makes it possible to identify current throughput conditions (stationary or non-stationary state). We have also achieved high-precision real-time prediction according to momentarily fluctuating throughput conditions by mixing the stationary and non-stationary models to generate a prediction model (mixture model) for future throughput.


    Fig. 2 shows prediction result examples of communication throughput in the future. The stationary state prediction result is shown in (a), and the non-stationary state prediction result is shown in (b). These graphs represent past throughput fluctuations and future expansion of probability distribution (stochastic diffusion). The graph in the stationary state indicates that the stochastic diffusion is insignificant and there is a high probability of stable communication continuing in the future. On the other hand, the graph in the non-stationary state shows that there is a probability of significant stochastic diffusion occurring, which may cause a substantial decrease in communication throughput.
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        Fig. 2 Prediction of communication throughput.
      

    


    Predicting the stochastic diffusion of communication throughput allows us to know the approximate volume of video data to be streamed. In the examples shown in the graphs in Fig. 2, the lower half of the parabola indicates the likelihood that communication throughput will decrease. When we can predict the decrease in communication throughput in this manner, we will also be able to predict the maximum volume of video data that can be passed through without it stalling or getting lost in the network. This also will allow us to calculate the appropriate video bit rate and frame rate of the video. Dynamic, real-time control of the video bit rate and frame rate makes it possible to deliver high-quality video without interruption or noise even in an unstable communication environment.


    Photo 1 shows a comparison between video images streamed by a conventional video streaming system and by the new system incorporating the Adaptive Video Streaming Control technology in a typical mobile network environment. Conventional systems, which stream video with VGA (640 x 480) resolution at fixed rates of 3 Mbps and 10 fps, cannot reliably transmit video data if communication throughput decreases, generating noise as shown in (a) that makes the image incomprehensible. The new system incorporates an HD (1280 x 720) resolution operating with adaptive rates of 0.3 to 5 Mbps and 2 to 30 fps to control the rates at which video data is streamed. This assure stable streaming of high-quality video images as shown in (b), ensuring that images are clear and comprehensible even in the same low-quality communication environment.
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        Photo 1 Comparison of image quality.
      

    


  


  
    4. Security Application


    As mentioned previously, our Adaptive Video Streaming Control technology is expected to play a particularly active role in the field of public safety. An example of this is the “running police” validation experiment we conducted in cooperation with the Tokyo Metropolitan Police Department (TMPD).


    “Running police” is one of the “overt” policing methods used at major marathon events, in which police officers sporting wearable cameras participate in the race as runners and keep watch over the course (Photo 2). The Tokyo Metropolitan Police Department wanted to stream and utilize video images captured from the runner’s perspective to police headquarters, but found themselves hamstrung by the problems with video streaming via mobile networks that we discussed earlier. By applying NEC’s Adaptive Video Streaming Control technology to the video streaming system, the TMPD was able to stream high-quality video images in real time with continuously assured stability. The success of this experiment has led to rapid growth in security solutions that utilize the video distribution from wearable cameras.
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        Photo 2 Running police.
      

    


  


  
    5. Conclusion


    This paper has introduced NEC’s Adaptive Video Streaming Control technology, which is capable of ensuring consistent, reliable distribution of high-quality video images in real time even in an unstable communication environment, and discussed its application to public safety. Today, as utilization of video images expands in the fields of security, paramedic services, and disaster prevention, we anticipate that the importance of this technology will continue to grow in the future.
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    Abstract


    The retail industry is facing a need for innovative solutions because it has to deal with the diversification of consumer lifestyles and labor shortages that are due to low birthrates and population aging. The global environmental issues that are inherent in the products offered are also of concern.


    NEC is making full use of its IoT and AI technologies in pursuit of good customer experience and in uninterrupted store operation by implementing improved convenience shopping, hospitality in customer services that matches the needs of individual customers, efficiency improvements and saving in the numbers of employees and store operations. It thereby supports shop management methods that can sustain a stable supply of merchandise and services.
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    1. Environment Surrounding the Retail Industry


    The advancement of technologies has diversified the lifestyles of consumers, bringing big changes in purchasing behavior of customers. On the other hand, the ongoing decrease in the birthrate and increase in population aging has imposed a labor shortage, as one of the key issues that currently occupies store management.


    It has been said that twice the currently available energy supply will be required to maintain our lifestyles worldwide by the year 2050. It is expected that coordination of the balance between supply and demand will be then required more than ever. In particular, it has become a critical problem that 1/3rd of the foodstuffs produced worldwide are wasted even though the demand for food is growing rapidly. France has enacted a law forbidding the disposal of unsold foods as waste by major supermarkets. It is not only with regard to food but it is essential also to utilize our other limited resources more efficiently.


  


  
    2. Orientation of the Retail Industry


    The retail industry is required to meet the diversification of lifestyles and changes in purchasing behavior of customers. In addition, it has also become necessary to make every effort to achieve the sustainable growth of enterprises by stressing the need for symbiosis with earth environments by reducing resource consumption and environmental loads while simultaneously providing a worthwhile working environment for labor.


    NEC also believes that it is essential to provide mechanisms that can implement “Customer Experience” improvements including the “convenience” of buying smoothly what is needed at any time and “hospitality” in matching the needs of individual customers, the “Operational Excellence” that enables efficiency improvements and savings in the numbers of employees and store operations, and the “Lifecycle Management” that supports uninterrupted store operations (Fig. 1).
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        Fig. 1 What does the retail industry need?
      

    


  


  
    3. Innovations of the Retail Industry via IoT and AI


    The retail industry is required to identify consumer needs, product sales and store conditions, analyze the optimum actions to be taken and to enforce them in an instant. For this purpose, active use of new ICT, especially the IoT and AI, is indispensable. Below we describes how the use of IoT and AI will change the operation of the retail industry and help in solving current issues.


    3.1 Shopping Experience Making Use of Biometrics and Image Recognition Technologies


    Authentication of customers via face recognition and identification of merchandise using image recognition technology can serve to improve customer convenience and implement shop hospitality toward them.


    Face recognition using the cameras installed in shops detects the visit of each customer so that shop staff can provide specific services for each individual customer based on the information history of his/her website purchases or store visits.


    As for the payment, the customer’s waiting time can be reduced by instant identification of merchandise images instead of by reading barcodes. Furthermore, thanks to face recognition, the customer can purchase goods smoothly and settle without actual payment of currency on the spot but during natural conversation with the shop staff.


    The use of biometrics and image recognition technology can add convenience and hospitality to customer services.


    3.2 Order Placement Support Using AI Technologies


    The “heterogeneous mixture learning” is one of the AI technologies that is employed for automatically discovering several regularities from a variety of data. It supports the prevention of stock-outs of daily-delivered foodstuffs such as milk or tofu and thereby enables improvements in order placement efficiency.


    Many order placement operations are dependent on the experience of individual employees. For daily food supply, systematic demand prediction has been difficult because the order quantities must be determined based on several kinds of information, including the weather, event schedules and campaign plans.


    The use of AI can improve order placement efficiency based on advanced demand predictions by combining the data affecting sales, such as the part that sales achieves, weather, other meteorological conditions and event schedules. At NEC, we are capable of highly accurate demand prediction by using our unique “heterogeneous mixture learning.” In addition, we are also capable of supporting optimum order placements via automatic quantification of order calculations based on the predicted demand quantities, store stock information and delivery schedules. It not only advances and improves the efficiency of order placement operations but it can also reduce the wastage rates, thereby contributing to the solution of the food wastage issue that has become a significant social problem (Fig. 2).
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        Fig. 2 Summary of order placement support enabled by AI technologies.
      

    


    3.3 Operations Support by Image Recognition and Robotics


    Labor shortages in retail stores are annoying, but image recognition technology and robotics can contribute to a reduction in the work load of employees as well as in costs.


    The system detects stock-out merchandise and shelf locations from the shop images and lets robots automatically transfer any lacking merchandise to the required shelves. The clerks have merely to place the transferred merchandise on the shelves so that they are freed from the exhausting task of merchandise transportation.


    Cooperation with the robot serves not only for efficiency improvement and labor saving of operations but can also lead to reductions in the number of lost sales opportunities by avoiding delays in noticing stock-out incidents.


    3.4 Operations Support Making Use of AR (Augmented Reality) and AI


    Store operations are diversified correspondingly as store services increase. While the employment of foreign workers is also increasing, the AR and AI technologies can serve operations support by solving various problems in the store.


    In a case where a store equipment item such as a coffee maker or refrigerator fails or an employee does not know how to operate it, it has previously been necessary to phone the call center to check what to do or to arrange for maintenance personnel to visit the store. When AI is used, it responds automatically to the question and offers a solution. In addition, when AR is also used, simply holding the smartphone camera above the equipment displays the guidance image overlapped onto the equipment image in order to show the points to be operated in an easy-to-understand manner. So the employee may then fix or operate the equipment without referring to the relevant manual. Even when the work load per person increases and employees are diversified, the operations supporting the use of AR and AI are sure to improve efficiency.


    3.5 Store Equipment Management with Sensor Technology


    The IoT can implement uninterrupted store management by real-time management of equipment operation situations.


    Real-time equipment operation situation management enables repair and replacement when an irregularity is detected, even before an actual failure occurs.


    Additionally, it is possible to optimize operations by identifying the status of each store based on the experience and expertise accumulated through long term partnerships with many retail businesses. For example, for a coffee maker installed in a convenience stores, etc., the usage count of the filters can be sensed by means of IoT and the optimum filter replacement timing can be analyzed/indicated by predicting the customer visit peaks.


    Such management procedures not only support sustainable store management but can also improve store management efficiency by the integrated management of a wide range of equipment in each store (Fig. 3).
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        Fig. 3 Summary of store equipment management enabled by sensors.
      

    


    3.6 Loss Reduction by Image Analysis


    The use of image analysis technology enables the integrated management of various pieces of information, including the images from in-store surveillance cameras and gives overall support for reductions of in-store losses.


    The in-store monitoring cameras detect changes in the merchandise shelves and can therefore identify a massive theft in an instant. For the prevention of unknown losses that are one of the important factors that put pressure on retail industry profits, image analysis gives good support by enabling instant countermeasures based on real-time detection and of recurrence prevention based on image data analysis.


    In addition to supporting loss reductions, image analysis also serves for the implementation of secure, safe store management (Fig. 4).
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        Fig. 4 Summary of loss reduction via image analysis.
      

    


  


  
    4. Conclusion


    IoT for the real-time identification of store conditions and AI for analyzing optimum supportive measures based on observed conditions are now considered to be indispensable and are currently being employed by many retail industry enterprises.


    We believe that ICT can contribute to the provision of convenience and hospitality for customers and to thereby implement improved and sustainable store management.


    NEC is tackling the R&D of IoT and AI-based solutions by making use of our long term experience and achievements in the retail industry and we will continue to support retail business innovations via the introduction of new shopping experiences and innovative store management procedures.
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    Abstract


    NEC has developed the “wireless ExpEther”, a networking technology that allows remote computers to perform real-time centralized control in the wireless environments of I/O devices such as sensors, actuators and displays at production sites. The production sites of factories are a harsh environment for wireless remote control because radio waves are often reflected or attenuated by metallic objects, which leads potentially to communication losses (en-route packet losses). Even in such environments the technology discussed below ensures stable wireless network connection between computers and I/O devices by means of “rateless coding.” This technology is capable of transmitting control signals and data between devices correctly and its development is expected to enable implementations of new functions based on merging industrial equipment and IT devices.
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    1. Introduction


    Recent trends in IoT dissemination, has indicated that a need to connect a huge number of sensors and production equipment devices to the network and to control them in real time is becoming evident at factory production sites, etc. In order to deal with this trend NEC is deploying activities to propose and popularize a technology for networking I/O devices such as sensors, actuators and displays called ExpEther (Express Ethernet). This strategy makes it possible to connect and control multiple devices remotely.


    Besides, the need for wireless network connection is also on the increase because the wired connections of sensors and devices tend to deteriorate work efficiency and the frequent modifications to production lines make it difficult to use wired connections. We are therefore also tackling the wireless implementation of ExpEther.


    In this paper, we describe the NEC-original ExpEther technology and discuss the technologies that can be realized via its wireless implementation.


  


  
    2. ExpEther Enabling Real-time Remote Control of IoT devices


    The PCI Express serial bus standard is usually used inside the computer cabinet, however, NEC’s “ExpEther” networking technology makes possible to use the standard outside the computer cabinet via wired Ethernet in order to connect computers and I/O devices. This procedure enables the connection of remote sites with low delay. It enables the installing computers including servers and workstations at a single location, such as in a server room and other devices in the production sites where they are connected via wired Ethernet. The real-time remote control of equipment is then realized.


    Currently, the introduction of IoT devices is advancing at production sites such as in factories. Introduction of IoT requires installation of high-performance servers for use in collecting information from sensors and for processing AI analyses in the field. However, ordinary IT devices present various issues that complicate installation of I/O devices in the field, such as those caused by unfavorable environments due to dust and heat, installation footprints and maintainability. Even in such cases, ExpEther can solve problems because; 1) since only those I/O devices for use in information collection and control should be installed in the field, the environmental resistance can be secured, and; 2) computer devices such as servers that are usually incompatible with harsh environments can be installed outside the production site.


    While industrial equipment is currently advancing by adopting AI, etc., it is not easy to add IT functions to it because of the configurations that are optimized for specific functions. Even in such cases, if ExpEther is integrated into the industrial equipment, it is possible to connect the GPU and storage, etc., to the network as required and to add IT devices to networks for the implementation of new functions, based on merging industrial equipment and IT devices.


  


  
    3. High-Reliability Wireless Technology Enabling Wireless Implementation of ExpEther


    3.1 Issues of Wireless ExpEther Implementation


    Computer devices are generally connected directly to a host computer, and this presupposes that no packet loss or time-out occurs in the communications between the devices and the host. To make sure of this, a time-out restriction (typically 50 ms) is set in the computer bus protocol in order to detect physical failures of devices. If a packet loss or time-out occurs counter to this restriction, an error or system down occurs on the host. Such a time-out restriction must also be met by ExpEther that virtualizes the computer bus communication in the network.


    ExpEther achieves loss-less computer bus communications by performing retransmission if a packet loss occurs in the network. If a packet loss occurs in the retransmission, the lost packet is retransmitted. This control presupposes a network with a low packet loss rate and low delay, such as the wired Ethernet. Since the packet loss rate of a wired network is less than 10-4 and the delay less than a few hundred μs, the time-out restriction of the computer bus communication is not exceeded, even in cases when multiple retransmissions are performed.


    On the other hand, the packet loss rate of wireless networks is known to be more than 10-3 and the delay is a few ms. In communications in an environment like a wireless network, a loss-less communication using the retransmission control is expected to have multiple occurrences of packet retransmissions. Such an environment has issues with the incapability of meeting the time-out restriction on computer bus communications due to an increase in the packet arrival delays. Therefore, to use ExpEther in a wireless network, a new transport system is needed that can meet the loss-less requirement and time-out restriction, even in networks with high packet loss rates.


    3.2 High-reliability, Short-delay Communication Technology Using Rateless Codes


    To satisfy the time-out restriction even in an environment with frequent packet losses, such as a wireless network, NEC proposes a highly reliable wireless communication technology that uses rateless coding, which is one of the redundant encoding methods. Fig. 1 shows the outline scheme of the proposed method. The rateless coding generates encoded packets by selecting packets randomly from a certain number of packets and XORing. Decoding becomes possible when the receiving party has received more encoded packets than the number of packets used in the encoding. With this method, the sender party generates packets, codes a certain number of them by rateless coding and outputs the encoded packets successively to the receiver until the response packet (ACK) is received from the receiver. As the receiver receives packets until a certain number of packets can be decoded, all the packets can arrive without a retransmission request and communications are possible with low delay. Additionally, to ensure the packet arrivals within the time-out period of the computer bus, the packet arrival delay from the sender to the receiver of the computer bus is expressed with a queuing model and the maximum arrival delay is mathematized to adjust the number of packets subjected to encoding. Specifically, the packet loss rate/delay of the wireless Ethernet and the maximum queue length of the computer bus are entered in a mathematical model and the number of packets coded together by rateless coding is determined in order to guarantee the transmission delay that can meet the delay requirement of the computer bus.
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        Fig. 1 Outline of proposed system.
      

    


    Fig. 2 and Fig. 3 show the results of an experiment varying the packet loss rate. With this experiment, we connected an SSD as an I/O device and evaluated the storage access latency and throughput. We also compared the results with those of the traditional communication method based on retransmission control.
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        Fig. 2 Latency evaluation.
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        Fig. 3 Throughput evaluation.
      

    


    Fig. 2 shows the results of evaluation of the maximum latency. As seen here, the proposed method can transfer packets with shorter delay when the packet loss rate is 1% or more. The experiment also confirmed that the previous method brings on an I/O device disconnection when the packet loss rate exceeds 5% (because the delay exceeds 40 ms) and that the proposed method can retain the I/O device connections even when the packet loss rate is 40% or more. These results suggest that a computer bus communication is possible even with a wireless network with a high packet loss rate.


    Fig. 3 shows the results of evaluation of the throughput. Similarly to the results of the maximum latency evaluation, the proposed method can retain a higher throughput when the packet loss rate is 1% or more and the improvement in performance is 8 times greater at maximum. This improvement in the throughput performance is regarded as being because the proposed method can execute the computer bus transactions at higher speeds, thanks to the lower delay than the previous method. These results indicate that the proposed method can implement communications with low delay and high throughput even in a network environment with a high packet loss rate.


  


  
    4. Future Perspectives


    Since the ExpEther Consortium was established in 2008 with the aim of disseminating the ExpEther technology. The ExpEther was then released in 2012 first in the world market and the technology is now used in various domains, including particularly in social infrastructures. Because the recent applications of IoT and AI perform data collection and control in real time, the establishment of a wireless technology featuring low delay and high reliability is needed in environments without network infrastructures. It is also needed in environments where a high degree of freedom of installation is required, such as in factories. In the future NEC intends to advance the R&D of this technology in order to support its practical implementation. Reliability will be improved by multi-link redundant transfers using several wireless circuits and by evaluating the performances of actual environments.


  


  
    *Ethernet is a registered trademark of Fuji Xerox Co., Ltd.

    *PCI Express is a registered trademark of PCI-SIG.

    *All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.

  


  
    Reference


    
      1) Y. Hayashi, J. Suzuiki, M. Kan, T. Yoshikawa and S. Miyakawa: Delay-bounded transport using rateless codes for I/O bus over wireless ethernet, 2016 IEEE International Conference on Communications (ICC), Kuala Lumpur, pp. 1-6, 2016
    


    
      2) J. Suzuki, Y. Hidaka, J. Higuchi, Y. Hayashi, M. Kan, and T. Yoshikawa: Disaggregation and Sharing of I/O Devices in Cloud Data Centers, IEEE Transactions on Computers, vol. 65, issue 10, pp. 2013-3026, 2015
    


    
      3) D.J.C. MacKay: Fountain codes, in Proc. IEE Commun, 2005.12
    


  


  
    Authors' Profiles


    
      HAYASHIYuki
    


    
      Researcher

      System Platform Research Laboratories

    


    
      SUZUKIJun
    


    
      Senior Researcher

      System Platform Research Laboratories

    


    
      TAKENAKATakashi
    


    
      Senior Manager

      Services and Technologies Division

    


    
      HIDAKAYouichi
    


    
      Senior Manager

      IoT Platform Development Division

    


  


  
    
      Special Issue on IoT That Supports Digital Businesses
    

 
    
      IoT solutions that offer value to customers
    

  


  Lightweight Cryptography Applicable to Various IoT Devices


  
    OKAMURAToshihiko
  


  
    Abstract


    With the IoT systems that make use of data in the real world, the data collection from devices can also be a target of cyberattacks. It is because of this that countermeasures based on encryption are currently gaining in importance. Lightweight cryptography is an encryption method that features a small footprint and/or low computational complexity. It is aimed at expanding the applications of cryptography to constrained devices and its related international standardization and guidelines compilation are currently underway. Authenticated encryption that achieves both confidentiality and integrity has been attracting special attention and a technology competition called CAESAR has been held. NEC has developed TWINE, which is a lightweight block cipher, and OTR, which is an authenticated encryption method that has passed the CAESAR second-round selection.
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    1. Introduction


    The IoT has created new values by connecting various devices to the network, but has also led to security threat becoming important issues as seen in the recent reports of illegal surveillance camera manipulation and automobile hacking etc. The Information-technology Promotion Agency of Japan (IPA) has ranked “Exteriorization of vulnerability of IoT devices” as 8th in its report entitled “The 10 Major Security Threats of 2017.”


    Encryption is an effective countermeasure, and the IoT is now required to apply encryption to sensor devices in environments with various restrictions that have not previously been subject to encryption. Lightweight cryptography is a technology researched and developed to respond to this issue. In this paper the author will describe the security threats of IoT and discuss the countermeasures that are based on encryption. We discuss the requirements of lightweight cryptography, the technology and trends, the block cypher TWINE and authenticated encryption OTR that have been developed by NEC.


  


  
    2. Security Threats for IoT, Countermeasures Based on Encryption


    The biggest security-related threat of IoT systems from the traditional IT systems is that even using devices for data collection from the real world can become a target of cyberattacks. For example, the purpose of applying IoT to a plant is to significantly improve the productivity and maintainability by collecting data from a large number of sensors installed in production equipment, by analyzing it and performing autonomous control in real time. If sensor data should be falsified during this process, incorrect analysis results would be induced and erroneous control would result due to such an occurrence having the potential of leading to major damage. Moreover, since measurement data and control commands are trade secrets associated with the know-how of production and management, preventing leakages is also important from the viewpoint of competitiveness. Even if there is no problem at present, it is necessary to consider the effect of threats that might become evident in the future.


    Applying encryption to sensor devices means the implementation of data protection for confidentiality and integrity, which can be an effective countermeasure against the threats (Fig. 1). Lightweight cryptography has the function of enabling the application of secure encryption, even for devices with limited resources.


    
      [image: 170114_01.jpg]

      
        Fig. 1 Encryption-based countermeasure against attack on data collection.
      

    


    Encryption is already applied as standard on the data link layer of communication systems such as the cellphone. Even in such a case, encryption in the application layer is effective in providing end-to-end data protection from the device to the server and to ensure security independently from the communication system (Fig. 2). Then encryption must be applied at the processor processing the application and on unused resources and hence should desirably be as lightweight as possible.
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        Fig. 2 Example of lightweight cryptography applications.
      

    


  


  
    3. Lightweight Cryptography


    3.1 Requirements for Lightweight Cryptography


    The following factors on the implementation are required for lightweight cryptography.


    
        	Size (circuit size, ROM/RAM sizes)

        	Power

        	Power consumption

        	Processing speed (throughput, delay)

    


    The first factor determining the possibility of implementation in a device is the size. Power is especially important with the RFID and energy harvesting devices while the power consumption is important with battery-driven devices. A high throughput is necessary for devices with large data transmissions such as a camera or a vibration sensor, while a low delay is important for the real-time control processing of a car-control system, etc.


    Since the power is greatly dependent on the hardware such as the circuit size or the processor in use, the size becomes the reference point for the lightness of the encryption method and also for the power. The power consumption is dependent on the processing speed because of the execution time, so the number of computations that determines the processing speed becomes the index of the lightness. The throughput depends greatly on the parallel processing capability.

    With regard to security, since encryption is the technological point of origin of the overall system security the lightweight cryptography needs to adopt a method that is evaluated as having a sufficient security level of modern cryptography. Even when the block length and/or secret key length are set shorter than for the standard cryptography by prioritizing the ease of implementation (such as via 64-bit block and 80-bit secret key, for example,) it is still required to correctly apply a proven method.


    3.2 Symmetric Key and Public Key Cryptographies


    Cryptography can roughly be divided into symmetric key and public key (asymmetric key) cryptographies. The symmetric key cryptography uses the same secret key for encryption and decryption. With the processing that is relatively lightweight, it is used in data encryption and authentication. On the other hand, public key cryptography uses a secret key in decryption and a public key different from the secret key in encryption, and it is quite difficult to guess the secret key from the public key. The computational complexity of the public key cryptography is typically as high as more than 1,000 times that of the symmetric key cryptography, but this technology is used in sharing the secret key used in symmetric key cryptography and the digital signature, thanks to the asymmetrical property.


    With a system such as a plant or car- control system, it may be possible to embed the secret keys shared by the devices in advance. In such a case, secure and efficient data protection can be implemented using symmetric key cryptography alone. On the other hand, with a system that performs encrypted communications dynamically with unspecified parties such as an inter-vehicle communication system, the use of public key cryptography is effective.


    We focus mainly on the symmetric key cryptography that can be widely applied to devices that are subject to severe resource restrictions. The symmetric key cryptography consists of core functions such as block or stream ciphers (cryptographic primitives) and methods to apply the core function to a packet called the block cipher mode of operation for encryption and/or authentication. Fig. 3 shows an example of the block cipher mode of operation used for the authentication (called CBC-MAC: cipher block chaining message authentication code). To render a cryptography lightweight, it is required to improve the efficiency of the block cipher mode of operation as well as the cryptographic primitives.
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        Fig. 3 An Example of block cipher mode of operation.
      

    


    3.3 Trends in Lightweight Cryptography


    R&D of lightweight cryptography was begun around 2004 with a project in Europe and it has recently been reactivated via the M2M/IoT process. The international standard ISO/IEC 29192 “Lightweight Cryptography” was established at ISO/IEC JTC 1/SC 27. The U.S. National Institute of Standards and Technology (NIST) that issues guidelines on cryptographic technologies initiated the Lightweight Cryptography Project in 2013 and announced a public call for applications of lightweight cryptographies in 2017.


    PRESENT is a block cipher regarded as being the precursor of lightweight cryptography. It was published in 2007 and has been registered in ISO/IEC 29192. It has a small circuit size that enables implementation in the RFID tag, which is not possible using the standard AES encryption. The U.S. National Security Agency (NSA) published lightweight block cipher SIMON/SPECK that features a very small ROM size suitable to a constrained microprocessor (2013) and proposed its addition to ISO/IEC 29192 with the aim of achieving international standardization.


    A block cipher mode of operation that can achieve both encryption and message authentication is called “authenticated encryption.” Considering the importance of false data detection in IoT, it is expected that encryption will mean authenticated encryption in the future. Even when the same block cipher is used, the efficiency and the security vary considerably depending on how it is implemented as an authenticated encryption. There exist NIST-recommended authenticated encryptions called the AES-CCM/GCM, but considering the importance of authenticated encryption and the progress in research, next-generation authenticated encryptions of lighter weight and higher security are desirable. Under these circumstances, an international authenticated encryption competition called CAESAR (Competition for Authenticated Encryption: Security, Applicability, and Robustness) was started with NIST’s support in 2014 and there were 60 submissions. Candidates have been narrowed down every year in accordance with the algorithm characteristics and functions, and the final selection will be published by the end of 2017.


    In Japan, the CRYPTREC (Cryptography Research and Evaluation Committee) assesses electronic government-recommended ciphers and monitors the trends of cryptographic technologies. Its Lightweight Cryptography WG has been developing its activities since 2013. These include the evaluation of the implementation of representative block ciphers, as well as security surveys and research into the effective use of lightweight cryptographies.


  


  
    4. Lightweight Cryptographies of NEC


    4.1 Block Cipher TWINE


    NEC’s lightweight block cipher called TWINE1) is designed to solve issues with the previous lightweight cryptography PRESENT by its ease of implementation in software. At the same time its implementation will be enabled in small-size circuitry. It employs the same setting as for PRESENT, namely a block length of 64 bits and two kinds of secret key lengths of 80 and 128 bits.


    TWINE was selected as one of the ciphers to be evaluated by the Lightweight Cryptography WG of CYRPTREC described in the above, and manifested top-class performances in both hardware and software. Below, we will discuss the implementation of TWINE based on the results of evaluation by the Lightweight Cryptography WG.


    The block cipher is composed of algorithms that repeat the same processing procedures known as the round functions. With regard to hardware implementation, the circuit sizeper round of AES is 15K gates but that of TWINE is about 2K gates, which is about 1/7th that of AES (of a similar scale to PRESENT). When the circuit size per throughput is compared, the efficiency of TWINE is more than twice that of AES. For the high-speed communication compatibility, encryption increases the circuit scale due to parallel processing, but the small-scale circuitry of TWINE is also effective in such a case.


    On the other hand, AES is superior in terms of software implementation. In the case of the microproecessor (Renesas RL78) implementation, it is faster than the lightweight cryptographies including TWINE when the ROM is 1K bytes or more. However, when the ROM size is 512 bytes, AES cannot be implemented but TWINE can. Compared to PRESENT, the processing speed achieved by TWINE is higher at 250%.


Regarding the security, we evaluated TWINE on the attacks used in modern cryptanalysis like the AES evaluation and showed no problems. Some papers attempting to attack TWINE have been issued, but none of them succeeded in degrading the security level of TWINE up to the present.


    4.2 Authenticated Encryption OTR


    In general, the amount of computation required for message authentication is equivalent to that for encryption (secrecy), and the computation amount of AES-CCM/GCM, NIST-recommended authenticated encryptions, is twice the amount required for merely encryption. Since the computation amount of authenticated encryption is more than that for encryption alone, the computation amount equivalent to that for encryption alone becomes the theoretical limit for authenticated encryptions.


    OCB is an authenticated encryption that can clear the theoretical limit, but it necessitates a block cipher decryption function to perform decryption. On the other hand, as is evident in the fact that AES-CCM configures the decryption processing via the block cipher encryption function, the size can be reduced by reducing the number of its composite elements. OTR2) developed by NEC is the world’s first authenticated encryption that achieves the theoretical limit of computation amount using only block cipher encryption functions exclusively. OTR was proposed in the CAESAR authenticated encryption competition mentioned above, and it was selected as one of 30 candidates passing the first round (2015) and also as one of 15 ones passing the second round (2016).


Fig. 4 shows the algorithm of OTR. The message authentication (authentication tag generation) of OTR is based on encryption of checksum of data blocks and can be implemented by encryption of a single block regardless of the data length. The encryption employs a structure called the 2R Feistel structure and decryption is possible using the block cipher encryption functions as in encryption.
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        Fig. 4 OTR algorithms.
      

    


    The security of OTR is proved based on that of the block cipher. OTR can be combined with an arbitrary block cipher. As combination with AES makes it possible to use the rich implementation assets of AES, and “AES-OTR” has been proposed to the CAESAR. Combination with TWINE, “TWINE-OTR” can reduce the size further compared to AES-OTR.


    At NEC, we developed authenticated encryption CLOC/SILC jointly with Nagoya University et al. CLOC/SILC features a small surplus of computation amount compared to the small data size. It was also proposed to CAESAR and passed the second-round selection.


  


  
    5. Conclusion


    In the above, we introduced the lightweight cryptographies applicable to the resource-constrained environments of IoT by focusing on the ones developed by NEC. Lightweight cryptography also requires consideration of the key management functions and operations in actual applications. NEC is therefore promoting R&D for the practical realization of a lightweight cryptography library by also covering updating and exchanging of keys. We are also conducting research into lightweight cryptography in key exchange based on public key encryption. In the future, we intend to continue to contribute to secure IoT systems via research into the cryptographic technologies as discussed in this paper.
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    Abstract


    This paper describes our proof-of-concept (“PoC”) activities of demand forecasting. NEC is challenging the prediction of server demand using AI technology in order to prevent parts stock-outs at the same time as reducing the stock inventory at the Kofu Plant of NEC Platforms, Ltd. In order to render the demand prediction convincing for use, heterogeneous mixture learning, which is an NEC-original AI technology, is being applied so that the grounds for prediction can be presented together with the results of prediction. In addition, ethnography is adopted in the study technique with the aim of identifying the most effective situation for which the results or grounds for prediction can encourage decision making and for designing display styles.
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    1. Introduction


    In the IoT era, in which everything is connected to the Internet, the effective use of the large amount of collected data is greatly anticipated. Some production sites have already made various efforts in data utilization. For example, since October 2015 the NEC Group implemented IoT at the Fukushima Plant, NEC Platforms, Ltd. (previously the main plant of NEC Network Products, Ltd.) and has thereby achieved a 20% productivity improvement.


    NEC Business Creation Division has been promoting active utilization of data within the NEC Group as a critical challenge in the IoT era. As one of its activities, the Kofu Plant of NEC Platforms, Ltd. (“the Kofu Plant”) is undertaking a PoC investigating product demand prediction using AI for parts inventory optimization. In this paper, the authors will report on the issues deriving from this PoC by focusing on the possibility of deployment and utilization of prediction at the production sites and the relevant measures.


  


  
    2. Outline of Business Operations at the Kofu Plant, Issues Related to the Parts Inventory


    The Kofu Plant is producing a large variety of products including supercomputers, PC servers, ATMs and power storage systems. Among these, most of the PC servers are made to individual orders according to customer specifications. The system coordinates order receipts, production and shipments and enables each customer to choose configurations from more than 100,000 options and receive the product within “minimum 4 operating days” from the order receipt.

    For parts and materials procurement, the plant adopts a step-by-step ordering system for which the requirements plan (forecast) is presented to the supplier in advance and the actual order is placed immediately before the production starts. The requirements forecast is reviewed each week from six months before until immediately before the final order (rolling planning) and the review results are presented to the supplier. In addition, the “shipment within minimum four operating days” presupposes that the required parts and materials are available at the time of production. Consequently, since there are lead times for parts and materials even at the final order stage, it is required to place the order in anticipation without the actual order receipt. As seen here, currently, it is always necessary to estimate the forecast either when planning or ordering parts. For estimating the forecast of parts at high accuracy, the production plan must be undertaken accurately.


    The production management department that makes these decisions has been procuring generous amounts of parts each time to prevent sales opportunity loss due to parts stock-outs. However, the company management has seen this practice as requiring modification because the inventory balance is deteriorated due to the excessive inventory. The production management department needed to tackle this issue to balance “prevention of parts stock-outs” and “reduction of parts inventory”. The present PoC using AI for the product demand prediction was conducted to solve this issue.


  


  
    3. AI Techs Used in PoC


    The PoC used “heterogeneous mixture learning,” which is one of NEC’s AI technologies called “NEC the WISE.” The heterogeneous mixture learning technology automatically finds regularities with high accuracies from various data and performs optimum predictions according to the current circumstances based on found regularities. This procedure generates accurate prediction even in the complicated cases requiring too many trial and error attempts if done by humans. Another feature of this technology can indicate the grounds for prediction in an easy-to-understand manner that enables confirmation of the reasoning behind it.1) A previous study found that, it is important that the effectiveness can be judged in the context of convincing results in applying the results of data analysis to human decision making.2) As the aim of the present PoC is to support “human decision making” in production planning for parts inventory optimization, we have adopted the heterogeneous mixture learning as the analysis technology due to its capability of presenting the grounds for prediction.


    Using this AI technology, we then set the in-house data, such as sales data, and the external data including calendar information and macro economy indices as the learning environment and predict the demand for each product for each month from 3 to 6 months ahead.


  


  
    4. Issues of Demand Prediction


    Although we have been providing demand predictions and their reasons to the Kofu Plant since 2015, they were not used in the actual production plan. The main reason was that “prediction” had never been used in management at the Kofu Plant. As a result, an effective situation of “demand prediction” usage could not be identified.


    It is said that human action is determined by circumstances.3) Naturally, utilization of demand prediction should be made according to the current situation. In order to promote active use of new types of information such as “demand prediction” for production planning, whose protocols are usually more or less fixed, we assumed that identification of a suitable situation of information usage in the production planning was crucial as the first step. Furthermore, it has also been pointed out that the use of demand prediction in the manufacturing industry is influenced by issues in the organizational structure or in operations and identification of the effective situation is seen as also being essential.


    Moreover, it is also necessary to design an optimum display style beyond a simple indication of collections of predicted figures for use in predictions, which may sometimes be contrary to human intentions in decision making.


    We have therefore decided to define the most effective situation of “demand prediction” in the “decision making” and to then examine display style.


    The technique “ethnography” we adopted in this PoC has traditionally been used in the cultural anthropology discipline. With this technique, the anthropologist “experiences” a subject culture to understand it from the insider’s view point. The method gradually came to be applied to business activities as a means of obtaining deeper understanding of the customers4) and recently new business opportunities have been found in observations based on many case studies. Following this trend, we have decided to adopt “ethnography” to understand the production plan operations before proceeding to challenge identification of a suitable situation and the design of the display style.


  


  
    5. Ethnography in Demand Prediction


    Interviews conducted in advance have clarified the overall operation flow as shown in Fig. 1.
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        Fig. 1 Overall operation flow.
      

    


    Based on the flow, we have decided to conduct the ethnographic study by dividing it into two steps.


    Step 1: Identification of the situation for applying prediction results

    
    Assessment of the performance of the person in charge and activity observations are conducted for each operation to understand what kind of operations are executed and the reasons behind the choice. In this process, the most effective situation of the “prediction results” in the “decision making” of the production plan is identified.

    


    Step 2: Determination of an optimum display style

    
    The optimum display style for the situation of decision making is planned. It is subjected to improvement by observing how it is to be actually put into practice.

    


  


  
    6. Results, Considerations


    After having an interview with the manager in advance on the overall flow, we performed operation observations of the “production planning meeting” and “finalize the detailed plan” by the two persons in charge of actual operations, for a total 120 minutes. We were then able to sort out the factors affecting the production plan based on the results of the interviews and observations. Fig. 2 shows the connections between the factors in the overall flow.
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        Fig. 2 Factors affecting production plans found by observations.
      

    


    The process from the “advance information check” until the “production planning meeting” was influenced by various data and considerations, these were collected in the “production plan coordination meeting,” and the results were handed over to “finalize the detailed plan.” As it was found that “finalize the detailed plan” is defined to be the place of final decision making, in fact it is also a place of coordination based on the output from the “production planning meeting.” We therefore concluded that it was not the place where the plan could be modified significantly by demand prediction. Instead, it was also found that the “production planning meeting” is a place where the attendees make decisions based on shared information. We concluded that the “production planning meeting” where thoughts are mostly reflected, is the most effective situation for presenting the demand predictions.


    We also decided to design the optimum “prediction display style” based on meetings. We observed actual applications of the designed prediction display styles three times at the production planning meetings, each of which lasted for 60 minutes. Fig. 3 and Fig. 4 show the results of improvements applied to the styles according to the findings of the observations.
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        Fig. 3 Template of production plan data.
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        Fig. 4 Demand prediction sheet.
      

    


    Fig. 3 is the template for the production plan that was the output from the meeting. It shows the predicted values directly so that the viewer can refer to the plans drawn up by others and from past achievements simultaneously with the prediction by machine learning. The link to the material named “Demand prediction sheet” indicating the grounds of prediction is embedded on the right side of the table for quick reference. The “Demand prediction sheet”, Fig. 4, shows past achievements and any deviation in the current predicted value of past trends, as well as the factors causing the deviation at a glance.


    At the actual meeting, as shown in Fig. 5, it was confirmed that each predicted value could be accepted as it was if it was within the range of estimations by the attendants (Pattern A). When it was out of the range of estimation, it was accepted if it was convincing as “the value that should be” (Pattern B). If it was “a value not convincing for the attendants” (Pattern C), the final decision was made by opening the demand prediction sheet to confirm its grounds. In any case, it was confirmed that the demand prediction could exert influence on the production plan as one of the items of reference information.
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        Fig. 5 Patterns until adoption of predicted values derived from observations.
      

    


  


  
    7. Conclusion, Future Perspectives


    As clarified in the PoC, active prediction usage in the operations at the production sites, it is indispensable to optimize the “presentation of predictions” for each customer’s operations as well as to improve the accuracy of the predictions. For this purpose, we have attempted to increase the acceptance of demand prediction in the site operation, through specifying suitable situations for prediction and providing the results together with grounds for the prediction. Observation study as an ethnographical approach was taken for specification of suitable situations and display style design and “heterogeneous mixture learning” was employed for clarification of grounds for prediction as AI technology. We have employed respectively the “ethnography” focusing on observation study for the prediction situation identification and grounds display style design, and the “heterogeneous mixture learning” AI technology for the clarification of the grounds for prediction. The demand prediction can thereby be information “that can exert influence on the production plan.” At NEC, we are preparing for utilizing demand predictions as support for decision making in production planning. We believe that this strategy will realize the procurement that can obtain just sufficient quantities of materials and parts and fulfil the needs of achieving both “parts stock-outs prevention” and “parts inventory reduction” at the production sites.


    The IoT era in which everything is connected to the Internet is expected to make more information available in a timely and efficient manner, which is currently unavailable to human labor. We are planning to utilize accurate prediction with AI technology and information from the IoT environment. In future, we will strive to offer a total mechanism to support decision making by providing relevant information for the production and design of the process.
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    Abstract


    In January 2016, Japan introduced the Social Security and Tax Number System. Since then, all residents have been required to submit the number issued to them - nicknamed “My Number” - for all tax and social insurance procedures. One consequence of this is that employers must now collect the “My Numbers” of their employees and dependent family members. To address this, NEC Nexus Solutions has developed a smartphone app (for iPhone and Android) to collect “My Numbers.” This app takes advantage of our various image recognition technologies to enable “My Number” holders to handle their numbers more easily and more accurately by using their smart devices to read their numbers. This paper discusses what can be accomplished with our image recognition technologies today and what we can expect to accomplish in the future.
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    1. Introduction


    In Japan, it is now mandatory for employers to collect the so-called “My Numbers” issued to their employees as part of the country’s new Social Security and Tax Number System. This has prompted a variety of companies to begin offering agent services to facilitate collection of “My Numbers,” including NEC Nexus Solutions (hereinafter referred to as NEXS). We offer a collection agent service called “My Number” BPO Service, which uses conventional mail and smart devices to collect “My Numbers.”

    The smart device technology used to collect “My Numbers” is dscribed below.


  


  
    2. Collection Using Smart Devices


    2.1 Collection Mechanism


    The standard mechanism to collect “My Numbers” is to have users use their smart devices’ cameras to photograph the notification cards or individual number cards - on which their “My Numbers” are printed - and transmit the photographed images for registration. Likewise, identity verification documents such as driver’s licenses can be transmitted in the same manner when and as required (Fig. 1).
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        Fig. 1 Collection of “My Numbers.”
      

    


    Utilization of smart devices makes it much easier to submit “My Numbers” than physically mailing documents and photocopies through the post.


    2.2 Collection Issues


    While it is easy to collect “My Numbers” by photographing, there are a number of issues that need to be dealt with.


    (1) Imaging failure

    
    In some cases the “My Number” may be illegible due to camera shake, poor focus, or incorrect framing.

    


    (2) Wrong card/person

    
    Another potential problem is that an image of the wrong card may be transmitted by mistake. Similarly, when sending pictures of dependent family members, an image of the wrong person could be sent mistakenly.

    


    (3) Converting “My Numbers” into processable data

    
    If “My Numbers” remain in the form of image data, they cannot be processed by IT systems for application to such procedures as form entry and printing. Consequently the image data must be translated into usable text data.


    One way to solve this would be to have employees enter their “My Numbers” when they take pictures of their cards; however, in this case there is always the possibility of erroneous entry.

    


    (4) Data leakage

    
    Imaged cards are sent to collection databases via network, leaving open the possibility that unauthorized persons could intercept the data - for example, when a public wireless LAN used by a large number of people is used.


    Also if the “My Number” in a registered image is illegible or somebody else’s number has been sent, the data will have to be collected again, inconveniencing both employer and employee.


    “My Numbers” are highly confidential information and therefore require comprehensive security measures (Fig. 2).
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        Fig. 2 Collection issues.
      

    


  


  
    3. Utilization of Image Recognition Technologies


    In collaboration with NEC Central Research Laboratories, NEXS is conducting validation tests on several image recognition technologies. These include face recognition technology and object fingerprint authentication, to name just two. For the collection of “My Numbers,” we are utilizing object identification technology and OCR* (Table).


    
    
      Table Utilization of image recognition technologies to solve problems with “My Number” collection.
    

[image: 170116_03.jpg]


    3.1 Object Identification


    This technology recognizes the identity and the location of objects in an image by comparing it with images of pre-registered objects (Fig. 3). Since the objects themselves are recognized - unlike barcodes and IC tags where the information for recognition is added to the objects - this technology offers benefits such as fewer design restrictions, as well as enabling recognition without having to modify existing objects.


    
      [image: 170116_04.jpg]

      
        Fig. 3 Recognition of objects using the object identification technology.
      

    


    The object identification technology uses NEC’s originally developed BRIGHT feature1), a compact local feature that describes the feature of an image patch centered around distinctive points (feature points) in an image. BRIGHT features are extracted from the feature points detected in the photographed image and then matched with the local features in the images of objects registered in the master database. The location and orientation of the object in the photographed image are accurately calculated based on the correspondences between the local features in the images (Fig. 4). Since the BRIGHT feature is invariant to scale, orientation, and brightness of the object captured in the image, recognition is still possible even when the shooting angle, size, and lighting condition are different from those of the registered image or even when part of the object is occluded. Moreover, the data size of the BRIGHT feature is less than one tenth of that of a conventional local feature, which enables high-speed matching using a mobile device such as a smartphone.


    
      [image: 170116_05.jpg]

      
        Fig. 4 Matching using the BRIGHT feature.
      

    


    3.2 OCR


    The types of characters contained in the regions specified in the image are identified (Fig. 5). First, the direction information of the character lines in the photographed image is extracted as features. The feature vectors in multiple dimensions are then calculated, followed by calculation of the distance between the feature vectors in the photographed image and the feature vectors (templates) of each character type registered in the dictionary. The character type with the smallest distance is used as the recognition results.


    
      [image: 170116_06.jpg]

      
        Fig. 5 Identification processing of character types using OCR.
      

    


    When the card is imaged with a scanner, a clear image without distortion can be obtained. Images input in this manner are easy to recognize. However, when the card is photographed with a device like a smartphone, the angle between the card and device may distort the characters. Image quality or focus may also be a problem, depending on the performance and capabilities of the device used to photograph the card. To address these issues, we have used the following techniques to improve performance. First, in preprocessing, we have made it easier to recognize obliquely distorted characters by using object position and orientation information obtained from object identification to correct the distortion (Fig. 5 (a)). Moreover, to increase the reliability and usability of templates, we artificially generated a wide variety of images including ones that were out-of-focus ones to increase the system’s ability to recognize characters despite inferior image reproduction (Fig. 5 (b)).


    3.3 Utilization of Recognition Technologies

    Now, let’s take a look at how we utilize the object identification and OCR technologies described above.


    (1) Countermeasures against camera-shake and blurriness

    
    If significant camera-shake or blurriness occurs when a notification card or “My Number” card is photographed, the object identification technology will be unable to recognize the card. This makes it possible to check whether the card in question has been satisfactorily photographed or not (Fig. 6).
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        Fig. 6 Successful and unsuccessful imaging.
      

    


    (2) Countermeasures against out-of-frame cards

    
    It is also possible that the card does not fit in the frame because the picture was taken from too close or the framing is too far to the left or right. The object identification technology makes it possible to recognize where the object is in the photographed image. Similarly, utilization of this capability makes it possible to check whether the object is out of frame or not (Fig. 6).

    


    (3) Confirmation of objects that have been photographed

    
    There may also be cases where another card was photographed, instead of the one the photographer intended to shoot. In this case too, the object identification technology will be unable to recognize the card. Here again, this inability makes it possible to check whether the correct card has been photographed or not (Fig. 6).

    


    (4) Turning “My Numbers” into data

    
    The “My Numbers” printed on the cards are turned into data with OCR. This makes it possible to use “My Numbers” in IT systems without entering them manually. OCR is not applied to the entire picture; instead, the object identification technology first identifies the card type and the number position to determine the target region of the OCR. Elimination of unnecessary data beforehand facilitates a more accurate reading (Fig. 7).
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        Fig. 7 Turning “My Numbers” into data.
      

    


  
    * Stands for optical character recognition - a technology which translates handwritten and printed characters into text data.

  


  


  
    4.Security


    “My Numbers” are highly confidential information and require appropriate handling. In Japan’s Act on the Use of Numbers to Identify a Specific Individual in Administrative Procedures, there are stipulations regarding the provision and protection of specific personal information such as “My Numbers.” This law carries more severe penalties than Act on the Protection of Personal Information. This means that security is a critical consideration when handling “My Numbers.” Consequently, any information regarding “My Numbers” such as photographed images and recognized numbers should be handled only in memory and promptly erased as soon as it is no longer required (Fig. 8).


    
      [image: 170116_09.jpg]

      
        Fig. 8 Security measures.
      

    


  


  
    5.Future Prospect


    In addition to “My Number” collection, we plan to develop and offer a variety of services that take advantage of these technologies which we believed will be suitable for application in a wide range of business and administrative settings. For example, when a customer presents their card in order to open a bank account or obtain a membership card, the sales associate will no longer have to take the card to the back of the office to make a photocopy of it. Instead, the clerk can take picture of the ID card right in front of the customer and turn it into data. This will help assuage the discomfort of people who are uneasy about letting their ID cards be taken away even temporarily.


  


  
    6.Conclusion


    In this paper, we have shown how we can significantly reduce the cost of “My Number” collection by applying a system that integrates object recognition technology and OCR technology to quickly collect imaged “My Numbers” and turn them into usable data. We have also pointed to a number of other potential applications for these technologies. In cooperation with NEC, NEXS is committed to providing services that take advantage of leading-edge technologies to help build a society where the values of safety, security, efficiency, and equality are achieved.


  


  
    *iPhone and iPad are trademarks of Apple Inc. The iPhone trademark is used under license from AIPHONE CO., LTD.

    *Android is a trademark and/or a registered trademark of Google Inc.

    *All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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Authentication tag Is sent together with data.
The recelving party generates a tag similarly.
and check It to the received tag.

An example of message authentication
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