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Abstract
The relationship between IoT, AI, and the network technology that connects it is often described using metaphorical comparisons
with the brain, the nervous system, and the five senses. The Internet experience, for example, is shifting from one where user
and media are isolated from one another, their interaction mediated by monitors and speakers, to one where technologies such
as augmented reality (AR) and mixed reality (MR) are used to partially or totally immerse the user in a virtual physical space. A
related concept - already in use - is called omnichannel, in which all potential communication channels - both physical and digital
- are integrated to provide the customer with a seamless, flawless experience that combines real-world physicality with mobile
convenience. Now, more and more people are talking about the coming wave of hearable technology, which goes beyond earbuds and hearing aids to advanced computational devices that you wear in your ear and which interface you with AI, robotics,
and IoT, all without interfering with your activities in physical space. This paper introduces NEC-developed ear acoustic authentication technology and a geomagnetic indoor positioning system which will be core technologies of NEC’s hearable systems.
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1. Introduction
IoT, AI and the network technologies that connect

sensory input is real or imagined - which means that in
terms of obtaining a desired “output,” it doesn’t much
matter whether the “input” is real or not.

them are often compared to the human nervous system

We have now reached the point where new technolo-

and brain. It goes like this: When IoT devices are con-

gies such as AR and MR make it possible for us to access

nected to networks as real-world sensors, sensations -

information in the real world without having that infor-

we could call them heat or pain, for example - cause the

mation mediated by a display. In other words, these

actuators to activate semiautomatically or automatically,

technologies have the potential to induce people to take

instantly transmitting the relevant data to the AI - or

action in the real world based on data that appears real

artificial brain - on the server, which then provided ap-

but exists only in virtual space.

propriate real-world feedback. According to Dr. Takeshi

Until now, the strength of a “real” business resided

Yoro, an anatomist who has written numerous books on

precisely in its ability to provide an experience that could

the subject, while there are five (six) senses that pro-

not be known without “being there.” Now even that ad-

vide inputs to the brain, the brain only outputs muscle

vantage is being eroded by advancement in digital tech-

contractions. In other words, when you receive input

nology that promise not only to recreate reality, but to

from your senses, you might respond (output) by vibrat-

create an alternate world on top of the real world as was

ing your vocal chords, closing your eyes, or moving their

evident in the Pokémon Go phenomenon that took the

limbs. To put it another way: To impel a human to take a

world by storm in 2016. This kind of mixed or layered

particular action, it is necessary to transmit an appropri-

reality is where we are headed and it is critical that we

ate input through one or more of the five senses.

have the tools to navigate it safely and effectively.

So, for instance, if you mistake a shriveled tree for a

So far we have talked about sensory input and how

ghost, you may be paralyzed with fear or you may turn

it relates to new “reality” technologies that are fast

and flee. Your responses are the same whether your

coming on-stream, in which the visual, auditory, and
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tactile senses in particular all play important roles. In

Tympanic echoes

Microphone

Intracorporeal sound

this paper, we will focus on what is known generically as

Voice input

“hearable technology”, that is, technology based on the
auditory sense and implemented in or near the ears.
Up to now, the internet experience has been largely
two-dimensional, mediated through a browser and relying on various tools such as a mouse, keyboard, and display. The design of online services, including electronic
commerce, assumes the user will be interacting via this
two-dimensional interface.

9-axis sensor
Amount of activity
Posture capturing
Pedestrian dead reckoning
(PDR)

Speaker

Indoor geomagnetic properties

Voice output
3D acoustics

However, from now on, it is expected that we will have
Fig. 1 Features of a hearable.

to cope with situations where a connection with cloud AI
is up and running all the time, on the assumption that
users are not in front of the display.

Sensors

In the near future, humans will no longer need to

Ear acoustic authentication

learn how to use user interfaces ingeniously designed

Tympanic echoes

Hands‐free authentication
One‐time password Web authentication

able to operate computers using natural tools acquired

Microphone

Intracorporeal

(speaker)

sound

Pulse wave/breathing patterns
Safety management
Receptor sensitivity measurement
Voice‐user interface (VUI)

as infants, such as talking, using their hands to pick up

Voice input/output

Headset/3D acoustics
AI chatbot

Hearable
Amount of activity

their head, and so on.

Sentiment analysis

in a two-dimensional perspective. Instead, they will be

or manipulate objects, nodding in agreement, shaking

Applications

Measurement items

Step counts, posture & momentum
Healthcare

When you think about how, since the advent of the

Acceleration sensor
Gyro-sensor

smartphone, we now operate devices using just our index finger and thumb or just our voice alone, it is safe to
say that such a future will almost certainly come soon.
However, if the user is no longer tied to a monitor,

Posture capturing

Self-monitoring

Pedestrian dead
reckoning (PDR)

Indoor location services
Indoor positioning system (IPS)

Geomagnetic sensor

Indoor geomagnetic

Behavior log analysis

properties

Fig. 2 Examples of information that can be obtained by a hearable.

this introduces new difficulties for the service providers
in the cloud. Nothing is more important to building and
maintaining customer relationships than the ability to

where GPS cannot reach, but also how they are mov-

capture the activity and behavior of the user in the real

ing, whether or not they are standing still or falling, and

world. Hearable technology is an ideal solution, provid-

what they are talking about (Fig. 2).

ing a smart, wearable interface that can help businesses
capture “who,” “where,” and “what condition.”

The acquired and measured data is transmitted to
a cloud-based server via a smartphone using wireless
networking such as Wi-Fi or Bluetooth. Analysis of the

2. IoT Solution Example Using Hearables
— Kinetic Management of Workers at Factories

acquired and measured data in combination with other
sensor data and system information will also make it
possible to surmise various other user conditions.

Hearable technology is a new technology incorporated

What’s more, the results of the analysis performed in

in wearable in-ear-devices. It provides businesses with

the cloud can be transmitted back to the devices using

the ability to acquire and act upon user data, while pro-

a synthetic voice based on rules specified in advance.

viding users with the ability to interface with online ser-

This enables the wearable system to be also used in sit-

vices without being conscious of the UI (Fig. 1).

uations where both hands are occupied with a task and

When the workers plug the hearables into their ears,

where notification should be confidential.

their hands and eyes are free to concentrate on their

In the next section, we will look at biometric technol-

work and other real-world activities. At the same, they

ogy which takes advantage of the characteristics of the

will be able to acquire auditory information as required

ear and indoor positioning technology which utilizes the

and interact by speaking.

properties of geomagnetism - as representative exam-

For example, in a human kinetic management solu-

ples of the hearable technology offered only by NEC.

tion, the hearable technology offers functions that include constant sensing of not only who the wearer of
the hearable is and where they are - even when they
are indoors such as inside a factory or underground

3. Ear Acoustic Authentication Technology
User authentication is one of the most fundamental
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functions of a mobile device. Some familiar examples
1) Transmitted sound

range from unlocking the screen of a smartphone to settlement of online transactions. Undoubtedly, as Internet
services grow ever more diverse and complex, we will

Earbud with

see an even wider range of possible applications. Devel-

microphone

oping an easy, convenient, yet secure method of user
authentication is crucial under these conditions. NEC is
conducting R&D into unique biometric authentication

2) Received sound

system that will streamline the authentication procedure
for users and at the same time will work with hearables.

Fig. 4 Usage scenario of ear acoustic authentication.

3.1 Operation Principles
are provided only with speakers that reproduce sound,
The human ear has a different shape from individual to

earbuds with microphone also incorporate a function to

individual. The ear canal, in particular, has various char-

receive sound. There are many of these products cur-

acteristics which vary widely from one person to the next.

rently on the market, so there is nothing particularly

These characteristics include length, width, as well as

special about them. In recent years, noise cancelling

the number, angles, and positions of the bends (Fig. 3).

earbuds have become popular because they allow users

These characteristics are as unique as facial features and

to listen to music or telephone conversation even in a

an individual can be accurately identified by acoustically

noisy environment. These are simply another variation

measuring the characteristics of the ear canal — in other

of earbuds with microphone, so they can also be used

words, by using sound to measure the differences in the

for ear acoustic authentication.

shapes inside the ear. This is the basic idea of ear acoustic authentication.

Once sound has been transmitted from the earbud with
microphone and reflected sound has been observed, the

Each musical instrument has a different tone color

procedure from then on is purely in the realm of software

depending on its configuration. Larger instrument have

processing. In other words, the frequency of reflected

a lower pitch, while smaller instruments have a higher

sound for about a second is analyzed to compute the

pitch. If we liken ears to musical instruments, then ear

respective strengths contained in that sound, ranging

acoustic authentication is a technology that recognizes

from low-frequency (low-pitched sound) components

an instrument based on its color tone.

to high-frequency (high-pitched sound) components.

Now let’s take a look at how user authentication is

The computed results are then aggregated into about

performed in actual cases. Unlike a musical instrument,

20 feature values. These aggregated feature values are

the human ear does not make any sounds. So sound

then compared to the user’s previously obtained feature

is sent to the ear canal from outside and the reflected

values to see if there is a match. In this way, it can be

sound is observed (Fig. 4).

determined whether the person wearing the earbud with

To use ear acoustic authentication, an earbud with mi-

microphone is the registered user or not1).

crophone is required. Unlike ordinary headphones that
3.2 Main Features

Pinna

Ear acoustic authentication offers many features ideal

Eardrum

Middle/inner ear

for user authentication.
1)

High-speed
Transmission and reception of audio signals for only
1 second of acoustic signals is all that is required.
Authentication processing is completed instantly.

2)

High-precision
At a false acceptance rate of 0.01 to 0.1% and a
false rejection rate of 2 to 3%, practical accuracy

Ear canal

for user authentication has already been confirmed

Art by Iain at the English
language Wikipedia

(based on the NEC testing conditions).
3)

Fig. 3 Anatomy of the human ear.
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4)

a sensor - is required, so the load on the user is

ter, single-point data alone results in the generation of

very low. Authentication can be performed as many

massive amounts of data, making positioning difficult.

times as necessary. Continuous authentication is

This problem can be solved by treating geomagnetism

also possible.

as something subject to change. Due to the properties

Spoofing-resistant

of the magnetometer, a phenomenon called offset devi-

The authentication process is completely invisible

ation - in which a reference point deviates - takes place.

from outside, making it impossible to even know

The degree of changes, however, remains constant re-

whether or not authentication itself is being per-

gardless of the occurrence of offset deviation. In other

formed. Stealing other people’s biometric informa-

words, once these changes have been recorded and the

tion is extremely difficult.

magnetometer settings have been adjusted appropriately, there is no need to perform calibration. This is of

3.3 Future Prospects

critical importance when implementing this technology
in actual social situations.

Ear acoustic authentication is a new technology. As
NEC’s original AI technology continues to progress, ac-

4.2 Utilization of RAPID Machine Learning

curacy and speed will be further increased. Currently,
a dedicated sound called a sweep signal is used for au-

To convert the geomagnetic-based indoor positioning

thentication. In the future, however, it is expected that

technology into a practical tool, NEC is utilizing the im-

it will be possible to use almost any sound - for exam-

age analysis version of our AI technology called RAPID

ple, the music the user listens to every day or telephone

Machine Learning. There are three reasons to use this.

conversations - for authentication. Also expected to take

The first reason is that it is based on convolutional neu-

place in the future is authentication using inaudible (ul-

ral network (CNN) technology - one of the deep learning

trasonic) sounds that the human ear cannot pick up.

technologies. Although disturbances of the geomagnetic

NEC’s commitment to biometric authentication tech-

field are static, they occur irregularly. If you try to apply

nology has been recognized in prestigious international

any type of machine learning other than deep learning or

evaluations where we have been repeatedly ranked at

estimation theory to geomagnetic disturbances, you will

the top in testing performed by the U.S. National In-

not be able to design a hypothetical model that serves

stitute of Standards and Technology (NIST). This is a

a basis for inference because there is no fixed law that

testimonial to NEC’s internationally superior technology.

applies to these disturbances. This is why it is considered

Although ear acoustic authentication is a technology still

difficult to create a positioning system using geomagne-

under development, we will continue to provide our cus-

tism. With deep learning, however, not only is the irreg-

tomers with reliability and safety as we move toward the

ularity of these disturbance a problem, it is considered a

forthcoming age of the hearable technology.

distinguishing characteristic. Moreover, what is derived
from the results of deep learning is a logic to specify

4. High-Precision Indoor Positioning Technology Using
Geomagnetism
NEC is currently conducting R&D into indoor posi-

positions - which are mere network models. As an added benefit is that this system does not increase storage
requirement by generating excessive data - a common
problem in sensor information analysis.

tioning technology using geomagnetism with a view to

The second reason is that RAPID Machine Learning

applying it to hearables. While it is well-known that the

uses image analysis. In other words, location identifica-

geomagnetic field can be disturbed indoors by ambient

tion is performed by looking for similarities between the

factors such as steel frames, it is less well-known that

learning data and positioning data. Conversion of the

this disturbance is staticized. By taking advantage of

data into images facilitates analysis in case the position-

this property, we can measure and record the distribu-

ing does not work well. When conducting technological

tion of these geomagnetic disturbances beforehand and

development, it is more convenient and less time-con-

subsequently compare that data with the measured data

suming for us to compare how similar the images are

of a positioning location.

in the learning and positioning data than to compare
lists of data. This is because comparison of similarities

4.1 Capturing Geomagnetic Data by Using Fluctuations

is intuitive. Additionally, when the data is converted into
images, we can take full advantage of a wealth of tradi-

Because geomagnetic data is expressed using XYZ

tional cartographic techniques that emphasize various

orthogonal coordinates obtained from a magnetome-

features. It is also easy to compress the data in order to
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reduce learning time.
The third and most important reason for the adoption of the image analysis version of RAPID Machine
Learning is that the users do not need to be aware of or
understand the configurations of neural networks. With
conventional deep learning libraries such as TensorFlow,
users have to configure the neural networks themselves
- something they will be unable to do without expert
knowledge. The image analysis version of RAPID Ma-

* Pokémon GO is a trademark of Nintendo, Creatures Inc., and
Game Freak Inc.
* Wi-Fi is a registered trademark of Wi-Fi Alliance.
* Bluetooth is a trademark owned by Bluetooth SIG, Inc.
* FIDO is a trademark of FIDO Alliance.
* All other company names and product names and logos that
appear in this paper are trademarks or registered trademarks
of their respective companies.

chine Learning, on the other hand, allows anyone to perform expert-level operations. This is something that can
only be achieved by RAPID Machine Learning because
it is extremely difficult to decide on an optimal neural
network that is best suited to each location to be posi-
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4.3 Combination with Pedestrian Dead Reckoning
Yet another important technology in our indoor positioning system is pedestrian dead reckoning (PDR). This
system uses an acceleration sensor and gyroscope to
track movement in relative positions. Sole reliance upon
either the acceleration sensor or PDR inevitably causes
situations where you cannot perform positioning correct-

and Conference (APSIPA), Dec. 2016.
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to its properties, the PDR technology does not function
correctly unless the axis or the sensor is fixed or the
movement of the sensor is constant. This requirement
can be satisfied when the sensor is incorporated in the
hearable because it is fixed on the user’s body.
5. Conclusion
NEC will continue to expand the functionality of spatial
information-oriented business tools and platforms including hearables. Currently, we are working to develop
functionality that will support health management and
mental healthcare of employees based on the vital data
collected by the hearable. Similarly, we are developing
functions to support communication with the elderly in
which the hearable will be used as a “smart” hearing aid.
Active utilization of hearables not only lets users stay
connected to what is happening around them, but also
makes it possible to predict what will happen in the future
more quickly and more correctly. Based on those predictions, we will create feedback systems responsive to user
behavior. Through these activities, we are confident that
we will be able to continue to offer solutions that will increase the safety and security of people’s lives.
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