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    FinTech That Accelerates Digital Transformation


    A New Relationship between Financing and Technology in the FinTech Era


    The progress and dissemination of ICT have brought about a significant shift in the banking systems. This paper reviews changes happened in the Japanese banking systems and discusses how the relationships have varied between banking systems and ICT. It then goes on to introduce a new relationship between financing and technology based on the changes in the roles of technology and of relationships with consumers.


    How AI Is Transforming Financial Services


    The era of artificial intelligence (AI) is upon us. The impact of AI and automation technologies on our work and daily lives is more pervasive than many of us realize. The financial industry is no exception. In fact, financial institutions are pioneering the application of AI in business, with utilization of AI expanding at an exponential rate. This paper describes the financial systems to which AI can be applied and shows how powerful AI systems can be built with NEC the WISE - a suite of AI technologies developed by NEC.


    Advancing Customer Communications via AI-Robot Linkages


    The use of robots in various settings to support human lifestyles has recently been gathering momentum.
In Japan, the reduction of workforces brought about by the falling birth rate and the increase in the aging population is attracting attention to the use of service robots in the fields of customer reception and caregiving. This paper proposes methods of utilizing service robots based on NEC’s authentication technologies, such as that of face authentication. In addition, advanced customer communications that can be implemented based on linkages with the authentication technologies are also introduced.


    Safe, Reliable, Convenient Self-Monitoring Services That Use Wearable Devices


    As businesses and entrepreneurs begin to understand the power of IoT to create a dynamic and seamless network of devices interacting behind the scenes, interest in, and demand for, IoT solutions is growing rapidly. The range of IoT solutions is expanding rapidly, encompassing not only quality/operation control, Home Energy Management Systems (HEMS), and security, but also such applications as life care and healthcare, well as autonomous cars and driving support systems. This paper introduces advanced wearable device-based personal IoT solutions (self-monitoring systems) developed by NEC and reviews challenges for the future.


    Biometrics Achieves Compatibility of Security and Convenience in Mobile Services


    Illegal access to online services using personal authentication IDs and passwords still remains a security threat. This paper introduces the approach of FIDO in using biometrics to provide mobile terminals with secure online authentication that will not be “forgotten, lost or stolen.” This strategy, which includes facial recognition, a technology in which the NEC excels, is implemented without transmitting or storing “information required for authentication, such as biometric information,” either to or in the server. An advancement of the financial services by using FIDO and API-GW is also achieved.


    Rapid Mobile App Development Enabling Prompt Provision of New Services


    This paper introduces NEC’s approach to a rapid mobile application development platform and services designed to meet the era of API and “mobile first.” NEC can boast of an established history in server development. In providing the “API-driven” development techniques for the rapid mobile app development platform, we intend to make the best use of our innovative technologies and proven expertise. We are also planning to enhance API and the services that are necessary for the provision of mobile applications. The corporation will provide a development platform that is suitable for an SoE era that generates highly advanced financial services as well as savings in both time and cost. This will be achieved by API integration that will integrate the businesses that have previously been built with SoR into API, as well as by our application developments that leverage the various published APIs for implementing “open innovation”.


    Improvement of Financial Service Safety by Promoting Cyber Security Measures


    The recent advancement of IT and Internet and the expansion of the scope of service applications has tended to support an increase of cybercrimes that aim at obtaining money or obstructing businesses and services. This trend has resulted in suitable countermeasures becoming an important issue for society. In particular, attacks on critical infrastructures are increasing on a worldwide scale. Among them, the increase in attacks that are targeting financial institutions with the aim of obtaining money are most noticeable. This paper describes the latest trend in cyber security threats and reviews the potential proposals and issues of financial institutions based on the guidelines given by the Japanese Financial Services Agency. NEC’s approach to issues of cyber security for financial institutions is also introduced.


    Enhancing FinTech Security with Secure Multi-Party Computation Technology


    As the FinTech revolution gains momentum, a key challenge threatens to bring this progress to a crashing halt: cybersecurity. Given the scope, complexity, and dynamism of FinTech solutions, cyberattacks are inevitable, making enhanced security technology indispensable to ensuring future growth. Information leakage is one of the most common vulnerabilities and is still difficult to be prevented completely. The most promising approach to solving this problem is secure computation, which, thanks to its ability to process encrypted data, has proven to be a robust information leakage prevention technology. This paper discusses NEC’s own contribution to Secure Multi-Party Computation (SMPC) technology. In SMPC, data on multiple machines can be processed while maintaining the security of the data on each machine. In addition to explaining the technology itself, we will show how it could work in FinTech applications by reviewing some case studies centering around NEC’s high-speed method and protection of information for authentication.
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    We live in a world in which the future has become more difficult to predict than ever before. Some call it the age of VUCA - an acronym that stands for volatility, uncertainty, complexity, and ambiguity. In this new world, traditional management methods seem inadequate in the face of constant flux and rapid-fire change. Survival in this chaotic environment demands an ability to stay on top of global trends and quickly adapt to a wide range of ever-shifting challenges. To maintain competitive superiority, companies will have to create new business models that maximize the potential of advanced ICT to rapidly create value ecosystems. And they will have to be prepared to do this not just once, but again and again.


    In Japan, the government is promoting a national strategy to retool the country’s industry to prepare for the future of global competition. In June 2016, the Cabinet set forth its vision of the future in the Japan Revitalization Strategy 2016 in which it proclaimed that it would vigorously promote a “revolution in productivity” in order to achieve the Fourth Industrial Revolution. That revolution would be achieved by fully exploiting today’s most powerful and innovative technologies such as AI, IoT, and big data.


    The need to be in sync with these trends will accelerate the transformation of future financial services, leading to tighter integration with advanced ICT, while making them ever more convenient, safer, and reliable. Financial institutions have always been among the first to incorporate new ICT, moving quickly to innovate new services as the evolution of ICT generates new possibilities. Today a wide range of economic activities are facilitated by financial services, which act like a lubricant for the engine that drives the modern economy. In the years ahead, new businesses will spur the evolution of new financial services, and those new financial services will spawn new businesses. As this cycle repeats itself over and over again, the very nature of business will be transformed in ways we cannot even imagine, and society itself will undergo dramatic and far-reaching changes. And while perhaps not the sole driving force in this era of digital transformation, FinTech will play a profoundly significant role, one that goes far beyond the innovation of financial services, impacting at the most fundamental level the way corporations do business, as well as reshaping individual lifestyles.


    Ever since the 1960s when domestic financial institutions started using computers and Japan made its first tentative forays into what would one day become the online world, NEC has been a dominant player in the evolution of IT-supported financial services. By focusing on the development of advanced ICT, while simultaneously leveraging that ICT to actively support financial services, NEC has taken advantage of the virtuous cycle that arises as new technology creates new applications and new applications create new technology. We are confident that our technological expertise - which integrates SoR and SoE at the highest level, together with the leading-edge technological assets that we have built up over the decades - provide a solid foundation for the creation of new FinTech services.


    As a social value innovator that offers the values of safety, security, efficiency, and equality, NEC is committed to contributing to the creation of a sustainable society, while accelerating the digital transformation by joining forces with like-minded to research and develop new, high-value ICT.


    In this special issue on FinTech, we will look at how solutions based on NEC’s various proprietary technologies will create new social values and zoom in on our contributions to the achievement of the Fourth Industrial Revolution by highlighting specific case studies.


    We hope you will find the material contained in this special issue not only enlightening, but practical and inspiring. We look forward to receiving your continued support and encouragement. Thank you very much.
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  An Overview of NEC’s FinTech Strategy


  
    FinTech - financial technology - is a recently coined neologism that describes innovative 21st century financial services made possible by the integration of financial services and technology. Over the past few years, advances in mobile computing and data processing have ignited an explosion in innovation, driving forward the evolution of FinTech at an ever-accelerating rate and shining a spotlight on the unprecedented new services being generated in this disruptive new sector. FinTech’s ability to develop services that transcend conventional industry models has brought it attention precisely because of its potential to further accelerate social innovation.

    This article discusses NEC’s commitment to developing the advanced technology that we believe will provide the foundation for future FinTech innovation, as well as offering unprecedented social value.
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    1. Introduction


    FinTech is more than just a buzzword, it’s the future of the financial sector. As audacious new startups are leveraging new technologies to innovate wave upon wave of disruptive new financial services that are sweeping away old ways of doing business and transforming the world we live in.


    Yet, despite all this, FinTech is still in its infancy. Many of the advanced technologies expected to play a core role in FinTech, as well as the solutions that use those technologies, are still in the phase of validation and verification. In order to become the “one” in one-to-many relationships, all the enterprises involved are jockeying for position in an increasingly competitive race for supremacy.


    This now includes not only the traditional financial institutions that have conventionally competed with one another, but also a wide range of businesses from non-financial fields, including both domestically and globally deployed companies.


    Keeping up with the speed of innovation in such an environment demands a new approach. Rather than sticking to what might be called the principle of self-sufficiency, today’s future-facing organizations need to build win-win relationships by forging alliances and cooperative agreements where each partner brings strengths to the table that can complement the other’s deficiencies, creating efficiencies and driving innovation, while expanding the range of value they have to offer to society.

  


  
    2. Advanced Technologies and Social Value at the Core of FinTech


    NEC’s FinTech development focuses on four areas: AI, blockchain, cyber security, and IoT - the Internet of Things -. We are also aiming to create new social values by using related solutions created by technological components that include robotics, rapid mobile app development, and biometrics.


    The technological components of FinTech are summarized below. Full details are available in the corresponding articles in this special issue.


    2.1 Advancement of Financial Services through the Application of AI


    Let’s take a look at artificial intelligence (AI) first. Rapid growth in digitized services has led to the accumulation of massive amounts of data by institutions in the financial industry. At the same time, the shift in customer contact from person-to-person to person-to-system has spurred a transition in how businesses understand customer needs and wants - knowledge which in the past was based largely on face-to-face communication - from human perception to high-speed data analysis using AI, which makes it possible to discover regularities that would pass unnoticed by humans.


    At financial institutions, AI is widely used in the area of data analysis.


    
      	One of the deep learning technologies, RAPID Machine Learning Technology enables high-precision operation with reduced risk when it is used for screening loan applicants.

      	Capable of also showing the basis for prediction, Heterogeneous Mixture Learning Technology is now being studied as a potential tool for use in detection of fraudulent activities such as credit card fraud, insurance fraud, and illegal money transfer.

      	Textual Entailment Technology makes matches based on the meaning of each sentence and is used for the improvement of service quality by analyzing comments from customers and feeding them back at high speed.

    


    Also under development is AI technology that automates data preparation tasks before data analysis, saving a huge amount of labor.


    2.2 Improving Communication with Customers by Combining Robots and AI


    While AI is utilized in financial operations as described above, service robots are also showing remarkable progress. Robots have already been put into practical use in customer reception, security, and welfare. Supported by AI technology - most notably authentication technology - they are now able to communicate more effectively and more reliably with customers. Some of the practical applications are listed below:


    
      	Combining robots with face recognition technology makes it possible to identify individuals and provide them with personalized recommendations

      	Combining robots with image recognition technology makes it possible to provide a variety of information to customers by identifying objects and linking those objects with dynamic information related to those objects in the real world

      	Combining robots with speaker verification technology makes it possible to identify individuals by voice alone - without making them aware of the identification procedure. Ideal in environments where camera sensitivity is poor, this allows customers to receive personalized treatment

    


    Robots are also expected to achieve smoother communication by lowering the psychological hurdle for people. Precisely because robots are not human, people may feel less insecure. Moreover, the main functions and edge functions provided by the authentication technology are now being utilized with a view to reducing authentication time and helping robots achieve a level of communication equivalent to human communication.


    2.3 Inter-company Collaboration Facilitated by Secure, Scalable Blockchain Technology


    Thanks to its ability to facilitate secure, decentralized transactions, blockchain technology has become key to the development of financial services. Blockchain makes it possible to manage data without having central administrators by distributing it through low-cost servers, while using sophisticated encryption and storage methods to prevent data from being lost, stolen, or tampered with.


    With a view to reducing system investment and operation costs by preventing data from being tampered with, financial institutions are also looking forward to functions that detect fraudulent activities.


    Current blockchain platforms include Hyperledger Fabric and Ethereum, but none of these yet possesses a level of functionality that would make it suitable for commercialization.


    NEC has taken on some of the problems that are holding back these platforms, including limited scalability and insufficient privacy protection, through the development of our own original blockchain technology called Satellite Chain.


    Converting operations with multiple stakeholders into blockchain-based operations makes it possible to substantially improve and increase inter-company collaboration - not only between financial institutions, but between any type of business or organization. With enhanced cooperation, the possibilities for innovation become much greater.


    To test the effectiveness of our approach and to uncover potential problems and limitations, NEC regularly runs validation experiments, while continuing with research and development aimed at finding solutions to any problems we discover.


    2.4 Achievement of “Mobile First” Networking through AIP-driven High Speed Development


    Today, as more and more financial systems take full advantage of state-of-the-art technology, the drive to offer innovative new technology-based financial services and to increase service sophistication and flexibility through inter-service collaboration is accelerating. To create these new services, API collaboration used in development of apps and service-providing devices is fast shifting to mobile devices.


    NEC is working on building frameworks for rapid mobile app development while focusing on the following:


    
      	Use of API-driven development approaches in the development framework while separating fast-evolving UIs and business logic in consideration of life cycles

     	Provision of bridge functions between web apps and native apps by using development platforms dedicated to development of mobile apps

     	Early achievement of highly value-added mobile apps while confirming operation of UIs on actual apps through utilization of APIs by using Real-time Development Designer, a rapid mobile app development tool

    


    As for API components, NEC offers SDE Smart Device API, which maximizes functions peculiar to smart devices and achieves the following:


    
      	Enhanced security

      	OS-device collaboration

      	Cloud collaboration

      	UI enhancement

    


    When it comes to services that will actually be available, NEC is planning to offer the following:


    
      	FIDO biometric authentication

      	API gateway

      	Various back-up services

    


    NEC will also provide new platforms in the SoE area that will integrate these frameworks, APIs, and services.


    2.5 Developing Cyber-security Measures to Enhance Overall Security and Reliability in Financial Institutions


    Cyber-attacks and crimes are on the rise worldwide. The damage that these attacks can cause and the huge costs associated with that damage mean that no business or organization can afford not to take these threats seriously. As critical infrastructure operators, financial institutions are systematically establishing robust cyber-security measures. Nonetheless, the risk of cyber-attacks continues to grow. In Japan, for example, the threat is increasing as we draw closer to the upcoming major international events.


    The most prominent recent threats to financial institutions include:


    
      	DDoS attacks using IoT devices

      	Ransom demands using ransomware

      	Illegal money transfer using malware

    


    In its annual Strategic Directions and Priorities, the Japanese Financial Services Agency is demanding that financial institutions make efforts to further strengthen cyber-security while continuing to develop FinTech services.


    As our commitment to financial institutions, NEC will deploy:


    
      	Support for management and human resource training

      	Support for cyber-security risk management and provision of technological solutions

      	Information exchange with related organizations and establishment of information provision services

      	Support for comprehensive cyber-security management

    



    2.6 Towards the Achievement of Mobile Multimodal Authentication Using Biometrics


    With cooperation between multiple stakeholders expected to increase, the FinTech services now being promoted for practical use by financial institutions require robust security at a level even higher than required in conventional financial systems.


    One security measure that is receiving a lot of attention lately is biometric authentication which is being pushed as the most effective way to solve the security risk inherent in conventional ID/password authentication methods. What makes this feasible is the rapid shift to mobile devices equipped with a camera and fingerprint sensor as standard. As a world leader in biometric technology with related R&D and commercial activities stretching back more than four decades, NEC is ideally positioned to leverage this opportunity.


    NEC is currently developing a multimodal authentication system that combines FIDO - new online authentication technology that applies biometric authentication technology to mobile devices - with biometric authentication engines that utilize our proprietary security technology and our formidable AI technology. Multimodal authentication is expected to see rapid implementation as an identification technology at financial institutions all over the world.


    2.7 Secure, Reliable, Convenient Self-monitoring Solutions Using Wearable Devices


    IoT is quickly expanding its reach from industrial and business applications in fields such as manufacturing and energy to consumer and household such as home security.


    In the financial arena, the success of FinTech has spawned another insurgent technology known as InsurTech which, as the name suggests, integrates insurance and technology to innovate revolutionary new insurance products in areas such as life care and healthcare, as well as in autonomous driving systems.


    Self-monitoring IoT solutions play a key role in the application of these new services and are typically deployed in the form of wearable devices that measure activity and physical condition. NEC is actively engaged in developing functions both for the devices themselves and for the IoT platforms with which they communicate.


    It is important to point out that all of the technological components introduced in this paper - AI, blockchain, cyber-security, robotics, rapid mobile app development, and biometrics - will be incorporated in our IoT platforms.


    NEC self-monitoring solutions are built on an IoT platform foundation and will offer the following benefits:


    
      	Real-time capability: for optimal detection and notification of signs of risk as they occur

      	Convenience: to minimize user discomfort and inconvenience in daily life

      	Confidentiality: to ensure biometric data is protected and user privacy is not compromised

    


    NEC will accelerate the development of these solutions to ensure that they will be in place as soon as possible so that people can take advantage of them to enjoy a safer and healthier life.


    2.8 New Departments to Promote the FinTech Activities


    To promote our FinTech-related activities, NEC launched the FinTech Business Development Office in April 2016. Since then, NEC has been pushing forward the development of new financial services focusing on solutions to various social tasks. Digitization of various industries and diversification of consumer needs have raised expectations for digital innovation of new and more convenient financial functions. NEC is committed to creating new services that will meet these expectations.


    In April 2017 NEC established the Financial Digital Innovation Technology Development Office (FDIT), whose goal is to support the work of the FinTech Business Development Office by stepping up our efforts in the core technologies that compose FinTech. Focusing on the study and verification of advanced technology, the FDIT is responsible for research on technological and industrial trends, verification of technologies, problem detection and solutions, development of system models, demonstrative verification with clients, and information transmission. The FDIT will also collaborate with partners that provide complementary world-class technologies to ensure that we can promptly meet the ever-diversifying needs of our customers.


    With these two new offices functioning as the wheels of both business creation and technology enhancement, we will further accelerate the expansion of our business in the new fields of the 21st century.


  


  
    3. Focusing on the Future of FinTech


    In the midst of the innovation of financial services represented by FinTech, NEC has no intention of chasing after others. Rather than merely following the evolution of FinTech, we will take the initiative to offer technological information ahead of everyone else.


    NEC’s vantage point goes beyond our proprietary technologies and solutions. While always being conscious of what is happening on a global scale, as a social value innovator we will continue to be committed to realizing a society that embodies the values of safety, security, efficiency, and equality. Through co-creation with our customers at financial institutions, as well as wide-ranging cooperation with external entities such as research institutions and startups, we are confident that we can contribute to the acceleration of innovation not only in the financial industry but also in society as a whole.


  


  
    * FIDO is a trademark of FIDO Alliance.

    * All other proper nouns such as product names, company names, logos, etc. that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The progress and dissemination of ICT have brought about a significant shift in the banking systems. This paper reviews changes happened in the Japanese banking systems and discusses how the relationships have varied between banking systems and ICT. It then goes on to introduce a new relationship between financing and technology based on the changes in the roles of technology and of relationships with consumers.
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    1. The Environment Surrounding Banking Systems


    Internet dissemination and popularization of smartphones and tablets have made social media an integral part of the daily activities of people. As a result of this trend, the penetration of cloud computing has made it easy to use the computing power that formerly required large investments. Such an environment has highlighted the new kinds of services created by storing and analysing various kinds of information; including those of human behaviour and natural phenomena. In the following, by reviewing the history of the advancement of these services in always adopting the most readily available advanced technologies, we discuss the effects of this trend on the banking systems that used large-scale computers to form nationwide networks.

  


  
    2. Changes in the Banking Systems


    2.1 Applications of Online Technology


    Japan’s first online ordinary deposit service was started in 1965 at the Marunouchi Branch of The Mitsui Bank (currently Sumitomo Mitsui Banking Corp., or SMBC). Previous banking system operations were mainly conducted via offline centralized batch processing making use of punched cards and paper tape systems. Subsequent to the Mitsui Bank going online and following the increase in processing volumes backed by high economic growth and improvements in the performances of computers, the accounting, saving and lending operations of banks went online individually. The systematization of the banking operations of the initial period are referred to as the primary going online phase. The banking system in the latter half of the 1960s was called the “first online application.” Subsequent to this, the “second online application” came in the late 1970s and the customer information management were systematized. The “third online application” started in the late 1980s in order to cope with the deregulation and globalization of the financial market.


    The mainstream of networking in the 1960’s and 1970’s was performed using the private networks of each individual bank. Subsequently, in around 1980, the subscriber telephone network was opened to data communications, which led to the start of electronic banking (EB) utilizing the public telephone network. Although the EB users were initially limited to enterprises, the Sumitomo Bank started the Sumitomo Telephone Service that was available from household telephone sets in 1980. In those days, some banks had already started telephone services for pushbutton phones that had a penetration rate at the time among people of below 10%. The Sumitomo telephone service was started for dial phones that had a much higher penetration rate. For this project, NEC developed a computer-controlled voice synthesis system that achieved the highest approval level worldwide.


    In 1977, which was much earlier than the dissemination of telephone banking. Chairman Koji Kobayashi of NEC declared that C&C, which is the concept proposing the integration of the communication and computer technologies would lead to implementation of the C&C concept and that by “early in the 21st Century, it will be possible to talk and see between any persons, at any time, at any place”, NEC continues to make advances in the technologies used in communications and computers as well as in their integration.


    2.2 Application of the Internet


    The main event of the latter 1990s was the advancement of the Internet. Linux was released in 1994, Windows and Java in 1995 and personal computers and mobile phones were spread widely in enterprises as well as in households. The banking operations that had gone online (computer processing capable) in 1980s became available on the Internet in the period from the late 1990s to the late 2000s. Subsequent to the Sumitomo Bank starting its Internet service in January 1997, the Asahi Bank (currently the Resona Bank) started a service in June of the same year, the Sanwa Bank (now the Bank of Tokyo Mitsubishi UFJ), the Sakura Bank (now the SMBC) and the Fuji Bank (now the Mizuho Bank) followed this trend. Some banks started only those services not having money flow, such as for balance inquiries. Services were then gradually expanded until the purchase of investment trusts and foreign deposit savings followed. Eventually it became possible to perform almost all transactions without visiting a bank branch office.


    2.3 The Advent of Big Data and Other Technologies


    As the progress of Internet applications and the use of mobile terminals have led to an explosive increase in generated data, the technologies required for processing such large amounts of data has also advanced. This has led to the launch of the big data technology in the late 2000s and the means of launching the big data technology has also advanced in the late 2010s. The Hadoop that attracted attention as a big data processing technology is originated from the Google File System (Map Reduced) made public by Google in 2003. It was started as an open source project of Apache in 2006. In the same year, one of the machine learning algorithms attracting attention as AI technology was named “Deep Learning”.

    Because of the bankruptcy of Leeman Brothers in the United States at the same period, skilled individuals from the financial domain changed their careers to become entrepreneurs. This trend led to the birth of a business model that alleviates user frustration by integrating technological and financial knowhow.

    Also in this period, financial service companies intending to create business models that were previously not possible used new technologies to announce their debuts in California’s Silicon Valley. In 2006, Lending Club was founded in the United States and became famous by making use of big data to develop individuals-oriented lending models that had previously been hard for the traditional financial institutions to handle efficiently.


    The Square, Inc. was founded in 2009 and marketed a product that allows small retailers to accept credit card payments by simply attaching a dedicated terminal to their iPhones. In general, a store should pass a probation period by the credit card company, conclude an agreement with it and obtain a card payment terminal in order to handle credit card payments. Square, Inc. built a business model that allows retailers to start their card acceptance immediately by monitoring the payment procedure of the store using big data.


  


  
    3. Banking Operations and Technologies – Differences between the Past and the Future


    The age of online applications continued for about 40 years, from the late 1960s to the late 1990s.

    The age of Internet applications lasted for about 10 years from the late 1990s to the late 2000s.

    After the late 2000s and for about 10 years until the later 2010s was the age of the acceptance of new technologies such as the big data technology.

    So far, we have briefly reviewed the changes in the financial operations and their systematizations. It should be noted of this history that among the effects of technology on financial operations, the changes begun in the late 2000s feature not only an acceleration in the pace of development but that they could also involve discontinuous leaps rather than smooth extensions of previous situations. This means that in Japan it will be necessary to review the relationships between the financial operations and technology.


    3.1 Discontinuous Leap 1: Changes in the Role of Technology


    In the applications of the online processing and the Internet to banking systems from the 1960s to the late 2000s, systematization has been studied by focusing on the financial operations conducted by humans. The main benefit of systematization in the period of online application was improved efficiency, while that in the period of Internet application was the convenience (ubiquitous value meaning whenever and wherever). In the period of the online and Internet applications, the process of vertical specialization was advanced, in which persons with a deep knowledge of banking operations defined the system requirements and a system integrator (SIer) was placed in charge of design and development.


    However, the new relationship between technology and businesses that began in the late 2010’s now differs from the previous relationship. The roles of the systematizations have changed significantly, from contributing to the efficiency and convenience of operations defined by a certain business model to enabling previously unavailable business model changes. The AI (which is an analysis technology that continues to advance via various data that will increase even further in the future) is not merely a substitution for the credit decision and analysis operations, but it has the potential to replace them with different processes. Meanwhile, the Blockchain technology (that enables digital asset management based on a reliance on systems) has the potential of replacing the reliance features that used to be provided by financial “institutions” to the users. In such an era in which the technology becomes the core of business models, it is necessary to advance further the vertical specification between the financial institutions and system integrators of the era of online and Internet applications. Moreover, it is required to create a new system of co-operation between those with an understanding of financial operations and those with an understanding of technology.


    3.2 Discontinuous leap 2: Relationship changes between businesses and consumers - From B to C to C to B


    Disseminated technologies have also brought changes in the relationships between businesses and individual consumers. With regard to the services that need advanced knowledge and information, such as the financial services, the information available for the service providers and that available for the users were previously unbalanced. In the selection of financial merchandise, the individuals as purchasers were highly dependent on the financial institutions who were the sellers. Even at present time, the information collected and analysed by the financial institutions still remains a high added value when they are delivered to individuals. On the other hand, the dissemination of technologies (Internet, mobiles and information) offered a means of accessing various information sources as well as wider options to the purchasers. So far, individual purchasers have been depending on a financial institution as a means of obtaining information on financial merchandise. However, it is expected that such a trend is going to decrease. In the future the banks are expected to disclose their APIs. In addition, in fields where it is difficult for a single bank to detect needs and propose solutions, new kinds of service providers that are able to propose solutions by cooperating with multiple banks may be increased. In order to make this possible, it is necessary to advance the security technology to cover both the banks and the new service providers. With regard to security that NEC has made, please refer to “Improvement of Financial Service Safety by Promoting Cyber Security Measures” in this issue.


  


  
    4. Example of a Project Aimed at the Age of New Technology-Financing Relationships


    NEC founded “brees Corporation” (hereafter “brees”), a joint venture with SMBC in 2014. This is a collaboration of NEC and SMBC that has a detailed knowledge on financial operations and which aims at dealing with the varying needs of consumers by creating new businesses that offer bargains for both parties. It is based on the following understanding; a technology should be the core of the business models that solves various issues existing individual consumers’ and entire society. Therefore, NEC tries to learn the financial operations and regulations via the activities at “brees” in order to enhance the strength of planning business models by leveraging the power of technology. Before the start of “brees”, NEC had decided to incorporate the design thinking in cooperation with the NEC Design Center (in order to completely conform to the viewpoints of users). “Empowerment with empathy” used in the logo mark of “brees” shows its strong intention to follow the users viewpoints.
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    5. Conclusion


    Today we live in an age in which the interaction of the various technologies developed since the late 2010’s are bringing about an exponential increase in the development of new technologies. Future developments in technology will have the potential of exerting effects that were unpredictable in the context of previous experience in banking operations. The importance of being human-centric instead of being techno-centric is now being assessed in the context of various keywords that include, human-centric design and design thinking. We are required to free ourselves from the constraints of the past and to avoid technology-orientation by determining the role of technology through unlearning.


    The idea of C&C that was declared about 40 years ago, in the second period of online applications to banking systems, has now almost been fulfilled. This was “early in the 21st Century, it would be possible to talk and see between any persons, at any time, at any place.” In order to resolve the new issues facing technology and society after the C&C declaration, we must continue probing for innovative business relationships and for ideal relationships among the roles to be assumed by the projected supporting technologies.


  


  
    * Linux is a registered trademark of Linus Torvalds in the U.S. and other countries.

    * Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.

    * Java is a trademark and a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.

    * Google is a registered trademark of Google Inc.

    * Apache is a registered trademark or trademark of The Apache Software Foundation.

    * iPhone and iPad are trademarks of Apple Inc. The iPhone trademark is used under license from AIPHONE CO., LTD.

    * All other proper nouns such as product names, company names, logos, etc. that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The era of artificial intelligence (AI) is upon us. The impact of AI and automation technologies on our work and daily lives is more pervasive than many of us realize. The financial industry is no exception. In fact, financial institutions are pioneering the application of AI in business, with utilization of AI expanding at an exponential rate. This paper describes the financial systems to which AI can be applied and shows how powerful AI systems can be built with NEC the WISE - a suite of AI technologies developed by NEC.
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    1. Introduction


    The 21st century has seen accelerating growth in digitized financial services in the Japanese financial industry, with Internet transactions being the most prominent. Driven by the explosive popularization of the Internet and the trend towards financial deregulation, this trend has helped reshape customer relations as customer contact shifts from traditional face-to-face contact to interactive contact using web-based systems where no human intervention is involved. This period has also seen the evolution of Internet-only financial institutions. Today, even advanced loan services such as housing loans - from initial application to conclusion of contract - can be processed entirely on the Internet with no need at all for the customer to show up at a brick-and-mortar office. Similarly, life insurance and other types of insurance can now be applied for and purchased from a smartphone.


    This digitization of financial transactions has led to the steady accumulation of massive amounts of financial and personal data. Today, the financial industry is actively seeking ways to leverage this data to deliver new and improved services. This, in turn, requires that data processing efficiency be improved in order to process all of this data quickly and accurately. This is a task ideal for AI. Already, AI is becoming indispensable - for example, data-based customer analysis is now usually conducted by AI, whereas in the past such scrutiny was usually carried out face-to-face and depended largely on the representative’s intuition and perceptions. Generally, it is becoming more and more common to submit any time-consuming analysis task to AI for high-speed analysis.


    1.1 Areas Where AI is Applicable


    In fiscal 2016 alone, installed AI applications at our financial institution clients, together with prior validation experiments and studies, totaled more than 100 cases. Although AI is being applied in more and more fi elds, the areas where we have worked on AI can be roughly classified into the following five categories.


    (1) Screening


    Creation of credit models for screening business loan applications, credit card loan applications, and housing loan applications, as well as reduction of clerical workload.


    (2) Fraud detection


    Detection of fraud such as fraudulent use of credit cards and cash cards, fraudulent insurance claims, illegal transactions, and transfer scams.


    (3) Marketing and forecasting


    Numerical value prediction to achieve maximum impact at minimum cost, including promotion prediction, demand prediction, and stock price prediction.


    (4) Matching and recommendation


    Creation of opportunities such as aptitude assessment for human resource management and recruitment, M&A recommendations, investment advice (robo-advisors), and product purchase recommendations.


    (5) Collection and analysis of large volumes of data


    Visualization such as analysis of customer comments directed to contact centers, automation of help desks, social data on social media, and analysis of news articles.


    AI is capable of rapidly absorbing know-how and knowledge that takes humans many years to accumulate. It is precisely for this reason that AI is being increasingly applied in financial institutions.


  


  
    2. AI Technology


    What are the AI technologies that we use to support and develop the applications outlined above? In this section, we will take a closer look at NEC the WISE - a suite of AI technologies developed by NEC, three of which are now being applied in financial institution systems.


    2.1 NEC’s cutting-edge  AI Technology Suite: NEC the WISE


    NEC the WISE (Fig. 1) is a suite of cutting-edge AI technologies that maximize human intelligence and creative activities. NEC the WISE represents our commitment to harnessing the wisdom of humans and AI working together to resolve the increasingly complex and intertwined issues society is facing today.
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        Fig. 1 NEC’s cutting-edge AI technologies.
      

    


    NEC the WISE includes technologies that include the world’s number-one and only-one technologies in image and voice recognition, data analysis, and system control. For example, in the area of visualization, practical applications have already been deployed in areas such as personal identification using face recognition at airports and theme parks, as well as authentication at external terminals at financial institutions also using face recognition. In the area of analysis, forecast and judgment, Heterogeneous Mixture Learning, and RAPID Machine Learning (described below), as well as risk control and marketing using Textual Entailment recognition, have begun to be deployed in real-world applications. In the area of prescription - that is, a system where AI posits a solution based on data analysis and prediction - development towards practical use is rapidly underway.


    2.2 Features of NEC’s AI Technologies


    In the financial industry, rapid progress in data analysis is anticipated. Here we look at three NEC the WISE technologies that have an especially wide range of potential applications.


    (1) RAPID Machine Learning


    One of the most promising and best-known AI technologies is RAPID Machine Learning (Fig. 2), a type of software equipped with deep learning technology. When data - whether images, text, and numerical values - are fed into RAPID Machine Learning, it learns while automatically extracting certain characteristics - for example, regularities and patterns - present in the data. Typically, the sheer scale of the computing effort required for deep learning means that it consumes a massive amount of system resources. Compared to other deep learning systems, however, NEC’s RAPID Machine Learning is fast and light weight, which is why we named it “RAPID.”
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        Fig. 2 RAPID Machine Learning.
      

    


    The speed and light weight of this technology means that users can start small with a small-scale system and scale up as required. Moreover, because this software has undergone quality assurance and data is not transmitted to the cloud during installation, it can be safely introduced into an organization’s machine environment even when highly confidential financial data is involved.


    (2) Heterogeneous Mixture Learning


    Heterogeneous Mixture Learning (Fig. 3) is also a technology that generates prediction models based on the data fed into it. However, there is a big difference. Unlike other machine learning technologies, it not only predicts possible results but also can show the basis of that prediction - something only AI can do. Moreover, by using “data partitioning,” it can even generate prediction models when different irregularities coexist in the data.
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        Fig. 3 Heterogeneous Mixture Learning.
      

    


    For instance, in product sales prediction, different prediction models are used for weekdays and holidays. Heterogeneous Mixture Learning automatically partitions data and derives a prediction model from each “partition.” In addition to prediction, it can also be used to uncover new regularities that would escape human detection.


    (3) Textual Entailment


    Textual Entailment is a technology that can recognize when two sentences have the same meaning. Using this technology for text search, you can search for sentences that not only have matching keywords but also matching meanings. In the examples shown in Fig. 4, the original sentence says, “I like apples.” Meanwhile, the sentence saying, “He likes apples, but I don’t,” also includes the words “I,” “apples,” and “like” but has a different meaning. Textual Entailment can correctly adjudicate this kind of difference.
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        Fig. 4 Textual Entailment.
      

    


    It can also be used to extract the meaning of “liking apples” from a tremendous number of sentences and to classify preferences.


  


  
    3. Application Examples of AI Technology in Financial Institutions


    In this section, we discuss examples of AI technology application in three of the five areas listed in 1.1 above.


    (1) Screening


    First, let’s look at a case where loan applications are screened using Heterogeneous Mixture Learning. First attribute data is collected on cases where payments were delinquent or the loan fell into default.


    Next, the data is fed into the Heterogeneous Mixture Learning system so that it can learn from it. Then, the system automatically generates prediction formulas showing what screening items were defaulted on and under what conditions. Subsequently, when a screening target’s data is fed into these prediction formulas which have been developed using the previously partitioned data, the system can determine whether or not to accept the loan application and provide you with the basis for that judgment. Heterogeneous Mixture Learning can help improve competitiveness by reducing costs and screening time, while its most distinctive aspect - that the basis for its judgment can be known - provides the loan manager with useful reference material when it comes to making a final decision. The foundational trends for these judgments also make it possible to understand where improvements need to be made and can also lead to new product development.


    (2) Fraud detection


    Now, let’s look at a case where RAPID Machine Learning is used to detect fraudulent financial transactions. RAPID uses the same learning process as Heterogeneous Mixture Learning; it analyzes previous data in order to build a model that will allow it to predict the future. In this case, data on transactions that were found to be fraudulent in the past needs to be collected and analyzed first. When there is not enough learning data - that is, data on transactions that were definitively concluded to be fraudulent - it can be supplemented with data on transactions deemed suspicious by investigators and systems. All of this data is then fed into the RAPID Machine Learning system, which uses multi-layer neural networks to generate prediction models while automatically extracting the patterns and characteristics of fraudulent transactions at a level of precision only deep learning is capable of. When you feed the transaction data that you want the system to adjudicate into these prediction models, it outputs the degree - with score values - to which the data matches the characteristics of fraudulent transactions. The higher the score value the system outputs, the higher the likelihood that the transaction is fraudulent. Compared to the binary judgment using fixed threshold values, this makes it possible to prioritize investigation targets by turning degrees of suspicion into scores. Moreover, when this is combined with unstructured data such as images and text, it also becomes possible to discover new tendencies that have been thus far overlooked. By providing investigator with a powerful and reliable tool for assessing the likelihood of fraud, we anticipate that this system will significantly reduce the difficulty of fraud investigations.


    (3) Text analysis


    Finally, let’s take a look at a case where comments from customers recorded in contact center histories and entered in questionnaires are to be analyzed. Assuming that words expressing gratitude such as “thank,” “grateful,” and “appreciate” are used as keywords for searching, for example, it is possible that we could find sentences with opposite meanings like, “you didn’t say you were grateful to me.” Excluding hits like this one at a time would be extremely time consuming. However, because Textual Entailment technology is capable of recognizing meanings, it can distinguish a sentence like this from sentences containing the meaning of gratitude and drop it from the results. In this way, sentences with the desired meaning specified can be correctly extracted. The extracted sentences can also be classified into groups such as acknowledgments, claims, and opinions to facilitate analysis.


    For example, when Textual Entailment is applied to news sites or social media sites, it can judge whether articles and postings about a certain product have positive or negative connotations and classify and aggregate them accordingly. This makes it possible to achieve almost real-time understanding of customer comments about products and services, helping hasten feedback into services.


  


  
    4. Evolving AI Technology


    While AI technology is increasingly being applied in a wide range of fields, many tasks remain to be addressed. Data analysis with AI requires repeated preparation and processing of data until the system has completed learning. The majority of data in business systems is stored in relational databases. It usually takes experienced experts called data scientists a few months to select data required to obtain the relevant prediction results and to associate relationships between databases.

    NEC has solved this problem by developing a new AI technology called Predictive Analytics Automation Technology that automates these advanced and complex pre-processing procedures. It automatically creates combinations of data items required for prediction and also generates queries that take those combinations out of the databases. When we tested the data analysis procedure, we confirmed that a procedure that would have taken two months now took only one day. This automation technology will soon be ready for practical usage.


  


  
    5. Conclusion


    In this paper, we have discussed tasks where AI is applicable in the financial industry and how NEC’s AI technologies achieve those applications. As AI technology continues to evolve at an ever more rapid rate, NEC is committed to shaping and directing that evolution to ensure that society benefits from advanced, easy-to-use technology that makes life simpler and more convenient for everyone.
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    Abstract


    The use of robots in various settings to support human lifestyles has recently been gathering momentum.

    In Japan, the reduction of workforces brought about by the falling birth rate and the increase in the aging population is attracting attention to the use of service robots in the fields of customer reception and caregiving.

    This paper proposes methods of utilizing service robots based on NEC’s authentication technologies, such as that of face authentication. In addition, advanced customer communications that can be implemented based on linkages with the authentication technologies are also introduced.
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    1. Introduction


    The greater part of the current Japanese robot market is occupied by industrial robots for use in factories and fabrication plants. Moreover, the market forecast of the Japanese Ministry of Economy, Trade and Industry and NEDO (New Energy and Industrial Technology Development Organization) is forecasting further expansion of the service robot market. It estimates that by 2020 its market scale will grow by 1 trillion yen, which is equivalent to that of the industrial robot market. Service robots are those that perform useful tasks including human reception, security and welfare services in supporting human lifestyles. The scope of service robots has recently been expanding because of the shrinking labor force that is a result of the falling birth rate and the increasing aging population.

    A recent trend is a mechanism to support the automation of operations called the software robot or RPA (Robotic Process Automation) that is being introduced more widely than previously. The authors of this paper are keeping an eye on such trends but intend to focus on the robots accompanying the hardware as the main subject of this paper.

    With such trends in focus we initiated an NEC in-house taskforce for the study and promotion of the usage of service robots in FY2016. Our R&D has been focused on linkages between the service robots of human-shape that are used in the reception services and in the care services and the “NEC the WISE” that implements NEC’s highly accurate AI technologies. In particular we are emphasising the importance of the authentication technologies.

    Linkage of NEC’s authentication technologies such as the face recognition with the service robots makes possible advanced customer communications that are not possible with the robots alone. We believe that this strategy will allow us to create previously unavailable services and standards, including customer networks.

  


  
    2. Linkages between Service Robots and External Services


    In this paper, we introduce the linkages of service robots with external services as a means of giving advanced functionality to the robots. To utilize service robots effectively, it is critical to link them with external services via the network as well as to use the functions already built into them. Linkages with external services make it possible to enhance both quality and quantity of the services provided by the robots

    The general method of linkage between a robot and an external service is to connect to the API (Application Programming Interface) provided by the external service and to use its functions (Fig. 1).
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        Fig. 1 Examples of functions extended by external services.
      

    


    The API is an interface used for the linkage of functions between application software components.


    Because the APIs can be used only as needed at a required timing, it is easy to combine several APIs into a single service or to incorporate an API in an existing service.


    Our taskforce has carried out the connection verification between NEC’s authentication technologies and robots by producing a pilot API for each of the authentication technologies to be verified. We have also developed robot applications for linking robots and APIs and have completed the actual running tests for various kinds of robots.


    In the following sections, we will introduce the kinds of customer communications implemented by the linkages of NEC’s authentication technologies and robots and check the values of the advances thus achieved.


    All or part of the various authentication technologies described below are the results of pilot productions by our taskforce. However this does not mean that NEC promises to provide all of them in the future.


    2.1 Linkage via Face Recognition Technology


    This section describes the linkage between NeoFace, NEC’s face recognition engine, and robots. The face recognition technology enables identification of a person from the image of a human face.


    At NEC, we started R&D into the face recognition technology in 1989. Our technology is highly evaluated as witnessed by the top rankings for four consecutive times in the Face Recognition Vendor Tests of the U.S. National Institute of Standards and Technology (NIST) 1).


    (1) Example of a face recognition linkage application at customer reception


    A robot can identify each person visiting the reception of a financial institution based on face images so that each individual may be accepted appropriately (Fig. 2).
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        Fig. 2 Robot application linked with face recognition technology.
      

    


    In this application, the robot shoots a face image and sends it to the API of the face recognition engine. The face recognition engine collates the face information with the database to see if the face image has already been registered. The collation is not performed using the image itself but uses the face features extracted from the image. Such a set of features extracted in this way is called the “feature quantity”.

    When a face is found in the database, the robot acquires the customer information from the CRM (Customer Relationship Management) by using the ID tied to the face. The CRM has a list of the goods available for purchase. The list is developed by using NEC’s AI technologies and is prepared for each customer. The robot can then use this information in the customer reception.

    The robot can also use its camera to register a face image immediately after shooting it.


    (2) Values provided by face recognition linkage


    When the robot has succeeded in identifying the customer, personalized recommendations are possible as described above. If the customer is not registered in the CRM, promotion of face registration can lead to the acquisition of new sales opportunities (channels).

    Visitor reception by robot is expected to lower the psychological hesitation level of customers worrying about “would I be forced to buy something?” This is one of the advantages of the customer reception by robot compared to human effort.


    2.2 Linkages between Image Recognition Technology and Robots


    This section deals with the linkage of the GAZIRU, NEC’s image recognition service, with robots. Image recognition is a technology that links a recognition target with a camera and identifies the image on which it is based.

    The GAZIRU service can recognize video displayed on a TV screen or digital signage as well as still images in magazines and brochures. In addition to such 2D materials, it can also recognize industrial products with defined shapes, such as automobiles, as well as natural objects with undefined shapes such as flowers and cooked dishes (Fig. 3).
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        Fig. 3 Examples of objects recognizable with GAZIRU.
      

    


    Individual products have unique patterns called object fingerprints, just like the human fingerprints. Identifying object fingerprints enables the traceability management of objects for use in regularity judgements and in the management of specific goods.

    The core technologies of GAZIRU have achieved excellent results in important trade contests worldwide. In Japan, the object fingerprint technology received the Economy, Trade and Industry Minister Award of the Grand Prix of Advanced Technology in 2016.


    (1) Example of an image recognition linkage application


    When a robot is linked with GAZIRU, passing a product brochure above the robot’s camera enables the robot to provide an explanation of the product (Fig. 4).
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        Fig. 4 Robot application for linkage with image recognition technology.
      

    


    The robot sends the image shot with the camera to GAZIRU, which collates the image with the objects pre-registered in the database. As in the case of face recognition, the collation does not use the image itself but uses the “feature quantity” extracted from the image so that high-speed processing becomes possible.

    Collation with the goods information database enables the acquisition of detailed information on each product for use at customer reception.


    (2) Value provided by image recognition linkages


    As seen here, a robot can provide explanations to customers by identifying real world objects and by adding information dynamically to the results. The information refers dynamically to information not given in the brochures, such as the price and inventory count.

    Customers can benefit from the up-to-date information given by the robot in their selection of goods.


    2.3 Linkages between Speaker Verification Technology and the Robot


    NEC’s speaker verification technology performs collation between a preregistered voice database and a recorded non-programmed voice in order to identify the speaker with high accuracy.


   (1) Example of a speaker verification linkage application


    When a robot is linked with the speaker verification, the voice recorded with a microphone is sent to the API of the speaker verification engine to identify the voice of the person speaking.

    Such a voice-based personal identification is usable in scenarios where authentication methods such as face recognition are unavailable, e.g., in a poor camera installation environment. As words different to those used in recording can also be matched, collation is possible in the course of natural conversations.


   (2) Value provided by speaker verification linkages


    The capability of voice-based personal recognition enables detection of a VIP guest or a complainer without letting them know that they are identified. In this way, a VIP guest can be treated specially by eliminating unnecessary procedures so that customer satisfaction may be expected to improve. On the other hand, a complainer can be handled by an experienced attendant in order to forestall a problem before it could occur.

    Compared to other authentication technologies, we believe that speaker verification is an effective technology for dealing with such special circumstances.


  


  
    3. Issues and Countermeasures before Extended Deployment


    As described above, the combinations of NEC’s various authentication technologies and robotics can in many cases provide new values;


    
     
   　 1) recognizing a person and recommending optimum choice of goods;

   　 2) recognizing an object and offering useful information to support goods selection;

   　 3) improving service quality and preventing problems in advance without the user being aware of it.

    


    On the other hand, from consideration of extended deployment of robots, linkages with external services may present some issues.


    (1) Lead time for authentication processing


    For example, let us assume a case in which the face recognition described in section 2.1 is used as an external service.

    Highly accurate authentication requires a highly stable image that shows a face clearly. To fulfil this requirement, the robot shoots the user’s face successively and sends the images repeatedly to the external service until a face image is obtained at a clarity level that permits collation. Although fast processing with less delay is required in order not to let the user be aware of the lead time, the time taken for the transfer of images cannot be ignored.


    (2) Lead time reduction method


    It is first required to prepare a computer that is connected to the robot via a low-delay, high-speed local network such as Wi-Fi. Next, it is also necessary to devise a method for processing the feature quantity extraction on such a computer (Fig. 5).
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        Fig. 5 Wait time reduction method.
      

    


    The feature quantity data volume is a few kB, which is only around 1/1000th of the camera image data. Sending only small volume of feature quantity data to an external service can significantly reduce the lead time for transfer processing and also increase the overall speed of the processing.

    Such pre-processing can also be implemented by the robot alone.

    However far the universalization of robot hardware and software is advanced, it is nevertheless a fact that many constraints will remain. Consequently, we at NEC believe that the optimum procedure should be to perform complex processing externally to the robot.

    Furthermore, we consider the robot to be a device suitable for providing the following two functions;


    
     
   　 1) Input to a camera or microphone, etc.;

   　 2) Output of motion, LED or audio speakers.

    


    Another key point that we should note in linking an external service and a robot is to ensure its security. Measures suitable for function enhancement would be the encryption of communication paths, distributed placement of data and impersonation prevention.

    Our team is tackling R&D enhancement on a daily basis in order to enable these solutions to take on concrete forms.


  


  
    4. Conclusion


    There are innumerable circumstances in which service robots may be applied as an alternative work force for dealing with the anticipated reduction of labor input that will face Japan in the future.


    For example, many enterprises and local government organizations have already started significant programs for supporting watch-over and recreation services at the assisted living service facilities for seniors.


    As international big events are scheduled to be held in Japan in the near future, it is also expected that multilingual services to support inbound tourists will by then be even more necessary than previously.


    In order to meet these needs promptly, it will not only be necessary to make full use of the technologies possessed by NEC but also to implement seamless linkages via the incorporation of a wide range of external services. Linkages with the mission-critical systems of each customer will also become indispensable. The NEC taskforce is determined to continue our current activities in realising our mission.


  


  
    *Wi-Fi is a trademark and/or a registered trademark of Wi-Fi Alliance.

    *All other proper nouns such as product names, company names, logos, etc. that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    As businesses and entrepreneurs begin to understand the power of IoT to create a dynamic and seamless network of devices interacting behind the scenes, interest in, and demand for, IoT solutions is growing rapidly. The range of IoT solutions is expanding rapidly, encompassing not only quality/operation control, Home Energy Management Systems (HEMS), and security, but also such applications as life care and healthcare, well as autonomous cars and driving support systems. This paper introduces advanced wearable device-based personal IoT solutions (self-monitoring systems) developed by NEC and reviews challenges for the future.
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    1. Introduction


    The next step in Internet evolution, the Internet of Things (IoT) is upon us, creating an invisible network fabric that allows IoT-enabled products to communicate with one another via the Internet. Organizations and enterprises around the world are rushing to leverage the power of this new technology in fields such as quality control and automation. This trend is propelled by advances in compact design, falling prices for the sensor components needed to capture or monitor the status of “things”, massive increases in the speed and capacity of communication lines which have reduced the cost of data transfer, and rapid development of advanced analysis technology that exploits the power of AI.

    Leading providers of IoT solutions have already developed and marketed solutions targeted at the manufacturing and energy fields such as quality/operation control, assembly line control, and energy demand prediction, as well as consumer-oriented solutions such as households such as home energy management systems (HEMSs). Currently, they are expanding into life care (mibyo [Chinese medicine-based disease prevention]/health promotion) and healthcare (preventive medicine/early detection), as well as autonomous cars and driving support systems. They are committed to helping achieve IoT-supported health/medical services and autonomous driving functions through industry-academia-government collaboration. They expect to continue to expand IoT into new fields in the future, while innovating ever more sophisticated IoT solutions in otheir existing areas of expertise.

    The financial sector, for example, has always been one of the first to recognize the power of new computing and communications technology. “InsurTech”, which integrates insurance and technology to generate more dynamic and flexible insurance products, is dramatically reshaping the insurance industry, and a variety of insurance products that take advantage of IoT are already being developed. Health promotion insurance and telematics insurance now offer services that not only discount the insurance charges for customers whose behaviors make them low risk, but also provide tools that encourage the insured to change their perceptions about healthy activity and safe driving. Efforts are also underway to develop solutions that will help customers prevent and avoid risks, as well as to utilize biometrics to help minimize the burden in the event of an actual occurrence.

    Against this background, issues such as protection of privacy are becoming more urgent and more complex. In Japan, for instance, the Amended Act on the Protection of Personal Information was fully enforced as of May 30, 2017. This amendment includes new provisions on how to handle anonymous processing of personal data in order to prevent identification of specific individuals. A number of significant mandatory regulations are now in place that must be followed before anyone can utilize IoT sensor data as big data.

    In the following pages, we will look at the personal IoT solutions (self-monitoring systems) NEC is currently developing, discussing not only the wearable devices which collect data at the user end, but also the interaction of these devices with analytic systems in the cloud and the protection of private information.

  


  
    2. Examples of Wearable Device-Based IoT Solutions


    2.1 NEC Wearable Device Functions That will be Incorporated in Our Self-Monitoring Solutions


    A wearable device is a generic term for an ICT device that can be carried around by being either on the head, an arm, the body, or a leg. Wearable devices come in a variety of different configurations, including head-mounted displays, smartglasses, smartwatches, accessories, clothing, and even shoes. The Self-Monitoring Solutions currently being developed and tested by NEC use a smartwatch to collect and monitor data.

    Sensors incorporated in the smartwatch used for self-monitoring obtain and measure data on the condition of the person wearing the device, as well as the ambient and environmental conditions surrounding the wearer such as pulse, acceleration, temperature, humidity, and location (Fig. 1).
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        Fig.1 Examples of information that can be obtained by wearable devices.
      

    


    Using wireless networking (Wi-Fi and Bluetooth), the collected data is transmitted to a server in the cloud via smartphone. Analysis of that data together with other sensor data and system information makes it possible to estimate the wearer’s condition at various times.


    Once the data has been analyzed, it is also possible to vibrate the smartwatch based on preset rules according to the results. The smartwatch incorporates a vibration on/off function and vibration pattern, duration, and interval adjustment functions that can be combined in various ways to notify the user of multiple items of information. This will enable the device to be used under conditions where the wearer is busy with a task and cannot free their hands or where they do not want to let other people know the notified information.


    2.2 The IoT Platform That Supports Our Self-Monitoring Solutions


    NEC’s Self-Monitoring Solutions will be supported by NEC’s IoT platform called “NEC the WISE IoT Platform” (Fig. 2).
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        Fig. 2 Configuration of “NEC the WISE IoT Platform.”
      

    


    The “NEC the WISE IoT Platform” will make possible the following: (1) utilization of efficient data collection systems and analysis engines using leading-edge technology such as AI, (2) rapid construction of systems using modular building block structures, and (3) construction of secure and highly robust systems. NEC has leveraged this IoT infrastructure to facilitate the development and expansion of IoT solutions - such as the Self-Monitoring Solutions - for a wide range industries and businesses, as well as public organizations and infrastructure.


    2.3 Case Studies


    Currently, NEC is conducting validation experiments with customers and in-house testing of our Self-Monitoring Solutions.


   (1) Driver Self-Monitoring Solution


    This solution is intended for professional taxi, bus, and truck drivers; it detects and notifies the degree of fatigue (drowsiness). When the degree of fatigue (drowsiness) exceeds the pre-specified threshold, a notification (vibration) will be sent to the smartwatch-type device the driver is wearing (Fig. 3). This makes it possible for the driver to take a break or do some stretching exercises to refresh themselves so that they can continue to drive safely. Also since the administrator can check the driver’s notification history on a webpage, it is possible to design operation management and guidance systems to help prevent accidents - such as enhanced alerts on routes and schedule reviews - by combining the obtained data from the drivers with the drive recorder and GPS information.
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        Fig. 3 Conceptual diagram of Driver Monitoring Solution.
      

    


   (2) Elderly/Care Receiver Self-Monitoring Solution


    Targeted at the elderly and people who need nursing care, this solution detects conditions that deviate from normal and notifies families and caregivers (Fig. 4). Thanks to the ability to measure sleep conditions, we think this solution will help families and caregivers become aware of any changes in condition at an early stage - even if the care receiver is not aware of any problem. This solution will make it possible for families and caregivers to use their smartphones or PCs to reference information about current conditions with analysis based on comparison between current conditions and past history data. Emails and texts can also be sent to families and caregivers to alert them of conditions that may indicate a problem. In other words, even if families that are far way can easily monitor the condition of an elderly relative or loved one in care.


    
      [image: 160207_04.jpg]

      
        Fig.4 Conceptual diagram of Elderly/Care Receiver Monitoring Solution.
      

    


  


  
    3.Important Points to Consider When Offering Self-Monitoring Solutions


    NEC’s Self-Monitoring Solutions is a set of value-added services designed to complement the everyday life behavior of the targeted user. This means that the services should be offered in such a way that the user does not experience any discomfort or inconvenience regardless of where or when the services are used. Furthermore, comprehensive security measures are of paramount importance. As the user’s personal biological data is being handled, it is essential these services be safe, reliable and secure.

    In this section, we will discuss in detail key points that need to be kept in mind when developing and providing Self-Monitoring Solutions.


    3.1 Critical Elements of Self-Monitoring Solutions


    (1) Timely detection and warning sign alerts


    When monitoring such critical conditions as the degree of fatigue of a truck driver or the physiological state of an elderly person or anyone in care, it is imperative to ensure that communications are stable and not subject to any problems that may affect communication with servers in the cloud.

    Since the Self-Monitoring Solution is not a medical service, its ability to accurately assess the user’s condition is limited. However, it is important that any signs of potential risk be detected and notified in a timely manner.


    (2) Free from discomfort or inconvenience in everyday life


    The Self-Monitoring Solutions are designed on the assumption that wearable devices are used every day, so it is not only necessary that they be as comfortable to wear as possible, but also that they be as easy to operate as possible. It is also desirable that a selection of devices be available to choose from and that their operation be customizable, and that they be capable of adjusting to specific individual requirements and preferences.


    (3) Security measures


    The biological data obtained and measured by wearable devices is highly personal and should be considered private. Thus, it is absolutely essential that the collected data be handled with the utmost care and discretion. Smartphones and wearable devices used to collect and transmit self-monitoring data have a high risk of being lost or stolen, so measures must be taken to ensure that the device cannot be misused in the event it is lost or stolen. Moreover, prior to analyzing collected sensor data and other data, data should be masked to prevent the specified individual from being observed.


    3.2 Future Prospects of NEC’s Self-Monitoring Solutions


    (1) Processing of detection and warning sign alerts on edge device where possible


    In solutions where real-time risk detection and assured notification are required, we think that the functions should be allocated to the edge device as much as possible (Fig. 5). If functions such as detection and warning sign notification are only available on the cloud, there is a risk that they may become unavailable if communications are unstable or are interrupted due to the location or activity of the user. There is also the possibility of temporary processing delays when a failure occurs on the server in the cloud or when loads get too high. For this reason, in our validation testing, we made the service usable anywhere by allocating detection and notification functions to the smartphones used as edge devices.
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        Fig. 5 Allocation of functions in edge devices.
      

    


    In the meantime, there is limitation in the processing which requires high-level, high-speed edge analysis. Depending on the function being offered, it is important to be able to flexibly determine whether the service should be offered on the edge device or in the cloud.


    NEC is now developing edge gateways that will help achieve real-time control using distributed processing, while promoting adoption of container technology that will help achieve flexible and prompt portability. By proceeding with these developmental efforts, we are confident that we will be able to offer Self-Monitoring Solutions that are not restricted by location or time.


    (2) Expansion of usable wearable devices


    Currently, NEC is conducting research and development of a wearable hearing device that collects personal biological data and sends notifications via voices (Fig. 6).
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        Fig. 6 Features of a hearable device.
      

    


    Wearing the device on the ear makes it possible to capture user data and to manage data acquisition and operation without the user having to be conscious of the user interface. We believe that the utilization of hearing devices will enable us to offer new Self-Monitoring Solutions featuring biometric authentication that takes advantage of the ear’s acoustic characteristics and location positioning that uses a geomagnetic positioning system that takes advantage of AI and can operate even in locations where GPS cannot be used such as underground and inside buildings.


    (3) Enhancement of security measures while ensuring convenience using biometric authentication


    Password-free authentication technology using biological data is expected to replace conventional technologies that use IDs and passwords in the near future. Prominent among these new systems is Fast Identity Online (FIDO). The FIDO system securely stores biological data on the client side (smartphone in the Self-Monitoring Solutions) only. No biological data is transmitted to the server in the cloud when authentication is executed. This makes it possible to execute safe online authentication while maintaining privacy. To avoid problems in the event that the FIDO-enabled device is lost, encryption and obfuscation measures are provided in combination with mobile device management (MDM) functions. This maximizes safety and security.


    For users, convenience will be improved because they no longer have to enter their IDs and passwords, making authentication a much simpler operation. It also eliminates the risk passwords being forgotten or stolen.

    NEC possesses the world’s highest level1) of technology in fingerprint and face recognition. We are also performing research and development in various biometric authentication technologies such as finger veins, palmprints, DNA analysis, iris, voiceprints, and the acoustic characteristics of ears. These will be incorporated according to specific requirements in the Self-Monitoring Solutions.


  


  
    4. Conclusion


    NEC will continue to expand the applicable fields of wearable device-based Self-Monitoring Solutions. We are currently investigating systems that use vital sign data to support health management of employees, to manage the daily life of mental health patients, and to communicate with the elderly via hearing devices.


    By actively utilizing wearable devices, people will not only be able to capture what is currently happening around them but also predict what will happen in the future earlier and more accurately. At NEC, we are pushing forward with the development of devices that will make it possible to feed the data back to us so that we can adjust our behaviors based on those forecasts. As these solutions become more pervasive and effective, we are confident that they will contribute in immeasurable ways to making people’s lives safer and healthier.


  


  
    *Wi-Fi is a registered trademark of Wi-Fi Alliance.

    *Bluetooth is a registered trademark of Bluetooth SIG, Inc.

    *FIDO is a trademark of FIDO Alliance.

    *All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Illegal access to online services using personal authentication IDs and passwords still remains a security threat. This paper introduces the approach of FIDO in using biometrics to provide mobile terminals with secure online authentication that will not be “forgotten, lost or stolen.” This strategy, which includes facial recognition, a technology in which the NEC excels, is implemented without transmitting or storing “information required for authentication, such as biometric information,” either to or in the server. An advancement of the financial services by using FIDO and API-GW is also achieved.
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    1. Introduction


    The ID and password have traditionally been the most popular mechanisms used in user authentication for online services on the Internet. However, it has been pointed out that these mechanisms have problems in security including those related to illegal access. Particularly with regard to the financial institutions that are prone to the recurring damage incurred by illegal transfers. Aiming at reducing dependency on the password authentication that accompanies such troubles, FIDO (Fast IDentity Online) is attracting attention as a new means of online authentication that makes use of the biometric technology.

    Since the foundation of the FIDO Alliance in 2012, the technological specifications of FIDO have been expanded with the aim of standardizing the password-less authentication for online services. It is based on the stance of establishing an authentication standard offering both firm security and ease of use. De facto standards are being developed by the participation of major players in the related fields, such as financial ventures, communication carriers and security vendors1).

    Some financial institutions from outside Japan have already implemented FIDO-based Internet banking services2). Japanese financial institutions are also expected to advance utilization of FIDO by considering the safety and convenience of biometric authentication in various consumer-oriented services such as in Internet banking.

    This paper introduces the advancement of financial services by utilization of the FIDO biometric authentication technology.

  


  
    2. Background to the Use of Biometric Authentication


    It has been reported that about 80% of personal authentications in online services employ IDs and passwords3). The number of recognitions of illegal accesses, including impersonations, was 2,051 in FY2016. Once such illegal accesses were successful, 74.6% of the subsequent actions taken were “illegal money transfers in Internet banking.” (Source: Status of illegal access actions (National Police Agency, Ministry of International Affairs and Communications, and Ministry of Economy, Trade and Industry)).

    According to the Report on the Survey of Online Personal Authentication Systems issue by IPA, about 70% of users have a basic knowledge on what a safe password is, but only 13% of them actually set safe passwords. With regard to businesses, less than 10% of them offer authentication methods other than IDs and passwords. This deficiency is combined with concerns that authentication using a device presupposes the possession of a dedicated device and that the tightening of the password policy risks reducing the service usage rate.

    As a means of solving the security risks lurking in traditional authentications based on knowledge (password, etc.) or possessed item (IC card, key, etc.), attention is being focused on the biometric authentication technology as shown in Fig. 1.
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        Fig 1 Merits of biometric authentication.
      

    


  


  
    3. NEC’s Approach to Biometric Authentication


    At NEC, we have been engaged in R&D and business deployment of biometric authentication for more than four decades (Fig. 2). Today we can boast of fingerprint identification and face recognition technologies at the world’s top level 4) 5).
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        Fig. 2 NEC’s approach toward biometric authentication.
      

    


    Moreover, the devices providing the service have changed significantly from PCs exclusively to include mobile terminals (smartphones or tablets). It has now become a standard procedure to perform authentication in applications on mobile terminals. As these terminals are now provided with a camera and/or fingerprint sensor as standard, it is quite easy for them to utilize biometric authentications such as the face and voiceprint recognition, and fingerprint identification.

    Perceiving the necessity of deploying biometric authentication technology on the server side to mobile terminals based on the technical background described above, we are now able to provide a face recognition engine at the level of the world’s highest proven accuracy and performance<sup>5)</sup>. This has thereby been improved even further for use in mobile authentications (Fig. 3).
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        Fig. 3 Estimated accuracy of face recognition for mobile authentication.
      

    


  


  
    4. NEC’s Approach to the Authentication of Mobile Customers


    At NEC, we employ the NC7000-3A series integrated authentication platform to provide various authentication services such as the SAML2.0/OAuth2.0/OpenID Connect/OTP (One-Time Password) services for the customers of major carriers.


    The NC7000-3A authentication platform has recently been enhanced by the addition of the FIDO biometric authentication in the line-up of its services (Fig. 4).
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        Fig. 4 Overall image of NC7000-3A
      

    


    4.1 NC7000-3A – An Approach to authentication technology offering both security and convenience –


    Traditional mobile terminal services have been enjoyed without imposing burdens on the limited user interface (UI) environment of mobile terminals. This is due to the network access authentication that is provided by the communications carriers as the mechanism for recognizing users without IDs or passwords.


    The dissemination of smart phones has increased mobile accesses that do not pass through the networks provided by communications carriers. As the network access authentication of users cannot be applied to this environment the users are required to perform user authentications involving troublesome operations. These include the input of ID or passwords, in order to access the safe use of services.


    In order to deal with this situation, NEC introduced an authentication security solution in 2012 that offers both security and convenience by making use of the high-security certificate technology. We have also been promoting advances in this field, by for example providing late in 2016, a unique device authentication function.


    4.2 Outline of FIDO


    Roughly speaking, FIDO includes two kinds of standards; 1) UAF and 2) U2F.


    
     
      (1) UAF stands for “Universal Authentication Framework” and defines the standard for authentication using a FIDO-compatible device, without using a password.

      (2) U2F stands for “Universal Second Factor” and defines the standard for two-factor authentication.


    


    In the following section, we describe our approach toward 1) UAF, which is a biometric authentication.

    One of the most significant features of FIDO is that any information tied to an individual, such as biometric information, is not transmitted outside of the terminals. As the biometric information such as face features does not flow on the network, nor is it stored in and/or leaked from the servers of the service providers, the system safety is enhanced considerably.

    FIDO makes the above possible by means of the two phases of 1) personal authentication is performed inside each terminal; and 2) only “the result of personal authentication” on the PKI base is transmitted to the server side.

    Specifically, after the authentication tool called the “Authenticator” inside the user device performs the personal authentication based on the biometric information, etc., the authenticator attaches the signature to the personal authentication result. This is done by using a secret key and the result is then transmitted to the server side. The server then verifies the signature using a preregistered public key in order to complete the authentication. A pair of secret and public keys are generated and registered at the time of user registration.


    4.3 A Usage Example


    The login procedure using FIDO is extremely simple for the user. A typical example of the authentication procedure is to press the login button and place a finger on the fingerprint sensor on the smartphone or by showing the user’s face towards the camera (Fig. 5).
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        Fig. 5 Example of login using FIDO
      

    


    4.4 NC7000-3D-FS (FIDO Service)


    The 3A-FS is an authentication software product compliant to FIDO UAF 1.0. It features user high convenience and safety thanks to its biometric authentication.

    The 3A-FS has a configuration shown in Fig. 6 and provides; 1) FIDO Server, and; 2) FIDO Client/ASM/Authenticator (fingerprint and face recognitions).
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        Fig. 6 Configuration of NC7000-3A-FS.
      

    


    The product may be used by server or client alone, and is certified to comply with the FIDO specifications as one of the certified products* of the FIDO Alliance6).

    It is the first Japanese product to have acquired the certifications for both the server and client (NEC survey as of December 2016) and it can provide a one-stop service of FIDO biometric authentication.

    In order to implement “multimodal authentication” we are planning to incorporate other technologies such as vein and voice print recognition in this product. These are biometric authentication technologies that identify users by using multiple pieces of biometric information. The product is attracting the attention of financial institutions worldwide as a promising means of personal authentication and it is positioned as one of the solutions expected to offer greater usage flexibility. It is being studied as a next-generation authentication method that offers higher reliability and usability than the ID and password method.


    4.5 Security Proper to NEC


    What is noticeable in recent mobile application developments is that the attacks on terminals are increasing compared to those of servers. With a mechanism that utilizes the terminals to store authentication information and perform encrypted computations, the security inside the terminals is important. The FIDO Authenticator of the 3A-FS incorporates a unique security module based on the information on the terminal side, and this security module is protected by a strong obfuscation function. This design prevents abuse and hacking by malware or external malicious applications.

    At NEC, we have long been conducting research into the encryption methods at the security department of our Central Research Laboratories. We are therefore planning to adopt NEC’s latest, unique encryption technology as required in order to implement strong authentication of information leak prevention by means of rapid and secret computations.


  


  
    5. Approach to Open API


    The Japanese Bankers Association has established the “Study Group on Open API” and opened the bank system connection specifications to FinTech enterprises, etc. (open API). This strategy enables the financial services performance to advance based on the linkage of financial institutions and FinTech enterprises, etc.

    In order to allow a financial institution to open its services as API and to safely and conveniently connect the users, banks and FinTech enterprises, etc., a mechanism that authenticates them via biometrics and links the authentication information (or security token) is required.

    As we have already provided the API-GW in an NC7000 series product called the NC7000-WG our system is capable of quickly approaching the security measures required by the open API. For example, by means of an access control linked with the NC7000-3A, which is the biometric authentication platform.

    The combination of the API-GW and integrated authentication platform provides a new platform for the Connected Economy/Open API era (Fig. 7).
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        Fig. 7 Platform of the Connected Economy/Open API era
      

    


  


  
    6. Conclusion


    In the above, we introduce our approach to biometric authentication for mobile phones. This is being undertaken concurrently with the advancement of financial services by introducing FIDO in financial institutions. We are also advancing the technical development and commercialization of products by combining our unique security technologies. We aim also to deploy our technologies and products in support of IoT security solutions in various fields, including for digital terminals and home appliances connected to the Internet.



  


  
    *FIDO is a trademark of FIDO Alliance.

    *OpenID is a registered trademark of OpenID Foundation (USA).

    *Android is a trademark and/or a registered trademark of Google Inc.

    *iOS is a trademark or registered trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.

    *All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    This paper introduces NEC’s approach to a rapid mobile application development platform and services designed to meet the era of API and “mobile first.” NEC can boast of an established history in server development. In providing the “API-driven” development techniques for the rapid mobile app development platform, we intend to make the best use of our innovative technologies and proven expertise.

    We are also planning to enhance API and the services that are necessary for the provision of mobile applications. The corporation will provide a development platform that is suitable for an SoE era that generates highly advanced financial services as well as savings in both time and cost. This will be achieved by API integration that will integrate the businesses that have previously been built with SoR into API, as well as by our application developments that leverage the various published APIs for implementing “open innovation”.
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    1. Introduction


    Recent financial systems have often attempted to create businesses based on a full command of the most advanced technologies or by automating or improving the efficiency of developments in the financial field.

    In particular, the rapid development of digital technology has led to the creation of new services by FinTech enterprises that apply technological innovations to financial operations, etc. The release of services of financial institutions and FinTech enterprises via the API (Application Programming Interface) may also accelerate the advancement of linked financial services. In the future, it is expected that service advancements via API will expand not only in the financial sector but also in other businesses. At the same time linkages between financial businesses and other business fields may be expected via API.

    Under such conditions, the application development is shifting from the traditional forms of development as performed from scratch to adoption of the API-based developments. The terminals providing the services are also shifting from PCs to the mobile terminals carried by individuals.


  


  
    2. Outline of Rapid Mobile App Development and Service Provision


    At NEC, we adopt mainly the following approaches to developments in the API and “mobile-first” era.


    
    (1) Deployment of rapid development technology traditionally cultivated for the server side to the mobile domain;

    (2) Enhancement of the API and services required in mobile app provisions.

    


    Above mentioned (1) is discussed in the introduction of the development process and development platform (architecture tool) in section 3 below, and (2) is discussed in the functions related to the API and provided services in section 4.


  


  
    3. Development Platform


    3.1 Development Process


    At NEC, we have been contributing to an early start-up of systems by means of a hybrid development process that introduces agile development in the upstream process where the user requirements tend to fluctuate (requirement definition and basic design).


    We have advanced the hybrid development process to the “API-driven development process,” with which the API consumer side and API provider side can be developed independently based on the API (Fig. 1).
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        Fig. 1 API-driven development process.
      

    


    The API-driven development process can separately develop the UI that progresses rapidly and the business logic that progresses slowly by implementing a loose coupling between the development on the API consumer side and that on the API provider side. This strategy makes possible system developments capable of long-term stable operations that focus on lifecycles (Fig. 2).
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        Fig. 2 Application lifecycle.
      

    


    We are advancing the development process by taking into consideration the application of key technologies such as the Consumer-Driven Contract* and micro-service to enterprise systems.


   3.2 Mobile Application Architecture


    For the application architecture, we adopt the hybrid architecture, which features both the development productivity and portability of web apps and the device-specific functions of native apps (Fig. 3). The hybrid architecture can localize the effects of changes and thereby enable us to reduce the “Time To Market” and development/maintenance costs.
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        Fig. 3 Hybrid architecture
      

    


   Implementation of hybrid architecture needs a mechanism capable of providing a function for bridging between web apps and native apps.


   At NEC we achieve this by using a secure browser that expands the WebView components and concentrates the knowledge that has been refined via a large number of mobile projects (Fig. 4). The secure browser allows web apps to utilize the device-unique functions (biometric authentication and internal device linkage) via the API.
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        Fig. 4 API linkage making full use of secure browsers.
      

    


   For the web apps that should be mass-produced, we adopt the Angular2 full-stack framework and the TypeScript secure coding-capable static language in order to implement robust, high-quality apps in a short delivery term and with a high productivity. In addition, the Bootstrap (CSS framework) is used for easy implementation of responsive apps that can be applied to multi-browsers and multi-devices using a single source.

   It is expected that the business logic that used to be executed on the server side is going to be executed on mobile devices more frequently than at present. Therefore, we are enhancing functions such as code obfuscation to cope with malware and falsification in order to expand safe and secure use of the mobile applications in the financial domain.


    3.3 RMAD (Rapid Mobile Application Development) Tool


   Because of the rapid development of technological innovations, development in the mobile application domain necessitates a shift from the traditional coding approach using native development tools to development using RMAD tools. NEC has introduced the concept of RMAD early by means of the Real-time Development Designer (which generates the design document and web application automatically by designing the application using a WYSIWIG-based GUI) (Fig. 5). Backed by our rich history of achievements and the latest technologies, the Real-time Development Designer enables early implementation of value-added mobile applications that can cope with rapidly changing business environments. This is achieved in actually running the application by utilizing the API that is a corpus of business assets, while checking the UI that involves contact with customers.
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        Fig. 5 RMAD (Rapid Mobile Application Development) tool.
      

    


   The Real-time Development Designer has the following features.


    (1) OpenAPI Specification to support API-driven development


   For the RESTful API, the OAI (Open API Initiative) announced by Linux Foundation is conducting standardization of the OpenAPI Specification based on the Swagger Specification.

   The Real-time Development Designer incorporates the API defined according to the OpenAPI 2.0 Specification and it provides the functions for automatic UI generation based on the predefined display layout (scaffolding) and linking the existing UI, API parameters and events graphically.


    (2) The possibility of early specification checks by actually running an application while utilizing mock data


   The Real-time Development Designer can design the SPA (Single Page Application) featuring graphical use of HTML5 using the screen transition editor and screen editor. It is also capable of responsive web design using Bootstrap and the web component function of Angular2 to enable efficient design of the UI of SPA. In addition, it provides the display input/output data in the form of Excel-format mock data so that the specifications can be checked while running the application.


    (3) Generator for elimination of communication loss during process shifting, prevention of mismatching between design document and codes and the elimination of individual dependency.


   After a specification check using the Real-time Development Designer, the SPA can be generated automatically using the rollout function (pattern generator) as shown in Fig. 6. The auto generation codes implement the MVVM (Model, View and ViewModel) architecture, the Flux architecture (Publish/Subscribe type application architecture adopting single-direction data flow) and highly serviceable architectures separated per interest based on NEC’s abundant SI achievements. This strategy makes it possible to develop applications with uniform quality by eliminating the individual dependency of SPA that often leads to complexity. In addition, it is also capable of generating function design documents to be used in delivery and maintenance.
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        Fig. 6 Real-time Development Designer.
      

    


  


  
    4. MADP (Mobile Application Development Platform)


    Development of mobile applications is required for the prompt provision of basic common components and services necessary for development by using the API in addition to the development process and tools.


    4.1 Mobile Application-common APIs


   The development efficiency of mobile applications is improved by receiving basic functions via API, which are commonly required for the development.


    (1) SDE smart device API


    This provides the functions necessary for maximum utilization of the functions specific to mobile devices. The four main functions are as described below.



    	Functions enhancing the security

DB encryption, file encryption/decryption, inter-app linkage, inter-app authentication linkage, offline recognition, FIDO, linkage with biometric authentication,


    	Functions for linkage with the OS and device

Terminal status acquisition, power status acquisition, location information acquisition, camera control, printer control, barcode reader/QR code reader control, RFID radar control, beacon detection, NFC detection, sensor linkage, robot linkage, image authentication, etc.


    	Functions for linkage with the cloud

Log output, file uploading, data synchronization, push notification, server authentication linkage, terminal situation linkage (terminal status acquisition, radio wave status acquisition, location information acquisition, terminal setting), terminal remote control, file uploading, etc.


    	Enhancement of user interface

Electronic signature, smart UI (card deck, slide card, meter value input support, balloon help, file listing/selection, etc.





    (2) mBaaS (mobile BaaS)


    This provides server-side services for utilization of mobiles.



    	FIDO biometric authentication

A FIDO biometric authentication service is provided in addition to existing means of authentication such as OAuth 2.0 and OpenID Connect.


    	API gateway

An API gateway service linked with the FIDO biometric authentication is provided.


    	Various back service

It is also planned to provide other API services such as the push notification service, text/video chat, voice/OCR keyboard-less input services, etc.





    We at NEC are also planning to provide a platform that supports the digital business service development in the SoE domain by linking various development processes, development platforms, APIs and services (tentatively named WebOrchestra) (Fig. 7).
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        Fig. 7 Overall image of WebOrchestra.
      

    


  


  
    5. Conclusion


    In the above, we introduced our platform for mobile application development.


    In addition to allowing our customers to adopt a speedy response to new deployments in their businesses that result from the acceleration of digital business, we will also support them in building an economical system that will cross barriers between enterprises by utilizing open APIs.


    In the future, we will continue our efforts for the enhancement of mobile application developments by applying the latest technologies.


  


  
    *Android is a trademark and/or a registered trademark of Google Inc.

    *Windows and Excel are registered trademarks of Microsoft Corporation in the U.S. and other countries.

    *Linux is a registered trademark or trademark of Linus Torvalds in the U.S. and other countries.

    *OpenID is a registered trademark of OpenID Foundation.

    *FIDO is a trademark of FIDO Alliance.

    *All other proper nouns such as product names, company names, logos, etc. that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The recent advancement of IT and Internet and the expansion of the scope of service applications has tended to support an increase of cybercrimes that aim at obtaining money or obstructing businesses and services. This trend has resulted in suitable countermeasures becoming an important issue for society.

    In particular, attacks on critical infrastructures are increasing on a worldwide scale. Among them, the increase in attacks that are targeting financial institutions with the aim of obtaining money are most noticeable.

    This paper describes the latest trend in cyber security threats and reviews the potential proposals and issues of financial institutions based on the guidelines given by the Japanese Financial Services Agency. NEC’s approach to issues of cyber security for financial institutions is also introduced.
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    1. Introduction


    Cyberattacks and associated crimes are recently increasing at a worldwide scale and their damage is also expanding. They have a potential of exerting critical damage to national life, particularly in the operators of critical infrastructure of thirteen fields. They include information communications, financing, aviation, railroad, electricity, gas, governmental/administrative services, medical care, water supply, logistics, chemistry, credit and oil. The Japanese Cabinet adopted the “Cyber Security Strategy” as a national strategy on Sept. 4, 2015 in order to systematically promote cyber security measures on a project basis.

    While Japan is attracting attention because of the major international events to be held there in the future, it is also becoming an important target of interest to malicious people and the risk of cyberattacks is increasing in severity.


  



  
    2. Latest Threat Trends


    On December 2016, the Japan Network Security Association (JNSA) announced the Top Ten Security News items (Table 1).


    
    
      Table 1 JNSA 2015 Top Ten Security News Items.
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    Among these, the threats that invite special note from the viewpoint of cyber security of financial institutions are: “DDoS attacks at the largest-ever scale by IoT devices has become apparent” ranked first, “Attention-seeking announcement from Information-technology Promotion Agency (IPA) against attacks aiming at ransomware infection” ranked second, and “Cyberattacks to the information infrastructures of Japan Defence Agency and Self Defence Forces (attacks of national critical infrastructures), which is ranked sixth and is the attack intended to threat key governmental ministries and agencies. All of these need to be assessed continuously as currently being the most important trend threats.


    Although not included in this ranking, illegal money transfers through Internet banking also became a significant news item in 2016, as a threat to financial institutions. In the following sections, the authors describe the main threats related to financial institutions.


    2.1 DDoS Attack by IoT Devices


    Although the DDoS attack is an old attack technique the latest attacks are often using IoT devices as the attack source.


    In late September 2016, the U.S. information security site “Krebs on Security” was put down by the heaviest DDoS attack to date. The malware used in this attack (botnet*), named “Mirai,” was used to attack the site by forming a botnet on the IoT devices turned IP-based, such as web cameras, routers and digital video recorders (Fig. 1). According to the blog of Mr. Krebs, the site owner, the Akamai protecting the site observed at the peak nearly twice the maximum scale of traffic it had experienced in the past (max. 620 Gbps). This attack was accompanied with a subsequent topic when the Mirai source code was published in a hacker forum. The source code was reprinted in the GitHub (shared web service for software developers) so that all may see the details.


    
      [image: 160210_03.jpg]

      
        Fig. 1 Image of Mirai botnet.
      

    


    As this event suggests that any engineer with a certain knowledge of IT can easily perform a similar attack, it should be considered as a major threat.


    The basic environment enabling such an attack is the situation in which the initial ID passwords of IoT devices are not changed and those in which vulnerable ID/password combinations are used with a hard-coded built-in account (Table 2).


    
    
      Table 2 Examples of frequently used careless IoT device passwords.
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    What is necessary for the financial institutions, is for example to re-inspect if the surveillance camera watching the ATM machines use an ID/password combination as described above.


    If a financial institution is exposed to a large-scale DDoS attack, then faults causing direct damage to the users, such as the shutdown of the Internet banking service, are predictable.


    2.2 Ransomware


    Ransomware(Fig. 2) is a kind of malware that locks the infected PC or prevents specific files from being opened. As indicated by the name of “ransom,” the attacker requests a ransom payment to solve the infection. The ransom is often requested in a virtual currency, which is hard to be traced and easy to be cashed.
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        Fig. 2 Example of screen display of Crypt Locker ransomware.
      

    


    The ransomware is not executed directly by the developer, but is distributed using a mailing list after passing through many affiliates.


    When the ransomware is executed and the developer receives money, part of it is kicked back to the affiliates.


    The use of ransomware is increasing rapidly because it can easily be turned into cash and it is therefore very convenient for the attackers.


    If you are infected by ransomware, it is recommended never to obey to the money request and to quickly study means of restoration using backup. This will necessitate a review of the overall backup plan, so that it covers not only PCs but server devices and smartphone devices as well.


    2.3 Illegal Money Transfer Using Malware


    The Year 2016 saw an outbreak of malware “Gozi” (known as also “Ursnlf”, “Snifula” or “Papras”) targeted at Internet banking causing illegal money transfer damage to many financial institutions.


    What is special with this malware is that it is infected by a fishing mail sent in the disguise of a bill. When the user accesses the Internet banking, the ID/password information is taken and used for an illegal money transfer (Fig. 3). In addition, there is also a risk that other kinds of personal information may be taken from the infected terminal. There is also similar malware that can itself execute illegal money transfers. Attacks using various other techniques are also anticipated in the future.


    
      [image: 160210_05.jpg]

      
        Fig. 3 Illegal money transfer fraud method.
      

    


    The countermeasures for avoiding damage from banking malware are mainly taken by the user side. These include carefulness of users and the use of multi-factor authentication, but technology for defence using AI is recently under R&D.


  
    * Botnet: Group of computers remote controlled by instructions sent through the Internet.

  


  


  
    3. Proposal to Financial Institutions


    In its FY2016 Financial Administration Guidelines the Japanese Financial Services Agency has requested the enhancement of cyber security as well as measures for promoting the FinTech. On June 15, 2016 at the Critical Infrastructure Expert Panel (7th meeting) of the National Centre of Incident readiness and Strategy for Cybersecurity (NISC), the FSA presented a report entitled “Cybersecurity Measures adopted by Financial Institutions” (Fig. 4).
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        Fig. 4 Cyber security management indicated by FSA guidelines.
      

    


    Upon receiving these guidelines, NEC identified the following issues that require solution.


    
　　　(1）It is necessary to deepen the understanding of managers of financial institutions about cyber security.


　　　(2）Cyber security is not a transient subject but one that requires continual enhancement. Collaboration across the boundaries between industries are required in anticipation of the big international events to be held in Japan.


　　　(3）The cyber security measures are advanced among major financial institutions but not among the smaller institutions. For the small and medium financial institutions that have difficulties in affording the management of cyber security budgets, it is required to provide low-price services or human resource cultivation services.


　　　(4）The current support systems of cyber security vendors are concentrated with Tokyo vendors and these are unable to cover the whole country.


    


    Cyber security measures are often considered only after something happens. We might pre-empt adverse events by analysing the expected risks properly from the service planning or design stage and to thereby decide the development budget by foreseeing such measures. Since the risks are not constant, they should be reviewed as required in order to be ready for encountering new types of threats. Cyber security is an issue that belongs to the domain in which managers of financial institutions should be involved positively and it is important to deepen understanding of the associated risks.


  


  
    4. NEC’s Approach to Financial Institutions


    Based on the issues recognized in the above, we will deploy the following procedures in our approach to financial institutions.


    (1) Encouragement of management, support for human resource cultivation


   NEC holds various seminars and promotion activities based on individual visits to encourage management to adopt security measures. We also deploy human resource cultivation activities based on our human resource cultivation programs.


    (2) Support for cyber security risk management, provision of technical measures


    We offer support for risk management by analysing risks related to cyber security, etc., and we evaluate specific measures based on the analysis results. As a technical countermeasure, we are promoting measures applying the AI technology in “NEC the WISE.”


    (3) Information exchange with related organizations and information provision service

    We exchange information with related organizations including the Japan Cybercrime Control Center (JC3) and the Center for Financial Industry Information Systems (FISC) to obtain the latest threads and incident information quickly, and also to provide associated information.


    (4) Support for comprehensive cyber security operations (SOC services)

    NEC also deploys independent services via the Security Operation Center (SOC). For the small and medium financial institutions we offer shared SOC services that make use of regional bases. We also support major financial institutions by advancing detection capabilities via use of AI in the SOC operations.


  


  
    5. Conclusion


    In July 2016, NEC’s Financial Systems Development Division and Financial Solutions Division developed a cyber security measure promotion system for the financial domain. This system makes it possible to provide financial institutions with safe security solutions as well as enabling them to benefit from the creation of new values.
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    Abstract


    As the FinTech revolution gains momentum, a key challenge threatens to bring this progress to a crashing halt: cybersecurity. Given the scope, complexity, and dynamism of FinTech solutions, cyberattacks are inevitable, making enhanced security technology indispensable to ensuring future growth. Information leakage is one of the most common vulnerabilities and is still difficult to be prevented completely. The most promising approach to solving this problem is secure computation, which, thanks to its ability to process encrypted data, has proven to be a robust information leakage prevention technology. This paper discusses NEC’s own contribution to Secure Multi-Party Computation (SMPC) technology. In SMPC, data on multiple machines can be processed while maintaining the security of the data on each machine. In addition to explaining the technology itself, we will show how it could work in FinTech applications by reviewing some case studies centering around NEC’s high-speed method and protection of information for authentication.
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    1. Introduction


    FinTech has now expanded to the point where its impact is being felt not only by early adopters and businesses, but by just about everyone. A dazzling range of innovative new financial services are rapidly coming onstream, changing the way we live and work. In such an environment, it is critical to develop reliable security measures to protect against cyberattacks. As FinTech becomes more tightly entwined in our daily lives, security breaches have the potential to cause massive financial losses and undermine confidence in the technology itself. In particular, the use of smartphones, which is a key aspect of FinTech and essential to the introduction of convenient services, poses one of the most significant cyberthreats - namely, information leakage. A 2016 study by MacroMill1) found that when asked for their impressions about FinTech, users ranked fear of information leakage as the highest.


    Since leakage of authentication information can lead to fraudulent settlements and massive leaks through spoofing, especially robust measures are required to prevent this. An industry consortium for passwordless authentication, the FIDO (Fast IDentity Online) Alliance specifies frameworks for safe execution of authentication using users’ biometric information and public key cryptography. However, this is based on the assumption that users’ biometric templates and secret keys are stored “securely” in user terminals or devices. Once a device has become accessible to an attacker - for example, because the user lost the device or it was penetrated by malware - data security can no longer be guaranteed. Moreover, when we take into consideration the fact that the biometric template is sensitive personal information, it is crucial that effective methods be developed to prevent leakage of this data.


    This paper focuses on secure computation, a type of encryption technology that achieves robust prevention of information leakage even against persistent and sophisticated attacks. In particular, we will discuss a type of secure computation called secure multi-party computation on which NEC’s Security Research Laboratories is now focusing and introduce NEC’s high-speed method and its expected applications in FinTech services.


  


  
    2. Secure Computation


    Encryption is an effective way to prevent information leakage even when data is stolen from the system. Conventionally, however, the encrypted data must be decrypted before it can be processed. This makes it possible for attackers to acquire the original data by restoring it if they are able to gain administrator privileges. In secure computation, the original data is never restored; instead, the encrypted data itself is processed, making it impossible for the information to leak even in the case where an intruder is able to appropriate administrator privileges (Fig. 1).


    
      [image: 160211_01.jpg]

      
        Fig.1 Prevention of information leaks using secure computation.
      

    


    Secure computation can be generally classified into two approaches: one is special encryption such that searchable encryption and homomorphic encryption and the other is Secure Multi-Party Computation (SMPC) (Fig. 2). The former, as of now, requires that a different encryption method be designed according to the processing. SMPC, on the other hand, features the ability in principle to handle arbitrary processing by combining SMPC algorithms of basic operations such as “XOR” and “AND”.
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        Fig.2 Classification of secure computation.
      

    


    2.1 Secure Multi-Party Computation (SMPC)


    The processing concept of SPMC is shown in Fig. 3. First, the owner of data a securely distributes a to secret shares x, y, …, and then sends x, y, … respectively to different machines. Computation is performed in a condition where data are always secret shared from inputs to outputs. The result F(a) can be reconstructed with the output shares.
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        Fig.3 Conceptual diagram of SMPC.
      

    


    Because a is secret shared, it cannot be leaked as long as the number of shares stolen by an attacker do not exceed a threshold. Furthermore, SMPC maintains this property even while it is processing the data, so a does not even appear in the memory. This means that data security can be guaranteed even if some of the machines are under the control of an attacker. SMPC makes it impossible for an attacker to gain access even in the case of insider threat where the attacker has a privilege and conventional countermeasures like encryption cannot work.


    Although SMPC is theoretically capable of handling the situation described above, it has until recently remained in the theoretical realm due to the enormous increase in both inter-machine communication and processing required. Over the past few years, however, improvements in algorithms and increases in the speeds of processors and networks have turned SMPC from theoretical possibility to practical reality.


    2.2 NEC’s High-speed SMPC


    NEC has succeeded in the development of a high-speed SMPC system using three machines. Even if an attacker seizes control of one of the machines, it is still impossible to leak any information.


    In SMPC, data processing is expressed in logical expressions of “XOR” and “AND” gates. NEC has achieved a dramatic increase in speed2) by improving the “AND” gate operation by redesigning the secret sharing method and maximizing the amount of processing that can be computed within each machine without communications, as well as by optimizing the processing itself.


    Table below shows the throughput in the case where SMPC is applied to Advanced Encryption Standard (AES), which is used for a standard performance benchmark of SMPC. In this case, encryption is performed while the secret key and data continue to be secret shared. As shown in Table, Company C’s system boasted the highest performance as of December 2016. Since then, NEC’s system has blasted through that benchmark, achieving throughput 400 times faster than Company C’s system achieved in 2013 and 14 times faster than their 2016 results.


    
    
      Table Processing performance of SMPC.
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    In order to evaluate the usefulness of the performance, we applied it to a Kerberos authentication server, which is widely used for directory services. The result showed that it achieved authentication processing at 35,000 queries per second3), far exceeding the criterion for use of Kerberos authentication at large corporations, which is 10,000 per second.


    Meanwhile, security issues of SMP include the problem of malicious operation in the event that a machine is taken over by an attacker. For example, using the machine under control of the attacker, it should be still possible to perform the secure processing and detect the anomaly. The ability of the detection is crucial if the system is to be put into a practical use. NEC is also developing a high-speed and safe system capable of detecting malicious servers in SMPC2).


    NEC’s approach to the increased speed cannot only be applied to SMPC based on the logical operations, but also to those based on the sum and multiplication of arithmetic operations based on secret sharing in the integer or the decimal. For biometric authentication and data analysis, increased speed can be achieved by applying SMPC based on the arithmetic operations. Detailed design and evaluation of algorithms is currently underway.


  


  
    3. Applications of SMPC in FinTech


    3.1 Protection of Authentication Information


   User and device authentication is the starting point for security in most FinTech services including mobile payment. SMPC provides extremely robust protection for authentication data.


    In this section, we will look at two use cases in which authentication data is protected by SMPC. The first case is concerned with the protection of data in FIDO-based authentication. FIDO-based authentication uses biometric data to authenticate users. When the authentication is successful, the user terminal generates a digital signature in the terminal and the authentication server verifies the signature. Fig. 4 shows an example for protecting the template of user’s biometric information and a secret key of the device. In this example, the template and the secret key are securely distributed to the user’s terminal and the secure computation server. When authentication is executed, the user’s terminal and the secure computation server communicate to perform SMPC. This process makes it possible to verify the biometric authentication and to generate a signature for device authentication without restoring the biometric template and the secret key.
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        Fig.4 Protection of FIDO-based authentication information using SMPC.
      

    


    When RSA is used in device authentication as shown in Fig. 4, simple SMPC can be applied using the characteristics of RSA (Fig. 5). The two shares, d[1] and d[2], which are generated from the RSA secret key d so that they satisfy d = d[1] – d[2]. While the user’s device and the server work together, the user’s device generates signature σ for data M that has been made by adding information such as time to RSA authentication challenge m send from the authentication server.
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    Here, N is a public key of RSA, and H is the hash function used in signature generation. Thanks to SMPC, the signature σ can be generated without restoring the secret key d.
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        Fig.5 Multi-party computation of FIDO-based RSA signature.
      

    


    The second case concerns protection of authentication information in the user authentication platform in the cloud. In this case, the authentication platform is assumed to offer user authentication functions to various terminals and services such as POS. With such a massive amount of authentication information registered, the authentication platform requires extremely robust protection. Secure distribution of such a huge quantity of authentication data through multiple servers to perform SMPC makes it possible to prevent information leakage even if one of the servers comes under the control of an attacker.


    Fig. 6 shows an example of biometric authentication. Upon authentication, the terminals securely distribute the biometric template for verification. These shares are separately encoded and transmitted between the terminals and servers. The registered shares for the biometric template are used by the servers to execute SMPC verification processing. In this usage configuration, it is assumed that high-volume authentication is implemented on the cloud side; therefore, the SMPC used here requires high throughput. In 2.2 above, we discussed the practicality of NEC’s high-speed SMPC in the Kerberos authentication. We are also working to achieve practical performance in verification processing of biometric authentication.
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        Fig.6 Application example of SMPC in user authentication platform.
      

    


    3.2 Protection of Customer Information

    FinTech companies provide consumers with an ever-expanding range of services including their purchase histories, collection of relevant information on the Internet via SNSs, bank account information using APIs, and advanced loan and asset management. As these services rely on the collection and processing of massive amounts of customer data, providing enhanced security measures that reliably prevent leakage of collected customer data is critical. SMPC is a proven solution that makes it possible to process data and prevent information leakage from administrators, as well as providing unprecedentedly secure protection of customer information.


    Customer data collected by FinTech companies is the key to competitiveness and innovation. That information can also be used to build even more advanced and sophisticated services by collaborating with other companies to perform combined analysis of data without mutually disclosing confidential information. For example, collaborative analysis could improve the accuracy of customer creditworthiness. SMPC not only makes it possible to analyze combined data without disclosing the data to the concerned parties, but it also prevents third parties from accessing it. In this way, SMPC can provide the security FinTech companies need to leverage their data and utilize it in collaboration with other companies.


  


  
    4. Conclusion


    In this paper, we introduced the concept of Secure Multi-Party Computation (SMPC) which securely distributes data across multiple servers and processes it while keeping it encrypted. We also showed its use cases in FinTech applications where NEC’s high-speed SMPC could be used to prevent leakage of authentication information. In the future, we will continue to improve SMPC performance, while developing its initiative applications with a view to achieving a reliable, efficient security platform that will eliminate the risk of information leakage in FinTech applications.


  


  
    * FIDO is a trademark of FIDO Allianc

    * All other company and product names and logos that appear in this paper are trademarks or registered trademarks of their respective companies.
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  2016 C&C Prize Ceremony


  
    On the late autumn afternoon of November 30, 2016, the 2016 C&C Prize Ceremony was held at the ANA InterContinental Hotel in Tokyo with around 110 attendees（Photo 1）.
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        Photo 1 2016 C&C Prize ceremony.
      

    


    The day’s program began with a welcoming speech by the President of NEC C&C Foundation, Mr. Kaoru Yano. He announced that the C&C Prize this year was the thirty-second one to be awarded so far and that there were 63 groups and 104 prize recipients.


    The speech was followed by the recognition of the 2016 prizes to the Group A and Group B recipients by Dr. Tomonori Aoyama, the chairman of the awards committee. The Group A recipient was Prof. Hideo Ohno, Professor of the Research Institute of Electric Communications, Tohoku University. The award acknowledged his “Pioneering Contributions to the Research and Development of Spintronics Technology”. The Group B recipient was Prof. Geoffrey E. Hinton, Emeritus Professor, University of Toronto, and Distinguished Researcher, Google Inc., for “Outstanding Contributions to Neural Network Research and the Pioneering Development of Innovative Deep-learning Technology”. Research details and citations were announced and the certificates, plaques and “MOKUROKU” were then presented to the prize recipients by President Kaoru Yano (Photo 2）.Prof. Hideo Ohno made an acceptance speech to express his pleasure at receiving the award. Prof. Geoffrey E. Hinton was unfortunately unable to attend the ceremony due to an injury, he instead expressed his delight via a video message.
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        Photo 2 From the right: Prof. Hideo Ohno of Group A recipient and Mr. Kaoru Yano, the President of NEC C&C Foundation.
      

    



    Mr. Hisayoshi Ando, Director-General, Commerce and Information Policy Bureau of the Ministry of Economy, Trade and Industry (METI) delivered a congratulatory speech to the recipients. Mr. Hisayoshi Ando spoke of the significant advances and the prospects for their achievements that had opened up new technology trends such as IoT, AI and Big Data and brought innovation into our society. He also stated that METI will support the New Energy Development Organization (NEDO) and the National Institute of Advanced Industrial Science and Technology (AIST) for implementing technologies that achieve energy saving, high speed semiconductors and deep neural networks in our future everyday lives. Dr. Ken-ichi Sato, President, The Institute of Electronics, Information and Communication Engineers (IEICE) expressed his gratitude for the research results of these two groups and their continuous efforts to greatly accelerate practical achievements. He expressed his respect for Prof. Hideo Ohno who had contributed innovative efforts in solving the energy consumption issues that ICT faces in the Big Data and IoT era. Prof. Ohno has been delivering various research achievements via the innovative ideas of the semiconductor-based spintronics technology. Dr. Ken-ichi Sato praised Prof. Geoffery Hinton who through his long involvement of 40 years in machine learning research contributed to its development and was able to spread today’s artificial intelligence (AI) movement via the innovative deep-learning technology. The awards presentation then ended.


    Acceptance speeches followed and Prof. Hideo Ohno of Group A spoke of his long experience of the development of the Spintronics technology that offers a bridge between semiconductors and magnetic materials by using the charge and spin that are significant properties of electrons. He also introduced his achievements made in cooperation with many other researchers and colleagues, starting from physical researches to the development of applications in industrial markets. Finally, he declared that, by using Spintronics, we will be able to implement a paradigm shift for integrated circuits that will enable both low power consumption and high performance ability. He also stated how important academic/industrial collaboration will be in achieving this.


    Prof. Geoffrey Hinton of Group B was unfortunately unable to attend the ceremony, however, he explained his research via video, which was projected on screen. In the video, he introduced reasons why the idea of deep-learning, which has been studied for many years, has not been adopted in practical use until quite recent years. He also explained various innovative ideas including the high-speed learning process algorithm using the pre-training process that was developed to achieve practical application.


    After showing the video, Dr. Naonori Ueda, NTT Fellow, who maintains a long friendship with Prof. Hinton, introduced Prof. Hinton’s practical achievements in the industrial markets. In his speech, recently developed applications in the fields of voice recognition and object recognition were shown. These are the two main fields in which significant innovation has been provided by the deep-learning technology. The various achievements that Prof. Hinton and his group have made in this regard were also introduced.


    All of these speeches demonstrated that those key technologies are essential and indispensable for solving the problems of modern society, and both lectures were very timely to the audience.


    After the acceptance speeches a cocktail party was held that offered a social atmosphere, in which attendees expressed their congratulations to recipients. Here the attendees could enjoy meeting each other and participating in friendly conversation. The dinner party began with greetings and a toast by Dr. Tatsuo Tomita, President, Information Processing Society of Japan. As the dinner ended, congratulatory speeches were presented by representatives of the guests, and the prize recipient expressed his thanks for this contribution. The ceremony was closed amidst enthusiastic applause.


    The two themes that received prizes on this occasion are both key technologies featuring innovative methods offering the possibility of changing the fundamental structure of the present-day information society. At the same time, these are the themes that applaud the creation of C&C technologies that are expected to be an essential platform in contributing to human life and to the sustainable growth and development of our society.
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    NEC C&C Foundation


    The Foundation presents prizes and grants to researchers in the fields of computers, telecommunications, electronics devices and integrated technologies of these fields (C&C). Through such actions, we aim to develop further advancement of the electronics industry worldwide and to contribute to economic progress and to an improved social life. The foundation was established in March, 1985 and it is managed by a fund donated by NEC Corporation.


    In order to help in achieving our aims, the Foundation promotes awards and grants.


    Besides the C&C Prizes, the Foundation presents the award, “Outstanding Paper Award for Young C&C Researchers”, for outstanding paper(s) (three papers at most per annual) to be announced at an international conference held overseas with the support of a grant from the Foundation. Each recipient is also given a cash prize.


    The Foundation also provides two kinds of grants. One of these aims to help with conference attendance expenses for the researchers of graduate schools who reside in Japan and to support presentation of their papers at international conferences. The other one is to help with the research expenses of non-Japanese researchers, who are engaged in research at graduate schools.
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