
  
    
      
    
  


  
    
      Table of Contents
    

  


  
    ◇Special Issue on Solving Social Issues Through Business Activities

  


  
    
      	Remarks for Special Issue on Solving Social Issues Through Business Activities


      	General Explanation of Special Issue:The Reinvention of NEC as a "Social Value Innovator"- Contributing to solving social issues through business activities -

    


    
      Build reliable information and communications infrastructure

    


    
      	Features of the Next-Generation Traffic Control System as Seen in an Introductory Example at the Shin-Tomei Expressway


      	Enabling International Communications - Technologies for Capacity Increase and Reliability Improvement in Submarine Cable Networks


      	Component Technologies and Packet-Optical Integrated Transport Systems to Support Core Networks


      	Development of Technology to Control Radio Signal Interference for LTE Femtocell Base Stations to Achieve Stable Communications Quality Anywhere

    


    
      Address climate change and environmental preservation

    


    
      	Regular Observation by Global Change Observation Mission 1st-Water GCOM-W1 (SHIZUKU)


      	Express5800 Server Series and iStorage M Series Storages Contributing to Data Center Power Saving


      	Possibilities in Thermoelectric Conversion Using a New Principle: "Spin Seebeck Effect"

    


    
      Establish a safe and secure society

    


    
      	CONNEXIVE Ionizing Radiation Measurement Solution


      	Disaster Prevention Administrative Radio System in Municiparity (Broadcast via PA Systems) - Achievement of Greater Diversity in Disaster Information Transmissions


      	Promoting the Digitization of Japanese Fire Prevention/Emergency Wireless Communications Systems


      	NEC's BC Solutions: HYDRAstor - Supporting Business Continuity of Enterprises


      	Underwater Surveillance System to Counteract Associated Underwater Threats


      	A Surveillance System Using Small Unmanned Aerial Vehicle (UAV) Related Technologies


      	A Privacy-Protection Data Processing Solution Based on Cloud Computing


      	Towards Trustworthy Cloud Storage

    


    
      Include everyone in the digital society

    


    
      	A Solution to Prevent Wandering by Geriatric Patients - A Validation Test to Ensure Safety in Nursing Care Facilities


      	Remote Summary Transcription System for the Hearing Impaired


      	Communication Activation Technology for Suggesting Conversational Topics

    


    
      	List of Abbreviations Used in This Issue

    

  


  
    NEC Technical Journal website


    http://www.nec.com/en/global/techrep/journal/

  


  
    
      Paper Abstracts
    

  


  
    
      Special Issue on Solving Social Issues Through Business Activities
    

  


  
    ■Build reliable information and communications infrastructure

  


  
    
      Features of the Next-Generation Traffic Control System as Seen in an Introductory Example at the Shin-Tomei Expressway

    


    
      Traffic control systems are designed to manage highway traffic conditions in an integrated manner in order to assure safe, smooth, and comfortable traffic flow. Their aim is to effectively provide the collection and processing of traffic information as well as achieving prompt and accurate information provision. This paper discusses features of the next-generation traffic control system that has been prepared by NEC for the Shin-Tomei Expressway.

    

  


  
    
      Enabling International Communications - Technologies for Capacity Increase and Reliability Improvement in Submarine Cable Networks

    


    
      The submarine cable system plays an important role in the international communication network as a key component of the infrastructure which connects countries worldwide. The requirements of the submarine cable system include: large-capacity transmission for meeting huge traffic demand; network flexibility for efficient connections between multiple countries, and network reliability improvements to minimize the effects of faults such as cable breaks. This paper describes the latest technologies deployed in submarine cable systems in order to meet these requirements.

    

  


  
    
      Component Technologies and Packet-Optical Integrated Transport Systems to Support Core Networks

    


    
      Accompanied by the rapid increase in mobile communications traffic in recent years, there has been an increasing demand for larger capacity core network systems to support the backbone system. It is also regarded as important that the various costs such as CAPEX and OPEX are suppressed and that the network features a highly reliable resistance to disastrous events. This paper introduces NEC’s component technologies and the latest network systems for building high-capacity, high-reliability optical networks as well as discussing future prospects.

    

  


  
    
      Development of Technology to Control Radio Signal Interference for LTE Femtocell Base Stations to Achieve Stable Communications Quality Anywhere

    


    
      Demand is accelerating for reliability that mobile communications services can be used in a stable way. In order to cope with the increasing data traffic volume of mobile communications, there is a growing need to install more femtocell base stations covering small indoor areas, in addition to macrocell base stations covering large outdoor areas. This paper introduces a technology to maximize communications speeds by controlling the transmission power of radio signals for femtocell base stations in accordance with the data traffic volume. This is a radio signal interference control technology that minimizes the degradation of communications quality, which happens due to radio signal interference with macrocell base stations, even under the condition of a high-density installation of femtocell base stations. Moreover, we introduce a technology that makes it possible to control transmission power for each femtocell base station and to minimize the radio signal influence of heavy users who carry out high-volume data transmission.

    

  


  
    ■Address climate change and environmental preservation

  


  
    
      Regular Observation by Global Change Observation Mission 1st-Water GCOM-W1 (SHIZUKU)

    


    
      The Global Change Observation Mission 1st-Water GCOM-W1 (Japanese name SHIZUKU) is the first satellite in the two series of the Global Change Observation Mission (GCOM), a project to clarify the mechanisms of water cycle and climate change by observing the atmosphere, oceans, land, snow and ice over the entire globe over long periods (10 to 15 years). GCOM-W1 was launched from Tanegashima Space Center on May 18, 2012 with a mission to observe the mechanisms of the global water cycle. This paper introduces the GCOM-W1 satellite, the fields in which its observation data is applied and how this data is useful.

    

  


  
    
      Express5800 Server Series and iStorage M Series Storages Contributing to Data Center Power Saving

    


    
      NEC’s power-saving Express5800 series servers and iStorage M series storages incorporate a various power-saving technologies. Of these, this paper introduces featured technologies that can protect the power consumption of data centers, such as power supply efficiency improvement, power control and high ambient temperature compatibility solutions.

    

  


  
    
      Possibilities in Thermoelectric Conversion Using a New Principle: “Spin Seebeck Effect”

    


    
      A thermoelectric (TE) conversion element is a promising candidate to enable the recovery of a vast amount of waste heat all over the world into useful electricity. There are several types of TE conversion elements being developed in the market, but a particularly promising one is being developed with a TE conversion technology that employs a novel mechanism based on the “spin Seebeck effect.” This technology may bring innovation into the field of thermal energy, where mature technologies already exist. This paper describes the possibilities of the spin Seebeck effect: how it solves the issue of waste heat and how it recovers these heat sources into useful electricity.

    

  


  
    ■Establish a safe and secure society

  


  
    
      CONNEXIVE Ionizing Radiation Measurement Solution

    


    
      NEC is continuing to expand the CONNEXIVE M2M service solutions activities to achieve an innovative ubiquitous network society where “things” of the real world will be allowed to connect to safe and secure network systems. Anyone is thereby enabled to collect device data and control devices freely. This paper introduces the “CONNEXIVE Ionizing Radiation Measurement Solution” case study that has supported reconstruction of the communities damaged by the 2011 Tohoku Earthquake.

    

  


  
    
      Disaster Prevention Administrative Radio System in Municiparity (Broadcast via PA Systems)


      - Achievement of Greater Diversity in Disaster Information Transmissions

    


    
      Since experiencing the Great East Japan Earthquake, an even greater range of media is tending to be employed in disaster information transmissions. When a disaster occurs, municipal offices are expected to provide administrative disaster prevention information both to staff members and to local residents. This paper introduces a system that enables information transmission more promptly and widely while using a Disaster Prevention Administrative Radio System in Cities, Towns and Villages as a core communications system. It also describes case studies that have been conducted of trials for “diversity of disaster information transmission,” as well as the results of studies regarding DTN (Delay/Disruption Tolerant Networking) that support information transmission procedures in the event of natural disasters.

    

  


  
    
      Promoting the Digitization of Japanese Fire Prevention/Emergency Wireless Communications Systems

    


    
      Japanese fire prevention/emergency wireless communications systems, presently run through analog wireless communications, are being upgraded to digital wireless communications. The digitization of these systems makes it possible to expand the area of communication between mobile stations thanks to base station loopback com¬munications, but on the other hand, this expansion of the communication area leads to new operational issues, such as radio wave interference and frequency changes. This paper introduces the efforts made by NEC to solve these issues while making full use of the advantages of digitization.

    

  


  
    
      NEC’s BC Solutions: HYDRAstor - Supporting Business Continuity of Enterprises

    


    
      What are the truly effective measures to be taken against unpredictable crises in order to ensure the business continuity of an enterprise? NEC Corporation supports the business continuity management of customer enterprises by providing a wide range of solutions, from disaster recovery planning to various products and solutions as well as building and operating DR systems based on our long past experience. As an example of a DR system, this paper introduces a remote backup function using HYDRAstor. The data deduplication and replication functions of HYDRAstor achieve smooth remote backup by transferring massive quantities of data even through thin network circuits.

    

  


  
    
      Underwater Surveillance System to Counteract Associated Underwater Threats

    


    
      In order to contribute to creating a safe and secure society by focusing on the field of public safety, NEC Radio Application Division proposes a recently developed underwater surveillance system capable of inspecting suspicious underwater intrusions that are generally considered to be hard to assess. Acts of terror that target public transportation services and installations are occurring continually worldwide. These threats adopt ingenious technical innovations and exploit changing situations, the tactics adopted are flexible and varied. Our recently developed underwater surveillance system is described below. It manifests high stability, reliability and may be adopted flexibly for use in underwater environments. This paper introduces solutions that may suitably support it and to discuss the results of actual testing in the marine environment.

    

  


  
    
      A Surveillance System Using Small Unmanned Aerial Vehicle (UAV) Related Technologies

    


    
      Following the 2011 Tohoku Earthquake, the use of small unmanned aerial vehicles (UAVs) for surveillance, such as for checking the initial situation after a disaster is attracting much interest. The NEC Guidance and Electro-Optics Division has been developing aerial surveillance systems using small motorized UAVs mounting optical sensors and image transmission modules, etc. This small UAV adopts a system that integrates a wide range of technologies involving: communication, control, sensing, image processing and networking. This paper introduces solutions being applied by the Guidance and Electro-Optics Division in the development of this new easily operated and portable tool that is capable of acquiring aerial image information expediently in a disaster situation.

    

  


  
    
      A Privacy-Protection Data Processing Solution Based on Cloud Computing

    


    
      Following the diffusion of cloud-based services and the consequent increase in the opportunities for handling sensitive data, concerns about leakage and abuse of such data has been increasing. In order to deal with these concerns, this paper introduces suitable countermeasures. These are a technology for preventing data leakage by processing data in an encrypted form and one for protecting data by selecting optimum processing measures according to content. Both of these technologies are results achieved from the “R&D of Security Technology for Promoting Transition to Cloud Services in Preparation for Disasters.” This research project was commissioned by the Japanese Ministry of Internal Affairs and Communications (MIC).

    

  


  
    
      Towards Trustworthy Cloud Storage

    


    
      While public clouds are widely used for flexible deployment of online services such as video on demand, email, file sharing, etc., most enterprises still shy away from outsourcing sensitive data to public clouds because of security issues associated with storing data within a potentially untrusted cloud provider.


      In this paper, we explore the solution space for enhancing the robustness and security of existing clouds. More specifically, we describe a set of cutting edge technologies that guarantee the security provided by the cloud infrastructure, the availability of its services, the privacy of its users, and the confidentiality of the stored data. Finally, we portray a “service image” that depicts the integration of these various technologies into one single multi-purpose cloud service.

    

  


  
    ■Include everyone in the digital society

  


  
    
      A Solution to Prevent Wandering by Geriatric Patients - A Validation Test to Ensure Safety in Nursing Care Facilities

    


    
      This paper discusses a solution that aims to prevent wandering by geriatric patients and also associated accidents. This solution is achieved by combining a motion detection camera and a face recognition camera. The motion detection camera does not detect the entry of people but only those exiting, while the face recognition camera automatically identifies a person who is exiting. When these two cameras are used in conjunction, it is possible to build a system that sends alerts to the staff by detecting the exiting of only those facility residents/users who are in need of nursing care and assistance. Face recognition does not put a burden on the facility residents/users as does the carrying of an RFID tag and it is free from management problems such as loss or equipment failure. Besides, RFID use is more costly because malfunctioning caused by electrical signal leakage must be prevented. The use of a camera is therefore a more rational solution. In addition to describing the system, this paper also discusses the validation testing results.

    

  


  
    
      Remote Summary Transcription System for the Hearing Impaired

    


    
      When a hearing impaired student attends class, one of the measures used to communicate to the student what the teacher is saying is a technique called summary transcription. Summary transcription is a task in which a summary scribe sits next to a student with a hearing impairment and writes down a summary of what the teacher says or enters it in a PC and shows it to the student. However, it is often the case that there are few competent people available to perform summary transcription satisfactorily, leaving the students unable to receive this support. At NEC System Technologies, R&D of a remote summary transcription system is underway that aims to achieve a solution capable of presenting opportunities for more students with hearing impairment issues to receive summary transcription support and for people with summary transcription skills who are unable attend class to act as remote summary scribes.

    

  


  
    
      Communication Activation Technology for Suggesting Conversational Topics

    


    
      NEC has been developing a technology that can lead to one-to-one communication activity by offering topics to encourage conversation. By supporting communication, this technology will be able to prevent the isolation of the elderly and the detachment of youth from the community. These are two issues that become important social problems. In our user trials, we provided users with news articles for topics. As a result, we found that the amount of communication increased twofold compared to using conventional technologies. We also conducted a field trial of this technology at the temporary housing for victims of the 2011 Tohoku Earthquake and found that there was great interest in topics related to reconstruction and residents’ associations.

    

  


  
    Remarks for Special Issue on Solving Social Issues Through Business Activities

  


  
    In 2011, the global population topped 7 billion, and is forecast to exceed 9 billion by 2050. With growth focused in the newly developing countries, the global economy is accelerating the criticality of various issues from our finite energy, food and water resources to the destruction of ecosystems and global warming.


    In NEC’s Group Vision 2017, our company declared our aim “To be a leading global company leveraging the power of innovation to realize an information society friendly to humans and the earth.” Paving the way for making this vision a reality, NEC has designated NEC's seven CSR initiatives that are important not only to society and all our stakeholders, but also to our company from various perspectives of corporate philosophy and business strategy, and we assigning them priority in driving our CSR activities.


    Among these initiatives, the issues related to the following 4 initiatives will be tackled and solved through business activities: “Build reliable information and communications infrastructure,” “Address climate change and environmental preservation,” “Establish a safe and secure society,” and “Include everyone in the digital society.”


    With respect to these 4 initiatives, NEC is developing solutions for their respective social issues through our business activities, and contribute to the creation of new social value. While naturally including our core businesses, the definition of “business activities” in this context also encompasses our pursuit of social contribution activities. Moreover, these social contribution activities comprise not only philanthropy and charity work, but also the vital communication activities that forge links of trust with the local society where we conduct business and with the people who live there.


    In this “Special Issue on Solving Social Issues Through Business Activities”, we would like to present detailed case studies that will introduce the reader to how NEC business pursuits are contributing to the solution of social issues and new social value creation, and what technologies and know-how are supporting our endeavors.


    In April 2013, the midpoint of our Group Vision plan which was unveiled in 2008 and sets 2017 as the target year for its achievement, NEC announced the Mid-term Management Plan 2015 for the next 3-year period through the fiscal year ending March 31, 2016. In this plan, we declared our commitment to becoming a “Social Value Innovator” with a focus on our Social Solutions business. By leveraging our information and communications technologies (ICT), we will focus our management resources on advancing social infrastructure to enrich the lives of people around the world.


    NEC Group was founded in 1899, and this year we celebrate our 114th anniversary. Through the achievement of our Mid-term Management Plan 2015, the realization of our Group Vision in 2017, and advancement of the sustainability of society and the NEC Group through our ongoing creation of new value, we aim to be a company that is admired by our customers and society at large.


    


    I hope that you will read this special issue and gain a deeper understanding of where our Vision is leading our company. On behalf of everyone at NEC, I would like to thank you for your encouragement of our efforts, and ask for your continuing support in the future.


    
      [image: 2365.png]

    


    
      
        FUKUI Masaki


        Executive Vice President

      

    

  


  
    
      General Explanation of Special Issue
    

  


  
    
      The Reinvention of NEC as a “Social Value Innovator”

      - Contributing to solving social issues through business activities -

    


    


    
      For the company of tomorrow, it is vital to grasp the challenge of solving diverse social issues arising on a global scale as a business, and through their solution, give birth to innovation, sharpen our competitive edge through the creation of new business models, and enhance corporate value. In NEC’s basic policy for CSR management formulated in 2004, we declared our commitment to “Contributing to solving social issues through business activities.” In 2007, we outlined 4 initiatives for “Solving issues faced by society and addressing people’s needs through business activities” that prioritize social issues and needs to be addressed through our CSR-driven business activities, and have aggressively tackled each. In this special issue, we would like to introduce the reader to concrete examples of our endeavors. In order to set the scene for the heart of this special issue, we would like to begin by providing an overview of NEC’s approach to CSR management and the various social issues and needs that we aim to address through our business activities.


      MORIZANE Naoko


      Senior Manager


      CSR and Environmental Management Promotion Division

    


    

  


  
    
      1. Introduction

    


    


    Everywhere on our planet, we are facing a variety of social issues. One example is how the rapid growth of the global population has given rise to a host of social issues including the pressure placed on limited resources such as food, water and energy; the advance of global warming; the disappearance of biodiversity as a result of ecosystem destruction; and the decreasing labor force and rising health and medical care burden in advanced nations that have accompanied the Aging Society.


    In the case of many of these social issues, the impact of business activities is considered a major cause. Accordingly, companies not only have a social responsibility to proactively contribute to the solution of these same issues, but also are demanded by society and their stakeholders to meet this challenge. At the same time, the solution of these social issues can also be seen as a business opportunity. For the companies of the future, it will be vital to approach and solve the diverse social issues occurring around the globe as a business, and through this process hone their competitive edge of innovation, create new business models and enhance corporate value.


    Even until recently, this way of thinking that positions CSR (= contribution to solving social issues through business activities) as an essential part of the pursuit of the corporate core business has been commonly held by only a portion of those engaged in its realization. However, in 2011, when Michael Porter (Bishop William Lawrence University Professor at Harvard University) wrote the article entitled “Creating Shared Value” (the generation of economic value in a way that also produces social value by addressing the solution of social needs and issues), the importance of CSR-driven business took center stage in the corporate consciousness.1)


    NEC also reflected this renewed understanding in our Mid-term Management Plan, in which we announced our commitment to focus our management resources on “solutions for society” with the aim of enriching the lives of people around the world. By leveraging our long record of achievement in innovating social infrastructure essential to daily life in domains ranging from traffic and transportation management systems to fire/disaster prevention and water management, by raising the efficiency of the ICT infrastructure especially in newly developing regions of the world, by concentrating management resources on advancing business domains and by grasping the solution of energy, safety, security and other social issues as growth opportunities, NEC aims at transforming itself into a “Social Value Innovator.”


    In this article, we will follow our introduction of NEC’s CSR management philosophy, which sets the stage for how NEC business activities are contributing to the solution of social issues, with an explanation of four themes that comprise the social issues and needs to be solved and met by business activities - the starting point of our transformation into “Social Value Innovator.”


    


    
      2. CSR Management in NEC

    


    2.1 Our Basic Approach


    At NEC, we consider CSR initiatives to be inseparable from corporate activities. We aim to ensure the sustainable development of society and the NEC Group by implementing The NEC Way (Fig. 1).


    
      [image: 8335.png]


      
        Fig. 1 NEC’s basic approach to CSR management.


        

      

    


    


    Recognizing that enterprises exist within society, we are working to realize “an information society friendly to humans and the earth” which is asserted in the NEC Group Vision 2017 based on NEC’s Corporate Philosophy. The critical elements in achieving this include individual employees ensuring full compliance in daily business activities as part of implementing the NEC Group Core Values, and efforts by the NEC Group to contribute to addressing issues that affect both customers and society as a whole. Our important responsibilities also include ensuring full accountability through the active disclosure of information on the results of our CSR initiatives and related issues, and communicating with stakeholders to improve our corporate activities and build relationships of trust.


    Through communication with stakeholders, it is important that we investigate fundamental issues for society and our customers and gain insights to solutions that will lead to the launch of new ventures, expansion of existing businesses, the birth of innovation and the provision of huge value to society and our customers. The creation of value shared by NEC Group, society and our customers through this positive cycle is the keystone that supports the sustainability of NEC Group within society. For NEC Group, management based on this approach is the definition of CSR management.


    2.2 Basic Policy and Priority


    In 2004, NEC set forth the following three basic CSR policies to be addressed by CSR Management:


    (1) Strengthen risk management and enforce compliance.


    (2) Contribute to solving social issues through business activities.


    (3) Promote communications with stakeholders.


    Based on these basic policies and in response to views and expectations of stakeholders while taking into consideration a variety of factors including the NEC Group Corporate Philosophy, growth strategies and the impact of business activities on society and the environment, in 2007, NEC has designated seven CSR initiatives considered vital to our corporate business strategy (Fig. 2).
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        Fig. 2 NEC’s seven CSR initiatives.


        

      

    


    


    These seven initiatives can be broadly divided into two categories: “Initiatives for Solving Issues Faced by Society and Addressing People’s Needs through Business Activities” and “Initiatives for Internal Management in Support of Business Activities.” In this special issue, we will put the spotlight on the first four initiatives in the first category.


    The scope of “business activities” encompasses not only business-focused activities, but also activities that contribute to society. In NEC, activities that contribute to society are those important activities that lead to social value creation through the forging of trust with the local community and understanding their issues and needs.


    


    
      3. Solving Issues Faced by Society and Addressing People’s Needs through Business Activities

    


    


    In this section, we would like to introduce the four initiatives in the category of “Solving Issues Faced by Society and Addressing People’s Needs through Business Activities,” which comprise the starting point of our company’s transformation into a Social Value Innovator. We will also touch on some of the main case studies featured in this special issue.


    3.1 Build Reliable Information and Communications Infrastructure


    NEC aims to solve various social issues including addressing climate change and environmental preservation, establishing a safe and secure society, and including everyone in the digital society. Highly reliable information and communications infrastructure is essential to achieving this goal. NEC seeks to apply innovation to develop highly reliable information and communications infrastructure to support “an information society friendly to humans and the earth.”


    In the special issue, we will describe how NEC is grappling with this initiative and describe various examples including traffic management system for expressway networks, high-reliability high bandwidth transmission via submarine optical cable system and various network technologies.


    3.2 Address Climate Change and Environmental Preservation


    Human activities are now recognized worldwide as a cause of climate change in the form of global warming. The significant link between economic activities and CO2 emissions has become a particularly serious social issue. NEC is not only reducing internal CO2 emissions, but also working to supply IT-driven solutions that help to lower CO2 emissions across society. Efforts are also directed at preserving ecosystems and biodiversity, as well as promoting recycling and conservation of resources.


    This special issue will introduce the reader to several achievements related to this initiative including SHIZUKA - a Series 1 GCOM (Global Change Observation Mission) satellite that will monitor water cycle and help us better understand global climate change, and our energy-saving server technology.


    3.3 Establish a Safe and Secure Society


    Global society faces various safety and security issues including addressing natural disasters, responding to burgeoning healthcare and medical needs, enhancing information security and ensuring human security. By harnessing cutting-edge IT and network solutions, NEC aims to help establish a society where people can lead safer and more secure lives.


    In our explanation of this initiative in this special issue, we would like to introduce the reader to NEC’s many contributions to protecting society such as our disaster prevention administrative radio system, fire prevention, emergency wireless communications system, and data processing technology that protects private information.


    3.4 Include Everyone in the Digital Society


    The digital society will highlight economic and digital divides that prevent some people from deriving benefits from its realization of convenient, affluent lifestyles. Through the application of information and network technologies, NEC will remain a good corporate citizen by helping to ensure that the benefits of the digital society enhance the lives of all people irrespective of their circumstances, including seniors, people with disabilities and citizens of developing nations.


    Our explanation of this initiative in this special issue will give the reader a look at how NEC is using its IT technologies in entry/exit detection solutions to support the safety and security of the elder residing in aged care facilities and remote summary transcription system for those with hearing impairment.


    


    
      4. Paving the Way for Our Transformation into a Social Value Innovator

    


    


    In our Mid-term Management Plan 2015 announced in April 2013, we aim to transform NEC into “Social Value Innovator” with a focus on “Solutions for Society.” In order to realize this transformation, we believe that we must begin by focusing on the diverse social issues occurring in regions around the planet, identify the businesses that can contribute to their solution and delve into the potential needs of our customers and society.


    In this special issue, we look forward to explaining our various approaches to driving our company’s transformation into a “Social Value Innovator”; specifically, our explanation will trace our endeavors along the four initiatives in the category of “Solving Issues Faced by Society and Addressing People’s Needs through Business Activities.”


    NEC will redouble its commitment to solving the social issues facing global society through our business activities and to blazing a trail for the sustainable growth of society and the NEC Group.
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    Features of the Next-Generation Traffic Control System as Seen in an Introductory Example at the Shin-Tomei Expressway


    ONUKI Hirohisa, NAGANO Hidetoshi, TORII Katsuyuki, KAWAGUCHI Yuki

  


  
    
      Abstract

    


    Traffic control systems are designed to manage highway traffic conditions in an integrated manner in order to assure safe, smooth, and comfortable traffic flow. Their aim is to effectively provide the collection and processing of traffic information as well as achieving prompt and accurate information provision. This paper discusses features of the next-generation traffic control system that has been prepared by NEC for the Shin-Tomei Expressway.
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      1. Introduction

    


    


    NEC’s traffic control systems contribute to the safety, security, and comfort of highway drivers by providing them with roadway information. This service is achieved using variable message signs (VMSs) or other similar system, that are fed from sources that include roadside sensors and emergency telephones. Drivers are thereby kept connected to important instructions from the Expressway Control Center that uses large screens and various operation terminals.


    The new system, installed at NEXCO Central’s Tokyo control center, provides traffic information at speeds approaching real time by rapidly processing large volumes of data (“big data”) collected from roadway sensors at approximately 1 minute intervals. This is roughly 5 times the frequency processed by existing systems. Moreover, IP networks efficiently transmit information from roadway sensors to the control center, where traffic conditions can be easily observed via large scale screens. Furthermore, this system is connected with both the Tomei and Chuo Expressway systems, which enables effective backup responses in the event of large scale emergencies (such as disaster recovery). This next-generation traffic control system offers support from developed technologies that lead the world.


    
      2. Overview of the Traffic Control System Functions

    


    


    The main functions of the highway traffic control system are as follows.


    (1) Collection system function


    Information on various traffic conditions is collected from terminals installed on highways such as vehicle detectors, meteorological station equipment, surveillance cameras, and emergency telephones. The collected information is then notified to the central processing and traffic control function.


    (2) Central processing and traffic control function


    Based on the traffic data received by the collection system function, various processes and treatments are performed in order to accomplish creation and management of details of the provided information. Additionally, road conditions are monitored by large scale screens installed at the traffic control center and events regarding accidents and traffic restrictions are entered from console desks. Past records of traffic conditions are also output by this function.


    (3) Provision system function


    Traffic information generated by the central processing and traffic control function is provided to motorists as appropriate. The provided media includes VMSs displaying characters and graphics and highway radio using audio, as well as information terminals installed at rest areas.


    The main data flow of the traffic control system is shown in Fig. 1.
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        Fig. 1 Main data flow of the traffic control system.


        

      

    


    


    


    
      3. New Functions Added to the New System

    


    


    The new traffic control system recently developed by NEC features functions that inform road managers and drivers of information in real time and more accurately while achieving increased energy-saving and space-saving properties compared to conventional systems. The system is also provided with functions that enable continuous operation even in a major disaster.


    3.1 Achievement of Energy-saving and Space-saving Properties via Consolidation of Devices and Functions


    Conventional traffic control systems are provided with a central processor that performs integrated management of data. Subsystems are also provided to deal with the collection and provision functions. These functions are built into the configuration that connects these subsystems. When we at NEC created this new system, we consolidated the system functions and equipment based on server (equipment) processing performance improvements while also reviewing the functions of each piece of equipment. Scrap-and-build measures were also reviewed. The result is a system that has achieved approximately 90% reduction in the server installation footprint and approximately 40% reduction in power consumption compared to conventional systems. A schematic diagram of the consolidation achieved for the equipment and its functions is shown in Fig. 2.
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        Fig. 2 Schematic diagram of the consolidation of equipment and functions.

      

    


    


    3.2 Achievement of Shorter Cycles of Information Update and Display


    Vehicle detection at the Shin-Tomei Expressway is performed by the generation of data such as the number of travelling vehicles and their speeds based on images shot by roadside traffic counting devices installed at intervals of 2 km. The traffic control system provides the estimated required time and the congestion time based on this data. In case data acquisition is impossible for some reason, the system can continue data provision by performing spatial and temporal backup using the data obtained from adjacent traffic counting devices and the data from previous cycles. The number of connected terminals amounts to about 6,000 when the collection system equipment and the provision system equipment are combined. Thanks to the improvement in the performance of the servers that comprise the system, high-speed processing of large-volume data is now possible. As a result, the system has achieved the generation of traffic information in a manner that approaches real time by shortening the interval of data collection and update time from 5 minutes to 1 minute. In addition, information provision of abnormal actions such as driving on the wrong side and stopping in the middle of the road is also obtained based on the data from the traffic counting devices.


    3.3 Construction of a High-Speed, High Reliability Communications Network for Roads


    All 744 roadside access points feature emergency telephones and sensors and are equipped with a network access capability. These access points support the transition from existing metal lines to the IP’s high speed optical lines, which connect networks to access point sensors and emergency telephones. As a result, emergency telephone calls and “big data” received from roadside sensors, such as traffic counting devices can be processed rapidly.


    Ethernet ring protocol enables local networks that connect between access networks to maintain high-speed switching (within approximately 0.5 seconds) even when an optical fiber fails. Furthermore, a wide-area backup configuration utilizing trunk networks ensures that a highly reliable broadband network remains, regardless of road damage or other such issues.


    3.4 Improved Visibility of Large Scale Displays


    The roadway control center features large scale displays of 46 × 64 inches and 32 × 28 inches that allow the observation of current roadway conditions and enable staff to share and confirm traffic information (Photo) in real time. Use of LCD monitors with the world’s slimmest-class bezel width helps achieve seamless screens while ensuring excellent visibility.


    Even in maintenance procedures where a part replacement is required due to malfunction, the displays are so designed that only the operations of the sections subject to part replacement need to be stopped with a view to minimizing the area affected by the procedure.


    
      [image: 8018.png]


      
        Photo NEXCO Central’s Tokyo Control Center.


        

      

    


    


    3.5 Disaster Backup System


    The backup sites for the traffic control systems of the Shin-Tomei, Tomei, and Chuo Expressways were built in remote locations.


    Even if the main site becomes unusable as the result of a major disaster, the backup (disaster recovery) system enables continuous operation by connecting itself with roadside sensors and various other systems via networks built in a loop formation. It thereby also contributes to the establishment of new roles and values for highways as emergency networks if a major disaster should occur. Fig. 3 shows a schematic operations diagram of the disaster recovery function.
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        Fig. 3 Schematic diagram of disaster recovery system.


        

      

    


    


    


    


    
      4. Patent-applied Technology for Future Applications

    


    


    Improvement of server performance and consolidation of functions facilitate system coordination and the addition of functions that have been rather difficult conventionally. This section discusses future applications of our patent-applied technology with a view to solving problems that may arise when lane restrictions are enforced on highways.


    The abrupt braking of drivers who have reached a lane restriction area that has been enforced due to road maintenance or cleanup after an accident often causes traffic congestion on highways. One of the measures adopted to eliminate or alleviate such congestion is to let the drivers know in advance where the lane restriction area is and how fast they should drive until they reach that area so that they may continue to drive while slowing down gradually.


    Variable-type speed regulation displays are installed on the roads to notify the imposed speed limits to motorists on the highway.


    Nevertheless, the conventional speed limit information using variable-type speed regulation displays is zone-dependent (limited variable numbers) and is therefore restricted in its provisions at intermittent intervals. In other words, the present situation is that it is not a system that can vary speed limits in fine increments according to the traffic flow conditions.


    As one of the measures designed to improve the above-mentioned current condition, our technology (patent application filing no. 2012-281897*1) is expected to eliminate the cause of traffic congestion by setting and providing speed limits until the lane restriction area at continuous values. These limits are based on the traffic densities in the lane restriction area and its vicinity, as calculated from the traffic volume data collected in real time, thereby helping the drivers of the succeeding vehicles to brake less often (Fig. 4). Because this technology allows for precise operation by utilizing real-time traffic volume data, our proposed next-generation traffic control system using the “big data” processing technology is expected to be used for various applications.
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        Fig. 4 Schematic diagram of traffic congestion elimination by speed regulation.

      

    


    


    


    
      5. Prospective Deployment to Overseas Markets

    


    


    In Japan the construction of highway traffic control systems has been completed already. These systems are currently at the phase of maintenance and improvement. In the developing countries, especially those in Southeast Asia, projects to manage traffic flow by building highways and using traffic control systems as one of the measures to cope with increasing vehicle densities and to thereby eliminate chronic traffic congestion are now underway.


    The functions of a traffic control system are classified into a collection system function, central processing function, traffic control function, and provision system function, and this framework is applicable to anywhere in the world. Therefore, we believe that the experience and technological expertise that we have gained in Japan can be suitably utilized in overseas markets. Currently, we are planning deployment to overseas markets by packaging the minimum functions required for traffic control. The product is aimed at achieving low cost and short delivery time while offering a solution that enables the easy addition of functions according to the needs of each customer as an option.


    (1) For areas where highways will be newly built


    We will propose a traffic volume measurement function that measures traffic volumes of existing roads to help draft the plans of the highway, as well as part of the traffic control function for monitoring the measured conditions. When the highway is completed, we will support development of an advanced traffic system for the area by improving the traffic control function.


    (2) For areas where services need to be improved as toll roads


    We propose a system that can provide motorists with information using console desks at which the road managers can enter information regarding accidents and traffic restrictions and by using VMSs. This will be followed by a step-by-step approach in which services will be improved by installing collection system terminals and providing information using dynamic data from the terminals.


    (3) For areas where there is no electronic toll collection system at toll gates


    In Japan, the usage rate of the electronic toll collection system (ETC) is nearly 90%, helping thereby to alleviate traffic congestion at entrances and exits of toll roads. However, in areas where the electronic toll collection system and similar technologies have not been popularized, occurrence of traffic congestion at entrances and exits of toll roads caused by payment of tolls is likely. We now propose the building of VMSs that show the estimated time required to pass the congested sections near the entrances and exits with a view to reducing the stress on the motorists driving near to these locations. The areas where information is collected and provided will be restricted in order to achieve a small-scale system and low cost.


    


    
      6. Conclusion

    


    


    In this paper, we discussed features of the next-generation traffic control systems.


    We believe that every detail of the functions we are now able to deliver will become indispensable in the context of projected conditions that will require more and more information and better-equipped services. Having previously built various systems supporting road enterprises, we at NEC will confidently continue to assess customer needs and make every effort to propose and deploy next-generation traffic control systems, both in Japan and overseas.


    


    * DSRC is a registered trademark of ITS Service Promotion Association ORG.


    * Highway radio is a registered trademark of East Nippon Expressway Company Limited, Central Nippon Expressway Company Limited and West Nippon Expressway Company Limited.


    * VICS is a registered trademark of Vehicle Information and Communication System Center.


    * Ethernet is a registered trademark of Fuji Xerox Co., Ltd.


    * ETC is a registered trademark of Organization for Road System Enhancement.
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      Abstract

    


    The submarine cable system plays an important role in the international communication network as a key component of the infrastructure which connects countries worldwide. The requirements of the submarine cable system include: large-capacity transmission for meeting huge traffic demand; network flexibility for efficient connections between multiple countries, and network reliability improvements to minimize the effects of faults such as cable breaks. This paper describes the latest technologies deployed in submarine cable systems in order to meet these requirements.

    


    
      Keywords


      submarine cable system, multi-level modulation format, digital coherent technology,optical submarine branching unit, submarine OADM, remotely controlled power feed switching

    

  


  
    
      1. Introduction

    


    


    The key components of the submarine cable system include: submarine cables containing multiple pairs of optical fibers; submarine repeaters equipped with optical amplifiers; submarine branching units that connect multiple landing stations; terminal equipment that transmits and receives data signals, and power feeding equipment that supplies electrical power to the submersible equipment (Fig. 1).


    NEC applies the latest technologies to these components in order to meet the demands of the modern international capacity market, such as increased network capacity and improved operational efficiency.
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        Fig. 1 Components of a submarine cable system.


        

      

    


    


    


    
      2. Large-Capacity Transmission Technologies

    


    


    Submarine cable systems provided by NEC are capable of transmitting one hundred signals at 100 Gb/s per fiber pair, which means that a system accommodating eight fiber pairs (16 fibers) per cable can have an ultra-large capacity of 80 terabits per second. The transmission capacity of an 80-Tb/s system is large enough to allow simultaneous communications of up to 1.24 billion telephone circuits or the transmission of data equivalent to about 2,100 DVDs (4.7 GB/disc) per second.


    Below, we introduce the topics of multilevel modulation format and digital coherent technologies that are used to implement such large capacities.


    2.1 Multilevel Modulation Technology


    Multilevel modulation formats are capable of coding information in multiple bits per symbol. For instance, the QPSK (Quadrature Phase Shift Keying) modulation format can code 2 bits per symbol by superimposing bit information “00,” “01,” “11” or “10” on an optical carrier with phases shifted by increments of 90º. The QAM (Quadrature Amplitude Modulation) modulation format can increase capacity further by coding the amplitude in addition to the phase, so 8QAM and 16QAM are capable of coding using 3 and 4 bits respectively. Furthermore, combining multilevel modulation formats and polarization multiplexing technologies enables even greater capacity.


    The main advantages of multilevel modulation formats include improvement of the spectral efficiency and the non-necessity of increasing the symbol rate. On the other hand, increases in the number of levels would limit the transmission reach because the distance between adjacent symbols in a constellation becomes closer and the robustness against the non-linear effects produced during propagation becomes lower. In a submarine cable system, it is important to select the optimum modulation format according to the requirements of the system.


    2.2 Digital Coherent Technology


    Digital coherent technology combines coherent detection with high sensitivity, polarization division multiplexing, and the latest digital signal processing techniques such as the electrical compensation of signal degradations accompanying transmission. It is put to practical use as a key technology for increasing the capacity of optical communication systems.


    Fig. 2 shows the configuration of a digital coherent receiver. The coherent detector converts the received optical signal into a series of electrical signals containing the optical phase information by combining with a local oscillator in an interferometer. The electrical signals are then digitized by the analog-to-digital converter and input into the digital signal processor. The resulting signal is decoded after chromatic dispersion compensation, polarization mode dispersion compensation, polarization de-multiplexing, frequency offset and phase estimation in the digital signal processor. Any bit errors produced during propagation are then corrected by the forward error correction.
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        Fig. 2 Digital coherent receiver.


        

      

    


    


    We have commercialized 100 Gb/s digital coherent technology and lead our competitors in applying it to submarine cable systems.


    


    
      3. Submarine OADM Technology

    


    


    BUs (branching units) can be used in order to connect several countries and regions efficiently in a submarine cable system. In this section, we introduce the OADM (Optical Add Drop Multiplexer) system which can provide more efficient, more flexible submarine cable networks.


    3.1 Submarine OADM Network


    Fig. 3 shows a submarine cable network based on a conventional fiber branching system. Fig 3(a) and (b) indicate the physical path and logical path, respectively.


    
      [image: 8216.png]


      
        Fig. 3 Conventional network system.


        

      

    


    


    For example, consider the traffic from Terminal-1 to Terminal-4. In a conventional network, the traffic must go through Terminal-2 and Terminal-3. This results in additional equipment costs for routing, as well as high latency in accordance with the cable length.


    Next, Fig. 4 shows the OADM system. Each BU selects a pre-defined range of optical signals to be transmitted on each branch, while other signals continue to travel along the trunk of the cable system.
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        Fig. 4 OADM network system.


        

      

    


    


    In this case, the traffic between Terminal-1 and Terminal-4 can be connected directly in the OADM system. The equipment costs and the latency can thereby be significantly reduced in comparison with the conventional network. In addition, it is possible to build a mesh network as shown in Fig. 4(b). The mesh network can maintain the traffic between the landing stations against potential cable failure.


    3.2 Submarine OADM Branching Unit


    As shown in Photo, the BU has three branch cables in total in order to connect the optical signal paths and the power feeding path between the three branches.
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        Photo Submarine branching unit.


        

      

    


    


    The OADM system has several waveband based signals (sub-bands) in each optical fiber. The sub-band signals are connected to each other among multiple landing stations. Fig. 5 shows an example of OADM configuration in a branching unit.
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        Fig. 5 Example of OADM configuration.


        

      

    


    


    Fig. 5 shows that the traffic signals of sub-band 1 are connected between stations A and B. Similarly the traffic signals of sub-bands 2 and 3 are connected between stations A and C, and between stations B and C, respectively. The bandwidth of the sub-bands can be modified so that flexible networks can be built according to the network demand.


    Thanks to a high reliability and high performance design, our submarine branching unit can provide a high water pressure resistance and airtightness to withstand a water depth of up to 8,000 meters and a high voltage resistance of 15 kV to support even transpacific transmission. The BU is also designed for an operational lifetime of 25 years.


    


    
      4. Robust System Recovery Design against Cable Fault by Power Feeding Path Switching

    


    


    This section introduces the method of system recovery against a cable fault using the power feeding path switching function provided by the BU (Brunching Unit).


    Submersible repeaters deployed in the seabed are powered by the PFE (Power Feeding Equipment) installed in the landing stations via the power feeding conductor in a submarine cable. The power feeding configuration of the submarine system is designed and configurable in such a way that it is possible to power the submersible repeaters in the sections not affected by the cable faults - in order to continue service to these sections.


    Below, we describe as an example the power feeding configuration of a system connecting three landing points via a BU.


    In the configuration of a cable system connected via a BU, the power feed path is classified into the trunk section (Fig. 6: between stations A-B) and the branch section (between station C and the BU). In normal operation, the power on the trunk section is supplied from both PFEs installed in trunk stations (Station A: positive polarity, and Station B: negative polarity), equally sharing the voltage between each other (called Double End Feeding). On the other hand, the power on the branch section is supplied using a single PFE installed in branch station (Station C: negative polarity), with which the PFE feeds power to the sea ground (GND) of the BU (called Single End Feeding).
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        Fig. 6 System power feed path configuration (Normal operation).


        

      

    


    


    The PFE installed in the trunk stations (stations A and B) usually has a voltage output supply capacity which can cover the full load of the trunk section, namely the resistance of the cable and the voltage drop across the submersible repeaters. In case of a shunt fault in the trunk section (in which the power feeding conductor of the submarine cable is grounded to seawater), the output voltages of the PFE in stations A and B are adjusted and balanced automatically to feed the power up to the location of the grounded shunt fault. This makes it possible to maintain the powering to all submersible repeaters regardless of the fault location and the traffic carrying capability is maintained as long as the transmission paths (optical fibers) of the submarine cables are intact (Fig. 7).
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        Fig. 7 Shunt fault in trunk section.


        

      

    


    


    When the faulty point described in the above is repaired by a cable repair ship, the power feeding path of the BU is switched from between stations A-B to between stations A-C. By this switching operation, a power feeding path between stations A-C can be established, and the traffic carrying service between stations A-C - where the section is not affected by the cable fault and repair - can be continued (Fig. 8).
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        Fig. 8 Power feed path configuration to restore the section outside of the


        fault section (section under repair).


        

      

    


    


    In the case that a shunt fault occurs in the branch section, the power cannot be supplied to the submersible repeaters located between the BU and the fault point, and traffic from/to branch station is interrupted. However, the interrupted traffic can be recovered by switching the power feed path of the BU to establish the power feeding path from the trunk station A to the grounded point in the branch section due to the shunt fault (Fig. 9).
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        Fig. 9 Power feed path configuration in the case of a shunt fault in


        a branched section.


        

      

    


    


    In previously-designed systems, the above power feeding path reconfiguration was performed while the system was in an out-of-service condition, namely by stopping the PFE in each station temporarily and adjusting the PFE line current supplied to the BUs to activate the power feeding path switching. This past method required longer down time because of the need for complicated PFE line current adjustments between stations. However, newly-designed systems are capable of switching the power feeding path by a remote command from the network management system installed in the landing station(s). This latest method not only reduces the out-of-service time required for power feeding path reconfiguration, but also enables power feeding path reconfiguration scenarios to respond to various faults in complicated systems connecting multiple BUs.


    As seen in the above, our submarine cable system is designed to support power reconfiguration scenarios in any shunt fault case in order to maximize traffic carrying capability and to minimize service interruption.


    


    
      5. Conclusion

    


    


    Our submarine cable system business provides a full turnkey service covering the entire process up until the delivery of the system to the customer. The process begins with the oceanic survey and proceeds to the route design, oceanic installation work including cable laying, development and manufacture of submarine cables, terminal equipment and submarine equipment, as well as equipment installation and system testing. We have already constructed a large number of submarine cable systems in this way.


    In the future, too, we will continue to develop and exploit innovative technologies to contribute to the creation of a more connected and affluent global society.
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      Abstract

    


    Accompanied by the rapid increase in mobile communications traffic in recent years, there has been an increasing demand for larger capacity core network systems to support the backbone system. It is also regarded as important that the various costs such as CAPEX and OPEX are suppressed and that the network features a highly reliable resistance to disastrous events.


    This paper introduces NEC’s component technologies and the latest network systems for building high-capacity, high-reliability optical networks as well as discussing future prospects.
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      1. Introduction

    


    


    In enabling practical coherent detection by using digital signal processing, digital coherent detection is attracting attention as a solution for achieving high capacity in core network systems. R&D and practical applications are currently actively being implemented as a result.


    Furthermore, multilayer-integrated transport (packet-optical integrated transport) composed of WDM (L0), OTN (L1) and packet (L2) is also attracting attention as a suitable technology for achieving highly reliable network systems. Its implementation is also helping to suppress CAPEX (capital expenditure) and OPEX (operating expenditure).


    This paper introduces NEC’s component technologies for building high-capacity, high-reliability optical networks and also the SpectralWave DW7000 Packet-Optical Transport System that incorporates these components.


    


    
      2. Configuration of Packet-Optical Transport

    


    


    The configuration of packet-optical transport is shown in Fig. 1. The system comprises a packet switching section and an optical switching section.
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        Fig. 1 Packet-optical integrated transport system.


        

      

    


    


    Integration of the packet switching and optical switching sections makes it possible to monitor the network consistently. The flexible conversion of the wavelengths of client signals that have been input from a WDM system having multiple transmission paths and the application of the CDC (Colorless, Directionless, and Contentionless) function enables routing control and directs the transmission path as required. The system enables multilayer path selection from L0 to L2, thereby enabling the construction of an economical and flexible network that achieves optimization of network resources.


    


    
      3. Component Technologies that Feature High Capacity and High Reliability

    


    


    (1) Digital coherent technology


    The digital coherent technology that is effective in achieving large capacity digital signal processing, which has already been put to practical use in the wireless field is now applied in optical fiber communications. The technology uses digital processing in the electrical domain to correct the phase noise that has hitherto been an issue of conventional coherent optical communications systems. It also compensates for the waveform distortion that occurs in transmission lines during WDM transmission.


    (2) LO selection (patent pending)


    When received WDM signals are to be connected to a transponder, an optical filter such as an AWG (Arrayed Waveguide Grating) device is usually necessary. However, reception of the required signals is possible without the optical filter when the local oscillator (LO) light inside the transponder is set at the required receiving wavelength and coherent detection is performed. The principle of this process is shown in Fig. 2. Optimization of the LO selection makes it possible to reduce both power consumption and footprint by approximately 50% compared to that of the optical filter.
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        Fig. 2 Principle of LO selection.


        

      

    


    


    Moreover, in superchannel transmission where multicarrier signals are overlapped in a single frequency range, the LO selection can potentially be an extremely effective technology for receiving specific carrier signals due to its achievement of larger capacity. NEC was successful in initiating R&D in this technology in advance of competing companies and has succeeded in its practical application.


    (3) CDC-ROADM technology


    As a result of the CDC-ROADM (Colorless Directionless Contentionless-Reconfigurable Optical Add/Drop Multiplexer) function, switching of optical paths for multiple routes is possible without being restricted by conditions other than that of the input/output interface (non-blocking). As shown in Fig. 3, this technology makes possible flexible construction of optical paths by sharing the transponder group for multiple routes.
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        Fig. 3 CDC-ROADM.


        

      

    


    


    (4) MPLS-TP technology


    This solution uses MPLS-TP for the transport protocol in the packet switching section and allows MPLS-TP LSP with endpoints A and Z to be set for any desired route. Moreover, by using the OAM function’s failure detection capability as a switching trigger, the solution enables high-speed path switching in less than 50 ms, which is equivalent to that of an SDH (Synchronous Digital Hierarchy) network.


    (5) Multilayer design technology


    In order to design a network with high efficiency and high reliability, it is required to create optimum system configuration in multilayers from L0 to L2. An optimum multilayer network can be achieved by taking consideration of the economic efficiency derived from cost simulation. Reliability is supported by setting different routes for the lines in a protective configuration and backup lines (third route switching) when a major disaster occurs.


    Fig. 4 shows an example of multilayer design that takes account of these factors.
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        Fig. 4 Example of multilayer design.


        

      

    


    


    


    
      4. Features of the SpectralWave DW700

    


    


    By applying the above-mentioned component technologies, the SpectralWave DW7000 achieves packet-optical integrated transport at the world’s highest level.


    The main specifications are shown in Table below, and the external appearance of the system is depicted in Photo.


    


    
      
        Table Main specifications.
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        Photo External view of the SpectralWave DW7000.


        

      

    


    


    


    
      5. Efforts for Future Expansion

    


    


    Our aims to further increase the capacity of the DW7000 and to enhance its reliability are projected as follows.


    (1) Large-capacity network


    As part of our efforts for the R&D to increase network capacity, NEC has been collaborating with Verizon Communications of the United States and has set world records for the three consecutive years since 2011. The post-deadline paper (PDP5A4) of OFC/NFOEC reported in March 2013 that this collaborative effort succeeded in the field trial of 54 Tbs.


    In support of the superchannel that is necessary to increase the capacity, the following two capabilities are important.


    • Capability of coping with a flexible grid instead of a conventional fixed grid that supports only fixed signal wavelengths.


    • Capability of optimizing the wavelength utilization efficiency by narrowing the spectrum when the variable format transponder that changes the modulation method according to the transmission distance (multi-value modulation of 8-QAM, 16-QAM, 64-QAM, etc.) is used, and of widening the spectrum when long-distance transmission is required.


    The SpectralWave DW700 employs an architecture that can already handle with the above-mentioned two technologies.


    (2) SDN


    With the transport SDN system, CAPEX and OPEX can be reduced when the following measures are taken.


    1) Automation/simplification of the management of the network control operation


    2) Quick provision of virtual networks such as IP networks.


    3) Increase in network usage efficiency


    Furthermore, no router is required because a routing capability is incorporated in the transport SDN system. The routing capability achieved in the transport SDN system results in an advantage as described below.


    4) Construction of a routerless network


    Measures 4) can be expanded into the transport SDN system in combination with the existing SDN controller (SDN-C).


    Fig. 5 shows how the transport SDN system is configured.
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        Fig. 5 Transport SDN system.

      

    


    


    The SDN-C builds a virtual network by allocating network resources of the packet switching section based on an order to open the service. As shown in the example in Fig. 5, a virtual network can be configured in various layers including Ethernet (L2), IP (L3), and MPLS. As a result of the centralized configuration of the SDN-C’s C-Plane function, the routing function can be provided throughout the integrated transport system. Thereby enabling a reduction in the number of routers and suppressing the OPEX (power consumption/management and operating costs) of the entire system.


    


    
      6. Conclusion

    


    


    Above we have discussed the large-capacity, high-reliability component technologies used in core transmission systems and have introduced the SpectralWave DW7000 Packet-Optical Integrated Transport System. We believe that compatibility with the superchannel and integrated control by SDN will enable the construction of networks of even larger capacity and of higher reliability.


    


    * Ethernet is a registered trademark of Fuji Xerox Co., Ltd.


    * OpenFlow is a trademark of registered trademark of Open Networking Foundation.

  


  
    Authors’ Profiles


    MINO Katsuyuki


    Assistant Manager


    Converged Network Division


    


    TAKAGI Kazuo


    Manager


    Converged Network Division


    


    AONO Yoshiaki


    Manager


    Converged Network Division


    

  


  
    
      Special Issue on Solving Social Issues Through Business Activities
    

  


  
    
      Build reliable information and communications infrastructure
    

  


  
    Development of Technology to Control Radio Signal Interference for LTE Femtocell Base Stations to Achieve Stable Communications Quality Anywhere


    MORITA Motoki, NOBUKIYO Takahiro, HAMABE Kojiro

  


  
    
      Abstract

    


    Demand is accelerating for reliability that mobile communications services can be used in a stable way. In order to cope with the increasing data traffic volume of mobile communications, there is a growing need to install more femtocell base stations covering small indoor areas, in addition to macrocell base stations covering large outdoor areas. This paper introduces a technology to maximize communications speeds by controlling the transmission power of radio signals for femtocell base stations in accordance with the data traffic volume. This is a radio signal interference control technology that minimizes the degradation of communications quality, which happens due to radio signal interference with macrocell base stations, even under the condition of a high-density installation of femtocell base stations. Moreover, we introduce a technology that makes it possible to control transmission power for each femtocell base station and to minimize the radio signal influence of heavy users who carry out high-volume data transmission.
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      1. Introduction

    


    


    In recent years, mobile communications services have spread throughout people’s everyday lives as well as business activities. They are now considered to be as important as social lifelines such as water and electricity. In this society, reliability for stable use of mobile communications is demanded. Moreover, the dissemination of LTE for high-capacity and high-speed mobile communications has recently accelerated. LTE allows users of mobile communications services to transmit large volumes of data, such as movies, and therefore the growth of data traffic volumes is expected to continue. In order to cope with such conditions of the wireless access networks supporting mobile communications, there is a growing need to install more femtocell base stations (hereinafter referred to as “femto base stations”) covering small indoor areas such as homes, offices, etc. where many people use mobile communications services, in addition to demand for the installation of macrocell base stations (hereinafter referred to as “macro base stations”) covering large outdoor areas.


    However, the high-density installation of femto base stations to deal with data traffic increases may cause radio signal interference between closely installed femto base stations and macro base stations. This may result in the degradation of communications quality (comfortable connectivity and transmission speed) in some places (Fig. 1). Moreover, high-volume and continuous data transmission by a few heavy users may cause a constant degradation of communications quality, which can be an obstacle to providing stable mobile communications services to general users. Therefore, it is a social issue to achieve stable mobile communications services anywhere, also in the near future with the drastic increase of data traffic volumes.
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        Fig. 1 Radio signal interference between femtocells and macrocells.

      

    


    


    To solve these social issues, NEC has developed technologies that control radio signal interference for femto base stations. Section 2 in this paper describes a technology to minimize the reductions in communications speed due to radio signal interference even when data traffic volumes increase drastically. Section 3 explains a technology to minimize the reductions in communications speed even when heavy users are continuously transmitting a large volume of data via femto base stations.


    


    
      2. Transmission Power Control in Accordance with Data Traffic Volume

    


    2.1 Developed Technology


    Our developed transmission power control technology is outlined in this section. Fig. 2 illustrates power control for an uplink in which radio signals are transmitted from a mobile device to a base station. First, femto base stations set the standard value of the target received power for the desired signals that determine the uplink transmission power, so that the uplink interference power of an individual user’s terminal carrying out data transmissions with femto base stations (hereinafter referred to as a “femto terminal”) can be maintained below a set level. Next, femto base stations measure the transmission volume of their data traffic (hereinafter referred to as data transmission volume) and calculate power adjustment volumes for collective femto terminals in response to the data transmission volumes of all the femto base stations that are installed within the coverage area of a macro base station (hereinafter referred to as a “macrocell”). The target received power at each femto terminal can be determined by deducting the adjustment volume from the standard value.
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        Fig. 2 Transmission power control in response to the overall data transmission volume of all femto base stations.


        

      

    


    


    As shown in Fig. 2, when the overall data transmission volume of all femto base stations increases, the transmission power of each femto terminal is restrained by increasing the power adjustment volume. This makes it possible to keep the total uplink interference power for the macro base station within tolerance levels, so that degradation of the communications speeds of the user terminals connected to a macro base station (hereinafter referred to as a “macro terminal”) can be minimized. Moreover, the power adjustment volume is reduced when overall data transmission volume is low, so that the transmission power for each femto terminal will be increased relative to when overall data transmission volume is high. Therefore the transmission speed of each femto terminal can be increased.


    2.2 Performance Evaluation


    This section introduces the evaluation results of the developed technology. Based on the evaluation conditions regulated by 3GPP (3rd Generation Partnership Project), an international organization for mobile phone system standardization, we have conducted a simulation test with an LTE system. This simulation test was conducted within the parameters that a single femto terminal is assumed to be connected to a single femto base station. Three different conditions were prepared in order to compare performance: (1) setting the power adjustment volume to zero (No power adjustment), (2) calculating the power adjustment volume based on the number of femto base stations (Power adjustment based on the number of femto base stations) and (3) calculating the power adjustment volume based on the overall data transmission volume of all femto base stations (Our developed technology). “MUE” (Macro User Equipment) represents a macro terminal and “HUE” (Home User Equipment) represents a femto terminal. The user throughput value is acquired by dividing transmission data volume by transmission time. This value represents the speed that a user feels when they are operating their devices.


    Fig. 3 shows the average MUE user throughput with different numbers of femto base stations. These stations are installed in the macro cell area and a large volume of data transmission at each femto base station can be expected. Fig. 3 indicates the influence on the macro terminal (MUE) when data transmission volume is high. This figure also indicates that our developed technology curbs the degradation of the average MUE user throughput even under conditions of high-density installation of femto base stations. This enables femto base stations to be installed at three times greater density while maintaining the present average MUE user throughput (see the dotted line at the level of 1.1 Mbps in Fig. 3).
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        Fig. 3 Properties of the macro terminal (MUE) throughput during times of high data transmission volume at each femto base station.

      

    


    


    Fig. 4 shows the average HUE user throughput with different numbers of femto base stations. These stations are installed in the macro cell area and a small volume of data transmission at each femto base station can be expected. Fig. 4 indicates the influence on the femto terminal (HUE) when data transmission volume is low. The figure also shows that when the number of femto base stations is 30, our developed technology increases the average HUE user throughput to 1.2 times greater than that achieved by the power adjustment technology that relies on the number of femto base stations.


    As explained above, with appro
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        Fig. 4 Properties of the femto terminal (HUE) throughput during times of low data transmission volume at each femto base station.

      

    


    priate use of our developed technology, more femto base stations can be installed while curbing radio signal interference at the macro base station. Our technology also achieves superior femto terminal (HUE) average throughput during times of low overall data transmission volume at all femto base stations.


    


    
      3. Transmission Power Control for Femto Base Stations to Minimize the Radio Signal Influence of Heavy Users

    


    3.1 Developed Technology


    This section outlines our developed transmission power control technology. Fig. 5 illustrates the power control for a downlink in which signals are transmitted from a base station to a mobile device. First, the technology measures the data transmission volume at each user’s terminal over a set period to judge whether they are heavy users or general users and then identifies the femto base stations that are continually being accessed by heavy users. Next, it reduces the transmission power of radio signals at the femto base stations being accessed by heavy users. At the same time, it increases the transmission power of the femto base stations of general users, while keeping the radio signal interference power at the macro terminal (MUE) within tolerance levels.
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        Fig. 5 Power control for heavy users of femto base stations.


        

      

    


    


    3.2 Performance Evaluation


    This section introduces the evaluation results of the developed technology through a simulation test conducted with an LTE system. Three different conditions were prepared in order to compare performance: (1) no heavy users exist (all MUEs and HUEs are owned by only general users), (2) some HUEs are owned by heavy users and our developed technology is not applied and (3) some HUEs are owned by heavy users but our developed technology is applied. For both (2) and (3), it was assumed that approximately 3% of the HUEs are owned by heavy users, who each use almost 25 times the data traffic of a general user (together making up almost half of the total HUE traffic). User throughput values are evaluated using the CDF (Cumulative Distribution Function).


    The left-hand chart in Fig. 6 shows the bottom 5% of MUE user throughput. The figure indicates the influence on the macro terminal (MUE) whose data transmission speed degrades due to radio signal interference from a femto base station. The right-hand chart in the figure shows the bottom 50% (median) of HUE user throughput. It indicates the influence on the femto terminal (HUE) due to the power control. The left-hand chart in Fig. 6 shows that the bottom 5% of MUE user throughput degrades 15% without our developed technology applied, but only degrades 3% with our developed technology applied, even when some HUEs are owned by heavy users. Moreover, the right-hand chart in Fig. 6 indicates that our developed technology also significantly curbs the degradation of the HUE user throughput of general users.
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        Fig. 6 Influences on throughput performance due to heavy users.

      

    


    As explained above, with appropriate use of our developed technology, degradation of both the femto terminal (HUE) and the macro terminal (MUE) throughput for general users can be curbed even if heavy users access the femto base stations.


    


    
      4. Conclusion

    


    


    This paper introduces technologies to minimize radio signal interference for femto base stations to achieve stable mobile communications services anywhere even under conditions in which data traffic is high or heavy users are continually transmitting large volumes of data. NEC will proceed in our research and development of these technologies to put them to practical use so that they will contribute to improving the reliability of mobile communications services for stable use.


    


    * LTE and 3GPP are registered trademarks of European Telecommunications Standards Institute (ETSI).
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      Abstract

    


    The Global Change Observation Mission 1st-Water GCOM-W1 (Japanese name SHIZUKU) is the first satellite in the two series of the Global Change Observation Mission (GCOM), a project to clarify the mechanisms of water cycle and climate change by observing the atmosphere, oceans, land, snow and ice over the entire globe over long periods (10 to 15 years). GCOM-W1 was launched from Tanegashima Space Center on May 18, 2012 with a mission to observe the mechanisms of the global water cycle. This paper introduces the GCOM-W1 satellite, the fields in which its observation data is applied and how this data is useful.
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      1. Introduction

    


    


    The recently increasing severity of global environmental issues has stimulated worldwide interest in efforts toward their solution. Identifying the causes of global environmental issues is important to solving them, and long-term observation at the global scale using satellites provides very effective data for this identification. Japan Aerospace Exploration Agency (JAXA) is conducting the Global Change Observation Mission (GCOM) for clarifying the mechanisms of water cycle and climate change. The Global Change Observation Mission 1st-Water GCOM-W1 is the first satellite in two series for these observations. At NEC, we acted as the main contractor for the development of GCOM-W1, which was launched successfully from Tanegashima Space Center using the H-IIA launch vehicle on May 18, 2012. After initial function checks in orbit, the satellite began providing brightness temperature product data in January 2013 and geophysical quantity product data in May 2013.


    


    
      2. Outline of GCOM-W1

    


    2.1 On-orbit Satellite Configuration and Main Characteristics


    Fig. 1 shows the on-orbit configuration and the Table shows its main characteristics.
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        Fig. 1 On-orbit configuration of GCOM-W1.


        

      

    


    
      Table Main characteristics.


      [image: 8385.png]

    


    


    2.2 Advanced Microwave Scanning Radiometer 2 (AMSR2)


    The advanced microwave scanning radiometer 2 (AMSR2) is the successor to the advanced microwave scanning radiometer (AMSR) on board the ADEOS II satellite (Japanese name MIDORI 2) and the advanced microwave scanning radiometer for EOS (AMSR-E) on borad Aqua. AMSR2, at an altitude of 700 kilometers, detects weak microwaves that are radiated naturally from ground surfaces, ocean surfaces and the atmosphere and measures their intensity with very high accuracy.


    AMSR2’s microwave-receiving antenna scans the earth’s surface conically once every 1.5 seconds, with a range of about 1,450 km per scan. This scanning method allows AMSR2 to observe more than 99% of the globe once in the daytime and once at night every two days.


    2.3 Mid-sized Observation Satellite Standard Bus


    A typical satellite consists of a mission module such as earth observation sensor and a bus module for satellite power management attitude and orbit control and transmission of observation data.


    The bus module should be standardized as much as possible between satellites to provide customers with products at low prices with fast delivery times and high quality. In our development of GCOM-W1, we fulfilled this need by applying as extensively as possible the results of the development of past satellites whose design and/or manufacturing were commissioned to us.


    The most of the design of the GCOM-W1 bus module is applied in the development of the climate change observation satellite GCOM-C1, which also belongs to the GCOM series of satellites.


    2.4 Efforts for High Reliability


    GCOM-W1 is required to maintain high reliability so that it can continue uninterrupted observation over a long term. We made various development efforts to meet this requirement.


    One such effort is the adoption of system engineering techniques. Since a satellite is a very large-scale system, we believe it is very effective to introduce system engineering techniques in order to confirm the packaging of functions and performance required for the satellite system.


    One of the critical ideas in system engineering is the V-Model development process and we introduced it widely in the development process. Fig. 2 shows the V-Model we applied in the development of GCOM-W1.
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        Fig. 2 V-Model in the development of GCOM-W1.


        

      

    


    


    We advanced the development of GCOM-W1 by defining the preliminary design phases as requirement analysis phases and placing them on the left side of the V-Model, while placing the follow-up design phases on the right side. To improve verification reliability, we positioned the critical design phases as preparatory verification phases for confirming design validity, with verification through design analysis and development tests.


    Another effort we made was to secure the traceability of the design specifications and test plans and the validity of tests/verification methods in the manufacturing and tests phases. Since it is not always possible to test each and every design specification requirement, it is necessary to fully consider the coverage of verification requirements. In the development of GCOM-W1, we secured high reliability by conducting sufficient reviews in the verification planning phases.


    2.5 International Cooperative Observation by Participation in the A-Train


    The A-Train is a constellation of earth observation satellites that orbit at an altitude of about 700 km at intervals of about 10 minutes. This satellite constellation is organized under the leadership of NASA (Fig. 3). It is called the A-Train because its orbit crosses the equator at around 1:30 in the “Afternoon” each day. This constellation provides a large variety of observation data acquired by various sensors on different satellites at the same time of day, enabling more knowledge to be obtained than through observation using a single satellite. The satellites currently participating in the A-Train are Aqua (NASA, USA), CloudSat (NASA, USA), CALIPSO (NASA, USA/CNES, France) and Aura (NASA, USA). GCOM-W1 is the first Japanese satellite to join this project.
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        Fig. 3 Image of the A-Train satellite constellation.


        

      

    


    


    


    
      3. Utilization of Observation Data

    


    


    The advanced microwave scanning radiometer 2 (AMSR2) mounted on GCOM-W1 is the successor to the advanced microwave scanning radiometer (AMSR) mounted on the ADEOS II satellite and the advanced microwave scanning radiometer for EOS (AMSR-E) mounted on the Aqua satellite. It takes over the observation activities of AMSR and AMSR-E and is expected to continue to provide more valuable data.


    GCOM-W1 can observe eight geophysical parameters of the earth, including precipitation, integrated water vapor, sea surface temperature and soil moisture content. This data will be utilized by multiple fields, including meteorology, agriculture and fisheries.


    3.1 Utilization for Meteorology


    Weather forecasts are based on ground observation data obtained from observatories and weather radars in several locations as well as data sent from satellites such as GMS and MTSAT (both called HIMAWARI in Japanese). However, each observation method has its own advantages and disadvantages.


    The Japanese meteorological satellites GMS and MTSAT are capable of capturing both visible-light and IR images from a geostationary orbit. The visible-light images are identical to what human eyes would see, while the IR images are able to be captured even at night. They are basically the same as photographic images and therefore the observation of sea and ground surfaces is impossible if there are clouds above them. In addition, since each satellite is in a geostationary orbit, it can permanently capture images of half the globe but cannot observe the regions on the other side of the globe.


    In contrast, GCOM-W1 is equipped with a sensor that captures the microwaves radiated from sea and ground surfaces, so it can observe the distribution of rain and water vapor and the ground and sea surface conditions through the clouds. Therefore GCOM-W1’s sensor can identify, for example, the center of a typhoon more accurately even if it is covered with clouds, so that more accurate information on the scale and course of the typhoon can be provided. For example, when the data observed with GCOM-W is superimposed on the cloud distribution data observed with MTSAT as shown in Fig. 4, the presence of the eye of a typhoon, which cannot be identified so accurately from cloud distribution data alone, is located clearly with the AMSR of GCOM-W1.2)
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        Fig. 4 Typhoon observation image.


        

      

    


    


    As seen above, when the data observed by GCOM-W1 is combined with other observation data, it can contribute to further improvement of weather forecast accuracy and earlier transmission of public cautions/warnings related to natural disasters.


    The fact that GCOM-W1 observes 99% of the globe’s surface every two days means that it can also collect information on regions very distant from Japan. The resulting possibility of almost real-time collection of global-scale data is expected to contribute to the elucidation of the causes of abnormal weather.


    3.2 Utilization for Agriculture/Fisheries


    As GCOM-W1 is also capable of observing soil water content, it is useful for predicting droughts and agricultural product growing conditions.


    The data provided by GCOM-W1 is also of vital use to fisheries. Information on the oceanic environment and fish distribution is important for efficient fisheries. Since each species of fish has a water temperature most suitable for it, the sea surface water temperature data over a broad area, which GCOM-W1 observes in real time, is very useful for finding effective fishing places for each species.


    Previously, AMSR-E, mounted on the Aqua satellite, was in charge of providing information on sea surface temperature for Japanese fishermen, but AMSR-E finished operation in October 2011. Consequently, anticipation is high for the information provided by GCOM-W1, which will mount its successor sensor.


    3.3 Utilization for Global-scale Climate Change Research


    Water on the earth plays a significant role in the redistribution of energy radiated from the sun. It is important to observe the water cycle over a broad area over a long term in order to elucidate the mechanisms of global-scale climate change.


    Changes in the various water-related geophysical parameters observable by GCOM-W1 (integrated water vapor quantity, integrated cloud liquid water, sea ice concentration, snow depth, etc.) play significant roles in climate change research.


    As an example, Fig. 5 shows the sea ice extent in the Arctic Ocean observed by GCOM-W1 in September 2012 and that observed by a U.S. satellite in the month of September in the 1980s. The sea ice in the Arctic Ocean has been declining following the rise in temperature in the Northern Hemisphere since the 1980s. It is considered that this may be because the gradual decrease in sea ice thickness made it vulnerable to the influence of the atmosphere (temperature and wind) and sea surface temperature.
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        Fig. 5 Change in sea ice coverage on the Arctic Ocean.


        

      

    


    


    


    
      4. Future Efforts by NEC

    


    


    We at NEC are presently developing GCOM-C1 (Fig. 6), another satellite for the Global Change Observation Mission (GCOM), as the main contractor.
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        Fig. 6 On-orbit configuration of GCOM-C1.


        

      

    


    


    GCOM-C1 will be in charge of climate change observation. Using the second-generation global imager to be mounted on it, it will be used in long-term observation of parameters related to radiation/heat balance and vegetation on a global scale.


    GCOM-C1 is being developed with the aim of a launch in FY2016. After completing a critical design review to determine the start of satellite manufacturing in March 2013, it is currently in the manufacturing phase. We will develop a highly reliable satellite with maximum use of the design, manufacturing and testing methods established with GCOM-W1.


    
      5. Conclusion

    


    


    After about a year since its launch, GCOM-W1 is currently in good condition, continually sending precious observation data to us. As it is important that observation data related to global environmental change be collected continually over a long term, JAXA is planning to launch the two satellite series of GCOM for three phases each, or six satellites in total, in their project.


    The data obtained from global observation satellites such as GCOM-W1 is provided to many researchers and research organizations in Japan, as well as around the whole world, to contribute to protect people’s daily lives. The technologies of NEC are expected to continue to play critical roles in this field.
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      Abstract

    


    NEC’s power-saving Express5800 series servers and iStorage M series storages incorporate a various power-saving technologies. Of these, this paper introduces featured technologies that can protect the power consumption of data centers, such as power supply efficiency improvement, power control and high ambient temperature compatibility solutions.

    


    
      Keywords


      data center, power saving, DC power supply, optimum power supply operation control, power capping, high-efficiency power supply, MAID, high ambient temperature compatibility

    

  


  
    
      1. Introduction

    


    


    The rapid dissemination of mobile terminals and widespread growth in the corporate use of cloud services in recent years have been promoting concentration of IT equipment to data centers. One of the issues of the data center is how to improve the efficiency of the IT equipment concentration in environments with limited power supplies. It is necessary to reduce the power consumption of the IT equipment in order to solve this issue.


    At NEC, we incorporate power-saving technologies in the Express5800 series servers and iStorage M series storages, not only to reduce the power consumption of IT equipment in order to fill the above requirements, but also to reduce the power demand of the entire data center facility.


    


    
      2. Power-saving Servers

    


    


    This section introduces some of the Express5800 series power-saving servers, including the ECO CENTER server for data centers and the SIGMABLADE blade server system.


    


    2.1 ECO CENTER


    In order to achieve the optimization of data center operation, we have developed the ECO CENTER, in which various power-saving technologies are incorporated. Two of the chosen technologies are discussed below.


    (1) 12V DC power supply compatibility


    Most of data centers adopt UPS (Uninterruptible Power Supply) countermeasures to deal with issues such as power outages. The UPS converts AC power supply temporarily into DC and stores it in an internal battery. Subsequently, it re-converts the battery power to AC and supplies it to IT equipment such as servers, which then converts the power supply from AC back into DC again for operational use. These conversions between AC and DC are always accompanied by power losses, which means that minimizing the frequency of conversions will lead to power saving.


    The latest data centers note the power losses accompanying these AC/DC conversions and adopt 12V DC power supply to the IT equipment in order to reduce the frequency of AC/DC conversions.


    In order to provide countermeasures against these changes in the power supply environments of the data center facilities, we commercialized the Express5800/E120d-M 12V DC input compatible server (Photo 1) as the ECO CENTER series.
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        Photo 1 External view of the Express5800/E120d-M.


        

      

    


    


    The Express5800/E120d-M is provided with a power option called the 12V DC input module that provides system compatibility with 12V DC power as well as with AC power supply unit. When a 12V DC input module is used, the power fed as 12V DC is sent to the mother board of the server without being converted. In this way, power saving is achieved by a reduction of the frequency of AC/DC conversions (Fig. 1). The elimination of power conversions enables the 12V DC input module to adopt an extremely simple architecture. Therefore, the number of fault incidence occurrences in the server can be reduced and consequently it contributes to improvement of availability.
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        Fig. 1 DC power supply system.


        

      

    


    


    (2) Built-in batteries


    Traditional AC power-supplied data centers and server rooms can also reduce the power loss risks caused by AC/DC conversions by introducing IT equipment with built-in batteries.


    Incorporating batteries in the IT equipment instead of installing the UPS at the facility side can complete AC/DC conversions with one cycle, as well as reserving backup power to counter power failures (Fig. 2). This strategy can save power by up to 5% compared to the ordinary power supply system using the UPS (compared to the system using NEC’s UPS).
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        Fig. 2 Power supply system of IT equipment with built-in batteries.


        

      

    


    


    The Express5800/E120d-1 (model with built-in batteries) can incorporate up to two large-capacity Ni-MH batteries in the server (Photo 2). The number of batteries can be selected according to the power consumption of the server.
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        Photo 2 External view of the Express5800/E120d-1


        (Model with built-in batteries).

      

    


    


    The Express5800/E120d-1 (model with built-in batteries) installs the batteries at the front of it in order to improve the battery cooling efficiency by permanently feeding fresh air. The result is a long service life of five years, even with an ambient temperature of 30ºC. This model is also very convenient for system management because its standard server management function, the EXPRESS SCOPE engine, performs integrated management tasks that cover the battery status.


    As described above, the Express5800/E120d-1 (model with built-in batteries) not only saves power by incorporating batteries but also enables efficient equipment investment according to the customer’s business expansion by eliminating the large-sized UPS from the data center facility.


    2.2 SIGMABLADE


    The SIGMABLADE is a product that combines servers, networks and storage in a single enclosure. It incorporates the EM Card, which is the module for integrated operation management of the products inside the enclosure. This section describes two of the related energy-saving functions implemented by the EM card.


    (1) Optimum power operation control


    The enclosure of the SIGMABLADE accommodates up to 16 CPU blades (servers) and 8 network switches. Even if the enclosure has power supply module(s) capable of supplying power even when the maximum number of products is installed, this does not mean that the maximum numbers of CPU blades and switches should always be used. It is acceptable to use only the required number of CPU blades and switches.


    In such a case, the AC/DC conversion rates inside the power supply module(s) vary depending on the wattage supplied inside the cabinet, and the EM card applies autonomous judgment to optimize the conversions and switches the power supply module ON/OFF accordingly to save the power required in the operation (Fig. 3).
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        Fig. 3 Optimum power supply operation control


        (Power ON/OFF according to the number of operating units).

      

    


    


    (2) Power capping Technology


    This function supports the operation of SIGMABLADE so that the total power per enclosure is limited below the preset power capping value. This makes it possible to continue the system operation without using excessive power when it is required to operate the system efficiently within the limited power supply range of the floor.


    Specifically, this function sets the power capping value in the EM card in advance. The EM card monitors the power consumptions of all of the products in the enclosure. If the addition of a CPU board causes the power consumption to exceed the preset power capping value, the EM card autonomously switches the desired CPU blades to the power-save mode in order to reserve the power so that the additional CPU board can be used subject to the preset power capping value (Fig. 4).


    
      [image: 8379.png]


      
        Fig. 4 Power capping.

      

    


    


    This function is not restricted to a single enclosure but it is also possible to group more than one SIGMABLADE enclosure and set the power capping of an entire system. In this case, the EM cards inquire the power situations of each other so that the system operation can be continued by managing the power usage of the whole system (Fig. 5).
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        Fig. 5 Inter enclosure power control.

      

    


    


    
      3. Power-saving Storages

    


    


    The iStorage M series can reduce the power consumption of the storage device itself through the hardware that is effective for power saving. In addition, it has succeeded to incorporating power consumption reduction function by applying our original ideas for controlling storage devices.


    (1) High-efficiency power supply


    The development of the high-efficiency power supply is an example of effective power saving hardware. The efficiency improvement technology is implemented by the use of high-efficiency (soft switching/sync rectifier) circuitry and low-loss chips. Specifically, we have commercialized a world leading AC power supply unit (certified as 80 PLUS GOLD) that provides storages with high efficiency.


    (2) 380V HVDC power supply compatibility


    We have also developed a 48V DC/380V HVDC power supply unit that is used exclusively in data centers for enabling supply of DC power to storage devices. The high voltage of the 380V HVDC system not only features high efficiency but also provides other advantages, including the possibilities of reducing cable diameters as well as of facilitating the design and construction of the facility.


    (3) MAID technology


    The iStorage StoragePowerConserver is a function that reduces the power consumption by controlling the storage devices. It achieves energy-saving operations of storages by employing the MAID (Massive Arrays of Inactive Disks) technology that rotates the HDD only when necessary and stops it when it is unnecessary (Fig. 6).
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        Fig. 6 iStorage StoragePowerConserver.

      

    


    


    This function controls the stop/start of operations of the HDDs mounted in the iStorage M series product by autonomously identifying the HDDs that are not always used according to their properties. A function for controlling the stop/start of the HDDs forming the storage pool to which the logical volume belongs according to their usage situations is also provided for energy-saving operations linked to business operations.


    When this function makes it possible to rotate the HDD only as necessary during the backup operation, etc., the power consumption may be reduced by up to 30%.


    


    
      4. Power Saving by High Ambient Temperature Compatibility

    


    


    The high ambient temperature compatibility of IT equipment is an important factor in power saving for facility linkages such as for data centers or server rooms.


    In general, the upper limit of the operating environment temperatures of traditional servers and storages is 35ºC. NEC has succeeded in raising the upper limit to 40ºC by selecting components and optimizing the air flow design (Fig. 7). This has made it possible to raise the air conditioning temperature of data centers and to thereby reduce their power consumption.
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        Fig. 7 Cooling structure of high ambient temperature compatible server.

      

    


    


    As an example of the effects of power-saving, Fig. 8 shows the results of trial calculations assuming that a customer is continuing to use IT equipment that was installed in 2007. In this case, replacing the servers and storages with the latest power-saving servers and storages of high ambient temperature compatibility can reduce the power consumption of the IT equipment and the generation of heat; as well as of the power consumed by the air conditioners used for cooling the generated heat. When the reduction of power consumption achieved by raising the air conditioner setting by 5ºC is considered, the total power consumption of the air conditioners can be reduced by about 40% and that of the entire data center can also be reduced by 34% (according to our trial calculations).
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        Fig. 8 Power-saving effects of high ambient temperature compatible


        IT equipment.

      

    


    


    


    
      5. Conclusion

    


    


    In the above, we introduced the power saving measures adopted for our servers and storages. In the development of servers and storages of the future, too, we will endeavor to contribute solutions to social issues associated with the global environment by considering power saving issues. Robust support will be continued in applying the implementation of functions and performances to meet customer needs.


    


    * 80PLUS is a registered trademark of Ecos Consulting, Inc. in the U.S. and other countries.
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      Abstract

    


    A thermoelectric (TE) conversion element is a promising candidate to enable the recovery of a vast amount of waste heat all over the world into useful electricity. There are several types of TE conversion elements being developed in the market, but a particularly promising one is being developed with a TE conversion technology that employs a novel mechanism based on the “spin Seebeck effect.” This technology may bring innovation into the field of thermal energy, where mature technologies already exist. This paper describes the possibilities of the spin Seebeck effect: how it solves the issue of waste heat and how it recovers these heat sources into useful electricity.
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      1. Introduction

    


    


    Worldwide energy consumption is increasing year after year due to the expanding economic scales of developing countries. If we simply ignore this situation and allow energy consumption to increase in a disorderly manner, we will face resource depletion and drastic climate change, which may lead to unfavorable consequences for our lives.


    Therefore, a new technology is expected to be created that can appeal both to the economic efficiency of energy consumption and also to the reduction of environmental influences. This environment is accelerating the study and development of technologies to recover some of the vast amount of waste heat being discarded around the world every day.


    


    
      2. Waste Heat Recovery with Thermoelectric Conversion Technology

    


    


    Most of the waste energy in our society is discharged in the form of steam or hot water. It has been shown that the temperature of this discharged steam or water does not exceed 150℃. When converting waste heat into electricity in this temperature range, sufficient conversion efficiency cannot be expected by using the TE conversion technology or no matter what technology is used. This makes it difficult to put waste heat recovery technology to practical use.


    However, the practical study of TE conversion technology in the high temperature range, where reasonable conversion efficiency can be expected, is being actively promoted. For example, many countries have launched projects to recover the heat generated from automobile engines to achieve efficient fuel consumption. Such projects also meet the needs for the recent world trend of tightening automobile fuel consumption. Waste heat with a relatively high temperature can be collected from an automobile, so there is more potential to employ it to achieve a practical application of TE conversion technology1). It is reported that thermal engines such as the Rankine cycle, the Stirling cycle and a prototype device using the element using the Seebeck effect have achieved around a 10% improvement in fuel consumption efficiency1).


    However, the biggest issue with these technologies is that they are not profitable. In the automobile industry, the maximum cost to improve automobile fuel consumption by 1% is about 10,000 yen. However, none of the aforementioned technologies have achieved a sufficient cost performance to cope with this demand.


    Looking at this fact from the other side, however, waste heat recovery technology in the high temperature range has the potential to create a new industry if it achieves economic feasibility and is applied for practical use. From there, it can be expected to lead to R&D of waste heat recovery technology in the low temperature range.


    


    
      3. Features of Spin Seebeck Elements

    


    


    Spin-TE conversion is a new TE conversion mechanism using the spin Seebeck effect2). It was demonstrated by a member of Saitoh Laboratory at Keio University in 2008 (the laboratory has since moved to Tohoku University). NEC has focused on the innovative aspects of this mechanism and has been promoting R&D with the aim of putting spin Seebeck elements to practical use by optimally employing the TE conversion mechanism3).


    The most prominent feature of a spin Seebeck element is its simple structure. Fig. 1 shows a photo of an element formed on the surface of a glass substrate along with a schematic structure of the element. As shown in the schematic illustration, the element structure consists of two layers of film: a magnetic insulator and a conductor. The materials employed are bismuth-substituted yttrium iron garnet (Bi:YIG) for the magnetic insulator film and platinum (Pt) for the conductor film. Fig. 2 illustrates the schematic structure of a Seebeck element using a standard semiconductor with a p-n junction. This clearly shows the differences between it and a spin Seebeck element.


    
      [image: 8587.png]


      
        Fig. 1 Spin Seebeck element and its schematic structure.
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        Fig. 2 Schematic illustration of the modular structure of a conventional


        Seebeck element.

      

    


    


    With a Seebeck element, n-type and p-type semiconductor blocks are connected in series inside the element, so that the structure of the element has to be complicated to increase thermoelectric power.


    However, with a spin Seebeck element, electromotive force is induced along the conductor film. By setting a distance between the terminals longer, a larger amount of electromotive force can be obtained. Furthermore, the amount of electricity can be increased in proportion to the area of the element surface. Such simple structure and easy scalability provide various advantages for a variety of products.


    First of all, since a simple coating process is used to form the element layer, it can be applied over a large area at low cost.


    Secondly, the element can be applied to various shapes of materials.


    It has actually been confirmed that sufficient TE conversion performance can be acquired with an element formed by the coating process and also with an element formed on a flexible surface substrate.


    


    
      4. Opportunities for Spin Seebeck Elements

    


    


    Another significant feature of the spin Seebeck element is its potential conversion efficiency, which is expected to be superior to that of a conventional Seebeck element. Fig. 3 explains the differences in mechanism between a Seebeck element and a spin Seebeck element.
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        Fig. 3 Differences in the mechanism of semiconductor-type and spin current TE conversion elements.


        

      

    


    


    First, when applying a temperature difference (temperature gradient) to both ends of the element, heat flow (thermal current) is generated.


    With a Seebeck element, when heat flow is generated in the element, some of the heat flow is converted into a certain amount of electrical current and it all flows in the same direction. The efficiency of the conversion from heat flow to electrical current can be improved by applying either of the following countermeasures: reducing the heat conductance in the element, or employing an element material with superior electrical conductance. However, the heat conductance is limited by the number of electrons in the conductor or semiconductor, so these countermeasures cannot be applied independently. This physical restriction, known as the Wiedemann-Franz law, is a major obstacle to improving the properties of Seebeck elements.


    Spin-TE conversion demonstrates a TE conversion mechanism that is free from the Wiedemann-Franz law. This is the key advantage of spin-TE conversion. The heat flow applied to a spin Seebeck element generates a flow of spin angular momentum via localized spins in the magnetic insulator. This is the so-called “spin Seebeck effect” that generates spin current. The spin current is then induced in the paramagnetic transition metal (TM), and converted into an electrical current by means of the inverse spin Hall effect (ISHE). The ISHE converts spin current into electrical current that flows in directions orthogonal to the directions of heat flow and spin current and this electricity can then be extracted.


    Due to the above principles, the TE conversion efficiency of a spin Seebeck element can be improved by independently controlling the heat conductance of the magnetic insulator to be depleted and the electrical conductance of the conductor to be increased on each material. This is a feature that the conventional Seebeck element cannot achieve, and the reason why the spin Seebeck element is expected to be significantly superior in its performance.


    As described before, the device uses a simple two-layer element structure. This simple structure enables a simple coating-based process and results in the advantage of producing an element with a large area at low cost.


    Finally, the features of the spin Seebeck element are explained below. Fig. 4 shows a photo of the element and the measurement results of its output voltage power. The elements are connected in series by patterning the conductor film to accumulate the electromotive force of each spin Seebeck element. A TE conversion coefficient of 0.395 mV/K is achieved, as shown in the plot of the temperature dependency of thermoelectric power. As described so far, efficient accumulation of electromotive force is available through the spin Seebeck element by employing the same procedure employed for the conventional Seebeck element. In comparison with properties of the conventional semiconductor-type Seebeck element, those of the spin Seebeck element currently fabricated are still inferior; the conversion coefficient is small and the element’s internal resistance is large. This means that it needs to be improved further to achieve practical performance as a power source.
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        Fig. 4 Electromotive force accumulation experiment using a spin Seebeck element.


        

      

    


    


    The output power of the element can be increased by modifying the thickness of the element to some mm size and by improving its material properties, so that the performance of the element can be improved to a level that is superior to conventional semiconductor-type elements.


    


    
      5. Conclusion

    


    


    Thermoelectric (TE) conversion elements are expected to be a significant technology for recovering the waste heat discarded by society. Current study and development in this area is mainly concerned with semiconductor-type Seebeck elements. However, if the spin Seebeck element can demonstrate its superiority in conversion efficiency, low-cost feasibility and long-durability performance over conventional Seebeck elements, it may change the market drastically and expand the potential market even further. NEC will continue its challenge to promptly develop the spin Seebeck element for practical use, so that we can establish a society that can optimally use more waste heat.
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      Abstract

    


    NEC is continuing to expand the CONNEXIVE M2M service solutions activities to achieve an innovative ubiquitous network society where “things” of the real world will be allowed to connect to safe and secure network systems. Anyone is thereby enabled to collect device data and control devices freely. This paper introduces the “CONNEXIVE Ionizing Radiation Measurement Solution” case study that has supported reconstruction of the communities damaged by the 2011 Tohoku Earthquake.
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      1. Introduction

    


    


    NEC continues to expand the CONNEXIVE M2M service solutions activities that universally collect information from “things” and data generated from sensing devices in order to analyze such information as “big data.” The CONNEXIVE solutions are provided to support a variety of domains such as environment, energy, agriculture, machinery industry, transportation and commodity distribution.


    As a case study of environmental sensing solutions employed in environment domains, this paper describes the “CONNEXIVE Ionizing Radiation Measurement Solution” that is achieving high precision and real-time air dose measurement.


    


    
      2. Outline of the CONNEXIVE Ionizing Radiation Measurement Solution

    


    


    This solution comprises “CONNEXIVE Ionizing Radiation Measurement Cloud” that enables users to easily view data collected by ionizing radiation sensors and “CONNEXIVE Monitoring Post B,” an air dose measurement device (Fig. 1).
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        Fig. 1 CONNEXIVE Ionizing Radiation Measurement Solution.


        

      

    


    


    The “CONNEXIVE Ionizing Radiation Measurement Cloud” provides a service which displays the latest air dose data on a map. The cloud also displays variations in the dose levels at different measurement points according to data measured at the “CONNEXIVE Monitoring Post B.” This service allows users (1) to download the collected air dose data as CSV format text data, (2) to upload collected air dose data measured by other devices and (3) to synthesize uploaded data with existing data in order to display the results on screen.


    The “CONNEXIVE Monitoring Post B” is an off-grid power type air dose measurement device equipped with a large-capacity solar power generation and storage device. Measured air dose data is transmitted to the “CONNEXIVE Ionizing Radiation Measurement Cloud” at specified intervals via 3G telecommunication lines or wireless networks such as Wi-Fi. Moreover, the “CONNEXIVE Monitoring Post B” is capable of significantly low power consumption levels. Due to adopting CsI (TI) scintillation and high sensitivity optical semiconductors employed for the sensor, the “CONNEXIVE Monitoring Post B” features strong resistance against environmental influences, such as temperature variation and magnetic fields. Energy compensation using the G (E) function also achieves a high precision measurement performance.


    


    
      3. Features of the CONNEXIVE Ionizing Radiation Measurement Cloud

    


    3.1 CONNEXIVE M2M Service Platform


    The “CONNEXIVE Ionizing Radiation Measurement Cloud” conducts collection, accumulation and statistical calculation of the air dose data on the CONNEXIVE M2M service platform (Fig. 2).
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        Fig. 2 CONNEXIVE M2M service platform.

      

    


    


    The CONNEXIVE M2M service platform is equipped with several interfaces designed to cope with a variety of devices, so that any device may be connected without performing complicated procedures. By customizing the device interface components as required and connecting them to the data collection board, collection and accumulation of air dose data of different formats can be carried out with air dose measurement devices of different venders.


    Customizing components for statistical calculation enables users to use the CONNEXIVE M2M service platform as a multi-functional database collection platform. Accumulated and statistically calculated air dose data can be acquired from various applications by accessing the database collection platform via the service interface.


    3.2 CONNEXIVE Ionizing Radiation Measurement Applications


    The “CONNEXIVE Ionizing Radiation Measurement Cloud” provides two major functions; (1) mapping real-time air dose on a map, and (2) displaying a past air dose data variation chart.


    The mapping function displays the results measured automatically by the “CONNEXIVE Monitoring Post B” on the map by classifying air dose rate with different colors. Moreover, an exclusive function allows system administrators to upload the air dose data measured by other devices or those measured by other organizations in order to collate such data and display the results on the map. In order to let us show that the air dose data has been collated, the design of the markers to be displayed on the screen be customized according to the different measurement methods chosen.


    The chart function displays the variation for each monitoring point of the air dose per day, week, month, or for a two- year period. Moreover, the chart will also display the estimated air dose amount to be accumulated per-year for the specified monitoring point.


    These mapping and chart display functions are available for use with PCs and smartphones. For conventional feature phone users, the function to display the latest air dose data is provided.


    The collected air dose data can be downloaded as a text file in CSV file format. Such electronic data allows users to print out the data and distribute it to people who are not familiar with PCs, or to analyze the data on a PC using appropriate software. Another function prepared exclusively for administrators is the alert notification function. With this function, an alert email can be dispatched to specified email addresses when any abnormality occurs to the “CONNEXIVE Monitoring Post B,” such as low voltage status or communication errors, etc.


    The application platform employs a multi-tenant system so that the display screen appears as contracted companies construct their own server systems. Functions mentioned above are installed on the application platform as common functions. Therefore, companies that introduce “CONNEXIVE Monitoring Post B” do not have to develop the required systems by themselves. This means also that companies can use services quickly and without waiting for a long time before the system is constructed.


    


    
      4. Features of CONNEXIVE Monitoring Post B

    


    4.1 Highly Precise Measurement Method


    “CONNEXIVE Monitoring Post B” employs a survey meter which uses a scintillation counting system.


    This survey meter incorporates a CsI (TI) scintillator and an integrated compact optical semiconductor element; the CsI (TI) scintillator converts the incident gamma (γ) ray emissions into visible light, and the integrated compact optical semiconductor element detects very low light to count the scale of the luminescence. A wide detection range gamma ray beam is available in the range between 30 KeV and 2 MeV. When a spectrum analyzing function is used, gamma ray spectra can be acquired close to both 662 KeV and 32 KeV, which occur when 137 Cs (caesium) is decayed. It confirmed thereby that such spectra are derived from 137 Cs.


    In general, the scintillation system strongly relies on the energy of incident photons more than other systems such as the Geiger-Mueller counter or an ionization chamber do. However, the energy compensation using the G (E) function method enables wide ranging measurements of 0.01 to 100 μSv/h. When measuring wave height spectra, external component materials absorb and disperse the spectra, which influences the measured results. However, the energy compensation of the G (E) function method achieves high precision measurements. With regard to the measurements conducted around the Fukushima-1 plant, a monitoring vehicle was used to mount an Nal (TI) scintillation system survey meter for detecting low air dose rates and an ionization chamber survey meter system for detecting high air dose rates. However, these survey meters have been replaced by the CsI (TI) scintillation survey meter employing the G (E) function compensation method.


    Both the luminescence amount generated by the scintillator using incident gamma rays and the performance of the photo-sensitive element have temperature-dependent properties, so the detected energy rate can be shifted according to the ambient temperature. The air dose measurement section employed for our product mounts an architecture featuring a highly stable temperature control characteristic. The section also mounts temperature compensation circuitry. Therefore, superior temperature stability performance is achieved, and the detected energy shift due to temperature shows +/-5% or less in the ambient temperature at 0 to 50°C, and +/-10% or less in the ambient temperature at -10 to 0°C (137 Cs, 662 KeV standard).


    In order to avoid the ionizing radiation shielding influence of the electric storage capacitors, communication units and wiring, the ionizing radiation measurement section is located at the front of the unit. A strict calibration test is conducted before shipping the product by providing a similar environment to that in which the product will be installed. Even the exterior equipment to be mounted at the “CONNEXIVE Monitoring Post B” is installed in the calibration test room in order to create an environment similar to that of the actual site as much as possible.


    In order to maintain a high degree of precision, a calibration test should be carried out once a year after introducing the device to the actual site. Such a calibration test is carried out at our laboratory, so the ionizing radiation measurement section should be detached from the main unit and brought back to our laboratory for testing. The laboratory is strictly controlled and severe operation checks and calibrations are conducted in the same way as when the product is shipped for the first time. A calibrated product of the same model is available for loan to the customer so that measurements may be continued during the calibration maintenance period.


    4.2 Safety Conscious Product Design


    It is assumed that “CONNEXIVE Monitoring Post B” will be installed at schools or parks where children often gather, so the product is designed with safety consciousness in mind in order to avoid injury and accident.


    The housing is designed in a cylindrical shape that eliminates risk of injury to children as much as possible, and also the electroluminescence display section is installed inside the front of the housing to avoid any projection of parts. Moreover, the lowest edge of the solar panel is designed to be located 180 cm above the ground so that the edge is above the height of most children. Bolts to fix the supporting column and housing should be installed at a height of 150 cm or lower and protected with resin caps (Fig. 3).
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        Fig. 3 Exterior appearance of CONNEXIVE Monitoring Post B.

      

    


    


    4.3 Achievement of Large Volume Power Generation and Low Power Consumption


    The “CONNEXIVE Monitoring Post B” is designed to perform ionizing radiation measurements continuously, even when installed in a mountainous area such as the Tohoku region where much snow can be expected. The post is equipped with a large-volume solar power generation panel and a large-capacity storage battery and the post is designed to achieve low power consumption so that continuous measurement operation is guaranteed, even if sunshine is absent for 10 consecutive days.


    Power must be supplied continuously to the ionizing radiation measurement and controller sections. However, a low power consumption system is provided to these sections and their power consumption is a small percentage compared to the entire unit. On the other hand, if the unit is installed where the 3G wavelength reception conditions are inadequate, the 3G communication equipment attempts to increase wavelength output, which consumes a lot of electricity. In order to avoid such an event, the system is designed to switch on power for the communication equipment only when communication is carried out, thereby decreasing the power consumption of the entire unit.


    4.4 Design Supporting Quick Installation


    The “CONNEXIVE Monitoring Post B” employs a solar power generation system and a wireless communication system. Therefore, the post does not require the labor of laying power sources and telephone lines. Moreover, an exclusively designed and manufactured base is provided for the main unit so that the product installation can be completed just by digging a suitable hole and assembling the base in-situ. It is not necessary to cast and cure concrete, so installation work from the base installation to the completion of product installation can be performed in approximately six hours.


    


    
      5. Conclusion

    


    


    In 2011 the “CONNEXIVE Monitoring Post B” was employed as a real-time air dose measurement system by the Ministry of Education, Culture, Sports, Science and Technology. Over 500 such devices are currently at work all over Japan. Some of them were introduced by municipalities and some by private entities which chose and introduced the products according to their own judgments. The product has achieved preferred status for its accurate and stable measurement performance. In addition to “CONNEXIVE Monitoring Post B” introduced in this paper, NEC is also able to provide “Desktop-type Monitoring Post A,” which is suitable for indoor measurements and “Compact Monitoring Post C,” for outdoor measurements.


    NEC continues to develop more innovative products in order to provide solutions not only in the ionizing radiation measurement domain but also for the agricultural and commodity distribution domains. NEC aims thereby to contribute to supporting the reconstruction of disaster affected areas.


    


    * Wi-Fi is a registered trademark of Wi-Fi Alliance.
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      Abstract

    


    Since experiencing the Great East Japan Earthquake, an even greater range of media is tending to be employed in disaster information transmissions. When a disaster occurs, municipal offices are expected to provide administrative disaster prevention information both to staff members and to local residents. This paper introduces a system that enables information transmission more promptly and widely while using a Disaster Prevention Administrative Radio System in Cities, Towns and Villages as a core communications system. It also describes case studies that have been conducted of trials for “diversity of disaster information transmission,” as well as the results of studies regarding DTN (Delay/Disruption Tolerant Networking) that support information transmission procedures in the event of natural disasters.
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      1. Introduction

    


    


    On 11th March 2011 at 14:46 (JST), the magnitude 9.0 Great East Japan Earthquake occurred, which was the largest earthquake ever recorded in Japan. Moreover, the earthquake triggered an unexpectedly large tsunami that resulted in a greater number of casualties. One cause of the high number of casualties was their misunderstanding of the disaster warnings and also their delay in evacuating.


    In Japan, a local municipality decides to issue an evacuation recommendation or instruction and it transmits disaster warnings to local residents. A Disaster Prevention Administrative Radio System in Cities, Towns and Villages (broadcast via PA systems: public address systems)” (hereinafter referred to as a Disaster Prevention Administrative Radio System) is the main method of transmitting disaster information. The Disaster Prevention Administrative Radio System is free from any transmission restrictions so that it can avoid communication congestion, even in a natural disaster situation. Therefore, it was widely used to transmit disaster information during the Great East Japan Earthquake. However, in the coastal areas that were hit by the tsunami, many local radio systems were damaged. This event has revealed an issue for information communications systems, including the public networks. These events showed how difficult it is to transmit essential information to local residents who have been evacuated to different locations. In addition, such issues happened not only during the disaster but also after its occurrence.


    One of the countermeasures to be applied this issue is to employ various innovative information communications media, such as simultaneous mail distribution system*1, Area Mail Disaster Information Service, Emergency Email Service*2 and Twitter*3, besides the TV and radio broadcasts. The countermeasure of choice is to distribute the information contents broadcast via the Disaster Prevention Administrative Radio System to modern devices that incorporate latest information transmission mechanisms and services so that disaster information can reach local residents quickly and with certainty.


    However, when employing such communications media to transmit information, it is necessary for the staff members of municipal offices to get used to different operational procedures for each of the different media or services. This may present yet another burden for staff members to become familiar with several different media and service operations; especially in a situation in which various disaster countermeasures have to be applied by a limited number of staff.


    
      *1 Simultaneous mail distribution system: A mechanism to simultaneously distribute emails of disaster and crime-prevention information at high speed.


      *2 Area Mail Disaster Information Service, Emergency Email Service: Services to distribute emergency information to mobile phones located in the mobile phone base station areas via the mobile phone networks of each mobile phone company.


      *3 Twitter: An online social networking information service for sending messages of up to 140 characters. Such messages can be shared via the Internet.


      

    


    


    


    
      2. The System that NEC Aims at

    


    


    In considering such issues, NEC has developed a system that distributes information simultaneously to various information transmission media, as well as to the Disaster Prevention Administrative Radio System. Our system sends disaster information to a range of information transmission media in addition to the existing Disaster Prevention Administrative Radio System; included are outdoor loudspeakers and indoor receivers that distribute information by “audio.” This means that our system unifies various disaster information distribution systems and transmits information more rapidly. It can also enable transmission of information to areas that the Disaster Prevention Administrative Radio System cannot cover.


    Moreover, people can check the details of information transmitted by the Disaster Prevention Administrative Radio System on TV or on their mobile phones, so that they can easily acquire detailed information that may be hard to understand just by listening. They can also access administration information that is only applicable for local residents in certain areas.


    NEC has developed a disaster prevention contents management system (hereinafter referred to as Disaster CMS) that upgrades and expands the Disaster Prevention Administrative Radio System, thereby achieving “diversity of disaster information transmission” and “automatic information distribution systems.”


    


    
      3. Disaster CMS

    


    


    When attempting to transmit information via various information transmission procedures, the challenging issue is to prepare the various kinds of external system to be connected satisfactorily; especially when it is necessary to expand the system in order to connect it with more stations or devices. In this case the system becomes more complicated in most cases and imposes a greater burden on the staff members that operate it.


    Since experiencing the Great East Japan Earthquake, the issues that municipalities have to solve are, how rapidly they may distribute information when they receive information to be transmitted, and also how much can they reduce the burden on the staff members in performing the requisite information transmission operations.


    NEC has developed Disaster CMS, a system designed to reduce such burdensome operations and has thereby improved operational efficiencies.


    The Disaster CMS controls various information transmission media both in distributing and receiving information. It allows users to set operational details, for example, “What sort of information is to be registered and sent to which media in which format, etc.” Moreover, users are allowed to change the conditions of the auto distribution functions. When users are required to dispatch information manually, all that they have to do is to enter common messages to be distributed so that optimum distribution formats will be prepared automatically for different media.


    Even if more devices are expected to be connected in the future, the Disaster CMS will provide a flexible system infrastructure so that an integrated control for managing all sorts of input and output information is achieved.


    


    
      4. Case Study 1: Minami Soma City in Fukushima Prefecture

    


    Transmitting information by converting broadcast contents into text data


    The Disaster Prevention Administrative Radio System located at Minami Soma city in Fukushima prefecture is capable of broadcasting an evacuation recommendation and instruction, and it is also capable of simultaneously dispatching details of the evacuation recommendations and instructions to different media such as the web site of a municipality, a disaster prevention email service or a Disaster Prevention Administrative Radio System (mobile disaster prevention devices) (Fig.1).
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        Fig. 1 Information distribution example at Minami Soma city.

      

    


    


    Details of the broadcast content are displayed on the first page of the municipality web site, and a disaster prevention email is transmitted simultaneously. This procedure will allow residents in areas where the administrative broadcast cannot cover to receive information in a text format. Moreover, people can check information on the municipality web site if they were not able to listen to the information via the PA (Public Address) broadcast or radio systems. By employing such a system, local residents will be able to acquire disaster information more quickly and securely.


    


    
      5. Case Study 2: Nakatsugawa City in Gifu Prefecture

    


    Transmitting information by converting text data into contents for broadcast and various media


    The municipal office in Nakatsugawa city in Gifu prefecture has introduced NEC’s disaster prevention information system and Disaster CMS to work alongside their existing Disaster Prevention Administrative Radio System. Our disaster prevention information system collects and stores acquired information inside the system. The main feature of our system is to broadcast this information via the Municipal Disaster Prevention Administrative Radio System, which is the first such test ever done in Japan. Moreover, information collected by the system is not only dispatched via the Disaster Prevention Administrative Radio System but is also distributed simultaneously via an Area Mail Disaster Information Service, an Emergency Email Service, the web site of the municipality, and by Citizen Safe Network Email (Fig. 2).
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        Fig. 2 Information distribution example at Nakatsugawa city.

      

    


    


    This system allows users to dispatch information simultaneously to multiple media in a single operation. In addition to this feature, the system automatically converts text information into audio data so that the information can be broadcast via the Disaster Prevention Administrative Radio System. This is the most significant advantage acquired by introducing our system. Without our system, all of the procedures, from broadcasting received information with a microphone to distributing it to various media had to be processed in series by operating the console of the Disaster Prevention Administrative Radio System. However, with the introduction of our system, users were allowed to complete all procedures in a single operation.


    


    
      6. DTN Technology

    


    Information transmission function to compensate for damage to telecommunications infrastructures


    Much telecommunications infrastructure was damaged by the Great East Japan Earthquake. Municipal offices had to announce their messages, including local residents’ safety confirmation, requests from local residents, etc. by posting notices on walls, or with voice announcements by staff members in the evacuation centers. Such restrictions hampered smooth exchange and gathering of information between municipal offices and the refugees.


    In order to solve such issues, it is required to create conditions that enable intimate communication and secure information provision between municipal offices and local residents as well as among local residents. NEC is occupied in establishing a data transmission system with a highly reliable performance in a disaster situation, by employing the DTN technology to be vehicle mounted. DTN (Delay/Disruption Tolerant Networking) is a technology that enables data exchange between communications devices, even in the situation that the telecommunication infrastructure is damaged. A vehicle mounting a communications unit is driven around the evacuation centers and disaster countermeasures head offices and a DTN system for the exchange of data is set up. Information collection and distribution is then enabled without having to rely on the telecommunications infrastructure. This technology has been advanced since 2011 as a part of the project “Research and development of the disaster-resistant information communications network - network management and control technologies to ensure communications methods even in a large-scale disaster situation” conducted by MIC (Ministry of Internal Affairs and Communications).


    This system stores information transmitted via the DTN at Wi-Fi access points first and then provides other communications devices. Therefore, it will provide a means of collecting and distributing information using refugees’ smartphones, tablet devices, etc. even when the public telecommunication network is not working. It also supports refugees’ self-help and co-help activities. Various information such as local resident’s safety, goods required, etc. is thereby collected and dispatched. Moreover, there is another advantage that is gained by introducing the system. Municipalities used to transmit information such as safety confirmations, the number of refugees, goods required, etc. by circulating paperwork or sending manpower to deal with emergency situations. However, our proposals allow municipal offices to reduce such burdensome activities so that better services and support procedures may be provided to their residents (Fig. 3).
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        Fig. 3 Example of information transmission using DTN.


        

      

    


    


    


    
      7. Conclusion

    


    


    While considering communications in terms of disaster information transmission, this paper described above a system to conduct secure information transmission regionally by employing multiple communications procedures as well as the Disaster Prevention Administrative Radio System. NEC will continue to study and develop various disaster prevention systems in order to achieve “diversity of disaster information transmission” and “visualization of disaster damage.” At the same time, we intend to contribute to preparing a disaster prevention information infrastructure to support people’s safe and secure everyday lives by providing efficient disaster prevention systems.


    


    * Area Mail is a registered trademark of NTT DoCoMo, Inc.


    * Twitter is a registered trademark or trademark of Twitter, Inc.


    * Wi-Fi is a registered trademark of Wi-Fi Alliance.
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      Abstract

    


    Japanese fire prevention/emergency wireless communications systems, presently run through analog wireless communications, are being upgraded to digital wireless communications. The digitization of these systems makes it possible to expand the area of communication between mobile stations thanks to base station loopback communications, but on the other hand, this expansion of the communication area leads to new operational issues, such as radio wave interference and frequency changes. This paper introduces the efforts made by NEC to solve these issues while making full use of the advantages of digitization.
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      1. Introduction

    


    


    Japanese fire prevention organizations are typically organized by municipality. In the case of small municipalities, sometimes more than one of them forms a broad-area or association-type organization equivalent to a single municipal fire prevention organization. Their operations are centered around the firefighting/life-saving activities that begin with the reception of 119-dialed emergency reports. Between emergencies, they also develop preventive campaigns, such as surveys and guidance for optimal installation, maintenance and management of fire prevention facilities whenever a location that gathers a large number of people or a building handling hazardous materials is built, extended or reconstructed.


    To streamline these firefighting/life-saving activities, municipal fire prevention organizations began about four decades ago to construct fire prevention/emergency wireless communications systems. Meanwhile, the Protection of Personal Information Act has been enforced since 2003, making it necessary to keep personal information secret even in firefighting/life-saving activities.


    Based on the above background, the Japanese government decided that the fire prevention/emergency wireless communications systems of municipal fire prevention organizations should be moved from analog transmission on the 150 MHz band to digital transmission on the 260 MHz band, with the aim of promoting effective use of frequency resources, protection of privacy and active use of data communications. In FY2010, the Japanese Ministry of Internal Affairs and Communications decided to conduct demonstration experiments as a trigger for this switch. Fire prevention organizations all over Japan are now requested to digitize their analog wireless communications systems by May, 2016.


    At NEC, we are developing systems to cope with a wide range of digital wireless communications to meet the digitization needs of Japanese fire prevention/emergency wireless communications systems.


    


    
      2. Features of the Digitization of Fire Prevention/Emergency Wireless Communications Systems

    


    


    The new fire prevention/emergency digital wireless communications systems adopt the SCPC (single channel per carrier) method as their communication method and use an audio codec exclusive to fire prevention systems for improved confidentiality.


    While in traditional analog wireless communications frequencies were allocated in simplex for fire engines and in duplex for ambulances, in digital wireless communications frequencies are allocated without distinction between fire engines and ambulances but so that the base station transmission waves and mobile station transmission waves form pairs. This has improved the smoothness of mobile station communications between fire engines and ambulances.


    The mechanism of the system has also been changed from the method that emphasizes direct communications between units at disaster sites to the one that emphasizes base station loopback communications.


    When observing the features of the digitization of a wireless communications system from the viewpoint of operations not technology, it will result in the following improvements:


    • Improvement of confidentiality thanks to the use of a fire prevention-exclusive codec


    • Expansion of the area of communication between mobile stations thanks to base station loopback communications (Fig. 1)
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        Fig. 1 Comparison of communication area between analog wireless and


        digital wireless communications.

      

    


    


    • Facilitation of ID-based system linkage thanks to digital wireless station ID management


    On the other hand, the expansion of the communication area results in an increase in wireless traffic and the superimposition of the same frequencies, which then leads to new issues such as radio wave interference and blind zone generation.


    


    
      3. Features of the Wireless Communications of Fire Prevention Organizations

    


    


    As seen in Fig. 2, fire prevention organizations use wireless communications for a “simultaneous disaster notice” that announces the occurrence of a disaster and orders a rush to the site, “disaster site communications” for sharing information at the disaster site, “select calls” for highly confidential communication of the situation of emergency transported persons from the ambulance to the command center or hospital and “daily liaisons” such as communications related to preventive inspection operations.
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        Fig. 2 Wireless communications in a fire prevention organization.


        

      

    


    


    When a disaster occurs, a simultaneous disaster notice (“call-out”) is issued to transmit the details of the disaster and the units (vehicles) to be put in action so that all of the units in the jurisdiction can send the required units to the disaster site. This is one of the characteristic uses of wireless communications by fire prevention organizations. To transmit the notice to all of the units in the jurisdiction without exception, the command center should also send the same information through wireless communications to the vehicles working outside the fire department.


    This notification of all of the vehicles working outside the department is possible by transmitting the information on all available frequencies using all of the base station wireless equipment in the jurisdiction. However, if multiple base station wireless equipment are communicating using the same frequency, the radio waves will interfere with each other in the areas where they are superimposed and the message might become hard to decipher (Fig. 3). There is an alternative method in which the simultaneous notice is transmitted using a different frequency for each base station to avoid radio wave interference. Nevertheless, if different frequencies are used, it is impossible to establish communications between mobile stations using different frequencies, which hinders the sharing of information between units (Fig. 4).
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        Fig. 3 Radio interference caused by simultaneous notice.
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        Fig. 4 Channel switching per base station.


        

      

    


    


    Furthermore, ambulances run outside the areas assigned to them in order to transport injured and sick people to hospitals. If the wireless communications frequency is changed for each relay station in order to address the issue of radio interference mentioned above, each ambulance during transport would be required to change its mobile channel whenever it enters a different wireless communications area (Fig. 5).
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        Fig. 5 Channel switching per area.


        

      

    


    


    Since ambulances must transport seriously injured people with a small crew, it is a significant burden to have to switch the mobile frequency for each wireless communications area.


    


    
      4. Considerations in the Digitization of Fire Prevention/Emergency Wireless Communications Systems

    


    


    The wireless communications of fire prevention organizations need to take the following two points into consideration:


    • Countermeasures against the radio wave interference accompanying simultaneous disaster notices


    • Matching with base station frequencies when the mobile station of an ambulance moves between areas covered by different wireless base stations


    If a different transmission frequency is allocated to each base station to avoid the radio interference accompanying simultaneous notices, the frequency to be used in each base station communications area is specified and the mobile station needs to switch its frequency as it enters each area. On the other hand, if the same frequency is allocated to all base stations to avoid the inconvenience of frequency-switching by mobile stations, radio wave interference may occur when a simultaneous notice is issued.


    To digitize a fire prevention/emergency wireless communications system, it is necessary to solve these conflicting requirements.


    4.1 Automation of Mobile Station Frequency Switching


    The issue of frequency switching by mobile stations can be solved by introducing the permanent transmission system already in use by cellular phones, in which base stations transmit radio waves continuously and each mobile station selects the optimum base station and frequency according to its radio wave receiving conditions. However, since the permanent transmission system involves outputting radio waves continuously, it often encounters difficulties in obtaining permission due to concerns about radio interference in other municipalities using the same radio frequencies.


    We therefore decided to use the vehicle operation terminal equipment that is already installed in fire engines and ambulances to track the location of each vehicle and transmit it to the command center. We developed and provided a non-permanent transmission system in which the vehicle operation terminal equipment automatically selects the frequency to be used according to the position information of the vehicle, switches the frequency of the mobile station and notifies the base station transmitting and receiving radio waves in the current area of the new frequency. This system allows each mobile station to automatically select the optimum base station and frequency in each communication area.


    4.2 Establishment of Mobile Station Communications Using Different Frequencies


    With a system designed to avoid the radio interference accompanying simultaneous notices, there is the issue of the impossibility of information sharing between units because communications cannot be established between mobile stations using different frequencies.


    A possible solution for this issue is to provide a function by which central equipment groups the content of communications over different frequencies, like those carried on a single frequency (different-channel grouping).


    This function makes it possible to secure communications between mobile stations using different frequencies while avoiding the issue of the radio interference accompanying simultaneous notices. Then, it achieves to share information among the units at the disaster site as well as among units standing by at headquarters or at dispatched locations to prepare for expansion of the scale of the disaster (Fig. 6).
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        Fig. 6 Outline of different-channel grouping.


        

      

    


    


    Recently, various factors, such as improvements in the effectiveness of preventive inspection operations for giving fire-prevention guidance to building managers and advancements in the fireproofing of buildings, have considerably decreased the opportunities for fire crews to be engaged in actual firefighting activities. This is also regarded as one of the issues facing fire prevention organizations.


    Although experience can be simulated realistically through fire simulators and various training facilities, fire headquarters are still looking for mechanisms to share real disaster site conditions among all crews, with the aim of maintaining and improving their skills in spite of the reduction of actual experience. By establishing the mechanism of communications between mobile stations using different frequencies (different-channel grouping) as described above, we have made it possible to share disaster site conditions throughout the entire fire headquarters, including subordinate departments and stations, from the simultaneous disaster notice to the arrival of all units on-site (Fig. 7).
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        Fig. 7 Sharing of disaster conditions through different-channel grouping.


        

      

    


    


    


    
      5. Further Potential for Fire Prevention/Emergency Wireless Communications Systems

    


    


    The digitization of the fire prevention/emergency wireless communications system not only improves the confidentiality of communications and expands the area of communications between mobile stations, but also enables various system linkages based on wireless device ID. Fig. 8 shows a system that automatically displays the case with which each ambulance is occupied based on the wireless communications received from it. This is made possible because, when the fire prevention command center responds to a wireless communication from an ambulance, the calling mobile station can be identified by its wireless device ID.
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        Fig. 8 Case/select call interlocking based on wireless device ID.


        

      

    


    


    The wireless device ID also makes it possible to record wireless communications from vehicles dispatched for actions or sent to other fire departments. Then, it displays the record of call registry on the screen similar to the one of mobile phone, so that the vehicle can be called back with a single-tap operation.


    It is also possible to group the vehicles involved in the same disaster case and send them wireless simultaneous notices (Fig. 9). With these wireless simultaneous notices, it is possible to group wireless communications even when the mobile stations are using different frequencies. The call register can also facilitate communications with vehicles that are not occupied with a disaster case, such as vehicles dispatched for flood prevention and other operations (Fig. 10).
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        Fig. 9 Case-specific simultaneous wireless communications control display.
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        Fig. 10 Wireless call registry control display.


        

      

    


    


    To deal with the diversification and expanding scale of disasters, the aging population combined with the declining birth rate and the increase in emergency cases accompanying the trend of nuclear families and to the promote smooth digitization of fire prevention/emergency wireless communications systems, the Japanese government is enhancing firefighting capabilities at the same time as broadening coverage and promoting fire prevention collaboration with the aim of the efficient utilization of facilities.


    In a small-scale fire prevention organization, the number of wireless relay stations and frequencies managed by a command center is one or two and the number of vehicles is about ten. When several small organizations are grouped to cover a broader area or their collaborations are enhanced, the number of managed wireless relay stations and frequencies increases to between ten and twenty and the number of vehicles to several dozens. These increases make the selection and control of wireless communications and vehicles more difficult jobs, making it necessary to add new staff for these operations.


    The functions described above, such as case/select call interlocking, case-specific simultaneous wireless communications and call registry display, are expected to facilitate the selection of wireless communications and vehicles even when they increase as a result of broadening fire prevention coverage and collaboration between organizations and to enable command operations with smaller crews.


    


    
      6. Software-defined Radio Communications Technology

    


    


    Finally, we will introduce the software-defined radio communications technology we adopted for the digitization of fire prevention/emergency wireless communications systems. This technology implements in software the radio communications (modulation, audio encoding/decoding, transmission method, etc.) that have previously been implemented in hardware. It installs multiple pieces of software on a single piece of hardware so that users can select the software required for their operations and modify radio communications properties easily as required (Fig. 11).
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        Fig. 11 Outline of a wireless communications system using a software-defined radio technology.

      

    


    


    Japanese fire headquarters have been requested to digitize their fire prevention/emergency wireless communications systems over a long period from 2010 to May 2016. During this period, consequently, fire headquarters with digitized communications and those with non-digitized communications coexist in Japan. This means that, if a large-scale disaster occurs necessitating mutual aid between headquarters, communications between fire headquarters using digital and those using non-digital communications will be impossible. NEC’s software-defined radio communication technology can be the solution for this issue because it can implement both analog and digital wireless communications with a single piece of wireless device.


    
      7. Conclusion

    


    


    In this paper, we explained the digitization of fire prevention/emergency wireless communications systems, identified the accompanying issues and introduced our efforts to solve them. We are determined to make full use of our software-defined radio technology in promoting the digitization of fire prevention/emergency wireless communications, solving the accompanying issues and presenting new possibilities for fire prevention organizations.
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      Abstract

    


    What are the truly effective measures to be taken against unpredictable crises in order to ensure the business continuity of an enterprise? NEC Corporation supports the business continuity management of customer enterprises by providing a wide range of solutions, from disaster recovery planning to various products and solutions as well as building and operating DR systems based on our long past experience. As an example of a DR system, this paper introduces a remote backup function using HYDRAstor. The data deduplication and replication functions of HYDRAstor achieve smooth remote backup by transferring massive quantities of data even through thin network circuits.
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      1. Introduction

    


    


    BC (Business Continuity) is a concept representing the series of processes and systems that are planned and prepared before disasters occur and which are maintained continually in order to continue business activities even in the event of any threat.


    Today, the activities of enterprises and other organizations may encounter various unpredictable crises such as natural disasters, power outages, diseases, terrorism and discontinuation of supply chains. To assure the continuity of business and operations in the event of a crisis, it is necessary to establish firm countermeasures.


    In general, business continuity necessitates the establishment of a BCP (Business Continuity Plan) and the study and implementation of DR (Disaster Recovery) measures.


    


    
      2. NEC’s BC Solutions

    


    


    We at NEC offer BC support, from consulting based on our own experience in BCP planning and operations to various products, solutions and cloud services (Fig. 1). In addition, we also offer the expertise of SunGard Availability Services, the leading provider in the BC service industry for total support of customers from BCP planning to design, construction, operation and rehearsal.
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        Fig. 1 NEC’s BC solutions map.


        

      

    


    


    


    
      3. Examination of DR Systems

    


    


    The preservation and recovery of computer systems is not always necessary for business continuity. Speaking in extremes, there is no problem if business can be conducted with paper and manual labor even when the platform is lost. Nevertheless, most business operations today are dependent on computer systems, so it is a matter of course to achieve BC by continuing and recovering these systems.


    In the following, we will discuss disaster recovery from the viewpoint of systems (DR systems).


    Among the various methods for DR, representative examples are “remote cluster”, aiming at system continuity, “remote replication”, aiming at system recovery and “remote backup”, aiming at protection of data (Fig. 2).
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        Fig. 2 Types of DR system.


        

      

    


    


    In addition to method selection, there are some further points that should be considered in an examination of DR systems, as listed in the following examples.


    • Consideration of system recovery level


    • Consideration of system recovery time


    • Consideration of the location and configuration of the remote site


    • Considerations related to cost


    However, if we were to stick to the points above from the initial stage of examination, the time taken would be much longer than expected due to the many considerations involved. What is important is to decide on the DR methods first, before further examination, by selecting the priority of the target, or, in other words, whether the main goal is to avoid discontinuation of operations (system continuity) or to avoid loss of data (data protection).


    


    
      4. Technologies Implementing the Solutions

    


    


    Our types of DR system are backed by technologies for implementing their functions. In general, a DR system is built by preparing a remote site at a long distance from the main site and a duplication of the active system through the network. As a result, how to build a DR system without imposing a burden on the network becomes one of the key points in disaster recovery.


    In this section, we will introduce the product technologies applied to the HYDRAstor series, which are the core products for remote backup, by specifically focusing on the remote backup function.


    4.1 Outline of the HYDRAstor Series


    The HYDRAstor series is a series of disk backup storage products to replace the traditional tape backup. It adopts a grid architecture that is scalable for extension node by node according to the required performance and capacity and also has a replication function for compatibility with remote backup. The HYDRAstor series incorporates various technologies for implementing efficient, reliable remote backup.


    (1) Data deduplication technology (DataRedux)


    The unique data deduplication technology (DataRedux) of the HYDRAstor series checks the duplication status of written data and prevents the writing of data that is redundant with data already written to storage to improve data storage efficiency and implement high performance and high cost efficiency.


    DataRedux intelligently divides data into variable-length blocks so that duplication of existing data can be maximally detected. This enables the detection of data redundancy that had been undetectable through fixed-length data division (Fig. 3).
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        Fig. 3 Deduplication technology (DataRedux).

      

    


    


    This deduplication technology reduces the amount of data transferred to the disk and the physical disk capacity required to store the data. This makes it possible to implement everyday data writing to the disk at high speed and low cost.


    (2) Distributed resilient data


    The data deduplication technology described above leads to the sharing of each data block by multiple items of data. Because of this, the effect of the loss of a data block may extend over a wide range because the loss affects all of the data referencing that data block.


    The HYDRAstor series employs distributed resilient data placement to achieve even higher reliability than that of the previous RAID (redundant array of independent disks) technology. This method improves reliability by further dividing the stored data block, adding redundancy codes to the divided fragments and distributing them over multiple storage nodes.


    Fig. 4 shows an example in which an original data block is divided into nine fragments with three redundancy codes added. In this example, the divided data, fragments 1 to 12, is distributed over four storage nodes. Even if three of the twelve fragments are simultaneously lost, it is still possible to restore the original data. The reliability of this technology is higher than that of RAID 6, which is known to be generally resilient to the simultaneous failure of up to two HDDs. Furthermore, the redundancy can be set freely according to the importance level of the stored data, etc., so the manager can obtain additional flexibility in the construction and management of the system.
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        Fig. 4 Distributed resilient data.

      

    


    


    In the event of an unexpected failure, the HYDRAstor series automatically detects the failed part and reconfigures it in the background. This means that troublesome management operations usually handled by a human manager are not necessary. In addition, this reconfiguration is processed on multiple storage nodes with sufficient processing capacity, without imposing overload on other processing operations being executed.


    (3) Replication (RepliGrid)


    Backup data is transferred to a remote location using a replication function (RepliGrid). RepliGrid can additionally compress the transferred data by transferring only the data that does not exist at the remote site among the data deduplicated and compressed by DataRedux (Fig. 5). This drastically reduces the amount of data transferred to the remote site. The use of low-speed circuits with narrow bandwidth makes possible the construction of a disaster recovery site at reduced cost.
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        Fig. 5 HYDRAstor replication operation.

      

    


    


    The communication path is encrypted to enable secure data transfer.


    In addition, RepliGlid has the multi-target replication function that enables sharing of a single master file system among multiple replica file systems (Fig. 6). This function makes it possible to keep multiple copies of important data in multiple replica sites, thereby implementing a more rigid disaster recovery system can be achieved.
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        Fig. 6 Multi-target replication.

      

    


    


    


    
      5. Conclusion

    


    


    In the above, we introduced NEC’s BC solutions by focusing on HYDRAstor (remote backup), but we are also preparing other products, such as CLUSTER PRO (remote cluster) and ARCserve Replication (remote replication). In the future, we will further enhance our BC solutions, for example by linking them with vertical integration platforms such as NEC Solution Platforms.
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      Abstract

    


    In order to contribute to creating a safe and secure society by focusing on the field of public safety, NEC Radio Application Division proposes a recently developed underwater surveillance system capable of inspecting suspicious underwater intrusions that are generally considered to be hard to assess. Acts of terror that target public transportation services and installations are occurring continually worldwide. These threats adopt ingenious technical innovations and exploit changing situations, the tactics adopted are flexible and varied. Our recently developed underwater surveillance system is described below. It manifests high stability, reliability and may be adopted flexibly for use in underwater environments. This paper introduces solutions that may suitably support it and to discuss the results of actual testing in the marine environment.
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      1. Introduction

    


    


    The continual occurrence of acts of terror in recent years that target public transportation services, including aircraft, trains and buses, governmental institutions and large-scale installations have caused countries worldwide to argue for the need for effective countermeasures. In Japan, too, the crisis control management solutions of key infrastructures such as power plants, airports and harbors are being hastily reviewed in order to be able to adopt early countermeasures. Considering the location of Japan as an island surrounded on all four sides by waters, key waterfront facilities should be prepared for threats both from on and under the water, as well as for land born attacks.


    Under these circumstances, NEC Radio Application Division has been proposing and developing systems for monitoring suspicious underwater intrusions by focusing on the field of public safety with the aim of creating a “safe and secure society.” As light and radio waves have problems in reaching underwater, the threats should be mainly identified by acoustic waves. However, the detection of underwater intrusions is difficult because the propagation of acoustic waves is affected significantly by underwater environments. These include changes in the water temperature, salinity, underwater pressure, submarine topography and ambient noise. While land surveillance can easily be enhanced by various means including radar, camera and by installing an entrance gate, etc., it has been hard to apply measures to provide effective underwater surveillance. In addition, threats always vary according to the type of target under attack by incorporating innovative and ingenious technologies, countermeasures to deal with such threats are required to be as flexible as possible.


    The proposed underwater surveillance system constructs an underwater sensor network on the seabed; the network is composed of various sensors and suitable connection boxes to connect these sensors. Fig. 1 is a schematic diagram that explains our underwater surveillance system that implements a flexibility enabling a sensor layout that accords to the underwater environment, redundancy that is assured by multiple transmission paths, maintainability that facilitates sensor replacement after the start of service, and extendibility that can deal with various types of threat. Below, we describe specific technologies associated with the system.
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        Fig. 1 Illustration of underwater surveillance system.


        

      

    


    


    


    
      2. Hardware

    


    


    Fig. 2 shows the overall configuration of the system. The hardware configuration can be classified into the land and underwater blocks, and the underwater block further classified into the network equipment and sensors.
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        Fig. 2 Overall configuration.


        

      

    


    


    2.1 Land Block


    The land block consists of the servers that manage all of the sensor data integrally, process the signals and display the surveillance results, the general-purpose network equipment and the power supply unit to the underwater block.


    2.2 Network Equipment of the Underwater Block


    The network equipment of the underwater block consists of the equipment for feeding power to the underwater block components, the communications equipment for exchanging various information and the underwater cables. The scale is determined by the surveillance range and the oceanic environment, including the sea bottom topography. The network can take a mesh configuration as required in order to improve the survival (avoidance of overall system down) by selecting routing, even in the case of a cable disconnection due to intentional obstruction. Fig. 3 (left) shows a representation of the sensor connection box, and Fig. 3 (right) a view of underwater connection work. Connectors with underwater connection/disconnection capabilities are adopted to enable addition, change and replacement of sensors underwater and to facilitate maintenance and system extension/reduction1).
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        Fig. 3 Illustration of sensor connection box (left). View of underwater connection work (right).


        

      

    


    


    2.3 Sensors of the Underwater Block


    Sensors of optimum performance are selected for the underwater block to suit the type of intruder (diver, submersible, boat, etc.), surveyed area and the underwater environment, including the sea bottom topography. The main connectable sensors are as follows:


    (1) Active acoustic sensor


    The active acoustic sensor (Fig. 4) transmits acoustic waves underwater and receives the echoes to obtain the distance, direction and depth of the target. Such a sensor may be installed on the seabed or on a bridge pier and the detection range is about 800 meters if for example the intruder is a diver. In addition to a sensor with the structure shown in Fig. 4, a portable type may also be used for improved convenience. The sensor may also be suspended from a mooring ship, in which case the detection range would be about 200 meters if the intruder was for example a diver.
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        Fig. 4 Active acoustic sensor (prototype) and main function.


        

      

    


    


    (2) Passive acoustic sensor


    The passive acoustic sensor (Fig. 5) receives the sound (screw noise, diver’s respiration, etc.) emitted by the intruder, calculates the direction and distance, and classifies the type of the intruder.


    (3) Non-acoustic sensors
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        Fig. 5 Passive acoustic sensor (prototype) and main function.


        

      

    


    


    Non-acoustic sensors refer to the sensors detecting intruders by means other than by acoustic waves. They include magnetic sensors that detect the magnetism radiated from the intruder and the electric field sensors that detect any electric fields.


    Combining a range of sensors as described above enables a sequence of countermeasures against various kinds of threads. With any sensor, the detectable distance varies depending on the conditions including the intruder type and the underwater environment.


    


    
      3. Processing Technologies

    


    


    Below we introduce the processing technologies used in the signal processing of typical acoustic sensors and the underwater integrated processing that integrates and displays the information detected by the sensors.


    3.1 Acoustic Sensor Signal Processing


    The parts transmitting and receiving the acoustic waves of the active acoustic sensor consist of arrays of multiple piezoelectric elements (hereinafter “elements”). These arrays can be used to form a desired beam, while the cross-fan system shown in Fig. 6 is used to enable identification of the direction, distance and depth of the target.
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        Fig. 6 Cross-fan system of active acoustic sensor.


        

      

    


    


    With the passive acoustic sensor, as shown in Fig. 7, the signal arrival direction is calculated based on the phase difference between arrays of multiple elements so that the target location can be identified by combining multiple passive acoustic sensors with different installation positions and acquiring the cross-point of their measurement directions. The nature of the target can also be classified by creating a database of the frequency-related characteristics of sounds generated by various targets (spectral characteristics or acoustic signature) in advance and by collating the received sound with it.
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        Fig. 7 Direction and position calculations of passive acoustic sensor.


        

      

    


    


    3.2 Underwater Integration Processing


    The underwater integration processing integrates the data detected from multiple acoustic sensors and displays it as underwater integrated data on the map information. This provides data on a target that could be a threat (position, arrival time, etc.) with high accuracy and in an easily understandable manner to support a land based observer in applying quick, effective countermeasures against the target. Fig. 8 shows the processing blocks of the overall system from the initial target detection via sensors to the display and alarms. Fig. 9 shows an example of an integrated underwater information display.
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        Fig. 8 Processing blocks of the entire system.
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        Fig. 9 Integrated underwater information display.


        

      

    


    


    As data obtained by auto detection contains a large number of redundant (false detection) signals due to multiple acoustic reflections from the surface and bottom of the sea as well as noise, etc., many errors may be produced if unfiltered data is used that may suggest the existence of an intrusion and/or its location. To prevent such occurrences, the data is filtered using the MHT (Multiple Hypothesis Tracking) algorithm in the auto tracking processing at a later stage. We have observed that the auto detection results (false detection) are discontinuous due to noise, etc., and have developed this algorithm so that true data related to the target can be traced from the multiple detection results by eliminating any false detections. In addition, the threat level analysis processing scores the threat level from the information on the movements of traced targets and judges whether or not it should be dealt with. Then, the target trajectory with the threat level is displayed on a photograph or a map together with the location data acquired from the sensor. In case the threat level exceeds the assessment criterion, the target is judged that it should be dealt with, and the alarm is generated. There is also the processing for displaying the signal processing results, which visualizes the acoustic waves to enable intuitive confirmation of the existence of a target.


    


    
      4. Results of the At-Sea Test

    


    


    In March 2012 at sea around the port of Numazu, Shizuoka Prefecture, we evaluated performances of both the active and passive acoustic sensors, using a diver and a jet ski as the main targets.


    Let us first review the results of the diver detection (signal processing display) of the active acoustic sensor. Fig. 10 depicts the vertical cross-sectional display of direction-vs.-depth obtained by detection of a diver at a distance of 200 meters when using the cross-fan beam. The reflection waves from the diver and regurgitated bubbles can be confirmed in the areas enclosed by broken lines in the figure. Next, Fig. 11 is the result of the detection of a jet ski (signal processing display) using the passive acoustic sensor. The figure shows that the detection level varies particularly in the low-frequency range. This is due to movements of the jet ski. Consequently both the actual existence of the target and its spectral characteristics are critical.
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        Fig. 10 Results of diver detection using an active acoustic sensor.
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        Fig. 11 Results of a jet ski detection using passive acoustic sensor.

      

    


    


    
      5. Conclusion

    


    


    This paper has introduced an underwater surveillance system that is designed to be commercialized in the public safety field. The system enables the adoption of previously hard to apply countermeasures against underwater threats at key coastal facilities. The system features a high surveillance capability and flexibility by adopting the significant technical expertise that we have cultivated in developing previous sonar defense solutions. When the system is linked with existing image sensors such as land based radar and Infrared cameras /high-sensitivity cameras, it is possible to provide an overall high reliability surveillance system that can deal satisfactorily with surveillance targets in various environments, ranging from underwater to sea surface and land locations. We believe that the service will be improved further by advancing its scope to include the prediction and prevention of incidents by applying cloud computing and big data handling solutions.
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      Abstract

    


    Following the 2011 Tohoku Earthquake, the use of small unmanned aerial vehicles (UAVs) for surveillance, such as for checking the initial situation after a disaster is attracting much interest. The NEC Guidance and Electro-Optics Division has been developing aerial surveillance systems using small motorized UAVs mounting optical sensors and image transmission modules, etc. This small UAV adopts a system that integrates a wide range of technologies involving: communication, control, sensing, image processing and networking. This paper introduces solutions being applied by the Guidance and Electro-Optics Division in the development of this new easily operated and portable tool that is capable of acquiring aerial image information expediently in a disaster situation.
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      1. Introduction

    


    


    The 2011 Tohoku Earthquake triggered a re-evaluation of the importance of quick appraisal of the initial situation following a large-scale disaster. Although existing aircraft are usable in a widespread disaster situation, their use immediately after a disaster may encounter problems due to the restricted number of available aircraft or of suitable sites for take-off and landing. Such issues are solved by quickly and easily identifying the actual disaster situation by the use of panoramic aerial views. Consequently, the use of small UAVs for multiple purposes including the observation of nuclear power plants and coastal surveys is attracting much attention.


    NEC Guidance and Electro-Optics Division has developed a small UAV-based surveillance system (hereinafter referred to as “the system”) to enable collection of information from the sky above an area that may be hardly approachable by humans, such as from above a remote disaster site. The small UAV used in the present system has a wingspan of about 2 meters and a weight of about 4 kg, which allows it to be deployed easily in disaster sites and also to enable assessment of the situation quickly and safely.


    This paper introduces the efforts being made by NEC in the rapidly developing UAV market that is expected to grow even more in the future. We include an outline of the system, the history of its development and a description of the technologies that are applied, as well as discussing the anticipated applications fields of the future.


    


    
      2. UAV Business Undertakings

    


    


    The Guidance and Electro-Optics Division has a plant that is licenced to manufacture aircraft under the Japanese Aircraft Manufacturing Industry Act. We have been developing and manufacturing UAVs and associated systems such as controllers, mainly for the Japanese Self Defense Forces, for about half a century. As a result, our UAV business has already shipped more than 1,000 unmanned target/reconnaissance aircraft and associated systems. As part of the Training Exercise for Civil Protection, in 2005 we flew a US-made small UAV beside the Mihama Nuclear Power Plant in Fukui Prefecture in order to demonstrate the usefulness of small aerial vehicles in disaster-prevention activities.


    Based on the above experiences, the Guidance and Electro-Optics Division has been developing technologies associated with UAVs, such as compact communication systems and network distribution systems, by using UAVs developed by NIPPI Corporation as the chosen platform as shown in Fig. 1. Below, we introduce an outline of the system, the history of its development and details of the technologies that are applied, as well as suggesting applications fields to be expected in the future.
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        Fig.1 History of the development of technologies associated with the small UAV system.


        

      

    


    


    


    
      3. Technologies Associated with Small UAVs

    


    


    3.1 System Outline


    This section deals with an outline of small UAV systems. The present system is composed of a small UAV, the ground system (control system and image reception system) and the launcher (weight about 5 kg). Photo 1 is an external view of the small UAV and Table 1 gives its main specifications.
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        Photo 1 External view of UAV.


        

      

    


    
      
        Table 1 Main specifications of UAV.
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    Assuming its use for identifying the situation immediately after a disaster event, the system is designed to facilitate the transport, deployment and assembly to/in the proximity of the surveillance target area. The airframe can be dis-assembled into four parts. These are the fuselage, the two main wings and the tail unit. Reassembly is then possible by two or three persons. The flight program can be input in advance to the ground system by setting the waypoints. A bungee launcher is used to launch the aircraft so that a stable take-off is assured. The small UAV has a flight control module integrating a GPS, gyro, etc. After the launch, the craft executes auto flight along the way points by recognizing its positions. In order to deal with the difficultly of stationary flight above a fixed point, which is one of the disadvantages of a fixed-wing craft, it is equipped with a continual target capturing mode that enables loop maneuvers above a key surveillance target.


    The operator can identify the current flight position of the small UAV on the display monitor of the ground system in order to obtain the necessary video/image information. Surveying and recording of the view from the aerial vehicle and capturing the required still images from above, are also possible. The images are synchronized with the telemetry data, so the system has a position locating function that calculates the position (latitude and longitude) of the surveyed target based on the current UAV position. Furthermore, the system can transmit still images or video to a client PC in a remote location via the network. These facilities are regarded as being useful, for example, in order to advise of the position of a dam formed by a landslide during river surveillance.


    When finishing a flight, the parachute is deployed by the deployment instruction so the UAV can be landed and recollected without the need of skill in maneuvering. Thanks to the slow fall rate, the parachute is a relatively safe collection method, which is also effective as a safety measure against contingencies such as significant deviation from the airway.


    3.2 Compact Communication Module


    Based on results obtained from the UAV demonstration operation at the Mihama Nuclear Power Plant mentioned above, we have developed an image transmission module independently for sending the video and telemetry information. Photo 2 shows an external view of the compact image transmission module.
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        Photo 2 External view of the compact image transmission module.


        

      

    


    


    Although the transmission power is 10 mW (approved as specified radio equipment under Radio Act), transmission over about 2 km with a low-directivity antenna or about 5 km with a high-directivity antenna is possible. This is due to the bandwidth narrowing by applying compression to the image transmission downlink, the addition of error correction codes and the use of “diversity system” with the receiver antenna. The module also features a UHF band uplink communication function and its weight is about 60 grams, which puts it in the lightest class of the UAV industry. The frequency and transmission power are modifiable and the transmission range may be extended by obtaining a dedicated frequency.


    3.3 Sensor Gimbal


    In order to allow an uncooled IR sensor and a visible-light sensor both to be mounted on the UAV, we have developed a sensor gimbal that features compact size, light weight, and a 2- axis drive capability. Fig. 2 shows an external view and the internal structure of the gimbal and Table 2 shows its main specifications.
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        Fig. 2 External view and internal structure of the sensor gimbal.


        

      

    


    [image: 8108.png]


    


    The developed sensor gimbal introduces sheet metal for the internal frame in order to reduce the weight but adopts a unique integrated architecture that combines the frame with an aluminum semi-spherical dome to ensure adequate mechanical rigidity. In addition, an IR transmission insulation protection cover (a commercially available product) is fitted that is capable of providing protection from far-infrared (IR) rays as well as visible-light electro-optical (EO) rays, in order to integrate the camera window section and reduce weight.


    While achieving an overall weight of about 600 grams by reducing the weight of component parts and adopting a compact, lightweight motor, the sensor gimbal still implements sufficient drive performance characteristics to enable the satisfactory flight of the UAV. The IR sensor mounted on the gimbal is an uncooled IR sensor for wavelengths of from 8 to 14 μm. This has been developed independently by us. Mounting it in combination with the visible-light sensor enables information collection even at night or against smoke. Photo 3 shows the sensor gimbal mounted on a small multi-rotor helicopter (developed by Chiba University) in order to undertake performance assessment.
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        Photo 3 Sensor gimbal mounted on a multi-rotor helicopter.


        

      

    


    


    3.4 Information Distribution


    This section describes the function for distributing the acquired image information to users. How to deliver the images and video acquired by the UAV to the users is an important issue. We made the system capable of real-time video distribution by providing the control terminal with a simplified server function that enables simple, quick video distribution from the disaster site to users.


    Innovative features of the movie distribution function include the advantages that the control terminal incorporates the transmission function for working as a server and that the data is transmitted at fixed intervals (200 ms) for real-time transmission with minimal delay. In addition, the control terminal has a bi-directional communications capability so that in the future, it is expected to be suitable for directivity control of the UAV sensors from a remote location.


    The movie distribution function also makes it possible to share information from the disaster site with mobile terminals such as smartphones via internet.


    


    
      4. System Applications, Associated Equipment

    


    


    4.1 Communication Relay


    In a widespread disaster area such as that of the 2011 Tohoku Earthquake, the damage to the terrestrial information communication networks caused many areas to become isolated in terms of infrastructures, thereby hindering the rescue work and recovery activities. The communication relay system of the UAV can offer a means of providing rapid communications linkage in the network-isolated areas.


    In collaboration with the National Institute of Information and Communications Technology (NICT) we have developed a UAV-mounted multi-hop communication system as part of the R&D for the “Disaster-Resilient Wireless Network” project. We demonstrated the system in the Disaster-Resilient ICT Symposium held in March 2013, using a UAV owned by NICT. Fig. 3 outlines the communication relay system and Table 3 shows its main specifications. With the present system, a UAV flying at 150 to 600 meters above a surveyed area relays communications between an area that is experiencing communications isolation as a result of a disaster and the backbone infrastructure. In the future, we will mount this communication relay system on our small UAV system (after evaluation) in order to support communications over a network-isolated area.
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        Fig. 3 Communication relay system outline.


        

      

    


    
      
        Table 3 Main specifications of communication relay system.
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    4.2 Application to Facility Surveillance/Mountain Forest Management


    In addition to use in emergency situations such as disasters, the system can also be applied in usual conditions, for example in the management of dam facilities, mountain forests and coastal areas. It is not unusual in mountainous areas that flight is occasionally restricted due to sudden changes in weather and metrological conditions. With regard to application in mountainous areas, therefore, it is important to obtain imaging information of a broad area with as few flights as possible. To make the system applicable for the facility management operations of power companies, we are developing a UAV-mounted multi-eye camera unit that is equipped with three cameras mounted at the front and at both sides.


    


    
      5. Conclusion

    


    


    In the above, we introduced a small UAV system developed by the NEC Guidance and Electro-Optics Division and its associated technologies. The aerial information system using UAVs has an application potential in the measurement of radioactivity and for the relay of communications, as well as for the acquisition of information via images. In support of customer needs we are also studying platforms using multi-rotors as well as UAVs with fixed wings. By enhancing the development of these technologies we are gaining strength in the technologies that are introduced in this paper. We intend to continue our R&D efforts in the flourishing UAV “safety and security market,” which is expected to continue grow in the future.

  


  
    Authors’ Profiles


    WADA Akihisa


    Senior Manager


    Guidance and Electro-Optics Division


    


    YAMASHITA Toshiaki


    Senior Manager


    Guidance and Electro-Optics Division


    


    MARUYAMA Masaaki


    Manager


    Guidance and Electro-Optics Division


    


    ARAI Takanari


    Chief Engineer


    Guidance and Electro-Optics Division


    


    ADACHI Hideo


    Chief Engineer


    Guidance and Electro-Optics Division


    


    TSUJI Hirokazu


    Guidance and Electro-Optics Division


    

  


  
    
      Special Issue on Solving Social Issues Through Business Activities
    

  


  
    
      Establish a safe and secure society
    

  


  
    A Privacy-Protection Data Processing Solution Based on Cloud Computing


    FURUKAWA Jun, FURUKAWA Ryo, MORI Takuya, MORI Kengo, ISSHIKI Toshiyuki, ARAKI Toshinori

  


  
    
      Abstract

    


    Following the diffusion of cloud-based services and the consequent increase in the opportunities for handling sensitive data, concerns about leakage and abuse of such data has been increasing. In order to deal with these concerns, this paper introduces suitable countermeasures. These are a technology for preventing data leakage by processing data in an encrypted form and one for protecting data by selecting optimum processing measures according to content. Both of these technologies are results achieved from the “R&D of Security Technology for Promoting Transition to Cloud Services in Preparation for Disasters.” This research project was commissioned by the Japanese Ministry of Internal Affairs and Communications (MIC).
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      1. Introduction

    


    


    The diffusion of cloud services is increasing the demand for cloud services for handling sensitive data such as personal data, but there are still many sets of circumstances in which the cloud is not used due to security concerns. In fact, it is very hard for the user to review cloud services directly so that concerns about data leakage and abuse cannot be solved easily. These concerns may be solved using the available data leakage prevention technology by processing encrypted data and the one for protecting data by selecting optimum processing according to content. By solving concerns about leakage of sensitive data it is expected that more services will be enabled to use cloud systems.


    The above technologies process the encrypted data while sensitive data is not decrypted in the cloud system. The key for decrypting the encrypted text is therefore in the hands of the data owner, and not in the cloud system where the processing is executed. This means that, even if the cloud service leaks the data, it is the encrypted data that is leaked so that leakage of the actual data can be prevented.


    The latter technology that protects data according to its contents processes the data provision destination and applies privacy protection based on the importance level labeled by analyzing the content of the data transmitted from each individual and according to the information protection and usage requirements determined in the “policy.” This means that services that utilize personal data while protecting privacy can be implemented safely.


    The fundamental idea underlying these solutions is to make attackers unable to extract substantial secret information such as personal data, etc. even if they succeed in obtaining it from the cloud (Fig. 1). In 2012, we conducted demonstration experiments of these technologies within the framework of the “R&D of Security Technology for Promoting Transition to Cloud Services in Preparation for Disasters,” research commissioned by the Japanese Ministry MIC. In this paper, we describe these technologies together with associated matters and report on details of the commissioned research.
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        Fig. 1 Processing of unencrypted data and information protection usage policy arbitration method.

      

    


    


    


    
      2. Processing Non-decrypted Data

    


    


    In addition to the technology for processing non-decrypted data, there are other technologies that can prevent virtual data leakage by processing encrypted data in the cloud system, which include simple encryption, functional encryption or secret sharing, secure multi-party computation, and fully homomorphic encryption. The following paragraphs describe the characteristics of these technologies.


    (1) Simple encryption


    If data is encrypted before storage in the cloud system, access to the data can be restricted to the owners of the secret key. However, if there are multiple users, it is necessary to prepare a separate means for distributing the secret key according to their authorizations.


    (2) Functional encryption


    This encryption method enables implementation of highly accurate access management of multiple users and is convenient for the encryption of shared storage. When this method generates encrypted text, it defines the users who can decrypt the text based on the conditions met by the authorizations of such users. It is for example possible to specify “a job position of X or higher that belongs to group A and does not belong to group D.”


    The functional encryption controls the user access by providing users with secret keys according to their authorizations. As a result, decryption is possible only by the users owning the secret keys that meet the specified conditions, and is completely impossible in the cloud. Nevertheless, this mechanism makes it necessary to strip the users of their secret keys or rewrite the encrypted text in order to change the authorizations. The former task is difficult to achieve and the latter requires a huge volume of processing.


    (3) Secret sharing


    This technology saves data by distributing it in several clouds so that the confidentiality of the original data can be protected even if data is leaked from any of the clouds. This method converts data into multiple shares, with which original data cannot be restored unless more than a certain number of shares are collected. The shares are distributed in several clouds to secure confidentiality. Each cloud controls user access to the shares it holds so that this technology is capable of highly accurate access control of the original data via easy authorization changes, which is not possible with the functional encryption.


    The method based on secret sharing can secure the availability of data because, even if some clouds lose shares, the original data can be restored from the shares held in other clouds. In addition, this solution also accepts the addition of a forgery detection mechanism for data integrity


    The processing operations possible with simple encryption, functional encryption and secret sharing technologies that are outlined above are limited to the read and write operations.


    (4) Secure multi-party computation


    This technology is capable of arbitrary data processing by overcoming the limitations of secret sharing, which is restricted to read and write processing. After the data has been distributed in several clouds by secret sharing, the clouds can generate the results of arbitrary computations of the original data in cooperation, without restoring the distributed secret data.


    However, the processing of secure computations is usually slow and, if users can access the original data, it is much simpler if they read the data and perform the computations themselves. Consequently, this technology is effective for a service that discloses to the users only the simple statistical values obtained by comparable computations of the original system data. The original data cannot be disclosed to either the cloud or the user.


    (5) Fully homomorphic encryption


    This technology makes it possible to execute arbitrary processing of data in the encrypted status in the cloud, without disclosing data to the cloud. Unlike the secure multi-party computation, the processing is possible in a single cloud. However, this technology also poses problems, which are the very slow processing speed and its drawback of results decoding being restricted to persons who own the secret key.


    (6) Processing Non-decrypted data


    This technology processes data via a single cloud as with the fully-homomorphic encryption. Although the available processing is limited, it is faster than the fully-homomorphic encryption. The applications depend on the kinds of available processing selected, but they include biometric authentication, analogous chemical compound searches, statistical computations (of mean values, variances and covariances), keyword search, and relational database management system. Decryption of the results is limited to persons who own the secret key in a similar manner to the fully-homomorphic encryption. However, it can sometimes be made available for multiple users by using a technology called proxy re-encryption. This technology enables practical service deployment while providing strong information leak resistance via encryption. This is one of the recommended privacy-protection services that are introduced in this paper that are subjected to demonstration experiments in the research commissioned by the Japanese MIC. It also belongs to the services based on non-encrypted processing.


    


    
      3. Policy Arbitration Method Technology

    


    3.1 Policy Approach


    The access control or privacy policies endorse the affirmation or rejection of an operation based on the shared data, operational obligations, and suitable conditions for permitting the operation, etc. With regard to privacy protection, the privacy policies define the affirmation/rejection of data acquisition and the processing of privacy protection is enforced when the relevant data is made available, etc.


    In the present research, we developed an architecture in which the front end of the cloud makes a decision and enforces privacy protection automatically, and optimum privacy protection is achieved regardless of the method of handling the data of the various services in the cloud (Fig. 2).
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        Fig. 2 Cloud service framework using a user policy method.


        

      

    


    


    In this architecture, the control technology of the virtual server, which makes a decision and enforces the policy, enforces optimum data protection processing based on the data protection policy generated by the data protection policy generation function, the importance level of data, and the security status of the service.


    Below, we detail the policy arbitration technology used by the data protection policy generation function.


    3.2 Policy Arbitration Method Technology


    The policy arbitration method technology generates optimum data protection measures according to the security status and data importance level by reducing the burden on users and services.


    The policy arbitration method is accompanied by the issues defined below. The methods of solving them will be described separately in the following subsections.


    1) Conflict between user and service policies


    Difficulty of solving conflict between the data protection requirements of the user and the data usage requirements of the service.


    2) Compatibility with various service environments


    Difficulty of generating a data protection policy that is optimized for the security status and the data importance level.


    3.2.1 Arbitration Method Technology Based on Policy Ranking


    In order to resolve the conflict between policies, it is necessary to create acceptable policies based on communications between the user and the service providers in order to reach a compromise regarding their needs. However, the need for a large number of communications between the user and service provider poses the problem that a heavy burden is placed on both parties.


    We have therefore developed an arbitration method that utilizes the policy ranking for reducing the volume of communications. With this method, the service provider registers acceptable policies in advance and presents service policies by ranking them according to that input by the user. The user can select an acceptable policy by referencing the presented policy rankings.


    We propose to allow the two parties to find the procedure to agree on a policy that is acceptable to both of them via conducting minimal communications. Evaluation revealed that the time required for the speed to present the policy ranking is as high as about 500 msec., when the number of service procedures is around 200.


    3.2.2 Arbitration Method Based on Inter-user Similarity


    In order to protect data optimally according to the environments characterized by the security status and data importance level it is necessary to use a procedure that matches each environment. Nevertheless, it is difficult for the user to set an acceptable policy for all of the environments.


    To solve this problem, we developed an arbitration technology that recommends the optimum data protection policy to suit the current environment. This technology computes the similarity levels of users based on the policies that have been generated for the various environments and recommends user policies that show high similarity.


    This solution makes it easy to generate policies to suit various environments by recommending optimum policy procedures. The evaluation showed that the time required for the similarity level evaluation speed is as high as about 500 msec. when the number of users is 1,000.


    
      4. Demonstration Experiments

    


    4.1 Privacy-protection Recommendation Processing


    In the event of a large-scale disaster, it becomes important to utilize private rented accommodation effectively as the hasty preparation of a large number of temporary housings is a difficult task. Since direct real estate mediation by administrators involves various issues, it is desirable to utilize general rental agreements. However, the time taken for the screening of borrowers by the lenders becomes a significant obstacle to quick conclusion of general rental agreements in the event of a large-scale disaster.


    We suggest speeding up improvements to the residential environment in order to reduce the number of applicant screenings and to recommend housings for the disaster sufferers that would not be refused.


    Screening requires personal information including the economic circumstances of the borrowers and their guarantors. This means that personal information is also required for housing recommendations that would not be refused in screenings. This leads to concerns regarding possible information leakage when the service is performed in the cloud. We have therefore solved such information leakage concerns by selecting the mechanism for processing information without decrypting from the encrypted status. We have also created a rental housing mediation service based on this mechanism and have conducted demonstration experiments within the framework of the research commissioned by the Japanese MIC. Here, the processing required for the service is implemented by computing the inner product of vectors in the encrypted state. We selected the expression by vectors that express the circumstances of the borrower and the conditions of the lender in vectors and computed the degree of their matching as the inner product.


    We obtained certain evaluations from the demonstration experiment because it presents a potential for implementing new services by applying the present technology for processing information in the un-decrypted state. The participants in the experiment proposed ideas for services using this technology, which suggested the potential of wide applications for the technology.


    4.2 Cloud-based Information Exchange Service


    If a large-scale disaster occurs, it is desirable that the local governments and sufferers share efficiently the information useful for enforcement and promotion of anti-disaster activities.


    With the present study, we established the following hypotheses and built an information collection/transmission system based on cloud service by developing the policy-based framework described in section 3.


    1) To build an information collection/transmission service in the cloud would enable disaster resistant information collection.


    2) Allocating each piece of provided information to the optimum services would enable efficient information collection by transmitting various kinds of information to the relevant local governments, residents and governmental institutions.


    3) Automatic execution of privacy protection according to the policy of each disaster sufferer would reduce the number of privacy-related concerns and promote the active provision of information.


    We verified the hypotheses above in the demonstration experiments for the research commissioned by the Japanese MIC. As a result, 97% of the victims agreed that such a service is useful for maintaining business continuity; almost 100% agreed that the information collection/arrangement would be actually useful in the event of a disaster, and 83% agreed that privacy protection promotes the provision of information. This demonstration experiment allowed us to verify the hypotheses above and conclude that the cloud-based information exchange service would be useful in disaster events.


    


    
      5. Future Deployment

    


    


    By applying the encrypted information processing technology, we aim to implement effective services, including the provision of relational databases in the encrypted state or of biometric authentication using encrypted data. By introducing a secure policy based privacy protection technology, we will be able to implement services for utilizing highly sensitive big data such as personal data, by applying anonymization.
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      Abstract

    


    While public clouds are widely used for flexible deployment of online services such as video on demand, email, file sharing, etc., most enterprises still shy away from outsourcing sensitive data to public clouds because of security issues associated with storing data within a potentially untrusted cloud provider.


    In this paper, we explore the solution space for enhancing the robustness and security of existing clouds. More specifically, we describe a set of cutting edge technologies that guarantee the security provided by the cloud infrastructure, the availability of its services, the privacy of its users, and the confidentiality of the stored data. Finally, we portray a “service image” that depicts the integration of these various technologies into one single multi-purpose cloud service.
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      1. Introduction

    


    


    The success of cloud computing is driven by the tremendous economic benefit offered to companies, private citizens and public administration to deploy, provision and use cloud services in a cost effective manner. The cloud is gaining increasing importance and applicability in numerous application domains. By shaping the way we access, store, and compute on data, the cloud offers a largely profitable business. Forrester projected that providing access to emails, and social networks will solely contribute towards a multi-billion dollar business by 2020.


    Clearly, the larger are the utility and extent of the cloud and its services, the greater is the advantage in exploiting, abusing and attacking its components. As a matter of fact, Dropbox claims improper access to accounts using stolen passwords led to a spam attack, and Amazon and Gmail outages have left behind millions of disappointed customers not only because of access to their services but also those services (even third party) that depended on their cloud infrastructure.


    The literature contains a number of similar incidents that threaten the availability of cloud services, the security of the underlying cloud infrastructure, and the privacy of the cloud customers and users. As a matter of fact, a very recent study by the Centre for European Policy Studies1) concludes that security is not sufficiently addressed by current cloud technology and strongly underlines that “the challenge of privacy in a cloud context is underestimated, if not ignored.”


    In this paper, we explore the solution space for enhancing the robustness and security of existing clouds. More specifically, we categorize a multitude of cutting edge techniques according to realistic cloud attacker models. Finally, we portray a “service image” that depicts the integration of these various technologies into one single multi-purpose cloud service.


    The remainder of this paper is organized as follows. In Section 2, we classify the various attacker models. In Section 3, we outline a taxonomy of solutions that enhance the security and dependability of data stored in the cloud. In Section 4, we present a novel service image that combines the described technologies in a single framework.


    


    
      2. Threat Model

    


    


    In this section, we outline several threats that are typically considered in the cloud setting. As we will see in Section 3, the strength of the adversarial model shapes the solution space, and impacts the design and complexity of the different approaches in terms of resource efficiency and performance.


    2.1 Non-Responsive Cloud


    Despite considerable investments made by cloud providers into the reliability of their infrastructure, many of them have suffered from outages in the recent past3), whereupon the availability of the data has been compromised. Even in the absence of outages by the cloud storage service itself, users’ data can become unavailable due to connectivity problems (e.g. a network partition) or due to unexpected contractual changes to the disadvantage of the user (provider lock-in). Many modern applications relying on the cloud storage services are delay intolerant, and data unavailability can have disastrous consequences for them. Outages of the data storage service, as well as network outages are typically captured by the Non-Responsive Crash model, in which individual storage services may fail by crashing and the links may fail to deliver messages in a timely fashion. Storage protocols designed to tolerate such (mis-)behavior are termed crash fault-tolerant.


    2.2 Honest but Curious Cloud


    The community features a number of incidents where sensitive client data has been leaked outside the cloud. This was caused either by (i) dishonest cloud and IT operators that can potentially leak sensitive data to high-bidding third parties, and/or (ii) due to an intrusion within the cloud premises (e.g., a hacker or malware).


    Here, although the cloud itself might not be malicious, it cannot be always trusted to maintain the confidentiality of the client data. This is captured by the “honest but curious” threat model, which builds upon the prior “crash” model.


    2.3 Rational Cloud


    Unlike the honest but curious model, rational clouds are untrusted clouds that aim at maximizing their benefit in the system according to a predefined utility function. Examples include cloud operators storing data (i) at lower redundancy levels than advertised, (ii) in different locations (i.e., with cheaper cost of storage) than requested. Moreover, rational clouds seek to log data access patterns and user preferences in order to profile the cloud users e.g., for the purpose of targeted advertisement or on the behalf of interested third parties. Clearly, this is a severe departure from the “honest” model (i.e., crash and honest but curious models) since the cloud might have considerable incentives to deviate from the specified protocols.


    2.4 Byzantine Cloud


    As far as we are aware, Byzantine clouds constitute the strongest threat model in which the cloud may act arbitrarily malicious (even to its economic disadvantage). This Byzantine behavior can result from both internal and external exploits of the cloud infrastructure and services. Intuitively, Byzantine threat models capture all types of misbehavior, including that of a rational cloud. Examples of Byzantine behavior include a potential compromise of data integrity, and confidentiality at large scale. One of the main challenges in Byzantine clouds arises from bounding the number of Byzantine components by a threshold over time.


    


    
      3. Enabling a Secure and Dependable Cloud

    


    


    In this Section, we describe a taxonomy of solutions to the threat model outlined in Section 2. We describe the integration of these individual technologies in a unified framework in Section 4.


    3.1 Non-Responsive Cloud


    To cope with outages of individual data storage services, a number of solutions exist that rely on a collection of storage clouds (Fig. 1). One of the main challenges is to guarantee high availability and strong consistency despite failures and concurrent access to shared data. The basic functionality exposed to clients is the read/write storage interface, which constitutes the core of Key-Value Store (KVS) APIs - the de-facto standard of modern cloud storage offerings.
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        Fig. 1 Sketch of a multi-cloud storage service.


        

      

    


    


    There are a number of recent works that aim at implementing a highly available and strongly consistent cloud storage substrate by replicating or striping data (in the vein of RAID) onto multiple storage clouds. These works rely on the KVS API exported by the individual clouds, typically consisting of basic operations op ∈ {Put, Get, Delete, List}, and the more advanced Conditional <op>. Unlike the basic operations, conditional operations are not supported by every cloud storage provider. However, given that conditional operations enable transactional access to the strongly consistent data, they have become an integral part of many storage offerings, e.g. Windows Azure Storage, Yahoo! Peanuts, Amazon DynamoDB, to name a few.


    In a recent work, Libdeh et al.14) proposes RACS, a multi-cloud storage system in which the data is striped on a collection of storage clouds, each of which exports a basic KVS API. RACS relies on an external coordination service (i.e. a proxy) which mediates the entire interaction between clients and the storage cloud. Basescu et al.15) present ICStore, IBM’s implementation of a multi-cloud data sharing service. The access to the data is coordinated by the clients in a decentralized fashion without inter-client communication. In contrast to RACS, in which all requests are channeled to a (logically) centralized proxy, ICStore’s ability to scale is only limited by the scalability of the underlying storage clouds. Unlike RACS, that stripes data across clouds to save storage costs, ICStore relies on data replication. Furthermore, ICStore features strong consistency (i.e., reads always “see” the most recent update) and high availability despite network outages and crash failures by a minority of clouds, and any number of clients. In the best case, for each data item stored, ICStore incurs a storage overhead of 2 data items per cloud, which is twice as much as required by a single cloud solution. In the worst case, the space overhead associated with storing each individual data item is proportional to the number of clients that may update the data item.


    3.1.1 NEC Technology


    NEC has developed patented technology aimed at reducing the space usage incurred by existing multi-cloud storage solutions. Specifically, Chockler, Dobre and Shraer16) propose MCStore, a multi-cloud storage service that leverages conditional Put operations at individual clouds to achieve constant space overhead. Specifically, for each data item, MCStore requires storing a single data item per cloud, regardless of the number of clients. In addition, the latency of MCStore, meas-ured as the number of cloud accesses per operation, adapts to the number of concurrent clients. As a result, in the absence of concurrency (which is the common case), MCStore achieves optimal latency of 2 cloud accesses per operation.


    3.2 Honest but Curious Cloud


    The literature features a number of solutions to protect against an honest but curious cloud. At the core of these solutions is efficient data encryption in such a way that encryption key cannot be accessed by any single cloud operator. The main challenge that arises here is key management.


    There are three main approaches to manage encryption keys to resist an honest but curious cloud. The simplest approach is to share the encryption key among the users of the cloud, and to never expose that key to the cloud. In this way, the confidentiality of the data in the cloud can be ensured since only users can decrypt the data. However, this approach requires a cumbersome key management process to share the key among the cloud users.


    Another approach would be to keep the en-cryption key in the cloud, but secret-share3) it among the cloud servers, so that any t servers cannot acquire the key. To acquire the key, t+1 servers need to collude and reconstruct the secret-shared key. Similarly, to decrypt an encrypted data object, users have to acquire t+1 shares of the key in order to be able to reconstruct the key and decrypt content.


    One of the most efficient approaches to resist to an honest but curious cloud model would be to rely on a transformation called All or Nothing Transformation (AONT)4) 5) 6) AONT are typically a keyless transform; as such, these transforms do not incur any overhead in terms of key management. AONTs mainly consists of dispersing the encrypted data across different cloud servers and ensures that the data cannot be retrieved by any single server, unless this server has access to all the data that is stored on all the servers, hence the name, All or Nothing. AONTs can be practically constructed by relying on block ciphers and by embedding the encryption key within the ciphertext itself. An exemplary construct for an AONT scheme can be found in Reference5).


    3.3 Rational Cloud


    The literature features a number of solutions that allow a cloud to prove to remote entities that the cloud is behaving correctly.


    A number of solutions aim at proving to remote entities that the cloud possesses/stores data. These are often referred to in the literature by Proofs of Retrievability (PoRs)7) and Proofs of Data Possession (PDPs)8) 9) protocols. Both PoRs and PDPs are challenge-response protocols that enable the remote verification of file possession while minimizing the incurred communication complexity. The basic idea here is to embed cryptographic tags within the data. Since, the client possesses the key, he/she can verify the authenticity of the tags.


    Proofs of Location (PoLs)10) combine POR schemes with geolocation systems and aim at verifying that a given file is correctly stored at a given location.


    Similarly, Proofs of Redundancy can be used to ensure that data is replicated among several servers11). Proofs of Redundancy can be achieved by leveraging the use of PoLs and verifying that the same file is stored across multiple geolocation. Bowers et al.14) also presented a scheme that enables the construction of Proofs of Redundancy for data that is stored in a single geolocation. The literature also contains other proposals e.g., that verify that content is stored in encrypted in the cloud3).


    


    3.4 Byzantine Cloud


    Byzantine-resilient distributed storage has attracted considerable research attention, due to the appealing promise of protecting the user from arbitrary data corruption, compromised availability and consistency violations. HAIL17) is a distributed cryptographic storage system that extends the use of PORs to multiple servers to ensure integrity protection and availability (retrievability) of files dispersed across several storage clouds. HAIL assumes a Byzantine cloud model and considers a mobile adversary and a single client interacting with the storage in a synchronous fashion. IRIS11) is a PoR-based distributed file system designed with enterprise users in mind that stores data in the cloud and is resilient against potentially Byzantine service providers. Although IRIS is designed to cope with multiple clients, all operations are pre-serialized by a logically centralized, trusted portal which acts as a fault-free gateway for communication with untrusted clouds. Bessani et al.20) propose DepSky, a storage system for confidential data, relying on erasure coding, digital signatures and secret sharing of encryption keys. DepSky supports multiple writers through an external locking mechanism that determines a unique writer, and which requires clients to communicate with each other.


    3.4.1 NEC Technology


    NEC has developed patented technology aimed at increasing the performance of existing storage solutions. Precisely, Dobre et al.20) present PoWerStore, a highly available and strongly consistent distributed storage protocol based on lightweight crypto (i.e., cryptographic hashes and message authentication codes). Central to PoWerStore is the concept of “Proofs of Writing” (PoW), a novel data storage technique inspired by commitment schemes. PoW rely on a 2-round write procedure, in which the first round writes the actual data and the second round only serves to “prove” the occurrence of the first round. PoW enable efficient implementations of strongly consistent storage across Byzantine clouds through metadata write-backs and low latency reads. Unlike HAIL, PoWerStore assumes a static adversary, yet assumes a distributed client setting in which clients share data in an asynchronous fashion. In contrast to DepSky, PoWerStore relies on the highly available distributed PoW technique, obviating the need for direct communication among clients.


    


    
      4. Unified Service Image

    


    


    The cloud attacker models presented in Section 2 provide us with a set of system requirements to address the cloud storage needs of future customers. Although market leader Amazon provides a simple, pay as you go solution, the market left untapped is looking for a more flexible and secure cloud system. The “one size fits all” competition in price is neglecting customers who would pay more to address their security needs.


    Key to channelling these new customers is addressing the system requirements at a service level. A customer must not only believe that its data is properly secured but understand what impact different options have in the service and business.


    Based on the attacker models and technologies described in this paper, we focus the customers’ attention in three distinct groups:


    • Tolerance to failure:


    how many servers can be affected and what type of failures can the system endure without affecting service.


    • Security properties:


    what type of security parameters should be observed by the system: here we focus on confidentiality and integrity.


    • Portability and Multi-domain:


    using multiple cloud providers can reduce the risk of information leakage, increase reliability and facilitate data portability.


    Fig. 2 depicts a mock-up of a service image as it could appear to the customer. Depending on the customer needs, it is simple to understand what extra security and dependability services the customer may need. Price of the service is adapted to service guarantees. When no extra guarantees are requested, the storage service can compete on price.
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        Fig. 2 Service image.


        

      

    


    


    Using this simple interface, the customer can choose which attacker model to address by selecting security features. The customer does not need to fully understand the attacker model or the technology behind the features. We can balance the security features of the storage service with the needs of the customer and the price he is willing to pay.


    


    
      5. Conclusion

    


    


    Although the cloud offers many performance advantages with respect to both storage and computation, it unfortunately raises many security and privacy exposures. One of the main reasons why businesses and governments still do not store their sensitive data in the cloud is the lack of trust in the service provider. In this paper, we described a number of techniques addressing various security, privacy and dependability challenges in the face of potentially malicious cloud providers and how these techniques can be presented to a customer.


    At NEC we focus on the performance and functionality covered by these techniques. We have developed space-efficient storage in multi-cloud environments using existing APIs and the most efficient byzantine fault-tolerant distributed storage protocol. We have also developed a highly efficient AONT, and con-tinue to find more efficient solutions to problems such as searchable encryption, access control and verifiable policy enforcement to strengthen our security and dependability portfolio for cloud storage services.
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      Abstract

    


    This paper discusses a solution that aims to prevent wandering by geriatric patients and also associated accidents. This solution is achieved by combining a motion detection camera and a face recognition camera. The motion detection camera does not detect the entry of people but only those exiting, while the face recognition camera automatically identifies a person who is exiting. When these two cameras are used in conjunction, it is possible to build a system that sends alerts to the staff by detecting the exiting of only those facility residents/users who are in need of nursing care and assistance. Face recognition does not put a burden on the facility residents/users as does the carrying of an RFID tag and it is free from management problems such as loss or equipment failure. Besides, RFID use is more costly because malfunctioning caused by electrical signal leakage must be prevented. The use of a camera is therefore a more rational solution. In addition to describing the system, this paper also discusses the validation testing results.
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      1. Introduction

    


    


    In Japan, the population has aged significantly thus far, and it was expected that this trend would be further accelerated from 2012, the year when the postwar baby boomers turned 65. In 2012, the aged population of 65 and over exceeded 30 million for the first time and accounted for 24% of the entire population. It is estimated that there are now more than 4 million people who require nursing care. An aging society is not a phenomenon peculiar only to Japan but rather a common problem that is shared by European countries and other advanced nations.


    In Japanese nursing care facilities, a perceived shortage of nursing staff remains unsolved, which is proving to be a problem. Moreover, nursing care levels adopted at the nursing care facilities run by national insurance are showing a tendency to increase annually, which is presumably also increasing the burden on the nursing staff.


    Under these circumstances, various accidents are actually occurring and they are increasingly becoming social issues in the nursing care facilities. Personal efforts by staff to prevent accidents in the actual workplace are under pressure due to staff shortages and increased workloads.


    In the light of these circumstances, we investigated the plausibility of operational support in nursing workplaces using IT. In terms not only of the magnitude of inflicted damage but also of the efforts required to deal with, unauthorized outings due to wandering behavior, in particular, are considered to put tremendous stress on the staff because they have then to find the missing resident/user. For this reason we became convinced that there was a demand for an appropriate solution to prevent prohibited outings by facility residents/users and also for notification to the staff of any attempted outing. In section 2, we examine the required functions of such a solution.


    


    
      2. Development of a Wandering Prevention Solution

    


    2.1 Required Functions


    The functions required for such a solution are considered to be as follows. Firstly, the solution should be able to detect the outings of the facility residents/users without omission, and secondly, the system should be capable of decreasing the number of alert transmissions (or false alarms) of those other than the residents/users. Technologies that are important in achieving these two functions can be considered as the capabilities of; 1) distinguishing the residents/users from others and 2) distinguishing characteristic outing movements from those of other movements. In other words, a false alarm may sometimes be sent when a person other than the facility resident/user is going out or when someone enters the facility or passes in front of the entrance. For this reason, we conducted evaluation testing based on the two factors: recognition of facility residents/users and detection of characteristic outing movements. Additionally, it is important that the burden be lightened not only on those receiving care but also on those that provide the care.


    From the viewpoints mentioned above, we evaluated our solutions how it detects the characteristic outing movements of facility residents/users.


    2.2 Features and Comparisons of Different Systems of Solutions


    First of all, we outline the features of the three different systems, which are compared and examined below.


    (1) Sensor-linked system


    This system detects the outing of facility residents/users using human detection sensors (usually infrared sensors). However, the sensor with this system is not able to individually identify the facility residents/users. In order to detect characteristic outing movements it is necessary to use two or more sensors to detect the deviation between detected timings in order to specify the direction of movement. This system can be regarded as burden-free for the staff and residents/users alike in terms of its management. However, there is a drawback in its inability to identify individual facility residents/users.


    (2) Sensor/RFID-linked system


    In addition to the above-mentioned capability, this system detects the characteristic outing movements of a person by using sensors and identifies the individual facility resident/user by using an RFID system. It is required that the multiple sensors specify the direction of the movement in the same manner as with the above described sensor-linked system. When the facility residents/users are to be identified utilizing the RFID system, it is not practical to have them carry RFID tags due to the inevitable occurrence of loss or of intentionally taking them off. Therefore, the staff members carry RFID tags, and only when no RFID tag is detected although the sensor detects the outing motion, the system identifies it as the outing of a facility resident/user. Due to the characteristics of radio signals used by the RFID system, however, a false alarm may be sent when an RFID tag is not detected. This occurs for example when an RFID tag is in close contact with the user’s body or when a part of the user’s body shields the RFID tag from the radio antenna. In nursing care workplaces, the staff members often accompany a facility resident/user when he or she has to go out. Should this be the case, it is likely that the RFID tag carried by the staff may not be detected due to the interference from part of the resident’s/user’s body, resulting in a false alarm. In contrast, the reflection of radio signals may cause the system to detect the RFID tag carried by a staff member who is more distant than the one who is accompanying the resident/user, resulting in failure to recognize the outing of the resident/user. From the management viewpoint, this system does not impose a burden upon the facility residents/users; nevertheless, it puts stress on the staff in terms of the fact that they have to carry RFID tags while paying attention to properly wearing the tags so that they do not interfere with detection. If the sensitivity of the RFID tag is increased with a view to reducing this stress, it will increase the possibility of missing the outing of the facility resident/user as mentioned above. If the RFID tag is set to a less sensitive setting to decrease this possibility, false alarms will be more likely to occur. The trade-off between these two eventualities is of crucial importance.


    (3) Image analysis-linked system


    This system uses image analysis for both identification of the facility residents/users and detection of the characteristic outing movements. It uses face recognition to identify the facility residents/users. However, it can be expected that the facility residents/users will not always look at the camera, so face recognition is used to identify staff. In other words, when staff cannot be identified by the face recognition function although characteristic outing movements are detected by the motion detection function, the face cannot be detected or, even if the face is detected and it is not that of the staff, then an alert will be sent. By combining the face recognition and motion detection technologies among the image analysis technologies, this solution achieves both the identification of the facility resident/user and detection of characteristic outing movements. There is no burden on the facility residents/users from the management point of view; all that the staff have to do is to look at the camera. However, careful installation of the camera can reduce the burden of having to pay attention to the direction of the face. Of course, problems such as loss, theft, or forgetting to carry it would not happen. Therefore, this system can be considered less burdensome than the other two systems that use RFIDs.


    The comparison of the above-mentioned properties is shown in the Table.


    
      
        Table Comparison of the 3 solutions.
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    2.3 Development and Verification of Our Proposed Solution


    The operational schematic of our proposed geriatric wandering prevention solution is shown in Fig. 1.
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        Fig. 1 Operational schematic of our system.


        

      

    


    


    Our solution is comprised of a motion detection camera and motion detection module, a face recognition camera and face recognition module, and an alert assessment module that decides whether or not an alert is necessary by integrating the information from the aforementioned two systems. The alert assessment module also has a function that blinks an LED on the camera to notify the staff when his or her face is authenticated.


    2.4 Configuration of the Validation Testing


    We conducted a validation test of the wandering prevention solution. The test configuration of the system is described as follows. The system configuration built for the validation experiment of the wandering prevention solution is shown in Fig. 2.
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        Fig. 2 System configuration.


        

      

    


    


    It is essential that the motion detection function accurately detects a person who is going out of the facility without omission and does not detect a person who is entering from the outside or who is just hanging around. For this reason, we made an evaluation based on the under-detection rate of the people going out. In the meantime, we also made an evaluation based on the over-detection rate. The face recognition function was evaluated also based on the face recognition rate.


    2.5 Results


    As a result of our tests, we found the under-detection and over-detection rates of the motion detection to be 0.1% or less and 2% respectively, and the face recognition rate was 61%.


    As for the motion detection function, there was, in particular, no under-detection during the test, showing a very good performance. Besides, the over-detection rate, which is in a trade-off relationship with the under-detection rate, remained as low as 2%, which allows it to be considered also as a very good performance. From the viewpoint of ensuring safety and reliability, it is of the most vital importance that the under-detection be suppressed as low as possible. The fact that, while this hurdle was cleared, the over-detection rate was successfully suppressed at a very low level allows it to be considered as a very favorable result in view of actual operation.


    Meanwhile, although the face detection rate was 61%, there was no case where a facility resident/user was falsely recognized as a facility staff. For this reason, the system can be deemed to be functioning properly in terms of accident prevention.


    Now, let us examine the results we have obtained from the viewpoint of the alert transmissions. Fig. 3 assumes that the exits and entries at the entrance are 50 per day, respectively. If only a human motion sensor had been used as is the case in the conventional systems, there would have been 100 alert transmissions per day in total. However, the use of the motion detection system made it possible to decrease the alert transmissions to 51 (about half). Furthermore, when the face recognition system was incorporated, the total alarm transmissions were decreased to 20 per day (1/5th that of the conventional system).


    
      [image: 8208.png]


      
        Fig. 3 Alert reduction effect.


        

      

    


    


    2.6 Discussion


    The cases of alert transmissions were all caused by the incapability of recognizing the faces of the facility staff. With a view to further reducing alerts, we examined the instances in which the face recognition did not function as it was supposed to and found the causes as follows.


    (1) The subject’s face was looking down or sideways, making shooting from up front impossible.


    (2) The subject passed in front of the camera so quickly that the image of his or her face was blurred.


    (3) Outdoor daylight beamed upon the subject’s face, whiting out the facial image.


    (4) When the light was turned off at night, the subject’s face was not shot with sufficient brightness.


    Countermeasures for dealing with these issues need to be examined in terms of both technical and management aspects.


    Firstly, the technical measures include the following: For (1), the same person’s face should be shot in various lighting conditions and with face directions including looking obliquely. For (2), (3), and (4), a camera with adjustable shutter speed, gain, and measuring point should be used.


    Next, the management measures include the following: For (1) and (2), the facility staff should be attentive, for example, being conscious of the camera. For (3), care should be taken to adjust the brightness in the entrance by using curtains or blinds so that it does not get too bright. For (4), the facility should take consideration of any extension of lights out.


    After having implemented the technical measures, we conducted more tests, assuming the same conditions, and found that the alerts could be reduced to 2 or less per day.


    


    
      3. Conclusion

    


    


    We believe that the development of our system has achieved a solution for detecting outings of facility residents/users without any omissions while reducing the burden on the facility staff. We look forward to this solution being adopted as standard equipment in nursing care facilities.


    Nonetheless, there are various accidents in nursing care facilities in addition to geriatric wandering. At NEC, we are also applying the image analysis technology to develop a solution for the detection of falling down incidents and crowds (gathering of people at the occurrence of an accident).


    We are confident that with the support of such solutions we will be able to contribute significantly to achieving safety and reliability in dealing with issues of the aging society.
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      Abstract

    


    When a hearing impaired student attends class, one of the measures used to communicate to the student what the teacher is saying is a technique called summary transcription. Summary transcription is a task in which a summary scribe sits next to a student with a hearing impairment and writes down a summary of what the teacher says or enters it in a PC and shows it to the student. However, it is often the case that there are few competent people available to perform summary transcription satisfactorily, leaving the students unable to receive this support. At NEC System Technologies, R&D of a remote summary transcription system is underway that aims to achieve a solution capable of presenting opportunities for more students with hearing impairment issues to receive summary transcription support and for people with summary transcription skills who are unable attend class to act as remote summary scribes.
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      1. Introduction

    


    


    NEC System Technologies has established a remote support technology via the Internet that enables real-time summary transcription with a view to increasing the opportunities for students with hearing impairments. By applying this technology the system allows class attendance while receiving the summary transcription service remotely. In the latter half of FY 2012, we conducted validation experiments in which students with hearing impairment attended classes at two colleges in Okayama Prefecture.


    This paper discusses the R&D background to this technology and goes on to introduce the features and mechanisms of the remote summary transcription system that was developed as well as the results of the validation experiment that was conducted subsequently.


    


    
      2. Background

    


    2.1 Circumstances Regarding the Development of the Remote Summary Transcription System


    It was originally an idea of a co-worker who was the parent of a child with a hearing impairment that spurred the R&D of the support technology that led to the present remote summary transcription system. As we proceeded with our research into the environmental conditions that currently surround students with hearing impairments, we found issues such as that there were few people who had acquired the skill of summary transcription and their numbers varied from area to area. Therefore, it was difficult to maintain the support structure when no students with hearing impairments remained at school, which made it difficult to pass on the expertise. Although there were people who would like to offer support as summary scribes, they could not get easily to the relevant locality. As a framework to solving these issues, we aimed at achieving a supporting technology that would enable these people to perform summary transcription remotely via the Internet. Our aim was to develop a remote summary transcription system that would utilize such a technology.


    2.2 Present Conditions Surrounding Students with Hearing Impairments


    People with hearing impairments number approximately 340,000 in Japan; among them, students under the age of 18, account for approximately 17,000 (Fig. 1). On the other hand, the number of summary scribes registered in Japan is only about 10,000.
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        Fig. 1 Temporal transition of the number of physically challenged under 18s.

      

    


    


    Usually, several summary scribes (2 or 3) sit next to a student with hearing impairment and perform summary transcription service. Since the number of available summary scribes is limited however, there are many students who are unable to receive the summary transcription service. Moreover, at colleges and other higher educational institutions, the ordinary summary scribes sometimes cannot take charge due to the need of specialist knowledge. There are colleges that have built supporting structures using their current students and graduates in order to deal with this situation. Nevertheless, the summary scribes themselves have their own classes and jobs to attend, so the summary transcription service cannot be provided in every class that a student with hearing impairment attends. What is more, there are cases where the supporting structure cannot be maintained once students with hearing impairment graduate, thereby creating the problem of being able to pass on expertise to successors.


    2.3 Present Status of Summary Transcription


    There are two procedures of summary transcription: one is called manual summary transcription in which notes are handwritten on a sheet of paper or a transparency for an overhead projector and the other is called PC-based summary transcription. When a PC is used, an ordinary text editor or free application such as IPTalk is used to perform summary transcription. IPTalk is a free application developed and improved based on requests from summary scribes that is popular due to its various functions. However, it has become evident that there are users who think that simpler functions than these would be sufficient.


    
      3. Features and Mechanisms of the Remote Summary Transcription System

    


    3.1 Features


    The present remote summary transcription system can support transcription effectively via the Internet in real time and from a remote location as long as there is an available environment for ordinary web conferencing (Windows PCs, webcams, and headsets). Moreover, the required preparation merely comprises three steps — (1) starting up the application, (2) connecting (logging in) to the server, and (3) starting the class. While the settings of the environment are restricted to minimally required items in order to allow anyone to use the system easily. From the viewpoint of management there is a “matching function” that facilitates class allocations and thereby reduces the burden on the staff who manage the assignment of the summary scribes.


    3.2 Architecture


    The remote summary transcription system consists of the client for users (the hearing-impaired), the client for the summary scribes, and the administration server (Fig. 2).
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        Fig. 2 General schematic of the system.


        

      

    


    


    There are three main functions as follows.


    (1) Advance reservation


    Matching is made by giving consideration to the requests for support from schools, guardians and students, as well as to the schedules and skills of the summary scribes.


    (2) Transmission and storage


    The classroom and the remote location are connected via the Internet to support remote summary transcription, and the transcribed data is automatically saved in the server.


    (3) Subsequent support


    Based on the transcribed data stored as mentioned above, the users (the hearing-impaired) and the summary scribes that were in charge can review the transcribed data and correct it if necessary.


    3.2.1 Advance Reservation


    First of all, a guardian or student registers information on the classes for which the summary transcription service will be needed as well as the required number of the summary scribes. Then after coordination is performed while the details of the registered request for the service and the schedules and skills of the available summary scribes are taken into consideration. The request is then notified to the summary scribes who are capable of handling the classes under the request. Now if the time and dates of the classes and their subjects are compatible, the summary scribes register their acceptance of the request (Fig. 3).
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        Fig. 3 Overview of the advance reservation.


        

      

    


    


    3.2.2 Transmission and Storage


    1) Transmission of transcribed data from a remote location


    Using the connection via the Internet between classrooms and summary scribes at remote locations who listen to the voice of the teacher transmitted from the classroom, the transcribed data is sent to the PC of the student with hearing impairment in the classroom (Fig. 4).
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        Fig. 4 Overview of transmission and storage.


        

      

    


    


    2) Automatic recognition of speech intervals to support summary transcription tasks


    The system automatically recognizes the breathing pauses of the teacher’s utterance and judges the speech intervals in order to instruct the switching of the summary scribes. If the summary scribe fails to hear the utterance of the teacher from a remote location, the utterance can be automatically played back from the last speech interval by giving a direction to the system to play back repeatedly. Helped by this function, the summary scribes can easily tack back from where they missed and confirm what they have entered.


    3.2.3 Subsequent Support


    The video, audio and transcribed data are recorded in the library on the server. After the classes are finished, either the summary scribes or the lecturers can make an addition to or correction of the data.


    Besides, even if a suitable summary scribe cannot be allocated to the class when an assignment is offered, transcribed data can be generated later on from the record. Moreover, the student with hearing impairment can take the recorded class again and again. (Fig. 5)
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        Fig. 5 Overview of subsequent support.


        

      

    


    


    


    
      4. Example of an Assignment at Kibi International University in Okayama Prefecture

    


    


    Introduced here is an experiment conducted under the supervision of Professor Tadshi Sato at Kibi International University in Okayama Prefecture, where joint experiments were carried out with us in the latter half of FY 2012 (Photo). The hearing-impaired student attended the class having a webcam-mounted Windows tablet PC while the professor wore a wireless headset. Sitting in a separate room (e.g., a small seminar room), the students who performed the summary transcription tasks transcribed the professor’s words transmitted from the hearing-impaired student’s PC via the remote summary transcription system and then transmitted the transcribed data to the hearing-impaired student’s PC in the classroom.
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        Photo Example of an experiment in a classroom.


        

      

    


    


    There was a comment from the student who performed the summary transcription tasks saying that the system was easy to set up and took very little time to start up, which made him wish to use it again. Moreover, the student with hearing impairment commented that it was easy to use and he was happy because he now had fewer places to look at.


    


    
      5. Conclusion

    


    


    We are optimistic that the promotion of the usage and dissemination of the remote summary transcription system will allow more students with hearing impairments to receive support. They will also be given more opportunities to receive higher education, thereby leading to a significant social contribution.


    Additionally, the remote summary transcription system was developed and went through a validation assessment under a grant from the National Institute of Information and Communications Technology, an Independent Administrative Agency, in FY 2011.


    We would like to express our gratitude to Professor Tadashi Sato at Kibi International University for carrying out the joint experiment and for the cooperation of the summary scribes’ association as well as the hearing-impaired participants and their guardians.


    


    * Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    * Bluetooth is a registered trademark of Bluetooth SIG, Inc.


    * Google Calendar is a registered trademark or trademark of Google Inc. in the U.S. and other countries.
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      Abstract

    


    NEC has been developing a technology that can lead to one-to-one communication activity by offering topics to encourage conversation. By supporting communication, this technology will be able to prevent the isolation of the elderly and the detachment of youth from the community. These are two issues that become important social problems. In our user trials, we provided users with news articles for topics. As a result, we found that the amount of communication increased twofold compared to using conventional technologies. We also conducted a field trial of this technology at the temporary housing for victims of the 2011 Tohoku Earthquake and found that there was great interest in topics related to reconstruction and residents’ associations.
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      1. Introduction

    


    


    The recent increase of Japanese elderly population has revealed issues that are increasingly affecting the elderly, such as an “unattended death” and an increase in the number of crimes that are being committed by the elderly. Human relationships are also tending to decline, with the result that the human resources that are allocated in support of the elderly are becoming overstretched. These issues are not peculiar to Japan, but they are now becoming worldwide problems.


    The results of a recent questionnaire for the elderly that was conducted by the Japanese government showed that the ones that had friends to whom they could talk freely felt that they were living a meaningful life more than those without friends. It can be inferred from this survey that increasingly their acquaintances and other community residents to whom the elderly are able to talk freely are for them closely related to the meaning of life.


    We are developing a technology to stimulate communication by finding topics that will start conversations via social networking services (SNSs). We believe that this technology will help encourage conversation among community residents and workers, thereby increasing the number of people with whom the elderly can empathize and to whom they can talk freely.


    First of all we discuss suitable environments to support communication, and then go on to consider aspects of the technology under development.


    


    
      2. The Communication Support Environment and Its Relevant Issues

    


    


    We assume that our communication support environment will use online social networking services (SNSs). SNS users can thus share information of mutual interest with friends and exchange comments with them. Communication is encouraged via such information sharing and by the posting of comments etc. For example, an SNS user who is interested in health can introduce health-related newspaper articles to friends. By exchanging information regarding their interests online, SNS users can know of each other’s interest and build deeper relationships. Building online relationships, we think, can make people feel freer to talk to others within their actual communities and workplaces.


    Nonetheless, it cannot be expected to increase communication opportunities just by introducing SNSs. There are two main issues. The first one is that people are not able to begin a conversation if they cannot find a mutual topic. For people living in the community that have weak ties in the first place and also those that have become friends with each other only recently, it is difficult to find a common topic each other. This makes it even more difficult to create new communications. The second issue is that the expansion of a relationship is not possible due to the difficulty of finding a suitable candidate for friendship. There should be people in the community who can potentially be friends. However, no communication is possible unless there is a means for them to conveniently make contact.


    


    
      3. Communication Activation Technology

    


    


    In order to solve the two above-mentioned issues we have developed a topic recommendation technology to offer topics that can be shared both with active and prospective friends and a prospective friend recommendation technology that supports building wider relationships.


    Recommendation of topics that can be shared with friends helps create communication prompted by the topics, which results in the building of deeper relationships (Fig. 1). Using this actual example, the system (the robot that supports communication in Fig. 1) provides the user with a topic, and other users browse the topic. If it stimulates a user’s interest, he or she make remarks and the comments may be shared with other friends, who may make a comment later on.
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        Fig. 1 Communication support environment.


        

      

    


    


    Moreover, the system recommends prospective friends after estimating the relationships among other users based on the history of browsing topics and the history of comments of a particular user. This creates ties with prospective friends by helping users to build wider relationships. In the following, the communication support system’s topic recommendation method for building deeper relationships and the prospective friend recommendation method for building wider relationships are both described.


    3.1 Topic Recommendation Methods to Help Build Deeper Relationships


    Conventional topic recommendation technology consists of two methods; (1) a content-based filtering method that recommends topics assumed to be of the user’s interest and (2) a collaborative filtering method that recommends topics assumed to be of his or her friends’ interest.


    The content-based filtering recommendation is a method that compares the similarities between words that are indicative of the user’s interest and the words describing the topics and then recommends the most similar topics. The words indicative of the user’s interest can be found through experience based on the words in the topics of his or her interest. There is, however, a lack in the variety of topics since this method is dependent solely on the past browsing history of each user. In addition, matching is possible as long as each user’s interest is concerned, but matching is not necessarily possible when it comes to the interests of the interlocutor. Uncommon topics cannot serve as clues to communication (Fig. 2).
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        Fig. 2 Conventional topic recommendation method 1


        (content-based recommendations).


        

      

    


    


    The collaborative filtering recommendation method specifies a user who has selected the same topic as a similar user, and then it recommends the topics that the target user has not yet read, after sorting out the topics that are of the similar user’s interest. Nevertheless, this method cannot handle new topics because it is not capable of recommending topics that have not yet been read by anyone. Moreover, the interest of the target user is not necessarily the same as that of the similar user, which may result in the recommendation of unwanted topics (Fig. 3).
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        Fig. 3 Conventional recommendation method 2


        (collaborative filtering recommendations).


        

      

    


    


    Our method groups the users who have common interests as common users and also groups the topics that are of the common users’ interest. Then the topics in the group are recommended to the users in the group (Fig. 4).
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        Fig. 4 Common topic recommendation method.


        

      

    


    


    To put it concisely, the interest of a user is learned based on the topics he or she has browsed in the past. Next, the similarities between the words that are of the user’s interest and the words used in the topics are calculated. Now, based on the similarity of each topic browsed by each user, the users who are interested in the same topics are grouped and the topics that are of interest to the same users are grouped. Finally, the user is recommended new topics that he or she has not yet browsed from the topics with high similarities in the group to which he or she belongs.


    With this method, new topics that are of common interest can be recommended to users who have similar interests. This enables recommendation of topics that match the interest both of the users and of their interlocutors, helping thereby to encourage communication.


    3.2 Prospective Friend Recommendation Method for Building Wider Relationships


    Recommendations of prospective friends via SNSs are conventionally performed using a one-to-one procedure for recommending the friends of friends as the “People You May Know”. This method is effective for finding friends on the Internet who are to be friends in the real world. It is not, however, effective for users to build wider relationships by searching for friends-to-be from people who are completely new to them.


    Our method recommends prospective friends among users who are performing similar activities (Fig. 5). Similar activities are activities in which the users are highly likely to encounter with each other in the SNS, such as by posting comments on the same topic or by seeing each other’s profile pages. By recommending users who have seen each other many times in addition to considering their interests, our method does not suggest friend candidates who are completely unfamiliar to them, but recommends to them prospective friends that they have previously contacted.
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        Fig. 5 Prospective friend recommendation method.


        

      

    


    


    


    
      4. User Trials

    


    


    We have developed a system that has achieved a communication support environment using SNSs and have conducted two communication activation trials. In our first user trial we asked 20 people living in the Kanto region, whose average age was 60, to use the system for a certain period of time. In second field trial, we have invited 20 people to use the system, who lived in the temporary housing of a disaster-stricken area where population aging and community development are becoming issues.


    In the user trial, the subjects used tablets installed with the client applications of the communication support system for more than once a day over 3 weeks; they were asked to comment on a recommended topic if they liked it. The topics were restricted to the news articles on the Internet. The amount of communication was confirmed by counting the number of comments on the topics that were accumulated by the server over this time period. The amount of communication here means the number of recommended topics that were commented on twice or more. As a result, we found that communication was generated 2.1 times that of the conventional recommendation method (Fig. 6). We also asked the survey participants about their opinions on points to be improved.


    
      [image: 82171.png]


      
        Fig. 6 Results of the user trial regarding the volume of communications.

      

    


    


    A field experiment in the temporary housing of the disaster-stricken area was also conducted after simplifying the comment entry procedures (Fig. 7). Simplification of the comment entries, such as by the introduction of handwriting comments was favorably received. We also included information about events held by the residents’ associations and the municipalities in addition to the news articles. Among the recommended topics many comments were posted on those related to the reconstruction of the disaster-stricken area and information about the events held by the residents’ associations and the municipalities.
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        Fig. 7 Conceptual diagram of the use of a communication support system.


        

      

    


    


    


    
      5. Conclusion

    


    


    This paper has introduced a method of suggesting topics in order to encourage communication. Topic recommendations are made based on common interests among the targeted groups. This strategy enables the presentation of topics that serve to encourage communication. Subsequent user trials confirmed that the amount of communication was increased about twofold compared to conventional experience. We also conducted a field experiment among the residents of the temporary accommodation of a disaster-stricken area.


    We intend to continue our efforts in the fields of communities and workplaces, and in other situations.


    A part of this study was the results analysis of the study entitled “R&D of Life-Support Type Robot Technology” (formerly known as the “Research and Development for a Ubiquitous Network Robot Technology for Elderly and Challenged People”). This study was entrusted by the Ministry of Internal Affairs and Communications and conducted in co-operation with the C&C Innovation Initiative and Cloud System Research Laboratories over the years 2009 to 2012.
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Operational orbit

Orbit type Sun-synchronous sub-recurrent orbit
Altitude (at equator) 699.6 km

Orbital inclination 98.186°

Local sun time at ascending node 13:30 +/-15 min.

Reliability and service life

Design life 5 years or more after launch

Reliability Satellite bus: 0.8 or more (5 years after launch)
Launch

Date May 18, 2012

Launch vehicle H-ITA

Mass

Mass at launch Approx. 2 tons (including propellant)

Electrical power

Paddle system 2 paddles

Generated power 3,880 W or more (at worst EOL)

Battery capacity 200 Ah
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Dimensions
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Mounted sensors

Visible-light camera

IR camera (NEC)

Video output NTSC NTSC/PAL

Pixels 380,000 pixels 320(H) * 240(V)
Weight Approx. 50 grams Approx. 150 grams
Dimensions 25W x 25H x 28.5D mm 38W x 38H x 65D mm
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