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connected via intranet will increase in importance. This paper 
discusses the quarantine network, which is a countermeasure 
taken by networks against the threats produced from PCs.

(1) Previous Measures
Traditional network security measures have been centered 
on fi rewalls and IDSs (Intrusion Detection Systems) for pre-
venting intrusions and attacks from outside networks. How-
ever, these measures cannot provide a defense against attacks 
produced from a PC that has been introduced by a person 
from inside the intranet. As a result, the countermeasures 
against threats that cannot be avoided from being introduced 
in this way remain as an issue to be solved.
(2) PC Confi guration Management
The methods most often used to avoid damage caused by 
threats that are illegally brought into an intranet environment 
are the method of shutting down an unregistered PC that is 
detected as being connected and the method of managing the 
PC confi guration and checking its security status. The latter 
method enables the application of patches to such PCs and 
their management in accordance with the corporate security 
policy.
It is very effective for the security to apply patches to all of 
the in-house PCs and to administer them according to a

Since the enforcement of the Japanese Personal Information 
Protection Law in April 2005, Japanese enterprises have de-
veloped security measures by setting the prevention of infor-
mation leakage as the keyword. Subsequently the range in 
which security measures should be applied expanded to the 
fi eld of internal governance as a result of the enforcement of 
the Japanese SOX Law in June 2006. Reports regarding detec-
tions of traditional viruses and worms have been decreasing, 
but this does not mean that the damage due to them is decreas-
ing1). According to the latest trends, their atrocities, infection 
capabilities and abuse of security holes have been increasing, 
and there was even a virus that came to have more than 70 
subspecies in a period of only about two months or so after its 
debut2).

The traditional measure for network protection has been the 
installation of a fi rewall against external attacks. Nevertheless, 
it has been reported that 25% of the infection routes of the MS 
Blaster, which is known to have caused serious damage, were 
Corporate PCs taken out and returned to the offi ce, or non-
Corporate PCs carried in by contractors or business partners3), 
and the fi rewalls were powerless against the attacks derived 
from such PCs. Also, the sources of many of the recent infor-
mation leakage cases were PCs, and we still, even now con-
stantly hear reports on viruses leading to disclosures of per-
sonal information such as the Antinny worm.

In the future, it is expected that protection of networks and 
information from the threats of viruses and worms from PCs 
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Fig. 1  Elements of the quarantine network system.

policy that is in compliance with the in-house rules4). At 
NEC, we began to apply the CAPS (Cyber Attack Protection 
System) to the entire corporation in order to manage all of 
the in-house PCs.
However, since the period from the public announcement of 
a patch to the production of a virus that can attack its secu-
rity hole has recently been reducing, it has become even 
more necessary to ensure successive applications of patch-
es.
(3) PC Quarantine
One of the solutions that can overcome the problem of time 
lag in the application of the latest patch and that can also re-
duce administration costs is to quarantine the PCs. Quaran-
tine makes it possible to impose a unifi ed security policy in-
side an organization and to apply a corporate policy, such as 
by means of the detection of vulnerabilities of PCs, immedi-
ate patch applications and improvements in the patch appli-
cation rate. This is such a strategy that quickly implements 
the governance of maintaining a uniform security policy ob-
servance status throughout the entire corporation.

The quarantine network system allows the quarantine to be 
applied effi ciently from the network to all of the PCs operating 
within it.

(1) What Is a Quarantine Network System?
When the quarantine network system is introduced, only 
those PCs complying with the security policy are allowed to 
use the backbone network. The PCs that do not comply with 
the security policy are isolated in a quarantine network that 
is confi gured separately from the backbone network as a 
countermeasure in support of the security policy.
(2) The Four Elements of the Quarantine Function
The quarantine network system is composed of the four ele-
ments of inspection (auditing), isolation, remediation and 
removal. Fig. 1 summarizes each element.
1) Inspection (Auditing)
This procedure consists of checking the status of observance 
of the PC security policy. In general, this is done by install-
ing agent software for the quarantine function in the PC and 
sending the check results to the quarantine policy server. 
There is also the agent-less method that does not require in-
stallation of agent software in advance and which can there-
fore execute quarantine on the PCs of users who cannot be 
forced to utilize an agent.
2) Isolation
This function consists of isolating the PCs that are judged not 

to comply with the security policy in the quarantine network. 
Isolation is available by using several quarantine methods 
depending on the characteristics of the devices linked with 
the quarantine network system.
3) Remediation
This consists of enabling isolated PCs to comply with the 
security policy. The operations are either automated or man-
ual and include the application of a security patch, updating 
of the virus vaccine defi nition fi le and uninstalling inhibited 
software such as Winny. To perform remediation in compli-
ance with the security policy, the quarantine network system 
is linked to patch distribution and virus countermeasure util-
ities.
4) Remediation and Removal
This procedure consists of connecting PCs to the backbone 
network after the causes of their isolation have been reme-
died. It is sometimes included in 1) Inspection, but we would 
like to handle it as an independent element because the ease 
of removal and return to the backbone network exerts an im-
portant effect on quarantine operability.
(3) Quarantine Methods
In this section, we classifi ed the representative quarantine 
methods into fi ve different methods. Fig. 2 shows the con-
fi guration of a quarantine network including the isolation 
points. The following description deals mainly with the fl ow 
of isolation and removal from the quarantine network of each 
method.
1) Authentication VLAN Method
This method uses a VLAN-compatible network switch and 
separates the quarantine network and backbone network by 
means of segmentation using VLAN. When a PC is identi-
fi ed as complying with policy auditing at IEEE802.1X au-
thentication or DHCP authentication timing at the moment of 

2.2 Quarantine Network System
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network connection, the VLAN for the backbone network is 
assigned to the PC. If it is found not to be compliant, the 
VLAN for the quarantine network is assigned to the PC.  A 
PC that is isolated in this way is subjected to remediation and 
then re-audited. The compliance information obtained as a 
result of re-auditing is sent to the policy management server, 
and a VLAN of the backbone network is allocated to the PC 
at the time of the re-authentication. The issue in this opera-
tion is by how much the number of user operations required 
between re-auditing and re-authentication can be reduced.
2) Gateway (GW) Type Firewall Method
This method isolates the PC from the backbone network at 
the GW between them. Quarantine of a specifi c segment is 
also possible depending on the location of the GW. As the 
control utilizes the fi ltering operation of the GW including a 
fi rewall, this method is suitable for an environment based on 
fi xed IP addresses. The PC isolated in this way is subjected 
to remediation and then re-audited. The isolation is canceled 
at the moment of re-auditing, so no user operation is required 
for its removal from the quarantine.
3) Client Firewall Method
This method forces the connection of the PC to the quaran-
tine network by means of the fi ltering control of the client 
fi rewall installed in the PC. It does not require user operation 
for removal either, because it is also based on the control of 
the fi ltering operation of the fi rewall. However, as the meth-
od cannot control the PC unless agent software such as client 
software is installed, thorough management of the PC appli-

cation confi guration is necessary when it is used.
4) Server Firewall Method
This method introduces a dedicated fi rewall server on the 
application server so that the application server performs the 
fi ltering control. It does not require user operation for remov-
al because it is also based on the fi rewall fi ltering control. 
With this method, only those PCs that are found to be com-
pliant by auditing are permitted to connect to the application 
server. As this method permits the PC to access networks 
other than the application server, it is suitable for use in pro-
tecting specifi c servers.
5) Remote Access Method
Control of this method utilizes a switch that operates by re-
mote access from outside to inside the enterprise. This meth-
od forces connection to the quarantine network by linking 
the remote access control with auditing. Unlike other meth-
ods, it uses different policies for access from inside to that 
from outside of the enterprise. As a result, it may sometimes 
be required to prepare different isolation locations for the 
two types of access. In this case, different management meth-
ods are also required for quarantine judgments.
(4) Effects of the Introduction of a Quarantine Network
The following problems may be solved by the introduction 
of the quarantine network system by administration depart-
ments.
• Since a newly introduced PC is isolated in the quarantine 
network, the spreading of a worm can be prevented even 
when a newly introduced PC is infected by a worm (risk

Application servers

Fig. 2　Confi guration of the quarantine network.
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reduction).
• Since a PC that does not observe the security policy is iso-
lated, a source of disturbance of the intranet such as the in-
fection of vulnerable PCs by worms can be prevented (risk 
reduction).
• Since isolation in the quarantine network is automatic and 
the number of PCs at risk can be counted, the labor required 
for management can be reduced (operation cost reduction).
• Since the isolation is compulsory, observance of security 
policy can be enforced throughout the entire enterprise (gov-
ernance enhancement).
The effects of quarantine networks on the users are as fol-
lows.
• The risk involved in allocating responsibility for causing a 
problem by accidentally introducing a hazardous PC into the 
intranet can be reduced.
• The PC can always be connected to the intranet at the latest 
security level so that users can concentrate on their work 
without being concerned about the security.
In this way, the quarantine network can improve the security 
of both the administration department and the users and 
maintain an overall security level for the entire network.

The quarantine network system has been attracting attention 
since the latter half of 2003. Major vendors including Cisco 
Systems and Microsoft have become active in proposals and 
alliances aimed at the implementation of the quarantine func-
tion and steady market growth is anticipated5).

Three methods are proposed as standard specifi cations for 
the security policy management server and isolation devices 
(network switch, etc.) that comprise the key to the implemen-
tation of the quarantine network.

(1) NAC (Network Admission Control)
This is the concept of the self-defending network proposed 
by Cisco Systems. When a PC is inspected and is not found 
to be compliant, access to a PC is restricted by a network 
device. Securing the security of terminals connected to a net-
work using existing network devices is a security solution 
based on an industrial alliance under the leadership of Cisco 
Systems. It comprises three control methods that include; a 
network control at layer 3 (network layer) (NAC L3-IP 
method), a control at layer 2 (data link layer) (NAC L2-IP 
method) and another control that includes the IEEE802.1X 

3. Issues Concerning the Introduction of the 
Quarantine Network

authentication (NAC L2-802.1X method). These methods 
have a potential for wide dissemination based on Cisco rout-
ers6).
(2) NAP (Network Access Protection)
This refers to the policy enforcement platform built into the 
Windows “Longhorn” server that is to be the OS for the next-
generation servers from Microsoft. NAP is used to set the 
updating policies for the operating system and virus mea-
sures, and the network access of each PC is inhibited until it 
is certifi ed that the PC is policy compliant. This method also 
has the potential of wide dissemination because it is to be 
used as standard in the proposed Windows server environ-
ments7).
(3) TNC (Trusted Network Connect)
This is an open security standard of the Trusted Computing 
Group (TCG), which is an industrial organization established 
for the development and dissemination of standards and 
specifi cations contributing to the implementation of safe 
computer platforms. While NAC and NAP are standards un-
der the leadership of vendors, the strong point of the TNC 
standard is that it is an open standard. The specifi cations are 
open to any third parties so that they can implement quaran-
tine mechanisms with freedom from being bound to any 
specifi ed product. Therefore, this standard is expected to be 
support by a large number of communication device and PC 
security vendors8).

A quarantine network system with an appropriate balance 
between convenience and security can be built by considering 
relationships between the quarantine method and existing net-
works at the time of introduction of the quarantine network. 
The following sections discuss the issues concerning the intro-
duction by also taking cost effi ciency into consideration.

Every quarantine method uses different means and points of 
isolation to other methods. This makes it necessary to clarify 
in advance the range that is to be protected by the quarantine 
network. The items to be clarifi ed include “if it is required to 
protect only specifi c servers,” “if it is required to protect spec-
ifi ed networks such as a data center” or “if it is required to 
protect the entire intranet.”

Since, unlike the backbone network the quarantine network 

2.4 Trends in Standardization

3.1 Protection Targets

2.3 New Trends Related to Quarantine
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may be exposed to intrusion by viruses and worms, an analysis 
of the risks and an assessment of countermeasures against in-
trusions is necessary. In this regard the selection of the quaran-
tine method and utilities, it is also useful to defi ne the range of 
the required protection and whether it is to be limited “only to 
the PCs” or “only to the segment connected by users.”

After clarifying the range to be protected, start examination 
of the isolation target. Also examine whether the isolation 
method will use the authentication VLAN or access control by 
fi ltering. The next issue is the design of the quarantine net-
work, e.g., by considering the balance between the operational 
cost and the safety level when choosing the patch distribution 
servers for use in the remedial work. Accordingly, it is neces-
sary to select whether “a patch distribution server should be 
located in each segment of the policy management server” or 
if “separate servers should be installed in the quarantine and 
backbone networks.”

The quarantine network can be introduced only in a specifi c 
network, such as in an offi ce where the potential of carrying in 
a PC from the outside is high or for a sales department where 
mobile PCs are used as standard PCs. This can be a realistic 
solution that can reduce both the introduction cost and the risk. 
If such an introduction is adopted, it is important to select 
products that can comply with a variety of quarantine methods 
by considering future extensions. The operational cost can be 
reduced by using a quarantine method that matches each net-
work and by applying integrated management of the quaran-
tine methods.

In this case, matching of the existing networks needs full 
consideration. For example, when it is planned to link a quar-
antine network with network authentication based on the au-
thentication VLAN method, the cost would be increased if 
VLAN compatible devices are not already in use because these 
will need to be purchased. However, the cost can be reduced 
relatively if the authentication network has already been intro-
duced for wireless LAN, etc.

Even after the quarantine network system is introduced, it is 
not practical to use an operational method such as one that 
isolates all of the PCs simultaneously every morning. Since 

isolation leads to work stoppages for the user, it is necessary to 
design a mechanism and operational system that can optimally 
control; convenience, execution of jobs, methods of dealing 
with inquiries, concentration of server loads accompanying 
applications of patches and policies, and network loads. For 
example, in the case of the application of patches, it is required 
that “users who connect to the network everyday and apply 
patches optimally should be allowed to execute their jobs 
without being isolated.” It is also required that periodical au-
diting of permanently running PCs and the isolation of PCs 
that have been taken outside for a long period are executed 
automatically. Selection of the policy management products is 
critical for an operational design that will not deteriorate user 
convenience.

At NEC, we have been providing quarantine products 
(CapsSuite Quarantine Options) since August 2004. Since that 
time, variations in the quarantine methods have expanded so 
that our products now cover almost all of the major quarantine 
methods. We have also conducted a large-scale in-house dem-
onstration experiment using the VLAN authentication method 
and have confi rmed the effects of the quarantine network and 
the issues that are involved in its actual operation. With regard 
to the issues described above, we have examined them from 
the aspects both of function and operation and have used the 
feed back results of the demonstration experiments in the de-
sign of the “CapsSuite PC Quarantine System” which was re-
leased as a product to the market in September 2006.

In the above, we have described the mechanisms of the quar-
antine network, its technical trends and the efforts concerning 
it that are being applied at NEC. From fi scal 2007 we will also 
be studying a step-by-step introduction of an in-house quaran-
tine network. Believing that the quarantine network is advan-
tageous for both administrator and user and that it is capable of 
maintaining secure networks, we are planning to release ad-
vanced quarantine solutions in the market as some of the 
prominent utilities of the InfoCage Network series. These in-
troductions will constitute an important part of the Coopera-
tive Security system being proposed by NEC.

3.3 Partial Introduction and Step-by-Step Introduction

3.2 Method of Isolation

＊ The corporate and product names mentioned in this paper are trademarks or 
registered trademarks of their respective owners.

3.4 Administration

4. The Quarantine Solutions of NEC

5. Conclusion
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