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ABSTRACT

NEC is introducing an asset management solution making full use of RFID (Radio Frequency

Identification.) This policy will be aimed at the enhancement of information security, software
license management and improvements in job/asset efficiency. The integration of asset-related information,
updating the latest information and identification of the locations of assets will be thus enabled. In particular,
the use of RFID will provide solutions for the possibility of identifying information regarding the location of
assets and the movement of goods. In systems terms, the information on the RFID tag is captured by the RFID
reader, and this information is sent through the RFID Manager to the Location Information Middleware. The
Location Information Middleware then converts the RFID reader’s information into location information; the
location information and the RFID tag information are sent on to the Integrated Asset Management
Database. Here the location information is tied to the asset information so that the asset location information

can be identified in real time.
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1. INTRODUCTION

Based on recent trends such as those relating to
the enhancement of their information security sys-
tems, organizations are increasingly recognizing a
need for asset management measures. For example, a
rise in the awareness of legal compliance issues
backed by the need for social contributions and a
review of the management and usage of assets aiming
at improvements to jobs and assets. These issues are
currently tending to become more complicated than
ever.

Therefore, NEC has been developing solutions that
allow organizational assets to be managed precisely
and efficiently.

(1) Collection of Physical Inventory Data Using Auto-

mated Tools

The key to the first step in asset management is to
identify and visualize the actual situation. The re-
quired information can be collected automatically and
at low cost by introducing a suitable tool for the auto-
matic collection of the security setup information of
the IT equipment, the latest information on patch
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applications and detailed information on the installed
software.

(2) Utilization of Information about Assets

The key to the second step is how to make full use
of the asset-related information that is dispersed in-
side each organization. The asset-related information
includes asset purchase information, lease/rental
contract information, maintenance contract informa-
tion, information concerning the on-cost departments,
personal information on owners, information on in-
stallation locations and information on floor layouts
as well as IT equipment inventory information that
can be obtained by automatic collection. What is im-
portant in all of this is that these items of information
are managed in an integrated manner.

(3) Keeping the Data Up-To-Date

The key to the third step is to update the informa-
tion that you now hold for effective utilization in the
latest context. In fact, this part is the most difficult
and most critical part. The most important functions
include the workflow linkage function for automatic
information updating in relation to workflow from the
procurement to the disposal of each asset, the func-
tion enabling simplified operation in the addition and
updating of information, and the function for the au-
tomatic checking of whether or not each piece of infor-
mation is the latest.
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2. ASSET MANAGEMENT SOLUTIONS FROM
NEC

2.1 Information Security

The first step toward the information security of
an organization is to identify the circumstances of the
assets of that organization. It is important to ensure
linkage to the tools required for the necessary actions
based on identification of the actual circumstances.

(1) Identification of the Whole Picture of IT Equip-
ment in the Organization
It is important to identify the whole picture of all
IT equipment using an automatic information collec-
tion tool that is as simple as possible. It is also desir-
able to arrange the system environment so that this
information can be updated continually.

(2) Identification of the Application Situation of the
Security Patch of the OS
One of the causes of security problems is the secu-
rity hole of the OS. To prevent this, it is important to
confirm the applications status of the OS security
patch.

(3) Identification of the Updating Situation of Anti-
Virus Software
Another cause of security problems is virus infec-
tion. It is important to confirm that the latest virus
check engines and pattern files are applied.

(4) Promotion of Optimization of PCs with Insuffi-
cient Security Measures
After identifying the status of security measures,
promote actions for improving awareness towards the
security of each individual and linkage to the force
patch application solutions.

2.2 Compliance of Organization

One of the conditions for ensuring an
organization’s compliance is execution of effective
software license management. Negligence in compli-
ance measures is regarded as a dishonest practice
and may lead to the loss of social credibility of the
organization and a crisis for the organization and the
persons responsible. In addition, since accurate in-
ventory management is obligatory for corporate au-
diting, asset management is critical for the
organization’s satisfactory compliance (Fig. 1).

(1) Implementation of Software License Management
The software license management should include a
management mechanism which compares the de-

tailed information on the actually installed software
with the purchase license and compiles the results
automatically into a report. If a piece of software with
an expired license is installed, for example, it should
be capable of informing the administrator of this.

(2) Implementation of an Accurate Inventory

The inventory for checking the actual stock status
is obligatory for corporate auditing, and what is im-
portant for this operation is to manage the locations
of actual stocks. A mechanism for managing the infor-
mation on the locations of assets and maintaining the
information at the latest level is essential.

2.3 Efficient Asset Utilization

One of the key points for the efficient utilization of
assets is to utilize any unused assets and less-
frequently used assets effectively, as well as to ana-
lyze the situations of the currently used assets.

(1) Effective Use of Idle Assets

Wasteful asset purchase can be prevented for ex-
ample by collecting idle assets, which are not con-
nected to the network, in one position and by an-
nouncing the information on them to the whole orga-
nization or purchasing department. By the announce-
ment of asset information, an efficient idle-assets
management system can be enabled by utilizing the
real-time location information identification function
provided by the RFID (Radio Frequency Identifica-
tion) technology.

(2) Effective Use of Shared Assets

Shared assets vary greatly in frequency of use.
Integrated management of the shared assets man-
aged separately by different departments makes it
possible to reduce overlapping of investments. The
frequency of use of shared assets can also be identi-
fied automatically by utilizing the real-time location
information identification function provided by the
RFID technology.

3. CUSTOMER INCONVENIENCE

NEC will provide future solutions for solving the
following problems that feature among current cus-
tomer problems.

3.1 Integration of Information

Asset-related information regarding information
security, compliance and effective asset use will be
integrated to offer the foundations for enabling the
unification of job processes.
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3.2 Maintenance of Information at the Latest Level

Value-added solutions for maintaining data, which
is now unified and effectively usable, as the latest
accurate information will be provided as a real cost-
reducing solution for customers.

3.3 Identification of the Locations of Assets

Many customers are concerned by the problem of
location identification in the management of actual
assets. NEC will deal with this problem by detecting
asset location information and movements using
RFID technology.

4. INTEGRATION WITH RFID TECHNOLOGY

NEC is researching into the utilization of RFID
technology for the “location identification” of assets in
future solutions. The Identification of asset location
information, the identification of multi-location infor-
mation and time linkage will make it possible to
identify the circumstances of asset movements.

4.1 Real-Time ldentification of Location Information
Automatic detection of the asset location informa-
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movement management accompanying changes in
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managements including the management of notebook
PC issues (Fig. 2).

5. NEC’s ADVANTAGES IN THIS SOLUTION
5.1 Outline of the RFID Asset Management Solution

(1) General

The RFID reader receives in real time the location
information of each asset to which a RFID tag is
attached. The received RFID tag information and
RFID reader information are forwarded via the RFID
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Fig. 1 Features and functions of Integrated Asset Management Database.
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Manager to the Location Information Middleware.

The Location Information Middleware converts the
received RFID tag information and RFID reader in-
formation into the equipment location information
(General Affairs Dept., Sales Dept., 1st Floor, 2nd
Floor, etc.). The converted location information is
handed to the Integrated Asset Management Data-
base together with the RFID tag information.

The Integrated Asset Management Database links
the location information and asset information so

that real-time identification of asset location informa-
tion is possible (Fig. 3)

(2) RFID Manager

The RFID Manager functions as the middleware
for implementing solutions that make use of RFID.
This arrangement forms the basis for improving the
system development efficiency and creates a highly
reliable/usable system that has the following fea-
tures.
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1) Efficient system development
- The RFID Manager can absorb any differences be-
tween individual devices (readers/writers and
tags).
- It can deal flexibly with changes in devices, rear-
ranging device configurations and lateral develop-
ments of the system.

2) Effective Tools for Systems Development and
Maintenance
- It is equipped with a rich line-up of tools for use in
performance analysis, operating situation report,
etc.

3) Compatibility with Scalable Systems
- Even when building a system for handling a large
amount of tags, the system can communicate the
required information only to the applications.
- Hierarchical systems can be constructed so that
each system can be given an optimum configura-
tion according to its scale.

The RFID Manager module Ver. 1 to be released at
the end of July 2004 provides the following functions.

0O An API (Application Program Interface) for the
construction of systems based on RFID.

0 An events control system that exchanges the tag
information (ID/data) with the AP (Application
Program) using the events format.

0 A device management function that serves as the
common device control function.

O A device plug interface that enables the use of new
devices independently from the AP.

O A hierarchical configuration capability by concen-
trating multiple servers to which devices are con-
nected as into a single server.

O A function for connecting the tag ID-related infor-
mation to the server.

0 Tools offering performance analyses and operating
situation information for supporting the applica-
tion and administration of the RFID system.

(3) Location Information Middleware

The Location Information Middleware collects the
information detected from RFID tags by means of the
NEC-developed middleware called the RFID Man-
ager. The information detected from the tags includes
the information on the RFID tag IDs and the RFID
readers detecting them. The Location Information
Middleware converts the RFID tag IDs into asset
management numbers and the detecting RFID reader
names into location information. It also maintains
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the latest location information of assets. When move-
ment of an asset is detected, the middleware converts
the data format of the location into a format that is
usable by the Integrated Asset Management Data-
base and forwards the data to this database. The
Integrated Asset Management Database then applies
the received location information in the database it
uses. This makes it possible to identify the latest
location information in the Integrated Asset Manage-
ment Database and use this information together
with other information managed by this database.
The Location Information Middleware is the asset
management compatible version developed as part of
the traceability middleware being researched and de-
veloped by NEC as the middleware for the RFID
services.

5.2 Superiority of NEC

(1) Overall Supremacy of RFID-Compatible Software

NEC provides three-step components for asset
management solutions based on RFID in an inte-
grated form; it is thus capable of providing rapid
solutions.

1) RFID Manager

The RFID Manager integrates the interfaces for
the RFID readers and writers, which are newly, re-
leased devices offering the foundations for handling
the readers/writers from multiple vendors. These
foundations are scalable even for systems incorporat-
ing multiple readers/writers that are to be introduced
in the future. This approach also offers compatibility
with future technical innovations in the RFID tech-
nology without changing the applications.

2) Location Information Middleware

This middleware is used to convert simple ID infor-
mation detected from the RFID reader/writer into
location information and forward it to the application.

3) Integrated Asset Management Database

This is a tool for making full use of the asset
location information by managing it together with
other information in an integrated manner. Thanks
to this arrangement it becomes possible to obtain
added value.

(2) Expertise Accumulated via Previous Solutions
NEC is leading its competitors in starting to tackle
asset management solutions based on RFID technol-
ogy and it has already accumulated significant exper-
tise on the application of this technology. This is a
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result of the constant endeavors of NEC to provide a
software infrastructure to match the environment of
each customer.

6. CONCLUSION

1) NEC’s asset management solution has the aim of
offering added skills for the solution of customers’
management problems, including security, compli-
ance and effective asset utilization.

2) NEC has been leading other manufacturers in the
provision of software solutions for solving current
management problems, based on the RFID tech-
nology.

3) NEC will continue its efforts for the provision of
asset management solutions for the future by
making full use of its management expertise, in-
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