NEC’'s Next Generation Cybersecurity Service"CylOC”

[ Products/Solutions ] Next Generation Cybersecurity Service

With Japan-quality security operations and extensive experience supporting 110,000 NEC Group employees, we
integrate cyber intelligence and operations to strengthen global supply chain resilience.

Explanation (1)

B Security Monitoring and Response to Support the Global Supply

cyloc Chain

Providing end-~to-end suppertiongiobalsippcEipiSe iR EREOLS Centralized monitoring of the entire supply chain including headquarters,

DENTIEY ) PROTECTID 3 ") RECOVER REPORT overseas offices, logistics and business partners. Immediate response to
’ incidents that directly impact business continuity, such as ransomware and

supply chain attacks. Support for compliance with international regulations

Security Operation Center | Geopolitical analysis | and reporting requirements.

B Anticipating Future Threats with Our Proprietary Threat Intelligence
Our dedicated Cyber Threat Intelligence team leverages NEC's proprietary

NEC Global . . . . . .. . .
intelligence to anticipate current attacks as well as potential future risks,
eport against Gov. . .
CTi por 292 . enabling proactive defense before attacks occur.
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External | to decision B identifying true attacks among numerous alerts
Global SOC

Incident Combining NEC's proprietary Al and playbooks, we automatically analyze
Response/Analy about 90% of log data. Routine responses are automated, while analysts
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Cyber Threat Intelligence ensure only truly serious threats are notified.

Use case * NEC Corporation (In-house) : Utilizing a cybersecurity dashboard, we visualize attacks and risks facing the NEC Group and share this information with all

or related departments including managements. This enables faster decision-making and raises security awareness across the company.
Case

study
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