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Challenges of Disordered File Server

Repeated Disk Expansion

v No organized rule for file/folder v Capital investment or cloud

creation and management service usage cost unexpectedly

increasing due to rapid increase of

v Huge amount of old files and file data

unused files spoil the efficient file _

search and usage v' Back-up and disaster recovery

v~ needs more and more cost to
% ; \/_,_,\ handle large data

Information Leakage N ¥ Time Consuming Work
v No rule of access right setting v Information change and update
relying on specific users history management of Active
Directory requiring big effort
v Information are not _ o
appropriately managed based v Information system division
on file organization rule manages every request for
access right change
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Inactive Data Occupying File Server

| Increase ratio of file capacity is 1.55 times every year resulting in 9
times increase in five years

| In addition;

68% 76% 53% 28%

_ _ files are large Files are
files are not files are not (10MB or more)  quplicated files
referenced more updated but it occupies
than 90 days more than 1 only 1% of total Deletion of it
year file number. results in 14%
capacity
reduction

Stored data increases dramatically, but the most of the unused
data is occupying the file servers.

(NEC's survey with 50 companies/organizations)
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NIAS Solution Overview

Safer and more efficient operation management of file servers

Cost Saving Removing Risks Efficiency _ option product .

a. Visualization

I
I
I
Automated graphical Modification of access rights | | Active Directory setting,
report creation enabling using view list. Easy |lquota setting, and workflow
to immediately grasp the detection and optimization of | |for approval
file server. inappropriate access rights |
&EG : o ) [ ]

-V B

b. Organization /

Capacity Reduction
Periodical unused data

Data migration from on-

organization and reduction premise file server to other
by deleting or archiving to file servers including Iaas,
cloud environment. and Box mx

I B
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Status Check on Dashboard

Status of file server can be checked with intuitive UI

£2Group Administrator — NIAS 4118907 — Internet Explorer

— (8] %]
y ‘\ = I@ http:/ /nias-trial com/ias-manager /stat Dashboard Top do O x| 42 @ Group Administrator - NIAS AR
Oc Access through Web browser s
Search Organize Policy Security Resource Approve Log Settings Logout

NEC Information Assessment System List Simple Analysis Detailed Analysis Dashboard Report

H TokyoServer

AccountingDepartment Display Scope - "TokyoServerAll i Timing of file reorganization
DevelopmentDepartment 12::: ngjcsltée ;92502 gg (66.2%) Data quantlty and ha rdwa re eXtenSion can
GeneralAffairsDepartment The Number of Files: 86,322 transition visualized on be considered from data
PersonnelDepartment dashboard increase forecaSt
SalesDepartment

PersonalFolders

|| Sharing Disk [I] Archives . [ Growth Forecasts Ml Historical Data [ Capacity

Target server selected
from tree view

L T 7\:I [l 7I:| |I|H |I‘I||||| T

NIAS Recommendation Changes from last inspection (1-Oct-2015)

Used space -9 GB
Heavy User ﬁ;;?ftllnutsfen;sﬂjoozfu of total used size in top 1 (Total : 795.4 GB) N
§ o Access rights - The number of the files or folders were ﬁ
Large Files account for 82 8% of total used size not inherited from their parent folders
+8
H {7
Enlarged folder Amount of space is 3 6% for (Total - 14)

[PersonalFolders]

NIAS’s advice of organization From differential information, anomaly and
conditions after automatic simulation unexpected data increase can be monitored
based on specific conditions |
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Rapid Simulation of Outcomes (1/2)

Easy condition setting to list organization target files

[Organization Conditions]

Heavy User: User information occupying large spaces
Not Modified: Not updated in certain period of time

B TokyoServer NIAS Recommendation Not Accessed: Not referred in certain period of time
AccountingDepartment D  Large Files: File with file size beyond certain size
Duplicated Files: Same files are existing in some places

Search Organize Policy Security Resource Approve Log Setting

DevelopmentDepartment B Heavy user ¥ Not Modified
GeneralAffairsDepartment
PersonnelDepartment

SalesDepartment

EEEEEB8

PersonalfFolders

Slide bar to adjust

condition details
Top 4 O TS More than 6 months 100MB ~ =
joe——— ] L a | I .. I

File Organization Effect Favorite Analysis Conditions (Enable to save up to 3)

Cross tabulation by combining
R several conditions

Top 1 Heavy User. | Top 4 Heavy User Top 4 Heavy User - 2

Real time analysis
help you analyze the
issues in file server;

The Number of Files : 397

Here instantly reflects
the settings above

DOoDOOoOoOooOooo ol

Ajl Policy 7 &) Request || ¥ List h g N3 =
R . LR Inspex 6157 KB Administrators( 06- \
File list output e . {
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Visualization of Access Rights

Only single click to grasp the access right of specific folder
Home Search Organize Paolicy Security Resource Approve Log Settings Logout

NEC Information Assessment System Eolders | Files User I Group

B TokyoServer Look for

AccountingDepartment access rights of specific files or folders

DevelopmentDepartment W \W\127.0.0.1\share2\PersonnelDepartment\

GeneralAffairsDepartment ﬁ,lnhen’ted m Full control Modify @} Read & execute [ Read [y Wite Mg Special permissions

E| @ PersonnelDepartment -
Object Name Allow Deny
SalesDepartment

22 NIASDEMOVAccountingDepartment

PersonalFolders

22 NIASDEMO\DEMOGROUP f:x = B B

22 NIASDEMO\DevelopmentDepartment
22 NIASDEMO\GeneralAffairsDepartment

RS N SR NS NN E NG Member — Edit members

22 NIASDEMO\SalesDapartment

Inappropriate setting can

from the view of NIAS

Members in "NIASDEMO\P IDepartment™ . .
Detailed access rights

Active Directory group
NIASDEMO\Emma(Emma) member can be checked of every user can be

from the view checked with NIAS UI,
enabling you to know
NIASDEMO\Thomas(Thomas) Jallow” and “deny” status.

NIASDEMO\Samar(Samar)

Close All Edit members
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Access Right Modification

Detailed access rights of specific folder is shown in the single view.
Access right can be modified with the view list while confirming if

it was modified properly, leading to setting error prevention

O Set unique access rights.

H_.‘)Inhen'ted a Full control Modify ﬂ Read & execute  IB= List folder contents E Read EWIKE S.D‘Specialpermissinns

M 2= NIASDEMO‘AccountingDepartment
M 22 NIASDEMO\DEMOGROUP

W 22 NIASDEMO\DevelopmentDepariment
W 25 NIASDEMO\GeneralAffairsDepartment
W 22 NIASDEMO\PersonnelDepartment

W 22 NIASDEMO\SalesDapartment

@ Set the particular access rights of a user or group (including all subordinates).

Date Executed

Execution schedule @ Execute Now

O Execute year|[2018[] month day hour minute

® Unspecified
O Execute year 2{

Operation can be managed
with scheduling, and future
expiration date can be also
scheduled.

Access right settings

Advanced access right setting (13 items)

User/ Group name
NIASDEMO\DevelopmentDepartment

Access rights

Basic access right setting (6 items) I

User / Group name
NIASDEMO\DevelopmentDepartment

W Full control

W Traverse folder/Exec|

W List folder/Read data

Access rights Show advanced access rights

M Read attributes Allow Deny

W Full control ¥ Full control

W Read extended atirib

W Modify

W Create files/Write dat| ¥ Modify

M Read & execute ¥ Read & execute

M Create folders/Appen

W List folder contents ¥ List folder contents

W Write attributes
W Read ¥ Read
W Write extended attribi

W Write ™ Write

M Special permissions M Special permissions
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Time-Saving Setting in Single View

Active Directory setting and folder creation (quota setting) is

enabled. Application/approval workflow with access right setting is
offered with this option function

Account management with Active Directory

Debete usergroup

Change group member of Active
Directory in the single view

Classification Group

Active Directory

Location CH=Users, DC=miaseng DC=net, DC=com

Group naims growp

Storage

E-mail

[The custam attribute)

. .
: Folder creation (quota setting)
[Balonging membser] R
user 2 user?y Wlth Sto raqe
user1{usery
[:‘-. e ;E ' «— Deletion Home Search Organize Policy

=2 aroupk

fampe Seivg Folder name
% Execule Now =
Execiation schadube . Quoh cnpecky (&8
Execute manth [1 [~ day [1[5] hour [0 [5] minute [0 [+] Mol sddross
— — —

Execution schedule

Scheduling execution timing -~ -
| ance | 1

© NEC Corporation 2020

\Orchestrating a brighter world N ‘



Data Migration to CIFS File Server and Cloud Storage “Box*

V4.2
NEW

Reinforce data migration functions for “from on-premise to cloud”
and “from on-premise to on-premise” (cloud storage is only Box)
File server High speed ™\

On-Premise
x N, migration,
e access rights
AS Nk E allocation

High speed
migration using
multiple machinesf

High speed
migration using
multiple maghines

IIIIIIIIIIIII’

User information
from AD to use

E ® (4 for access rights

File server AAMA mapping
\_ XM Active Directory server V2N

*Dedicated networks such as VPN is required.

= Microsoft
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SCSK Corporation

Analyze file server usage and visualize unnecessary files.
Increased awareness of file organization led to 40TB reduction

| Challenges | Benefit

® 200TB file server is managed by 200+ v Sufficient capacity up to server
organizations, and data management is a replacement was secured, and capacity
responsibility of each department, and reduction of about 40 TB became possible.
deletion of unnecessary files has not been v Report that visualized the problem
controlled with proper rule. changed the awareness of the users.

® Capacity shortage of existing file server is Unnecessary files such as long-term un-
big concern, as file server replacement is updated / unreferenced, duplicated, large-

not done in near future. Also, data

capacity, etc. has been removed.
migration cost reduction is required. .

RPA automatically send report
which was created by NIAS

Check file contents and delete
etc. for unnecessary files

| Why NIAS?

® Company-wide 200TB file server
visualization, file reduction and access
rights management.

® As a result of the benchmark test, the
performance of NIAS was greatly higher
than that of other companies in terms of

processing power for detecting ;

unnecessary files and crawling speed. Visualize unnecessary files

(un-updated, unreferenced,
large file)

Departments using file server

Admln strato F I users
ach dlwsmn h division

er
I @ 4. Ch T( @ 5. R t of ﬂ o
. Analyze . Che equest o 7
“ organization @
sary

¥ [3ely
F‘ P‘ P‘ After receiving the report, analyze

actual status of the server
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Bridgestone Software Co.,Ltd.

Information Service

NIAS contributes to the expansion of users and stable operation of
file storage services using NAS

| Challenges | Benefit
® As unnecessary file deletion and access v In user department, complicated work for
rights setting modification required a lot of inventorying and modifying access rights
time and effort. Therefore “File storage was saved, and information leakage risk
service" using NAS for each group company was reduced. Service was expanded from
started, but in order to smoothly organize 11TB to 300TB due to users’ request,
files and reduce capacity, a tool to visualize which eliminated unnecessary investment
NAS was required. by realizing file server visualization,
® Inconsistencies in access rights occur instead of simply increasing the number of
in timing of personnel change. It took NAS ' I
a Iong tlme to set Up ( File Storage Service :i" site A % Em:%:ﬁiﬁn%v:a
MR MR e e R g
Feb.,2016 - June,2018 (+70TB) = ?ﬁ
I Why NIAS? | Y ST G o
® NIAS, which uses unique memory DB, LT T e, 2015 (asom) tmproved

Greatly expanded by operation ‘;’
user request

can realize high-speed response and swer requ g =T 5
----: -------------- ‘: ® >.1 Site F v~<

users can use the service comfortably.

® A simple and easy-to-read GUI makes
it possible to quickly get the required
information, when it is required.

site] 1M Ll
ST site G site H
Site M

Site L

Site 0 The number of companies
and departments using

the service is rapidly
increasin
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Sumitomo Bakelite Co., Ltd.

Manufacturing

NIAS manages data on integrated storage and moves less
frequently used data to Amazon S3 to reduce operational cost.

| Challenges | Benefit

® Cost increase due to unmanaged file server v Stable operation after file server integration
locating at several remote places. Data using NIAS's visualization function.
increased to more than 15 times in 5 years.  ,/ NIAS specifies unused files (e.g. files not

® Unnecessary files were occupying free updated over 1 year) and automatically
space of file server. Administrators could sends these files to cloud storage.
not delete files without users’ permission. v Using both economical S3 storage and on-

® Hardware extension required huge amount premise file server saves time and cost to
of time and cost. manage the files by 60% in 5 years.

Data Center Data Center
NetApp

NetApp (Backup storage)

EMain storaief

Replication

Cloud archive

@ I

| NIAS Management Aws Storage Gateway
{ Server

/ \ \ Amazlfjn:.ri S;WS
|

Read
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gloops, Inc.

NIAS helped visualize and modify all access right
inconsistencies caused by rapid business growth and frequent

organizational changes

| Challenges

® Organizational changes to cope with a
rapidly growing workforce following
business expansion led to frequent changes
in access rights and its inconsistencies.

® The large amount of files made it physically
impossible to manually check the actual
situation and change access rights.

® The amount of data on file servers
increased suddenly, as did storage costs.

| Why NIAS?
® Visualization and modification of access
rights can be done in a single view

® Group member of Active Directory can be
edited with NIAS easy-to-understand view

® Quick response in handling with more than
100TB data capacity

® Rich experiences of implementation

https://www.nec.com/en/global/prod/nias/case_study/gloops/

| Benefit

v" As much as 1.2 million inconsistencies
were modified in 2, 3 days.

v  Appropriate status greatly reduces the
risks of information leakage.

v By managing duplicated or large files,
large amount of capacity reduction / free
space creation are enabled.

BE[ﬂIﬂEﬂEEﬂEEE.
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AWS x NIAS File Server Optimization Solution

Security measure and optimal placement of data on cloud

| Low cost and high performance being fulfilled with FSx.
Frequently used data remains in high speed SSD, and the others
are archived to low cost HDD.

| Proper access rights management on cloud data to keep security.

AWS Cloud

Visualize data and
access rights on Move less
each storage service frequently used
data
Iﬁ I > / \
K
v Delete FS =
- % unnecessary data
- Amazon FSx
B for Windows
! e Sarver Amazon FSx
NIAS Amazon FSx (HDD) I
Server for Windows - fo r WI n d OWS
File Server P
(SSD) m Verified!
- )
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Contact Us

@ Request a free trial license

LR R R AR N AR AN

Request an online Demo

TR AR AR AR R AR AR A AR RN O

'!
il
Y

Web:
https://www.nec.com/nias/

rrrrrrnnn
rrfss s i

Demo site:
http://nias-trial.com/ias-manager/
(Contact us for log-in information)

ywvesrssangan g nn

I

E-mail:
sales@nias.jp.nec.com
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