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Preface

Thank you for purchasing MasterScope WinShare Ver7.0 (referred to as WinShare V7.0 in the
remainder of this document). This document describes the setup procedure for WinShare V7.0,
notices, and limitations. Read this document carefully before attempting to use WinShare V7.0.

Microsoft, Windows, Windows Server and Windows Vista are registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other countries.

The official name of Windows is Microsoft Windows Operating System.

Intel and vPro are registered trademarks or trademarks of Intel Corporation or its subsidiaries in

the U.S. and/or other countries.
MasterScope and WinShare are registered trademarks or trademarks of NEC Corporation in Japan.
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1. Confirming the contents of the package

Confirm that all the items listed in the PACKING LIST are included.



2. 0perating environment

The hardware and software requirements for operating WinShare V7.0 are as below.

2.1. WinShare Operation

Mate series
Compatible VersaPro series
hardware Express5800 series (excluding MIPS models)
PC/AT Compatibles
‘Windows Server
Windows Server 2016 Standard / Datacenter *1
Windows Server 2012 R2 Standard / Datacenter *1
Windows Server 2012 Standard / Datacenter *1
Windows Server 2008 R2 Standard / Enterprise *1
Windows Server 2008 Standard(x86, x64) / Enterprise(x86, x64) *1
Windows Server 2003 R2 Standard Edition(x86, x64) / Enterprise Edition(x86, x64) *2
0s Windows Server 2003 Standard Edition(x86, x64) / Enterprise Edition(x86, x64) *2
‘Windows
Windows 10 Pro(x86, x64) *3
Windows 8.1 Pro(x86, x64)
Windows 8 Pro(x86, x64)
Windows 7 Professional(x86, x64)
Windows Vista Business(x86)
Windows XP Professional(x86) *4
Memory 256 MB or more
Disk Free space of 100 MB or more
Display
. VGA (640 x 480) to 4K (3840 x 2160)
resolution
Display color . .
depth 256 colors, High Color (65,536 colors), True Color (approximately 16,770,000 colors)
Console .
connection W?ndows PowerShell 2.0 or later _
. Windows Remote Management (WinRM) 2.0 or later
(Windows)
Console
connection Tera Term 4.92 or later
(Linux)

*1: The Server Core installation environment is not supported.
* 2: Windows Server 2003 R2 SP2 or later and Windows Server 2003 SP2 or later are supported.
* 3: Windows 10 Version 1709 (Fall Creators Update) or earlier is supported.

*4: Windows XP SP3 or later is supported.




2.2. WinShare Remote

Mate series
Compatible VersaPro series
hardware Express5800 series (excluding MIPS models)
PC/AT Compatibles
‘Windows Server
Windows Server 2016 Standard / Datacenter *1
Windows Server 2012 R2 Standard / Datacenter *1
Windows Server 2012 Standard / Datacenter *1
Windows Server 2008 R2 Standard / Enterprise *1
Windows Server 2008 Standard(x86, x64) / Enterprise(x86, x64) *1
Windows Server 2003 R2 Standard Edition(x86, x64) / Enterprise Edition(x86, x64) *2
Windows Server 2003 Standard Edition(x86, x64) / Enterprise Edition(x86, x64) *2
‘Windows
Windows 10 Pro(x86, x64) *3
Windows 8.1 Pro(x86, x64)
Windows 8 Pro(x86, x64)
Windows 7 Professional(x86, x64)
Windows Vista Business(x86)
Windows XP Professional(x86) *4
-Windows Embedded Server
Windows Server 2016 for Embedded Systems Standard / Datacenter *1
Windows Server 2012 R2 for Embedded Systems Standard / Datacenter *1
(O Windows Server 2012 for Embedded Systems Standard / Datacenter *1

Windows Server 2008 R2 for Embedded Systems Standard / Enterprise *1
Windows Server 2008 for Embedded Systems
Standard(x86, x64) / Enterprise(x86, x64) *1
Windows Server 2003 R2 for Embedded Systems
Standard Edition(x86, x64) / Enterprise Edition(x86, x64) *2
Windows Server 2003 for Embedded Systems
Standard Edition(x86, x64) / Enterprise Edition(x86, x64) *2

Windows Embedded Enterprise

Windows 10 IoT Enterprise(x86, x64) *3

Windows Embedded 8.1 Pro(x86,x64)

Windows Embedded 8 Pro(x86,x64)

Windows 7 Professional for Embedded Systems(x86, x64)
Windows Vista Business for Embedded Systems(x86)
Windows XP Professional for Embedded Systems(x86) *4

‘Windows Embedded Industry / Windows Embedded POSReady(WEPOS)

Windows Embedded 8.1 Industry Pro(x86)
Windows Embedded POSReady 2009
Windows Embedded for Point of Service 1.1




Memory 256 MB or more
Disk Free space of 100 MB or more
Display

. VGA (640x480) to 4K (3840x2160)
resolution

depth

Display color

256 colors, High Color (65,536 colors), True Color (approximately 16,770,000 colors)

Power control

Wake on LAN
Intel AMT 6.0 or later

* 1: The Server Core installation environment is not supported.

* 2: Windows Server 2003 R2 SP2 or later and Windows Server 2003 SP2 or later are supported.
* 3: Windows 10 Version 1709 (Fall Creators Update) or earlier is supported.

*4: Windows XP SP3 or later is supported.

2.3. WinShare Relay

Mate series

Compatible VersaPro series

hardware Express5800 series (excluding MIPS models)
PC/AT Compatibles
Windows Server

oS Windows Server 2016 Standard / Datacenter *1
Windows Server 2012 R2 Standard / Datacenter *1
Windows Server 2012 Standard / Datacenter *1

Memory 256 MB or more

Disk Free space of 100 MB or more

*1: The Server Core installation environment is not supported.

Up to 10 Remote PCs can be registered in one Relay Server. Up to two Operation

PCs can be connected to one Remote PC via the Relay Server.




3. Setup procedure

The WinShare V7.0 installation and uninstallation procedures are described below.

3.1. Install
3.1.1. WinShare Operation

Install WinShare Operation on the machine from which you intend to perform the related
operations (referred to as the Operation PC in the remainder of this document).

q

The installation work must always be performed by a user in the Administrators
group (user with administrator rights).

1. Start WinShare Setup.
1) Insert the WinShare installation medium into the CD drive.
2) Start SETUP32I.EXE in the root folder of the installation medium.

3) The WinShare Setup Main Menu dialog box is displayed. Click the Install button.

WinShare Setup Main Menu

Welcome to WinShare Setup!
Select processing from the following:

@) | nstal ‘ﬁ
A4 LA |
‘®E‘ Uninstall

Exit

4) The Install dialog box is displayed.
In the License Code box, enter the model number of the purchased product and click the

OK button.

Install

Enter the license code. Example: UwT123- 434765

Llicense Code ‘

oK Cancel

v




5) In the Product Name box, the names of the purchased products are displayed. Double-click
the name of the product to install.

Install

Select software to install.
Product Name

MasterScope WinShare Operation

Yersion / No. of Licenses

‘ oK
Software to Install v

Cancel

x

6) In the Version/No. of Licenses box, the version and number of licenses that can be installed
with this setup are displayed.
Check that the contents of the box are correct and double-click the displayed version/number
of licenses.

7) In the Software to Install box, the software product to be installed is displayed.
Check that MasterScope WinShare Operation Version7.0 is displayed and click the OK
button.

q If you have purchased a "WinShare Basic License," you can install both WinShare
Operation and WinShare Remote on the same machine. To do so, repeat steps 5)
and 6) to display both MasterScope WinShare Operation Version7.0 and
MasterScope WinShare Remote Version7.0 in the Software to Install, and then
click the OK button.

For more information about how to install WinShare Remote, see "3.1.2 WinShare
Remote

n

8) Fill in the Name and Company Name boxes and click the OK button.



oK

Taro Michiden v
: Cancel

MEC Corparation %




2. The WinShare Setup dialog box is displayed. Click the Next button.

WinShare Setup IEI

Welcome to the InstallShield Wizard for
WinShare

The InstallShield Wizard will install WinShare on your
computer. To continue, click Mext.

< Back [ Next = ] [ Cancel

3. The Confirm Installation Status window is displayed.
According to the WinShare installation status, the installation type that can be selected for
this setup is displayed.
Check the contents and click the Next button.

WinShare Setup [

Confirm Installation Status “

Confirmed the installation status of MasterScope WinShare.
The following software can be installed.

New installation
WinShare Operation Vers

Spedfy the installation folder on the next dialog box.

[<§ad< ][ Next)J[Cancel

The installation types are described below.

v New installation
WinShare has not yet been installed on this machine; therefore, a new installation is
required.
= Go to step 0.

v' Additional installation
WinShare Remote or WinShare Relay, or both of them of the same version as WinShare
Operation you are about to install have been installed on this machine; therefore, the

10



WinShare Operation component will be installed in the WinShare installation folder.
= Go to step 5.

v Version up installation
WinShare Operation older than that you are about to install or same version has been
installed; therefore, a version up installation will be performed, whereby the previous
settings are inherited.
= Go to step 5.

v A new version installed
WinShare Operation newer than that you are about to install has been installed on this
machine. WinShare instructs you to stop the installation (the installation cannot be

continued).

v' An old version of another component installed
WinShare Remote or WinShare Relay, or both of them older than WinShare Operation you

are about to install have been installed on this machine. WinShare instructs you to stop the
installation (the installation cannot be continued).

v A new version of another component installed
WinShare Remote or WinShare Relay, or both of them newer than WinShare Operation you
are about to install have been installed on this machine. WinShare instructs you to stop the
installation (the installation cannot be continued).

Q If you want to install WinShare Operation, WinShare Remote, and WinShare Relay
on the same machine, you must install them of the same version.

4. The Choose Destination Location window is displayed.
To change the WinShare installation folder, click the Change button and specify the path.
After selecting the installation folder, click the Next button.

11



WinShare Setup @
Choose Destination Location w
i Install WinShare to:
C:¥Program Files (x86)%¥WinShare Change...
| < Back |[ Mext > l | Cancel |
q The default WinShare installation folder is as follows:

32-bit system: C:\Program Files\WinShare
64-bit system: C:\Program Files (x86)\WinShare

The Change System Setting window is displayed.
To use WinShare, you may need to change the system settings on the Operation PC.

To change the system settings at setup, select the desired setting item and click the Next
button.

WinShare Setup @

Change System Setting “

Please check the item which you want to change.
For detail,refer to the Winshare's Setupcard.

| Add WinShare to applications permitted to communicate via the Windows Firewall.

< Back || Next = || Cancel

The setting items are described below.

v Add WinShare to applications permitted to communicate via Windows Firewall
If Windows Firewall is enabled on the Operation PC and you attempt to connect to a Remote
PC running V6.00 or earlier, WinShare communication is shut down, disabling clipboard text
reception. If you select this check box, WinShare is added to applications permitted to
communicate via Windows Firewall.

12



7.

If an application or function named "WinShare" has already been registered with

Windows Firewall, the WinShare information will not be added to Windows Firewall

even if you select Add WinShare to applications permitted to communicate via

Windows Firewall.

In this case, you can manually add WinShare information to Windows Firewall as

described in "6.2 Settings required for using Windows Firewall."

The Confirm Installation Details window is displayed.
Check the installation details. If the displayed settings are correct, click the Install button.
To change any of the displayed settings, click the Back button to return to the window whose

settings you want to change.

WinShare Setup
Confirm Installation Details

Start installation as follows:

Current Settings:

Install WinShare to
C:¥Program Files (x86)¥WinShare

New installation
WinShare Operation Very =

System Setting

Add WinShare to applications permitted to communicate via the Windows Fire

=

D,

< Back

|| Install > | |

Cancel

The Question dialog box is displayed.
To read the WinShare README, click the Yes button.

If you select Yes, setup will stop until you close the displayed README.

Question

'9' Do you want to read REAME?

EX

13



8. Upon the completion of the installation, the following message is displayed.
Click the OK button.

5| WinShare Setup @

The installation is completed.
Restart the system to use MasterScope WinShare.

9. Check that in Succeeded in the Install dialog box, MasterScope WinShare Operation
Version7.0 is displayed and click the OK button.

Install
Result of Installation

Succeeded:
0000 : kasterScope Winshare Operation Yersian

Failed:

10. To exit from the setup, click the Exit button in the WinShare Setup Main Menu dialog box.
Then, restart the system.

q If you are using the Operation PC and Remote PC in an environment in which a
firewall is installed in the communication path between the PCs, you must also
make the necessary transparent mode settings for the port to be used with
WinShare.

Configure the appropriate settings as described in "6.1 Settings required if a firewall
exists on a communication path."

14



3.1.2. WinShare Remote

Install WinShare Remote on the machine to be operated from the Operation PC (referred to as
the Remote PC in the remainder of this document).

q The installation work must always be performed by a user in the Administrators

group (user with administrator rights).

1. Start WinShare Setup.
1) Insert the WinShare installation medium into the CD drive.
2) Start SETUP321I.EXE in the root folder of the installation medium.

3) The WinShare Setup Main Menu dialog box is displayed. Click the Install button.

WinShare Setup Main Menu

Welcome fo WinShare Setup!

Select processing from the following:

@) | Instal ‘ﬁ
¥ LEf |
‘®ﬁ" Uninstall

Exait

4) The Install dialog box is displayed.
In the License Code box, enter the model number of the purchased product and click the

OK button.

Install

Enter the license code. Example: UwT125-45478%

Llicense Code ‘

QK Cancel

v

15



5) In the Product Name box, the names of the purchased products are displayed. Double-click
the name of the product to install.

Install

Select software to install.
Product Name

MasterScope WinShare Remote

Yersion / No, of licenses

‘ 0K
Software to Install >

Cancel

X

6) In the Version/No. of Licenses box, the version and number of licenses that can be installed
with this setup are displayed.
Check that the contents of the box are correct and double-click the displayed version/number
of licenses.

7) In the Software to Install box, the software product to be installed are displayed.
Check that MasterScope WinShare Remote Version7.0 is displayed and click the OK
button.

q If you have purchased a "WinShare Basic License", you can install both WinShare
Operation and WinShare Remote on the same machine. To do so, repeat steps 5)
and 6) to display both MasterScope WinShare Operation Version7.0 and
MasterScope WinShare Remote Version7.0 in the Software to Install, and then
click the OK button.

For more information about how to install WinShare Operation, see "3.1.1
WinShare Operation".

16



8) Fill in the Name and Company Name boxes and click the OK button.

Tnstall
Enter your name and company name.
Name oK

ITarD Michiden v

Company Name
INEC Corporation b4

2. The WinShare Setup dialog box is displayed. Click the Next button.

WinShare Setup IE'

Welcome to the InstallShield Wizard for
WinShare

The Installshield Wizard will install Winshare on your
computer. To continue, click Mext.

< Back [ MNext = ] ’ Cancel

3. The Confirm Installation Status window is displayed.
According to the WinShare installation situation, the installation type that can be selected for
this setup is displayed.
Check the contents and click the Next button.

WinShare Setup IEI

Confirm Installation Status “

Confirmed the installation status of MasterScope WinShare.
The following software can be installed.

New installation

WinShare Remote Vers

Spedfy the installation folder on the next dialog box.

< Back " Mext = J[ Cancel

17



The installation types are described below.

v New installation
WinShare has not yet been installed on this machine; therefore, a new installation is
required.
= Go to step 4.

v Additional installation
WinShare Operation or WinShare Relay, or both of them of the same version as WinShare
Operation you are about to install have been installed on this machine; therefore, the
WinShare Remote component will be installed in the WinShare installation folder.
= Go to step 5.

v Version up installation
WinShare Remote older than that you are about to install or same version has been
installed; therefore, a version up installation will be performed, whereby the previous
settings are inherited.
= Go to step 5.

v A new version installed
WinShare Remote newer than that you are about to install has been installed on this
machine. WinShare instructs you to stop the installation (the installation cannot be

continued).

v" An old version of another component installed
WinShare Operation or WinShare Relay, or both of them older than WinShare Operation
you are about to install have been installed on this machine. WinShare instructs you to stop

the installation (the installation cannot be continued).

v A new version of another component installed
WinShare Operation or WinShare Relay, or both of them newer than WinShare Operation
you are about to install have been installed on this machine. WinShare instructs you to stop
the installation (the installation cannot be continued).

If you want to install WinShare Operation, WinShare Remote, and WinShare Relay
on the same machine, you must install them of the same version.

4. The Choose Destination Location window is displayed.

To change the WinShare installation folder, click the Change button and specify the path.
After selecting the installation folder, click the Next button.

18



WinShare Setup @
Choose Destination Location w
i Install WinShare to:
C:¥Program Files (x86)%¥WinShare Change...
| < Back |[ Mext > ] | Cancel
q The default WinShare installation folder is as follows.

32-bit system: Cc:\Program Files\WinShare
64-bit system: C:\Program Files (x86)\WinShare

The Change System Setting window is displayed.
To use WinShare, you may need to change the system settings on the Remote PC.

To automatically change the system settings at setup, select the desired setting items and
click the Next button.

WinShare Setup @

Change System Setting “

Please check the item which you want to change.
For detail refer to the WinShare's Setupcard.

| Add Winshare to applications permitted to communicate via the Windows Firewall.

| Permit WinShare to invoke the Ctrl+Alt+Del command

<Back |[ Next> || Cancel

The setting items are described below.

v Add WinShare to applications permitted to communicate via Windows Firewall
If Windows Firewall is enabled on the Remote PC, WinShare communication is shut down,
disabling remote operation and file transfer. If you select this check box, WinShare is added
to applications permitted to communicate via Windows Firewall.

19



v" Permit WinShare to invoke the Ctrl+Alt+Del command
If Windows Vista or later is installed on the Remote PC, the standard policy settings of the
system are such that if Ctrl+Alt+Del is sent from the Operation PC, Ctrl+Alt+Del cannot be
reproduced on the Remote PC. If you select this check box, the invocation of Ctrl+Alt+Del
by WinShare is allowed.

? If an application or function named "WinShare" has already been registered with
Windows Firewall, the WinShare information will not be added to Windows Firewall
even if you select Add WinShare to applications permitted to communicate via
Windows Firewall.

In this case, you can manually add WinShare information to Windows Firewall as
described in "6.2 Settings required for using Windows Firewall."

q You can also manually change the policy settings of the system to allow the
invocation of Ctrl+Alt+Del by WinShare.
For more information about how to manually change the policy settings of the
system, see “6.3 Settings required for using Send Ctrl+Alt+Del."

6. The Confirm Installation Details window is displayed.
Check the installation details. If the displayed settings are correct, click the Install button.
To change any of the displayed settings, click the Back button to return to the window whose
settings you want to change.
For a "Version up installation", go to step 8.

WinShare Setup @

Confirm Installation Details “

Start installation as follows:

Current Settings:

Install WinShare to
C:¥Program Files (x36)%¥WinShare

New installation
WinShare Remote Vers

System Setting
Permit WinShare to invoke the Ctrl +Alt+Del command
Add WinShare to applications permitted to communicate via the Windows Fire

< T 3

| <Back |[ Instal > | | Cancel

7. The User Addition dialog box is displayed.
Fill in the User name and Password boxes with the user name and password to use for a
WinShare administrator user, and click the Register button.

20



User Addition

User name |administlator

E xplanation |

Pazswornd | ********

Re-enter |
pazzward

xxxxxxxx

Register | | Help |

The user name and password for the administrator user that are registered here
are used to use the WinShare Utility (Remote PC-side setting tool).

8. The Question dialog box is displayed.
To read the WinShare README, click the Yes button.
If you select Yes, setup will stop until you close the displayed README.

Question T

9. Upon the completion of the installation, the following message is displayed.
Click the OK button.

El WinShare Setup @I

The installation is completed.
Restart the system to use MasterScope WinShare,

21



10. Check that in Succeeded in the Install dialog box, MasterScope WinShare Remote
Version7.0 is displayed and click the OK button.

Install
Result of Installation

Succeeded:
0000 : kasterScope Winshare Remate Version

Failed:

11. To exit from the setup, click the Exit button in the WinShare Setup Main Menu dialog box.
Then, restart the system.

12. After the restart of the system, start the WinShare Utility (Remote PC-side setting tool) and
change the Remote PC-side settings as necessary.

q If you are using the Operation PC and Remote PC in an environment in which a
firewall is installed in the communication path between the PCs, you must also
make the necessary transparent mode settings for the port to be used with
WinShare.

Configure the appropriate settings as described in "6.1 Settings required if a firewall
exists on a communication path."

Q Silent installation and uninstallation can also be used for WinShare Remote.
For details, see "3.5 Silent installation and uninstallation".

22



3.1.3. WinShare Relay

Install WinShare Relay on the machine that relays connection between the Operation PC and
Remote PCs (referred to as the Relay in the remainder of this document).

q

The WinShare Relay can be used free of charge when used for the purpose of your
internal business.
If you use it for service business use please contact us separately.

The installation work must always be performed by a user in the Administrators
group (user with administrator rights).

1. Start WinShare Setup.
1) Insert the WinShare installation medium into the CD drive.
2) Start sETUP321.EXE in the root folder of the installation medium.

3) The WinShare Setup Main Menu dialog box is displayed. Click the Install button.

WinShare Setup Main Menu

Welcome fo WinShare Setup!
Select processing from the following:

@) | instal ‘ﬁ
b4 LEf |
‘®ﬁ“ Uninstall

Exit

4) The Install dialog box is displayed.
In the License Code box, enter UWT010-N4003E-I and click the OK button.

Install

Enter the license code. Example: UwT123- 454767

License Code ‘

oK Cancel

v
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5) Double-click MasterScope WinShare Relay displayed in the Product Name box.

Install

Select software to install.
Froduct Mame

MasterScope WinShare Relay

Yersion / No. of Licenses

Software to Install

Cancel

X

6) In the Version/No. of Licenses box, the version and number of licenses that can be installed

with this setup are displayed.
Check that the contents of the box are correct and double-click the displayed version/number

of licenses.

7) In the Software to Install box, the software product to be installed are displayed.
Check that MasterScope WinShare Relay Version7.0 is displayed and click the OK button.

8) Fill in the Name and Company Name boxes and click the OK button.

Install

Enter your name and company name.

Name oK

|Tar0 Michiden

Company Name
|NEC Corparatian

Cancel

2. The WinShare Setup dialog box is displayed. If the WinShare Operation or WinShare
Remote has already been installed, proceed to step 4.

?

If you want to install WinShare Operation, WinShare Remote, and WinShare Relay
on the same machine, you must install them of the same version.

25



3. The Choose Destination Location window is displayed.
To change the WinShare installation folder, click the Change button and specify the path.
After selecting the installation folder, click the Next button.

WinShare Setup @
Choose Destination Location w
i Install WinShare to:
C:¥Program Files (x86)%¥WinShare Change...
< Back ” Mext = l I Cancel

The default WinShare installation folder is as follows.
32-bit system: Cc:\Program Files\WinShare
64-bit system: C:\Program Files (x86)\WinShare

4. The Change System Setting window is displayed.
To use WinShare, you may need to change the system settings on the Remote PC.
To automatically change the system settings at setup, select the desired setting items and
click the Next button.

WinShare Setup @

Change System Setting w

Pleaze check the item which you want to change.
For detail refer to the WinShare's Setupcard.

Add WinShare to applications permitted to communicate via the Windows Firewall.

<Back |[ Next> |I Cancel

26



The setting items are described below.

v Add WinShare to applications permitted to communicate via Windows Firewall

If Windows Firewall is enabled on the Relay, WinShare communication is shut down,

disabling relay of remote connection. If you select this check box, WinShare is added to

applications permitted to communicate via Windows Firewall.

If an application or function named "WinShare" has already been registered with

Windows Firewall, the WinShare information will not be added to Windows Firewall
even if you select Add WinShare to applications permitted to communicate via

Windows Firewall.

In this case, you can manually add WinShare information to Windows Firewall as

described in "6.2 Settings required for using Windows Firewall."

5. The Confirm Installation Details window is displayed.

Check the installation details. If the displayed settings are correct, click the Install button.
To change any of the displayed settings, click the Back button to return to the window whose

settings you want to change.

WinShare Setup
Confirm Installation Details

Current Settings:

Install WinShare to
C:¥Program Files (x86)%¥WinShare

System Setting

4 T

Setup starts installation with the contents to show in the following.

Add WinShare to an application that allows communication via Windows Firew

=3

=

|[ Mext = ]l Cancel |

6. Upon the completion of the installation, the following message is displayed.

Click the OK button.

E WinShare Setup

The installation is completed.

Restart the system to use MasterScope WinShare,

sl
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7. Check that in Succeeded in the Install dialog box, MasterScope WinShare Relay
Version7.0 is displayed and click the OK button.

Install
Result of Installation

Succeeded:
0000 MasterScope WinShare Relay Version’

Failed:

8. To exit from the setup, click the Exit button in the WinShare Setup Main Menu dialog box.
Then, restart the system.

? When connecting to a Relay, Windows authentication by an OS user registered to
the Relay is required.
Note that a password must be set to the OS user.

3.2. Preparing for power control

To control (turn on, off, or reset) the power of the Remote PC from the Operation PC, you must
configure Wake on LAN or Intel Active Management Technology (Intel AMT) beforehand.

® When using Wake on LAN
Wake on LAN allows you to turn on the power of the Remote PC from the Operation PC. The
Operation PC and Remote PC must be in the same LAN segment.

To use Wake on LAN, enable the "remote power on" function in the BIOS settings. The setting
method varies depending on the BIOS. See the manual provided with the machine in use.

® When using Intel AMT
Intel AMT allows you to turn on, turn off, and reset the Remote PC from the Operation PC.

To use Intel AMT, you must perform a preconfiguration step called "provisioning." The
provisioning method differs with the machine and the version of Intel AMT. For details, see the
manual provided with the machine in use as well as the Intel website.

A setting example is given in "6.4 Intel Active Management Technology (Intel AMT)
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provisioning setting example." This setting example does not guarantee that provisioning will
be conducted properly. It may not be possible to make the settings as described or the machine
may not operate normally even if the settings are made as presented in the example. Should
this occur, make the necessary settings by referring to the manual for the machine in use or
the technical information published by Intel.
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3.3. Preparing for the console connection

To establish a console connection from the Operation PC to a Windows PC, Windows Remote
Management (WinRM) must be configured in advance.

If the OS of the PC in use is Windows XP, Windows Vista, Windows Server 2003 or Windows
Server 2008, PowerShell and WIinRM are not installed with installation of the OS. Therefore,
download and install a PowerShell product appropriate for the OS in use from the Microsoft
website.

» WInRM is included in a PowerShell installation medium.

» The version of PowerShell to use must be 2.0 or later.

® Settings on the Operation PC (from which a console connection is established)
Execute any of the following procedures according to the version of PowerShell to use.

q Use the Get-Host command to check the PowerShell version.
PS C:¥Windows¥systemd2> Get-Host
Mame_ ______ _MWindows PowerShell ISE Host
o Version _ _ 120 _,
Instanceld . c0ad3def-B62b—46FT-B5b0-Geballc68834
Ul . System. Management. Automation. Internal. Host. InternalHostUser Interface

When the PowerShell version is 3.0 or later
(1) Enable Windows Remote Management.
Start PowerShell as an administrator and run
“Enable-PSRemoting —SkipNetworkProfileCheck -Force.”

B Administrator Windows PowerShell ISE — O =

Boolesm.

File Edit WView Tools Debug Add-ons Help
& =2 £ B » L

(M

PS5 C:\Users\Administrator> Enable-P5Remoting -SkipNetworkProfileCheck -Force
WinRM has been updated to receive requests.

WinRM service type changed successfully.

WinRM service started.

WinRM has been updated for remote management.
WinRM firewall exception enabled.
Configured LocalAccountTokenFilterPolicy to grant administrative rights remotely to local users.

P5 C:\Usersh\Administrators= |
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(2) Register the connected PC to Trustedhosts.
Run “set-Item WSMan:\localhost\Client\TrustedHosts -Value * -Force” from
PowerShell that you started as an administrator.

PE Cr#lindo i Set-Ttem WiMan:#loca lhozt¥Cl ient¥TrustedHosts -Yalue % -Force

FE Cr¥lindo

When specifying a connection PC individually, specify its hostname or IP address
following “-value”. When specifying multiple PCs, delimit them with a comma (,).

Example: “~-Value xxx.xxx.xXxx.XXX , YYY.YYV.YYY.yyy , <hostname>”

(3) Enable to run a ps1 script.
For a 32-bit system, start PowerShell as an administrator and run
“Set-ExecutionPolicy RemoteSigned -Force”.
For a 64-bit system, start the 32-bit version PowerShell as an administrator and run

“Set-ExecutionPolicy RemoteSigned -Force”.

EJ Administrator: Windows PowerShell ISE - O X
File Edit View Tools Debug Add-ons Help

EPN B = | 8 B oo & .

PS C:\Windows\System32> Set-ExecutionPolicy RemoteSigned -Force

PS C:\Windows\System32>
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When the PowerShell version is 2.0
(1) Enable Windows Remote Management.
Start PowerShell as an administrator and run “Enable-PSRemoting -Force”.

2 Administrator: Windows PowerShell (x86) i

PS C:\Users\Administrator> Enable—-PSRemoting —Force

WinRM already is set up to receive requests on this machine.

WinRM has been updated for remote management.

Created a WinRM listener on HITP://* to accept WS—-Man requests to any IP on this machine.

WinRM firewall exception enabled.

Conf igured LocalficcountTokenFilterPolicy to grant administrative rights remotely to local users.

PS C:\Users\Administrator>

When trying to enable Remote Management, if the message “WinRM firewall
exception will not work since one of the network connection types on this machine
is set to Public. Change the network connection type to either Domain or Private
and try again.” is displayed and enabling Remote Management fails, change the
network connection type on Network Settings and execute step (1) again.

JRI=TE

‘(; ( :)v |:.E ~ Control Panel ~ Metwork and Internet = Network and Sharing Center > & I Search Control Panel w‘
(7]
Contral Panel Home View your basic network information and set up connections
) P =3 - See full map
Change adapter settings ;k e — ~ \'.:._ y
Change advanced sharing settings WIN-K3BVAEY 1PMS Unidentified network Internet
(This computer)
View your active netwarks Connect or disconnect
-E:E_-‘l: Unidentified network Access type: Mo Internet access
h s - .
~ 77| Publicnetwork Connections: ] Local Area Connection
Change

Change your networking settings — 7

'#E. Set up a new connection or netwark
=" Setup awireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

'—&_ Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

i : Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options

Windows Firewall
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(2) Register the connected PC to Trustedhosts.

Run “Set-Item WSMan:\localhost\Client\TrustedHosts

-Value * -Force” from
PowerShell that you started as an administrator.
>
File Edit View Tools Debug Add-ons Help
L - il « U % E -~ & [T I} n E: =

Script (¥

PS C:\Windows\System32> Set-Item WSMan:\ localhost\Client\TrustedHosts -Value * -Force
PS C:\Windows\System32>

When specifying a connection PC individually, specify its hosthame or IP address
following “-value”. When specifying multiple PCs, delimit them with a comma (,).

Example: “-value xxx.xXXX.XXX.XXX , YVYY.YVY.YYY.YyYy , <hostname>"

(3) Enable to run a ps1 script.

For a 32-bit system, start PowerShell as an administrator and run

“Set-ExecutionPolicy RemoteSigned -Force”.

For a 64-bit system, start the 32-bit version PowerShell as an administrator and run
“Set-ExecutionPolicy RemoteSigned -Force”.

Q Administrator; Windows PowerShell ISE

O >
File Edit View Tools Debug Add-ons Help
[ & & & B »

Script (@)
PS5 C:\Windows'System32> Set-ExecutionPolicy RemoteSigned -Force

PS5 C:\Windows'System32=
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® Settings on a PC (to which a console connection is established)
If the OS of the PC to which a console connection is established is Windows XP, Windows Vista,
Windows 7, Windows 8, Windows 10, Windows Server 2003, or Windows Server 2008, it is
necessary to enable Remote Management.

When the PowerShell version is 3.0 or later
(1) Enable Windows Remote Management.
Start PowerShell as an administrator and run
“Enable-PSRemoting -SkipNetworkProfileCheck —Force”.

B Administrator. Windows PowerShell ISE — O >
File Edit View Tools Debug Add-ons Help

[ &= = % B » 3 W 1!-@'2__“'5‘1‘._

PS C:\Users\Administrator> Enable-PS5Remoting -SkipNetworkProfileCheck -Force
WinRM has been updated to receive requests.

WinRM service type changed successfully.

WinRM service started.

WinRM has been updated for remote management.
WinRM firewall exception enabled.

Configured LocalAccountTokenFilterPolicy to grant administrative rights remotely to local users.

P5 C:\Usersh\Administrator= |
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When the PowerShell version is 2.0
(1) Enable Windows Remote Management.
Start PowerShell as an administrator and run “Enable-PSRemoting -Force”.

2 Administrator: Windows PowerShell (x86) |

PS C:\Users\Administrator> Enable-PSRemoting —Force

WinRM already is set up to receive requests on this machine.

WinRM has been updated for remote management.

Created a WinRM listener on HITP://%* to accept WS—Man requests to any IP on this machine.

WinRM firewall exception enabled.

Configured LocalAccountTokenFilterPolicy to grant administrative rights remotely to local users.

PS C:\Users\Administrator>

This completes the setting.

When trying to enable Remote Management, if the message “WinRM firewall
= o= | exception will not work since one of the network connection types on this machine
is set to Public. Change the network connection type to either Domain or Private
and try again.” is displayed and enabling Remote Management fails, change the
network connection type on Network Settings and execute step (1) again.

E-E_ Network and Sharing Center ;IEI 5'
‘(; (\ :Jv %+~ Control Panel ~ Network and Internet = Network and Sharing Center - lml I Search Control Panel 53]4
®
Control Panel Home View your basic network information and set up connections
p = - . See full map
Change adapter settings ;;ﬁ —_— T‘q;_‘_; ~ L
Change advanced sharing settings WIN-K3BYAEV 1PMS Unidentified network Internet

{This computer)

View your active networks Connect or disconnect

“—=F unidentified network Access type: Mo Internet access
)

e .
© 77 1 Public network Connections: [ Local Area Connection
Change
« _J

Change your networking settings

ﬁ. Setup a new connection or network

=" setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

'—E_ Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

:" Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options

Windows Firewall
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3.4. Uninstallation

3.4.1. WinShare Operation, WinShare Remote

The WinShare uninstallation procedure is described below.
The uninstallation procedure is the same for both WinShare Operation and WinShare Remote.

*

*

1.

'L

o

The uninstallation work must always be performed by a user in the Administrators
group (user with administrator rights).

If WinShare Operation or WinShare Remote is first uninstalled in an environment
where WinShare Relay coexists with WinShare Operation or WinShare Remote,
the WinShare Relay stopped. Also, WinShare Relay cannot be uninstalled.
Uninstall the WinShare Relay first if uninstalling WinShare Operation or WinShare
Remote in an environment where WinShare Relay and WinShare Operation or
WinShare Remote coexist, regardless of whether or not the WinShare Relay is
continuously used.

To continue using the WinShare Relay, reinstall it after uninstalling WinShare
Operation or WinShare Remote.

From the Start menu or App list in the Start screen etc., select Uninstall WinShare.

| R Control Panel

J WinShare
2] Help WinShare Utility Devices and Printers
|'_;? Help WinShare
<% Uninstall WinShare Default Programs
£ WinShare Utility

%, WinShare B Help and Support

4  Back

| Search programs and files

1) The Uninstall dialog box is displayed. In the Product Name box, the names of the installed
products are displayed. Double-click the name of the product to uninstall.
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Uninstall

Select soffware fo uninstall.
Product Name
MasterScope WinShare Basic License (Operation)
MasterScope WinShare Basic License (Remote]

Yersion / No. of Licenses

Software to Uninstall

Cancel
X

2) In the Version/No. of Licenses box, the installed version and number of licenses are

displayed. Check that the contents of the box are correct and double-click the displayed
version/number of licenses.

3) In the Software to Uninstall box, the software product to be uninstalled is displayed. Check
that the displayed software product is correct and click the OK button.

q If both WinShare Operation and WinShare Remote are installed, they can be
uninstalled at the same time. To do so, repeat steps 1) and 2) to display both
MasterScope WinShare Operation Version7.0 and MasterScope WinShare
Remote Version7.0 in the Software to Uninstall box. Then click the OK button.

2. The Preparing Setup window is displayed. Please wait.
Uninstallation is started.

WinShare - InstallShield Wizard =] ® =]

Preparing Setup
Flease wait while the InstallShield Wizard prepares the setup.

WinShare Setup is preparing the InstallShield Wizard, which will guide you through the rest of
the setup process. Please wait.

Cancel
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3. When the uninstallation is complete, the InstallShield Wizard Completed window is
displayed. Click the Finish button.

WinShare Setup

InstallShield Wizard T

TPy, D1 -2 =00 WinShare D4 A& T LE L.

[ TS »heBe. o Pyt Eil T LES.

< EalB Felll

4. Check that in Succeeded in the Uninstall dialog box, the uninstalled software products are
displayed and click the OK button.
Then, restart the system.

PN

o

Uninstall
Result of Uninstallation

Succeeded:
0000 MasterScope WinShare Basic License (Remote) Wersionb.2

Failed:

If the transparent mode settings for the port to be used with WinShare are made
for the firewall on the communication path between the Operation PC and Remote
PC, delete the settings.

For details, see "6.1 Settings required if a firewall exists on a communication path."

If you manually added WinShare information to Windows Firewall on the Remote
PC, delete the added information.

For details, see "6.2 Settings required for using Windows Firewall."
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If, when installing WinShare Remote, you selected Permit WinShare to invoke
the Ctrl+Alt+Del command in step 5 of "3.1.2 WinShare Remote

," or you manually changed the policy settings of the system on the Remote PC to
use Send Ctrl+Alt+Del, return the settings to their original values if you made the
changes only for WinShare.

For details, see "6.3 Settings required for using Send Ctrl+Alt+Del."

3.4.2. WinShare Relay

The WinShare Relay uninstallation procedure is described below.

q

1.

2.

The uninstallation work must always be performed by a user in the Administrators
group (user with administrator rights).

If WinShare Operation or WinShare Remote is first uninstalled in an environment
where WinShare Relay coexists with WinShare Operation or WinShare Remote, the
WinShare Relay stopped. Also, WinShare Relay cannot be uninstalled.

Uninstall the WinShare Relay first if uninstalling WinShare Operation or WinShare
Remote in an environment where WinShare Relay and WinShare Operation or
WinShare Remote coexist, regardless of whether or not the WinShare Relay is
continuously used.

To continue using the WinShare Relay, reinstall it after uninstalling WinShare
Operation or WinShare Remote.

Select [Uninstall a program] from the [Programs] of the [Control Panel].

In [Uninstall or change a program], select “MasterScope WinShare Relay” and select

“Uninstall”.
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3.5. Silent installation and uninstallation

Silent installation/uninstallation can be applied to WinShare Remote.

To perform silent installation/uninstallation, you must first create an "installation set" using the
"WinShare Installation Set Creation Tool" provided on the WinShare installation medium.

Silent installation involves creating an installation set and executing WSSLINST.exe for the
installation set from the Remote PC on which installation is to be performed.

® Creating an installation set

The procedure to create an installation set needed for the silent installation/uninstallation of
WinShare Remote is described below.

1) Start WSCREATESL. exe in the root folder of the WinShare installation medium.
The WinShare Installation Set Creation Tool dialog box is displayed.

-’j WinShare Install Set Creation Tool @

Cutput folder of install et

Ezit

2) In the Output folder of install set box, enter the full path name of the folder in which you
want to create the installation set.
Example: C:\WORK\WSINST

-’j WinShare Install Set Creation Tool @
Output falder of install zet:
CNWORKAWSINGT Browse
Est |
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3) Click the Create button. The files needed to create the installation set are copied from the
installation medium.
After the completion of copying, WinShare SG Setting Tool shown below starts.

WinShare SG Setting Tool ==
Connections ] Users Logs | Ports |
Recording | Relay Server settings Install Info

Enter the winShare installation information.

Mame :
Taro Michiden

Company name :

MEC Caorporation

Destination folder :

|C:\Program Files [»86)\winShare

OK | Cancel |

On each tab, make the necessary settings. The settings made here are those for the Remote
PC for which silent installation is to be performed.

The settings for Create an administrator user and Input installation information shown
below are required. If you do not make the settings for these items, an error message is
displayed when you click the OK button.

Create an administrator user
1. Select the Users tab and create the user who will be the administrator.
2. From User list, select the user created above.
3. Click the Properties button. The User Properties dialog box is displayed. Select the
Grant administrative rights check box.
4. In the User Properties dialog box, click the OK button.

Input installation information
1. Select the Install Info tab, and complete the Name, Company name, and
Destination folder boxes.

*  For more information about the setting items for the WinShare SG Setting Tool,
see the following file.

<WinShare installation folder>\SG\help\index.html
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4) Once you have made the settings with WinShare SG Setting Tool, click the OK button. The
following message is displayed.
Click the OK button.

WSCREATESL [===a]

':0} An installation set was created in the specified folder.

5) This completes the creation of the installation set.
Click the Exit button.

7 WinShare Install Set Creation Tool @

Output folder of install set:
C:AwWORKAWSINGT Erowse

LCreate
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® Executing silent installation

The procedure to execute the silent installation or uninstallation of WinShare Remote is

described below.

First, store the installation set created with the Installation Set Creation Tool to a location
where it can be accessed by the Remote PC for which silent installation or uninstallation is to

be performed.

Then, start WSSLINST.exe in the root folder of the installation set from the Remote PC. Silent
installation or uninstallation is executed. (You may also distribute the installation set to the
Remote PC itself by using a software distribution tool, for example, and execute WSSLINST.exe

locally.)

The details of the WSSLINST.exe command are described below.

Format

The command line for performing silent installation or uninstallation is as shown below.

WSSLINST.exe { /I | /U } /R

*  WSSLINST.exe is in the root folder of the installation set.

Arguments

The following table describes the arguments of the WSSLINST.exe command.

Argument Description
/1 Performs silent installation. This is not case-sensitive.
/U Performs silent uninstallation. This is not case-sensitive.
/R Required argument. This cannot be omitted.

Return values

The following table describes the return values of the WSSLINST.exe command.

Value Description Action
0 Indicates normal termination. -
0x2001 The first argument or the second Specify /1 or /U for the first
argument is not specified. argument.

Specify /R for the second
argument.

0x2002 The second argument is invalid. Specify /R for the second
argument.
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Value Description Action
0x2003 | There is no products to uninstall. Check the product to be
0x2004 uninstalled.
0x2A00 Failed to open a file. Check if you have write
swindir$\SETUP_EX.LOG permission for the Windows
folder.
0x2A01 Failed to delete a file. Check if you have change or
swindir$\SETUP_EX.LOG delete permission for the
Windows folder.
0x2A02 Cannot start the external setup. None
0x2A03 Cannot find the external setup None
window.
0x2A04 Cannot find the external setup None
process.
0x2B06 | Not permitted to install. Run the command again as a
user having administrator
rights or system privileges.
0x2F00 Copying of an SG file failed. None
0x2F01 Acquisition of the boot folder failed. None
0Ox2F02 The SG file for silent setup could not | None
be found.
0Ox2F03 Acquisition of the WinShare None
installation folder failed.
0x2F04 Breaking down of a group file failed. None
0x2F05 | Acquisition of the Windows folder None
failed.
0x2F06 Unable to acquire setup execution None
results.
0x2F07 The setup (Install Shield section) None
failed.
Notes

With the execution of this command, messages will not be output to the standard output
or the standard error output.

The user to execute this command must be a user with administrator rights or system
privileges for the Remote PC for which installation is being performed.
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Changing the SG

When WinShare Remote is being installed with silent installation using an installation set, you
can change the settings by overwriting the configuration files.

You can also use this procedure to change the settings of a previously created installation set.
To do so, perform steps 1) and 2).
1) Start the following in the installation set created by using the Installation Set Creation Tool.
<Installation set storage folder>\WinShare\WSSTENV4.exe
2) WinShare SG Setting Tool starts and the previous settings are displayed on each tab.
If necessary, change the displayed settings. Once you have changed the settings, click the
OK button.

WinShare SG Setting Tool (=23l
Connections ] Uszers Logs | Portz |
Recording | Relay Server settings Install Info

Enter the "WinShare installation information.

Mame :

Taro Michiden

Company hame :

MELC Carporation

Destination folder :

|E:\Program Files [«8E]\WinShare

oK | Cancel |

*  You cannot change the setting items on the Install Info tab.
*  For details on the setting items for the WinShare SG Setting Tool, see the following

file.
<WinShare installation medium root folder>\SG\help\index.html
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3) When you click the OK button in the WinShare SG Setting Tool dialog box, the configuration
files are created in the following folder.
<Installation set storage folder>\WinShare

° winshare.cf

e delivery.cf

° wsgroup

° wsrhosts

° <user name>.cf

° <user name>.rcmd
° <user name>.swnd

*  Files with the .cf, .rcmd, and .swnd extensions are created for each WinShare user.
Therefore, the number of files varies depending on the situation.

4) Overwrite all the configuration files created in 3) to the WinShare installation folder of the
Remote PC whose existing settings are to be changed.
The changes are applied after the system is restarted.
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3.6. WinShare setup error code table

Code Description Action
5A00 Failed to open a file. Check the access permission to the
$windir%\SETUP EX.LOG Windows folder.
5A01 Failed to delete a file. Check the access permission to the
$windir$\SETUP EX.LOG displayed file.
2A02 | Cannot start the external setup. None
2A03 | Cannot find the external setup window. None
2A04 | Cannot find the external setup process. None
_ ] Log in as a user with administrator
2B06 | Not permitted to install. _ _
rights and execute the setup again.
) ) ) ) Check the contents of $windir%\s
2B12 | Failed to install, or uninstall WinShare.
ETUP EX.LOG.
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4. Cautions and limitations

4.1. Cautions
The following cautions apply to WinShare V7.0.

1) If both the Operation PC and Remote PC are running V6.1 or later, all communications are
encrypted with AES256. You can allow connections from an Operation PC of V6.0 or earlier
by making the appropriate settings on the Remote PC, but in this case, communications with
an Operation PC running V6.0 or earlier are encrypted with AES256. If you want to enable
connections, clear Deny connections from Operation PCs of version 6.0 or earlier on the
Connections tab of the WinShare Utility. For New installation, this item is not selected by
default (connections are allowed).

2) If you select Deny connections from Operation PCs that are not registered as an access
host on the Connections tab of the WinShare Utility, you must register at least one
Operation PC from which connections are to be allowed by clicking the Permitted Hosts
button. Otherwise, connections cannot be made from any of the Operation PCs.

3) A user with Confirmation of connection to Remote PC user on the Advanced User
Settings dialog box of the WinShare Utility set to Connect after confirmation connect to
the Remote PC by the WSFT (file transfer function), the connection confirmation dialog
box is always displayed in the console session.

4) If you want to connect to a remote session of a Remote PC, the display resolution and color
depth of the remote session must satisfy the operating requirements of WinShare.

5) In WinShare V6.2, the type and format of the logs output by a Remote PC are changed.
Therefore, if you upgrade a Remote PC from an old version to V6.2 or later, the log setting
information that is set in the old version are not inherited. To output logs from the Remote
PC, make the settings again on the Logs tab of the WinShare Utility.

6) If the Remote PC is using multiple displays, the identification number of the display displayed
on the Remote PC's control panel may not match the display number displayed in the status
bar of the WinShare Client during remote operation.

7) When you connect to the console session of the Remote PC and log on to the operating
system with WinShare remote operation, reconnection may occur. At this time, the video-
recording file that was recorded just before reconnection may not be created correctly.

8) The following cautions apply to Remote PCs on which Windows 10 or Windows Server 2016
is installed.

® In Windows 10 is Version 1607 (Anniversary Update) or earlier, Japanese cannot be entered

by entering NAVIPAD characters. To input Japanese using NAVIPAD character input, you
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need to apply “2017-05 Cumulative Update for Windows 10 Version 1607 (KB4019472)"
after applying Anniversary Update (Version 1607).

® In Windows Server 2016, Japanese cannot be entered by entering NAVIPAD characters. To
input Japanese using NAVIPAD character input, you need to apply “2017-05 Cumulative
Update for Windows Server 2016 (KB4019472)".

9) Remote operation via the Relay Server is available only when the versions of both the
Operation PC and Remote PC are V7.0 or later.

10) To end a Windows console connection, enter EXIT on the Windows PowerShell window. If
you end the connection by clicking the close "x" button of the window, the unnecessary
cmd.exe process remains. (Even if the unnecessary process remains, you can continue to
use the console connection. The unnecessary process can be removed by signing out or
stopping the machine.)

11) If WinShare Operation or WinShare Remote is first uninstalled in an environment where
WinShare Relay coexists with WinShare Operation or WinShare Remote, the WinShare Relay
stopped. Also, WinShare Relay cannot be uninstalled. Uninstall the WinShare Relay first if
uninstalling WinShare Operation or WinShare Remote in an environment where WinShare
Relay and WinShare Operation or WinShare Remote coexist, regardless of whether or not
the WinShare Relay is continuously used. To continue using the WinShare Relay, reinstall it
after uninstalling WinShare Operation or WinShare Remote.
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4.2. Limitations

The following limitations apply to WinShare V7.0.

1) WinShare Operation and WinShare Remote can be installed on the same PC. To do so, they
must be of the same version.

2) If you switch between users with the fast user switching function, the operation window of
the Operation PC that is connected to the Remote PC turns black before the switching. In
this case, you can display and operate the window to which you have switched by re-
establishing the connection. You cannot, however, display or operate the window if the active
user session ID is 16 or above.

3) On the Logon window, Security window, and Welcome window, you cannot change the
operation mode to “deterrent mode.”

4) When you connect to the Windows Logon window, log on with WinShare remote operation,
and switch to the desktop window of a logon user, you may not be able to perform remote
operation. In this case, remote operation can be enabled by re-establishing the connection.

5) During auto zoom or due to the user-specified value of image size, white lines may be
displayed on the operation window of the Operation PC. These white lines do not affect the
remote operation itself. If they prove troublesome, select a fixed magnification (100%, 75%,
or 50%) for the image size on Action Setting of WinShare Client.

6) When you connect to a logon/unlock Remote PC, password entry may fail if the CAPS/kana
setting of the Remote PC is changed before you actually enter a password. In this case, re-
establish the connection.

7) With the file transfer function, you cannot send or receive files to or from a network drive.

8) If the Remote PC has a high DPI setting, the frame (rubber band) displayed when you drag
the Remote PC-side window may not be drawn properly on the Operation PC-side operation
window.

9) If the Remote PC uses a touch panel environment, touch operations such as tapping and
swiping are not suppressed even if you change the operation mode to “deterrent mode.”

10) The following limitations apply to Windows Vista or Windows Server 2008 or later.
® If the data handled by WinShare, such as the character strings displayed on the GUI of
WinShare (for example, the registration names of Remote PCs) and the data used with
the clipboard transfer function, includes characters inherent to J1IS2004, problems such as
garbled characters occur. You can avoid these problems by taking either of the following
actions under Windows Vista, Windows 7, Windows Server 2008, or Windows Server 2008
R2.
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1. Limit the IME input range to JIS90.
Select IME Properties > Conversion tab > Conversion Character Limitations, and
select Display only words/characters made up of JIS X 0208 characters as
conversion candidates.

2. Install the JIS90-compatible font supplied by Microsoft.
From the Microsoft download center, search for "KB927490" and install the font as
described on the webpage.

11) The following limitations apply to Remote PCs on which Windows 10 or Windows Server
2016 or later is installed.

® If, during remote operation, you access the "Start Menu", "Microsoft Edge", or "Windows
Store App (UWP App)", screen updating may be delayed on the Operation PC. In this case,
you can reduce the delay by setting the screen updating interval to 0.5 seconds or less
under Action Setting of WinShare Client.
Note that the CPU usage may be increased by reducing the screen updating interval.
Adjust the interval according to your environment.

® You cannot perform remote operation from an Operation PC with a touch panel.

12) Up to 10 Remote PCs can be registered in one Relay Server. Up to two Operation PCs can
be connected to one Remote PC via the Relay Server.

13) If you install Tera Term in a folder different from the default path ("%PROGRAMFILE
S%¥teraterm"” or "%PROGRAMFILES(x86)%¥teraterm") for a Linux console connection,
specify the installation folder path for the following registry.
32-bit system: HKEY LOCAL MACHINE\SOFTWARE\NEC WinShareVer2\Client

64-bit system: HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\NEC\WinShareVer2\C
lient

Key name: tt home
Type: REG_Sz
Data: TeraTerm installation folder path
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5. Collecting information when a failure occurs

If a failure occurs, you are requested to collect the following information for prompt analysis of
the failure.

e Information common to operation and Remote PCs

- Information collected with WinShare Log Collection Tool (WSSLTLOG.exe)
Please execute the WinShare Log Collection tool (WSSLTLOG.exe) under <wWinShare
installation folder>\Tools and collect the information. For details of the tool please
refer to WSCLTLOG readme.txt in the same folder.

- Crash Dumps(User-Mode Dumps) collected by Windows Error Reporting (WER)

- Operations that caused failures

- Hardware and OS information

Example:
Operation PC
H/W: PC-MK32MEZNG
CPU: Intel (R) Core(TM) i5-4570 3.20GHz
Memory: 8.00GB
0S: Windows 10 Pro (x64)
Remote PC
H/W: Express5800/GT110g
CPU: Xeon E3-1220v3 3.10GHz x 2
Memory: 32GB
0S: Windows Server 2012 R2 Standard

® Remote PC
For a reproducible failure, add the following three lines to the winshare.cf file in the WinShare

installation folder to reproduce the failure.

An operation log is output to the specified file. Collect it.

The log is output at the instant at which the winshare.cf file is updated.
Upon the completion of collection, delete the added lines.

--The lines to be added must start here--

DEV_LOG = 1
DEV_LOG TO = "c:\program files\winshare\devlog.txt"

DEV_LOG_LIMIT = 0x1£4000
--and end here.--

[Description]

If DEV_LOG = 1, logging is performed. For 0, logging is not performed.

For DEV_LOG_TO =, specify the path name of the log file.

For DEV_LOG_LIMIT =, specify the size (bytes) of the log file.
Specify a hexadecimal value in Ox format.
For example, 0x1f4000 indicates the logging of 2 MB of data.
With 2 MB of data, about 30 seconds of operations can be recorded.
Specify the data size according to the operations to be reproduced.
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6. Reference

6.1. Settings required if a firewall exists on a communication path

When a firewall is configured on a communication path between a Remote PC and Operation
PC, make a port transparent as follows. Note that a port to be set as transparent differs
depending on the version and use of WinShare in use.

q The default setting information is described below. If you have changed the port
to be used with WinShare, you need to make the transparent mode settings for

this port.

® Ports used if both the Operation PC and Remote PC are running V7.0 or later and
use the Relay Server

Use Operation Session Relay Session Remote Identifier
PC direction*1 server direction*1 PC
Remote
Connect
operation/ ANY -> 31300/TCP <-- ANY Port
file transfer

*1 Session direction
-->: A session is held from the Operation PC to the Relay Server.
<--: A session is held from the Remote PC to the Relay Server.

® Ports used if both the Operation PC and Remote PC are running V6.1 or later

Use Operation PC Session Remote PC Identifier
direction*1
Remote
operation/ ANY -—-> 31300/TCP Connect Port

file transfer

Power control
(AMT)
*1 Session direction
-->: A session is held from the Operation PC to the Remote PC.

ANY --> 16992/TCP AMT
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® Ports used if both the Operation PC and Remote PC are running V6.01 or a
combination of V6.01 and V6.1 or later

Use Operation PC Session Remote PC Identifier
direction*1
Client to
ANY -—-> 5025/TCP
Manager
Remote Client to
ANY -> 5027/TCP
operation Server 1
Client to
ANY -> 5028/TCP
Server 2
ANY -> 3000/TCP CMIT API
File transfer ANY -> 4935/TCP CMIT WSFT1
ANY -> 5935/TCP*2 CMIT WSFT2
Power control
ANY -> 16992/TCP AMT

(AMT)

*1 Session direction
-->: A session is held from the Operation PC to the Remote PC.
*2 It is not used when the Remote PC is V6.1 or later.

® Ports used if either the Operation PC or Remote PC is running V6.00 or earlier

Use Operation PC Session Remote PC Identifier
direction*1
Client to
ANY -> 5025/TCP
Manager
Remote Client to
ANY -> 5027/TCP
operation Server 1
Client to
ANY --> 5028/TCP
Server 2
ANY -> 3000/TCP CMIT API
ANY -> 4935/TCP CMIT WSFT1
File transfer
ANY -> 5935/TCP*2 CMIT WSFT2
4935/TCP <-- ANY CMIT WSFT1
Power control
ANY -> 16992/TCP AMT

(AMT)

*1 Session direction
-->: A session is held from the Operation PC to the Remote PC.
<--: A session is held from the Remote PC to the Operation PC.

*2 It is not used when the Remote PC is V6.1 or later.
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6.2. Settings required for using Windows Firewall

When it is necessary to manually add WinShare information to applications that are permitted
to communicate via Windows Firewall, see the following description.

q The default WinShare installation folder is as follows:
32-bit system: C:\Program Files\WinShare
64-bit system: C:\Program Files (x86)\WinShare

o If both the Operation PC and Remote PC are running V6.1

e Programs allowed to communicate on an Operation PC
None

e Programs allowed to communicate on a Remote PC

1. <WinShare installation folder>\wsdelivery.exe

e Programs allowed to communicate on a Relay Server (only when the Relay Server is
used in V7.0 or later)

1. <WinShare installation folder>\wsdelivery.exe

e If both the Operation PC and Remote PC are running V6.01 or a combination of V6.1
or later and V6.01

e Programs allowed to communicate on an Operation PC
None

e Programs allowed to communicate on a Remote PC
v V6.1 or later

1. <WinShare installation folder>\wsdelivery.exe

v V6.01

1. <WinShare installation folder>\wsmanager.exe

2. <WinShare installation folder>\wsserver.exe

3. <WinShare installation folder>\ESMPROWSR\Bin\CMIT.exe *
4

<WinShare installation folder>\ESMPROWSR\Bin\LGONCMIT.exe ¥*

* If WinShare Operation is also installed on the same machine, files 3 and 4 above

may not exist. In this case, permit communication for the following programs.
<WinShare installation folder>\ESMPROWSO\Bin\CMIT.exe
<WinShare installation folder>\ESMPROWSO\Bin\LGONCMIT.exe
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e If either the Operation PC or Remote PC is running V6.00 or earlier

e Programs allowed to communicate on an Operation PC
v V6.1 or later

1. <WinShare installation folder>\wsdelivery.exe

v V6.01 or earlier
1. <WinShare installation folder>\ESMPROWSO\Bin\CMIT.exe *

* If you also install WinShare Operation on the same machine, file 1 above may not
exist. In this case, permit communication for the following program.
<WinShare installation folder>\ESMPROWSR\Bin\CMIT.exe
e Programs allowed to communicate on a Remote PC
v V6.1 or later

1. <WinShare installation folder>\wsdelivery.exe

v V6.01 or earlier
1. <WinShare installation folder>\wsmanager.exe
2. <WinShare installation folder>\wsserver.exe
3. <WinShare installation folder>\ESMPROWSR\Bin\CMIT.exe *
4, <WinShare installation folder>\ESMPROWSR\Bin\LGONCMIT.exe *

* If WinShare Operation is also installed on the same machine, files 3 and 4 above

may not exist. In this case, permit communication of the following programs.
<WinShare installation folder>\ESMPROWSO\Bin\CMIT.exe
<WinShare installation folder>\ESMPROWSO\Bin\LGONCMIT.exe

If you want to specify not a program but a port for which communication is to be permitted,
permit communication through the following port on the Operation PC and Remote PC.

? The information given here relates to the default settings. If you have changed
the port to be used with WinShare, you need to make the transparent mode
settings for this port.

o If both the Operation PC and Remote PC are running V6.1

e Ports allowed to communicate on an Operation PC
None

e Ports allowed to communicate on a Remote PC
1. 31300/TCP (Connect Port)

e Ports allowed to communicate on a Relay Server (only when the Relay Server is used in
V7.0 or later)
1. 31300/TCP (Connect Port)
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e If both the Operation PC and Remote PC are running V6.01 or a combination of V6.1
or later and V6.01

e Ports allowed to communicate on an Operation PC
None

e Ports allowed to communicate on a Remote PC
v V6.1 or later

1. 3000/TCP (CMIT API)

2. 4935/TCP (CMIT WSFT1)

3. 5025/TCP (Client to Manager)
4. 5027/TCP (Client to Serverl)
5. 5028/TCP (Client to Server2)

v V6.01

1. 3000/TCP (CMIT API)

2. 4935/TCP (CMIT WSFT1)

3. 5025/TCP (Client to Manager)
4, 5027/TCP (Client to Serverl)
5. 5028/TCP (Client to Server2)
6. 5935/TCP (CMIT WSFT2)

® If either the Operation PC or Remote PC is running V6.00 or earlier

e Ports allowed to communicate on an Operation PC
v V6.00 or earlier
1. 4935/TCP (CMIT WSFT1)

e Ports allowed to communicate on a Remote PC
v V6.1 or later

3000/TCP (CMIT API)

4935/TCP (CMIT WSFT1)

5025/TCP (Client to Manager)

5027/TCP (Client to Serverl)

5028/TCP (Client to Server2)

A A

v V6.01 or earlier

3000/TCP (CMIT API)
4935/TCP (CMIT WSFT1)
5025/TCP (Client to Manager)
5027/TCP (Client to Serverl)
5028/TCP (Client to Server)
5935/TCP (CMIT WSFT2)

ok wbhE
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6.3. Settings required for using Send Ctri+Alt+Del

If Windows Vista, Windows Server 2008, or later is installed on the Remote PC, the standard
policy settings of the system are such that if Send Ctrl+Alt+Del is performed from the
Operation PC, Ctrl+Alt+Del cannot be reproduced on the Remote PC.

When setting up WinShare V6.2 or later, you can automatically change the policy settings of
the system during installation. If you later need to manually change the policy settings of the
system when you do not select Permit WinShare to invoke the Ctrl+Alt+Del command in
installation step 5 in "3.1.2 WinShare Remote

," see the following description.

1. On the Remote PC, start Local Group Policy Editor (gpedit.msc).

2. Select Computer Configuration > Administrative Templates > Windows Components
> Windows Logon Options > Disable or enable software Secure Attention Sequence.
Then, select Enable.

3. For the option Set which software is allowed to generate the Secure Attention
Sequence, select Service from the list.

4. Click the OK button.

q If, in installation step 5 in "3.1.2 WinShare Remote
," you selected Permit WinShare invoke the Ctrl+Alt+Del command, the policy
settings of the system will have been changed (the Secure Attention Sequence of
the software is enabled), but in Disable or enable software Secure Attention
Sequence of Local Group Policy Editor, Unconfigured or OFF may be selected.

If you want to restore the policy settings of the system to the original values, upon
the uninstallation of WinShare, for example, select OFF for Disable or enable
software Secure Attention Sequence and click the OK button.

If the Remote PC joins a domain and operates with the policy settings of the domain, you must
change the policy settings of the domain (because the policy settings of the domain take priority
over those of the system). To change the policy settings of the domain, see the following
description.

1. Log on to a machine on which Group Policy Management (gpmc.msc) can be used, as a
domain administrator.

2. Start Group Policy Management (gpmc.msc).

3. From Group Policy Management, select the target domain, right-click the relevant group
policy object, and then select Edit.

4. Open Computer Configuration > Administrative Templates > Windows Components
> Windows Logon Options > Disable or enable software Secure Attention Sequence,
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and then select Enable.

. For the option Set which software is allowed to generate the Secure Attention
Sequence, select Service from the list.

. Click the OK button.

. Restart the Remote PC.

If Windows Vista or Windows Server 2008 or later is installed on the Remote PC
and you have changed the user account control setting from the default (Don't
notify was set), you cannot use Send Ctrl+Alt+Del. If you want to use Send
Ctrl+Alt+Del, change the user account control setting as described below.

1. On the Remote PC, display Control Panel.

2. Select User Account > Change User Account Control settings.

3. Set the slider displayed on the left to a position higher than Don't notify at the
bottom.

4. Click the OK button.
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6.4. Intel Active Management Technology (Intel AMT) provisioning
setting example

An Intel AMT provisioning (preconfiguration) example is given below. Note that the provisioning
method differs with the PC model, AMT version, and the setting tool version. Even if you make
the settings exactly as described in this example, the machine may not operate normally. Should
this occur, correct the settings, referring to the manual for the PC being used or the information
published by Intel.

There are two available provisioning methods. One uses the tool supplied by Intel. The other
directly operates the extended BIOS (MEBx). This section describes the method based on the
Intel AMT SCS (Setup and Configuration Software) supplied by Intel and USB memory. For
information about how to directly operate the extended BIOS, see the manual for the PC being
used.

® Intel AMT SCS
Get Intel AMT SCS ready. This software tool is used for performing provisioning on AMT. To
ready the tool, simply decompress the downloaded file to any folder; you do not need to install
it. You can download it from the following URL:

https://downloadcenter.intel.com/Detail_Desc.aspx?agr=Y&DwnIdID=20921

® Provisioning using a USB key
Intel AMT SCS 6.0 and later supports provisioning using a USB key. The procedure for
provisioning using a USB key is described below.

1) Move to ACU_Wizard in the Intel AMT SCS folder under the decompressed folder. Right-click
ACUWizard.exe in the folder and select Run as Administrator. At this time, you are asked
whether to allow changes. Select Yes.

2) When the Intel AMT Configuration Utility dialog box is displayed, click
Configure/Unconfigure this System (configuration of the current system).

-
Intel® AMT Configuration Utility . ——— @Hﬂ

Welcome to the Intel® AMT Configuration Utility ( intel

c_‘ Configure/Unconfigure this System

?&fl Create Settings to Configure Multiple Systems

Version 9.0.23.10
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Caution 1

If you do not execute step 2) as an administrator, the following message is displayed.
Click OK to close the currently displayed dialog box and execute ACUWizard.exe as an

administrator.

[ Administrator Permissions Requ res

Thiz option requires administrator permissions on this system
1lose the Wizard.

2 Right-click. AGUMWizard exe and select Run as.

35elect a user with adminiztrator permizzionz on thiz system

Caution 2

If the following message is displayed, the Intel AMT driver has not been installed on the
machine in use. Thus, you cannot perform provisioning using SCS. First, check whether

VvPro is installed on the machine and then contact the manufacturer of the PC used to
install the driver.

Gannot Gonfigure Intel® AMT

The Intel(R} Management Engine Interface driver is not inztalled or cannot be
accessed.

3) The Configuration Options window is displayed. Select Configure via a USB key and click
the Next button at the bottom of the window.

.o @S “TER Tt -Ew

-
Intel® AMT Configuration Utility
&

intel' AMT Configuration Options

Select the task you want to perform on this system:
@) Configure via Windows
Configure Intel® AMT using Windows (no reboot required).

© Configure via a USB key

Create 2 setup file on 2 USB key to configure Intel@ AMT when the system is rebooted,

Unconfigure

Unconfigure Intel® AMT.

Intel® AMT is not configured on this system. System Info... j

Remark

When you click System Info... on the lower right corner of the window, the following
window is displayed, allowing you to check the configuration state of the Intel AMT on
the machine in use, the version information, UUID, and the remote control support state.
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System Information e

Intel® AMT State

Intel® AMT on this system: Supported
System configuration state: Not configured

Intel® AMT Information
Release: 6.0.2

uuID: D7A60000-590F-114B8-8E38-89ABA9800037
Client Control mode: Not supported

4) When the Configuration via USB key window is displayed, enter the password to set for
the Intel AMT in the New Password box. At this time, the following constraints apply to the
password to be entered.

e The password length must be from 8 to 32 characters.
e The password must consist of single-byte alphabetic characters (upper- and lower-
case), single-byte numbers, and symbols.

Example: P@$$Word1234

Re-enter the password in the Confirm Password box.

Intel® AMT Configuration Utiity P—— “— = st

intel' AMT Configure via USB Key

Define the settings you want to apply to this system and dick <Next>.

Intel® MEBx d
Current Password: o sesee

[] Show password
New Password: resessessesses

Confirm Password: sesssssssessse

[] pisplay advanced settings

*  Remark
If you want to make any network settings, select Display advanced settings.
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(= 2 = - Ed '__. e
Intel® AMT Configuration Utility s - - m \_,

intel' AMT Configure via USB Key

Define the settings you want to apply to this system and dick <Next>.

Intel® MEBx P
CurrentPassword: €} ssese

Power Settings

Specify the system power states
in which the Intel® Management | Always On (S0-55) b
Engine is operational
NewPassword: ) veseesessscees
ConfirmPassword: ~ seeesessssssse Network Settings |

Hostname dmft2

Domain name

[¥] Display advanced settings

[¥] DHCP Enabled
P

Subnet mask
Gateway
Primary DNS
Secondary DNS

5) In the Power Settings box, select the power state in which control with Intel AMT is to be
performed.
Always On(S0-S5): If the system is connected to the power supply, control with Intel AMT
is possible.
Select this.
Host is On(S0): If the system is operating, control with Intel AMT is possible.

6) In the Network Settings box, you can set a Hosthame and a Domain name. By default,
an IP address is automatically allocated by DHCP. To check the IP address that has been set,
you must access the Web UI (http://localhost:16992/) after the completion of the
configuration.

If you want to manually set the IP, Subnet mask, Gateway, Primary DNS, and Secondary
DNS boxes, clear DHCP Enabled and set a value in each box. After entering values, click the
Next button at the bottom of the window.
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Intel® AMT Configuration Utility - ¥ - - i - _ Ek_x_

i@ AMT Configure via USB Key

Define the settings you want to apply to this system and dick <Next>.

Intel® MEBx -
Current Password: © sooee Power Settings

Specify the system power states
[7] Show password in which the Intel® Always On (50-55) v

Engine is operational

New Password:

Network Settings
Hostname

Confirm Password:

Domain name

Display advanced settings
[] DHCP Enabled

P
Subnet mask

Gateway
Primary DNS
Secondary DNS

7) When the Create Configuration USB Key window is displayed, select the USB drive to which
to store the Key file and click the Next button.

Intel® AT Configuration Utity TR — P I

intel' AMT Create Configuration USB Key

Use a USB drive to assign configuration data to this computer.
Select the relevant drive from the list below.

USB Drive: Refresh List of USB Drives

Note: Ensure that the USB drive is supported by the system's BIOS.

8) When you click the Next button, the following window is displayed. Note that all the

information stored on the USB drive will be deleted.
VFormatting USB Drive £ ‘“

To continue processing, click the Yes button.
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9) When a USB key is created, the USB Key Ready window is displayed.
Click the Finish button to complete the creation of a USB key.
(@8 intel® AMT Configuration Utiity - - =3 - m -'_

-

intel‘ AMT USB Key Ready

You have successfully created a USB key for configuration.

Please reboot your system with the USB key inserted.

10) Connect only the created USB key to the system and restart the system. Give the USB drive
the highest boot priority in the BIOS settings because the system must be restarted from
the USB key. When the system is restarted, the following message is displayed on the
screen.

Found USB key for provisioning
Continue with Auto Provisioning (Y/N)

Press the Y key and then the Enter key. Once the AMT settings have been made, the
following message is displayed on the screen.

Configuration settings for the USB file were successfully applied
Press any key to continue with system boot...

Remove the USB key from the system and press any key. The system restarts.

This completes provisioning using a USB key.
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® Performing provisioning under Windows (first time)

Intel AMT SCS 7.0 or later supports provisioning under Windows. The procedure for
provisioning under Windows is described below.

1) Move to ACU_Wizard in the Intel AMT SCS folder under the decompressed folder. Right-click

ACUWizard.exe in the folder, select Run as Administrator. At this time, you are asked
whether to allow changes. Select Yes.

2) When the Intel AMT Configuration Utility dialog box is

displayed, click
Configure/Unconfigure this System.

Intel(R) AMT Configuration Utility v =

Welcome to the Intel® AMT Configuration Utility

‘5,‘_] Configure/Unconfigure this System

’i_l Create Settings to Configure Multiple Systems

o

@ Go to Quick Start Guide Version 8.2.0.19

* Caution 1

If you do not execute step 2) as an administrator, the following message is displayed.

Click OK to close the currently displayed dialog box and execute ACUWizard.exe as an
administrator.

Administrator Permissions Reguirs

Thiz option requires administrator permizzions on thiz syvstem.
1Claze the Wizard.

2 Right-click AGUWizardexe and zelect Bun as.

35elect a user with administrator permizzions on thiz svstem.

*  Caution 2

If the following message is displayed, the Intel AMT driver has not been installed on the
machine in use. Thus, you cannot perform provisioning using SCS. First, check whether

VvPro is installed on the machine and then contact the manufacturer of the PC used to
install the driver.
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Gannot Configure Intel® AMT

The Itel(R} Management Engine Interface driver i= not installed or cannot be
accessed.

3) The Configuration Options window is displayed. Select Configure via Windows and click
the Next button at the bottom of the window.

e —.
[ el S

Intel(R) AMT_CDnﬁgurEtiT Utility

inl:el' AMT Configuration Options

Select the task you want to perform on this system:
@ Configure via Windows
Configure Intel@ AMT using Windows (no reboct required).

() Configure via a USB key
Crezte 2 sstup e on 2 USE key to configure Intel® AMT when the system is rebaoted,

(@) Unconfigure
Unconfigure Intel® AMT.

{ 3
Intel® AMT is configured on this system. System Info...

*  Remark
When you click System Info... on the lower right corner of the window, the following
window is displayed, allowing you to check the configuration state of the Intel AMT on
the machine in use, the version information, UUID, and the remote control support state.

-
System Information !

Intel® AMT State

Intel® AMT on this system: Supported
System configuration state: Mot configured

Intel® AMT Information

Release: 3.1.30
UUID: DTAGDD00-740C-BB41-86E5-4C3CE1B075AD

Client Contral mode: Supported
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4) When the Configuration via Windows window is displayed, enter the password to set for
the Intel AMT in the New Password (mandatory) box. At this time, the following constraints
apply to the password to enter.

e The password length must be from 8 to 32 characters.
e The password must consist of single-byte alphabetic characters (upper- and lower-
case), single-byte numbers, and symbols.

Example: P@$$Word1234

Re-enter the password in the Confirm password box.

(24 Int=l(R) AMT Configuration Utilit

il'lte|' AMT Configure via Windows

To configure this system, enter the Admin Password and dick <Mext>,

Admin Password Configuration Details

Current password: 0

Profile
New password {(mandatory): 0

Confirm password: Network Settings
FQDN will be the same as the Primary DNS FQDM
IP will be taken from DHCP

Network Configuration
WiFi
Enable synchronization of Intel@ AMT with host platform WiFi profiles

System Settings
Enabled Management Interfaces:

» Webur
Network Settings <[ i

[] Owverride default settings

*  Remark
If you want to make network settings, select Override default setting at the lower left
of the window. This makes Network Settings active.
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-
Intel(R) AMT Configuration Utility [ . e S|

inl:el' AMT Configure via Windows

To configure this system, enter the Admin Password and dick <Next=.

Admin Password Configuration Details

Current password:

Profile

MNew password (mandatory): () seesssses

Confirm password: ~  essssesse Network Settings
FQDN will be the same as the Primary DNS FQDN
1P will be taken from DHCP

Network Configuration
WiFi
Enable synchronization of Intel@ AMT with host platform WiFi profiles

System Settings
Enabled Management Interfaces:

= WebUI g
Metwork Settings < m | »

Override default settings I: MNetwork Settings... J l: Reset to Default Profile J ( Edit Configuration... J

5) On the Network Settings window, you can make settings for the three items, FQDN (fully

qualified domain name), IP address, and DNS. The initial settings are as shown in the window
below. With the basic settings, an IP address is automatically allocated by DHCP. To check
the IP address that has been set, you must access the Web UI (http://localhost:16992/)
after the completion of the configuration.
You can set any IP address, and also directly set the IP address of the machine used as the
IP address for AMT. If you want to set an IP address, select Use the following settings and
enter an IP address and subnet mask. If you want to apply the setting on the machine in
use, select Use the same IP as the host (for static IP only).

*  Caution
When you select Use the same IP as the host (for static IP only), fixed IPs must be
set for both IPv4 and IPv6. If a fixed IP is set for only either of IPv4 or IPv6, an error
occurs during configuration. To avoid this error, set OFF for that for which a fixed IP is
not set.
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e ™

Network Settings =i

FQDN
Specify the source of the FQDM that will be set in the Intel® AMT device:

@ Use the following as the FQDM: | Primary DNS FQDM v]

) Use the following FQDN:

The device and the 05 will have the same FQON (Shared FQDNM)
P
Specify the source of the IP that will be setin the Intel® AMT device:
() Use the same IP as the host (for static IP only)

@ Get the IP from the DHCP server
) Use the following settings:

IP:

Subnet:

DNS
Define how the device will update the DMS with the FQDN and IP:

) Do not update
7 Update only via DHCP option 81

@ Update the DMS directly or via DHCP option 81

6) Once you have made the necessary settings on the Configuration via Windows window,
click Next to move to the Profile Encryption window. On this window, set the password
used to encrypt the XML file in which to store the configuration information. The constraints
on the password are the same as those for the password to be set for Intel AMT, mentioned
earlier.

il
9 Intel(R) AMT Configuration Utility

inl:el' AMT Profile Encryption

The profile that will be created as part of the configuration process contains sensitive data and must be encrypted.

Encrypt the XML file using this password: Valid password (weak}

Confirm Password: sessssnssl

To configure this system, dick Configure.
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7) Once all the input boxes have been filled, Configure at the lower right of the window
becomes active. Click this button to start provisioning. When the following window is
displayed, provisioning has been completed normally. Click Finish to exit from the window.

s B
Intel{R) AMT Cenfiguration Utility . e

il'ller LULE Configuration Complete

The Intel® AMT settings were fully applied on this hii

Click Finish to dose this application.

If the error message is displayed during configuration, check the IP address setting of the PC
and retry the configuration.

-
AMT Configuration

Errar with XML filz {possible reasons - the file does not exist or access to it s
denied; the file containg incorrect parameters; incorrect or missing encryption
password/parameter; invalid data). Failed to retrieve the host onboard TPy 4 IP
(pleaze check the LAN settings). (HOSTSTATICIM)

® Performing provisioning under Windows (second and subsequent times)

1) Right-click AcU_Wizard.exe and click Run as Administrator. The Intel AMT Configuration
Utility dialog box is displayed. Click Configure/Unconfigure this System.

2) Select Configure via Windows and click Next.
The following window is displayed. To create a configuration that inherits the previous
configuration settings, enter the password that was set for XML encryption when
configuration was previously performed. To create a different configuration, select Overwrite.
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-
Enter Password =L

Enter the password with which the XML file was encrypted, or choose to
overwrite the existing profile with a profile containing default values:
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7. License

This software product is developed by NEC Corporation. When using this software, you are
requested to comply with the "License Agreement" supplied this product.

The password encryption for this product uses the MD5 message-digest algorithm of RSA Data
Security, Inc.

Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA
Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing
this software or this function.

License is also granted to make and use derivative works provided that such works are
identified as "derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm" in all
material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of
this software or the suitability of this software for any particular purpose. It is provided "as
is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or
software.

This product includes parts of FreeBSD, developed by the University of California and the
Contributor under the following conditions for use.

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is
copyrighted by The Regents of the University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the
University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement: This product includes software developed by the University of
California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to
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endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS " " AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The Institute of Electrical and Electronics Engineers and the American National Standards
Committee X3, on Information Processing Systems have given us permission to reprint
portions of their documentation.

In the following statement, the phrase "this text" refers to portions of the system
documentation.

Portions of this text are reprinted and reproduced in electronic form in the second BSD
Networking Software Release, from IEEE Std 1003.1-1988, IEEE Standard Portable Operating
System Interface for Computer Environments (POSIX), copyright C 1988 by the Institute of
Electrical and Electronics Engineers, Inc. In the event of any discrepancy between these
versions and the original IEEE Standard, the original IEEE Standard is the referee document.

In the following statement, the phrase "this material'" refers to portions of the system
documentation.

This material is reproduced with permission from American National Standards Committee
X3, on Information Processing Systems. Computer and Business Equipment

Manufacturers Association (CBEMA), 311 First St.,, NW, Suite 500, Washington, DC 20001-
2178. The developmental work of Programming Language C was completed by the X3J11
Technical Committee.

The views and conclusions contained in the software and documentation are those of the
authors and should not be interpreted as representing official policies, either expressed or
implied, of the Regents of the University of California.
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