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Major functions of MasterScope SystemManager G

(standard functions)

Monitoring
functions

Management
functions

Build
functions

Service and process
monitoring

Performance monitoring

Log monitoring

» Event logs

» Syslogs

» Application logs

File and directory capacity
monitoring

Service port monitoring

Topology management

Message management

Notification control

Configuration management

User management

Audit logs management

Schedule control

Command execution

Agent auto-build

» Windows service alive monitoring/process alive monitoring
* Threshold monitoring of process ID changes and the number of startup processes.

» Resource information (CPU/memory usage, disk usage, etc.) is collected from each server and threshold monitoring of
upper and lower limitation is performed. Performance monitoring per process is available as well.

» Threshold monitoring and notification to the operator by three judgment methods: sequential, N times continuous, N
times average.

» Resource information can be accumulated and displayed as a graph or printed out. Support for analyzing operating status
and problems.

» Message monitoring by extracting necessary logs from syslogs, event log, and any text log files output by applications.
» Suppress identical messages on the Agent side to avoid message overload.

« Monitor existence, capacity, and updates of files and directories.
« Prevent disk space exhaustion and enable early detection of essential system file deletion or update.

* Monitor open/close status of user-specified TCP/UDP ports

Monitoring target servers can be grouped by location or customer-specified role.

Messages can be accumulated and managemed per server or system. Messages can be marked according to the presence of
comments or response status, allowing information to be shard between operators.

» Notification by email or alarm lamp triggered by message issuance, change in monitoring process or service status, or
excess of resource threshold values.

+  Commands can be executed on the Manager triggered by message issuance.

Centralized view of monitoring target server configuration information (such as devices, systems, software, networks, and
disks)

Limitation of investigation range authorities for each user prevents operational errors and improves security by assigning
appropriate authorities.

Support for internal control by managing the operational details and result history of operations performed on the console
and automatically executed.

Schedule monitoring to start/stop for each server.
Predefined recovery commands can be executed triggered by events.

Ansible scenarios (roles) is provided to perform operations from Agent installation to monitoring configuration.
Remote execution and error-free auto-building of Agents.
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Major functions of MasterScope SystemManager G

(optional functions)

Monitoring
functions

Management
functions

Control
functions

Linkage
functions

Application monitoring

IT service response
monitoring

Hypervisor monitoring

Cloud monitoring

Customizable performance
monitoring

Message management

(Monitoring from a
business perspective)

Knowledge management

Message correlation
analysis

Hierarchical Manager

System performance
analysis

Web Console

Operation control

Workflow control

Application linkage

Service desk linkage

Monitoring of performance with graphical view of application operating status. Accumulation of operating status data as
statistics for system problem analysis and improvement.

Monitoring of end-to-end operating status and response for HTTP, Mail, DNS, TCP, and FCP based on settings that accord
with the user’s purpose.

Monitoring of virtual server resources and events for the hypervisor (VMware ESXi).

Instances on the cloud can be monitored via an API provided by public cloud (CloudWatch) without installing an Agent.

User-specified commands and program output results can be extracted by column and used as monitor counters. It can be
displayed as a graph or output as a unified form.

Events reported from monitoring targets can be classified on the Business View from the perspective of the customer’s
business.
Users are informed of actions to take for failure recovery.

Correlation analysis function of multiple event information, automated action, and notification. Conditions can be specified
such as the satisfaction of condition 1 & condition 2, and the occurrence of an event for the specified number of times
within the specified time frame.

Messages across the entire system are monitored centrally by linking multiple Managers hierarchically and having lower-
level Managers report collected messages to higher level Managers.

Regression analysis on collected performance data shows the tendency and predicts the future values.
Correlation analysis on collected performance data detects abnormal behavior and suggests the cause.

Web-based monitoring dashboard to view overall system status at a glance.

Commands can be executed for monitoring target servers at user-specified timing.
Flows such as failure recovery and daily operations can be predefined as scenarios and automatically executed.
Logs collected by MasterScope SystemManager G can be output as text files.

Incidents can be registered to incident management software automatically or manually.
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ervice and Process Monitoring

Monitoring processes and services allows admin to receive alerts
when an anomaly is detected.

34 Masterscope Integrated Console - [Topology dows Service Mol _13 x|
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Micrasoft ... s ESMPROJSM Base Service Started Automatic Localsystem
E Started S Message Manitor I F5HPRO/SM Trap Redirection Manual Loralsystem
=
S alert Manager Sock... Started &) System
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@ Application Experie... Processes ... Started [ &} Eventlog Monitor 4 N\
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plication Layer G... ! ) spplication .
Bt = Visually keep track of
4
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oM Event System £ [ windows Service Moritor
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g Computer Browser  Mainkains ... Started @ aud aps
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. .T, Lo b 2} Message Cooperation
4
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(1 Audit Log Diie View A Message |5§ REDUHSAaIusl

E windows Task Manager (=] 53]

Illlllllllm

= s ) B [s00 =] ChangeDispley | ‘ < [SronLetest | .~ ‘ Create Fiter.. |
Severity Color__| Severity [ Mark [ Node [ Generated Date_| Generated Time | Message Text [ Report [comment [ Received Date | Rece 4|
Applications  Processes | Perfarmance | Metworking | Users | HORMAL NES206101... 2010/10/07 09:36:49 Host status become Host Mormal... 201071007 09:30
I FaTAL NES208101 2010/10/07 09:35:01 SMMP Trap Service 0O OO0, 2010010407 09:3¢
HORMAL MESZ08101...  2010/10/07 0935:33 DiICF_Autocapsule_disabled),.. 201010407 09:3¢
Uset Name I FaTAL MES208101... 2010§10/07 09:36:07 SMMP Trap Service 00000, 201010407 09:3¢
HORMAL NES208101... 2010410/07 09:36:17 MasterSeope LMF Operations A.. 2010f10/07 09:3¢
HORMAL NESZOBL01.. 2010/10/07 09:36:19 2010/10/07 09:3(
WMIPIYSEs. 835 SYSTEM 0o 660 K HORMAL MESZ05101... 2010/10/07 0%:36:40 2010f10/07 09:3¢
wuaudt esxe Adrninistrator oo 4,536 K HORMAL NES208101.., 2010/10/07 09:36:40 MasterScope UMF Operations A... 2010/10/07 09:3
me. exe Administrator il 13,172 K HORMAL MNES206101... 2010410/07 09:37:53 Sample Log BBBE CCC DDDD 201071007 09:3, 7
vssvC.exe SYSTEM 00 4,168 K 4 | _>l:I
alg.exe LOCAL SERVICE o 2,724 K Ready [Loain:Administrator [Confiouration Made | T
jusched. exe Adrrinistr atar oo 1,992 K
Wiwarellser exe Adrrinistr atar oo 5,980 K
dihost.exe SYSTEM oo 7,008 K
explarer. exe Adrrinistr atar oo 10,792 K
dihost.exe SYSTEM oo SFlZK
sychost, exe SYSTEM oo 4,124 K
WMIpryse exe METWORE SERVICE oo 5,496 K
DmiEventwatcher,., SYSTEM ls) 4,912 K
AMYSCKR.EXE SYSTEM oo 3,672 K
NYRMAPD. exe SYSTEM oo 2276 K
ESMDSVAP.exe SYSTEM oo 3,488 K
NYCMD exe SYSTEM oo 2,304 K »
esmdsvnt. exe SYSTEM oo 1,204 K LI ”
[ show processes from all users End Process
[Processes: 45 [CPU Usage: 0% [Commit Charge: 172488K [ 63901
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Service and Process Monitoring Setup

mService monitoring setup

x
Mame | Status | Startup Type | Log On &s =
O tlert tanager SLIVE(S] Service tanual LaocalSystem |
O et tanager Main Service Stated  Automatic LocalSystem
O slert Manager SocketS] Service Stated  Automatic LocalSystem

erter Aitarn:
Apache Started _Automatic LocalSystem
[¥] £.pplication b : ocalSysten
Oussrnetsad  Check the services you  asener
O Automatic Upd . ocalSystem
O Eackground In Wa nt to monltor ocalSystem

TS TErST

O oo Coneole
O oo ESMPRO
I“ PN AmnN asmon
L]

LaocalSystem
Autornatic LocalSystem

Started  &ntamatie

Service Description:

| nealSistem
| »

Motifies selected uzers and computers of administrative alerts.

Cancel |

mProcess monitoring setup

Process Monitor Detail Setting

Process Monitar Setting I Start Stop Command Setting I

Titl: |1

Monitoring Type

Running Process... |

& Full Path

J Browse. . |

IC: WP exe
™ Command Line

Specify the maximum/
minimum number of
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Cancel |

High Threshold: [ass] | monitored processes
Low Threshald: I 1 3:
v
[V Check the difference of Process [D | \.
All Process
v Beport S
Image Mame | Process Path | Command Line | -
Configuratic | cmd.exe D: o
= | corssexe WY B C..
ascee 0y Select the running process you
dnz.exe D a .
eplrmere D want to monitor from the list
FrameworkServic... D:
hh.exe [BRY 5 |Eprd 1) s g 0t S. |
hh.exe L AN DOW S Shihexe VDoMWMD O S S hhoexe DohDocuments and 5.
1| inetinfo.exe DM D OW S hapstem32hinetsrviinetinio. exe [N D O S hapstem32hinetervinetinfo. exe
ismserv.exe DeNwANDOWS S pstem32hismsery. exe DoMWMD DWS S pstemI2hismsery. exe
— | 33335 LM DOW S hapatemn 32 zass. exe DNWANDOWS vspstem32ilsass. exe

Mcshield.exe [:%Program Files\Metwork. Associates'WiusSca..  "D:\Program Files\Metwork AssociatesiWirusSc..
Mme. exe L wAMDOWS hapstem32imme. exe VDN DO S spstern32imme. exe’ "DINWIN.
mzdtc. exe DoWwWANDOW S apstemn32medic. exe DoWWIND DWW S vepstem32hmedic.exe
mepaint, exe [ AN DOWS Sapstemn 32 mepaint. exe VDM D O S hapstem 32 mspaint exe
mesearch exe [:%Program Files\Common Files\SpstemyS5ea..  "D:\Program Fileg\Common Files\System\MS5e. .
naPrdMar. exe D:APROGRA™TAWETWOR™TACOMMON~14ha..  DAPROGRA™TAWETWOR™1NCOMMON~T4na...
hotepad. exe D:wwAND 0w S apstern32W WO TERAD EXE VDN DO S hsystern32NOTERAD EXE" Sh..
notepad. exe D SwWAND DAWS Saystem3Z2YWOTERAD EXE "DENWINDOW S haypstem3ZANOTERAD. EXE" C:...
ntlfrs.exe D swdND WS sustem32hntfrs. exe D:1WINDDW’S\sustem32\ntfrs.exe _ILI
4 3
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Performance Monitoring

Monitor OS information (like CPU utilization, memory, and disk space) by
simply setting thresholds to warning and anomaly notifications.

~

/Available threshold setting can be selected from the following
patterns:

Sequential: an event occurs when a collected value exceeds threshold
Continuous: an event occurs when a collected value exceeds threshold
consecutively for the specified number of times

Average: an event occurs when the average collected values of the
\speciﬁed number of times exceeds threshold.

—
threSth_'d | Monitor system performance
exceedaing: H
Threshold W|th two level threshold
monitoring N settings
N
Example: T N\ ae)
If available MEM become less |, ll*l ..... l Notify
than 50Mbytes, notify L L N S
admins of an anomaly.
— Performan
Oi - dat Performance data agcuomulaati((:)endca:)tuald be
- erformance data Py ;
accumulation enables utlllzedffc_)lr operatllon_s
4 Tendency/Resource @ status/failure analysis
4 analysis -

>

Performance data accumulation
can be enabled simply
by checking settings boxes
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Reporting (Multi-Graph View)

SystemManager G provides a multi-graph view to visualize the data gathered from the hosts
and quickly creates a graph to compare the past data and the current data.
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For example, you can create a

graph to display CPU
performance data on all hosts.
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Reporting (Print view)

Report the performance data collected on SystemManager G to a PDF file.

NEC

(Daily)

Printed on 2016/07/11 21:10

Performance Report

CPU Usage of Win2d12 Svl

- 7/11/201¢ 8:00:00 PM

CPU Usage

[ExInt perdog] 7/11/2016 7:30:00 AM

Reporting the performance
data in predefined intervals
(weekly/monthly/yearly)

: Graph of
' L performance data

¥ CPT

| | e ~N

- L Maximum,
minimum and ,OOQV

average of each
counter
J

.

History of each a
counter Ny
W,
Administrator
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Log Monitoring (event log/syslog/application log)

Monitor all text-based log/syslog/event log, and notifies admin on
specified information with the keyword filtering.

s o sl sl Specified log is accessible remotely
Desciption: [FatalErrors fiom Evertiog
—
Categany: et LIRSecuiy | o | Refresh |57 Show f Hide the Message Text. |
rplaun ol @ awpicaton =] | [evert [ Date [ Time. [ Application [ object [ thessage ID I |_;!
Obiect: Not™ s _ﬁinnr 2010/10/07 09:36:04 W3ZTime. 0000 00000017
E RRO R Message 1D Nl [ 9 IrfaCege ? Infarmation 20mo10/07 : Service Control Man.., 0000 00007036
Message Tert Natl™ [Err i ? Inkernet Explrer ) Information 2010/10/07 Service Contral Man... 0000 00007035
2 0 0 8 / 0 3 / 1 4 2 Pontsec Q Information 2010/10/07 Service Control Man... 0000 00007036
sty Rt (WD IR 1/ [0 | TES 1(eES I[v e | -3 J Information 2010/10/07 Service ControlMan... 0000 00007035
1 0 H 25 H 00 ). 0.6.0.¢ Natl™ Postion 2] Condiion: [ =] Vale | ) Information 201010707 Service: Control Man... 0000 00007036
Select by Key Nol |Ne2 |Ned |Not |Ne5 | Mot | Ma? | Med | gMesiage Mnitor ':r\;mma:mn 2313113;3; iervlce Enn:rn: manm 3233 3323;222
= ) Information ervice Contral Man. ..
Nal) Ko e B e | & = ;;fﬁfg ) Information 2010/10/07 Service Control Man... 0000 00007035
Sevety Nt~ [CRiTicaL = =1 23 Eventiog Monitor ) Information 2a10/10f07 Serice Control Man... 0000 00007036
2 apicaton ) Information 2010/10f07 Serice Control Man... 0000 00007035
E ) Information 2010/10f07 Serice Control Man... 0000 00007036
) Information 2moj10f07 Serice Control Man... 0000 00007035
Y Information 2010/10f07 Service Control Man... 0000 00007036
- - E Message Monitor J Infarmation 2010/10f07 Service Control Man... 0000 00007036
T keywo rd f| Ite r Sett' ngs - 5 System Y Infarmation 2010/10/07 Service Conkrol Man.., 0000 00007035
- - [Z windows Service Manitor ) Information 2a10/10f07 03:22:06 Serice Control Man... 0000 00007035
ESMPRO ) Information 2010/10f07 03:22:06 Serice Control Man... 0000 00007036
- () Audt Log ) Information 2010/10f07 03:22:06 Serice Control Man... 0000 00007035
- - - 2 Massags Cooperation Senor 2moj10f07 09:21:04 wazTime o000 0000017 -
Notify admins while o Sl

keyword “ ERROR" a ppea rs [ Audit Lo Orline View &3 Message | B Report SIEIMSI

[om =] ohangebisplas | | | Sl | o | creseFie |

Severity Color__| sever: [ Mark [ ode [ Generated Date_| Generated Time | Message Text [ Repart Comment | ReceivedDate_ | Rece 4
I FhTAL NES208101... 2010/10/07 09:36:07 SNMP Trap Service DOOOO. .. 2010/10/07 09:3¢
NORMAL NES20810L... 2010/10{07 09:36:17 MasterScops UMF Gperations A... 2010{10/07 09:3¢
NORMAL NES20810L... 2010/10{07 09:36:19 MasterScope UMF Operations 2010{10/07 :
® - NORMAL NESZ0810L... 2010/10/07 03:36:40 MasterScope UMF Cperations .. 20101007
NORMAL NESZ0810L... 2010/10/07 MasterScope UMF Cperations ... 2010110/07
NORMAL NESZ0810L.., 2010/10/07 EL Sample Lo BBEE: CCC DDDD 2010/10/07 S
I FATAL NESZ0810L... 2010/10/07 SHMP Trap Service 00000, .. 2010/10/07
I FATAL NES20810L... 2010/10/07 09:44:55 SNMP Trap Service 1O0OOD. .. Z010/10/07 4
I AL NESZ0810L... 2010/10/07 09:46:01 SHMP Trap Service 0ODOD. . 2010110/07
4 |
Ready [Login:Administrator |Configuration Made | [ =0 [

Centrally monitor necessary
system information only q

text &
based
log

> \/

*Some text-based log files are rotated in some unintentional situations (its size exceeds some values, date change, etc.).
MasterScope SystemManager G is capable of monitoring this type of text-based log.
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(Ref) Keyword Filtering

Message filtering extracts important messages and suppresses
duplicate messages for efficient analysis.

Administrator
Manager Q

Monitored

ERROR 1001
ERROR 1001
ERROR 1001
ERROR 1001

L
s

(1) Identical messages are generated frequently.

Description
Notify if a message includes the specified keywords.

Functions

Filter for extraction

Filter for deletion Do not notify if a message include the specified keywords.

Suppression of duplicate
messages

Do not notify if identical messages are generated during the specified
time frame.
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File and Directory Monitoring

File/directory monitoring prevents disk depletion by monitoring file size
and enables early detection of deletion/modification of important files.

v/ Monitors target agents’ files and directories for their existence, used space and modification
v~ Changes the color of icon if utilization of file exceeds specified value, or file is deleted
v" Message or alert is notified if its status changes (including file modification)

<Example: monitoring log files/folders>

Disk C <= If used space of disk c exceeds 80%, send warning message.
(performance monitoring)

Program Files

Log B If used space of folder exceeds 2Mbytes, send warning message.

LD Archive.log<=== | 1f size of specified file exceeds 1Mbyes, send warning message.

Sustemn | Refresh
I_——_Im Topology Yiew Folders Mame
& [F ] nesz081011520
=B TESTSERVER

'Q Eventlog Monital

=1 @] File Manitar eChange color while size of file
Manage and monitor @) Legt exceed specified value.
status change of files S,. Message Morito *Notify admins if status changes
by each group. El T Performancs o (including file modification).

: - = T]

© NEC Corporation 2018 \Orchestrating a brighter world NEC



Service Port Monitoring

Monitor TCP/UDP port (ftp, telnet, http, etc.) on the agent. Show message on
message view if the status of monitored port is changed.

Service Port Maonitor Setting
Monitoring part
Display name: |NTF' | | Browse. .. |
Port number: 12-%
H OSt A Protocal: ® TP O UDP
SystemManager
y g H O St B D etail
(RemoteAG)
Normal port stabus: (® Open O Close
[ Interval: 102 See
SystemManager L
(AG) [C] Connect timeout; 12 Sec
Fiatry courit: 0=
NIC (—6 [ Monitoring addess: [iocalhost
NIC
[] Beport Setting
Configuration. .. Fieport only when the service port status iz ERROR.
Remote agent can monitor the port on a remote host

Service Port Monitor Setting
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Topology Management (from the view point of managing server)

Topology view allows you not only to monitor server physically, but also
to manage servers with information about location and role.

[ Topolegy View

Manage servers
in NEC

— - [ DEMO-ITPM '
NEC DataCenter @ Rac ‘
Manage servers on '~ - @) Racd Trouble on a

datacenter in NECE ,,,,,,, Q} Australla server In raCkO]-
< T @ Europe

— %) South America

\1/ Y& Check the red colored icons to

see the install location of the
failed server.

Manage servers
on rack01
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Message Management (1/2)

Message management function allows you to monitor messages
generated by log monitoring, process monitoring, and so on.

8  MasterScope Integrated Console - [Topology View - Asia - Japan - NEC - DataCenter - Rack01 - DEMO-ITPM - Message Monitor] | = [ & [IEXI

&‘j File View VOperat'iron Setﬁng Window Help !En

H o #  n?

Syaen I ]Reporting Vl I Mark | Auto Add | Counter I I Search... | | Confirm |

1 m Topology View Al Severi’_cx‘Color Severity Mark Node Generated Date  Generated Ti...  Message Text A
... ]2 Africa [ BN DEMO-ITPM  2017/08/15 15:24:14 License Activation (slui.exe

P NORMAL DEMO-ITPM  2017/08/12 01:24:58 The WinHTTP Web Proxy /
NORMAL DEMO-ITPM  2017/08/12 01:28:00 The WinHTTP Web Proxy 4

= Japan

£y ., NEC P NORMAL DEMO-ITPM  2017/08/12 01:55:00 The WinHTTP Web Proxy /
B G eriter S NORMAL DEMO-ITPM  2017/08/12 01:58:02 The WinHTTP Web Proxy 4
_ Rack01 NORMAL DEMO-ITPM  2017/08/12 02:25:02 The WinHTTP Web Proxy /

B NORMAL DEMO-ITPM  2017/08/12 02:28:05 The WinHTTP Web Proxy 4
P NORMAL DEMO-ITPM  2017/08/12 02:55:05 The WinHTTP Web Proxy
P NORMAL DEMO-ITPM  2017/08/12 02:58:07 The WinHTTP Web Proxy 4
T NORMAL DEMO-ITPM  2017/08/12 03:06:33 Fault bucket, type 0 Event
P NORMAL DEMO-ITPM  2017/08/12 03:06:42 Fault bucket , type 0 Event
B NORMAL DEMO-ITPM  2017/08/12 03:56:37 The WinHTTP Web Proxy /
P NORMAL DEMO-ITPM  2017/08/12 03:58:09 The WinHTTP Web Proxy 4
B NORMAL DEMO-ITPM  2017/08/12 04:25:09 The WinHTTP Web Proxy /
P NORMAL DEMO-ITPM  2017/08/12 04:28:11 The WinHTTP Web Proxy /4
I NORMAL DEMO-ITPM  2017/08/12 04:55:12 The WinHTTP Web Proxy 4

) Australia P NORMAL DEMO-ITPM 2017 04:58:14 The WinHTTP Web Proxy /
Europe B NORMAL DEMO-ITPM__2017, 25:14 The WinHTTP Web Proxy £ v
Box color changes according to This view shows messages
the priority of the generated generated by monitoring
messages function
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Message Management (2/2)

Messages can be displayed per server or for all monitored servers
in one console.

5] MasterScope Integrated Console - [Topology View - Asia - Japan - NEC - DataCenter - Rack01 - DEMO-ITPM - Message Monitor] =[5 .

ﬁ_':J File View Operafion Sét'tiﬁg Window Helb !En
H & #3 n?
System I ‘Reporting VI [ Mark I Auto Addl Counter | [ Search... l I Corfirm ]
ij Topology View ~ |l | SeverityColor  Severity Mark Node Generated Date  Generated i L4 Lot dl
I e DEMO-ITPM  2017/08/15 15:24:14 P
2 | P NORMAL DEMO-ITPM  2017/08/12 01:24:58 This view shows
B ‘ [ NoRMAL DEMO-ITPM  2017/08/12 oasco | generated messages per
_‘___NEC [ NOoRMAL DEMO-ITPM  2017/08/12 01:53:00 | monitored server.
__” S [ NORMAL DEMO-ITPM  2017/08/12 01:58:02
.‘ RackD1 P NORMAL DEMO-ITPM  2017/08/12 02:25:02 P Web Proxy 4
¥ T [ NORMAL DEMO-ITPM  2017/08/12 02:28:05 eW!nHTTP Web Proxy £
. X [ NORMAL DEMO-ITPM  2017/08/12 02: The WinHTTP Web Proxy /
+--5C3 Application Log Monii :
: IR [ NORMAL DEMO-ITPM  2017/08/12 02:58:07 The WinHTTP Web Proxy 4
TR ventog Yontor  f I ORMAL DEMO-ITPM  2017/08/12 03:06:33 Fault bucket , type 0 Event
Message Monitor < n >
* g :eriormance Monitor Message Count in Category | Message Count in View | Ve
- ystem P ) )
L2} Windows Service Mon FATAL CRITICAL MAJOR mnol  This view shows generated messages from
- I 118 | 0 I 0 [ :
RackD2 A all monitored servers.
< [ > 127 | [ — When Network Manager has been installed

in, messages from monitoring network
| devices are also displayed in this view.

@ Audit Log Online Viey a Message I@ Report Status l

ange DW «aﬂ Show Latest | |~ | Create Filter... ]——Eave Messages...i — -
Severity Color  Severity Mark Node Generated Date  Generated Ti... ~ Message Text Comment Re ~
[ NoRMAL DEMO-ITPM  2017/08/15 20:44:54 An account was successfully logge o 20
[ NORMAL DEMO-ITPM  2017/08/15 20:44:54 An account was logged off. " Security ID: ... 20
[ NORMAL DEMO-ITPM  2017/08/15 20:44:54 An account was logged off. Subject: Security ID: ... 20
P NORMAL DEMO-ITPM  2017/08/15 20:44:54 An account was logged off. Subject: Security ID: ... 20
NORMAL DEMO-ITPM  2017/08/15 20:45:05 An account was logged off. Subject: Security ID: ... 20
NORMAL DEMO-ITPM  2017/08/15 21:01:27 The WinHTTP Web Proxy Auto-Discovery Service ... 20
B \ORMAL DEMO-ITPM  2017/08/15 21:04:30 The WinHTTP Web Proxy Auto-Discovery Service ... 20—
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Easy Process of Identifying Failure

Y P
System Configuration 1. Confirmation of server status =1
7
/Status - 1
i | [ .

Spstem Report by email and flasher

ﬂ Sampledpp

= mEventlog Monitar
ﬁ Swskem
ﬁ Security
ﬁ Application
=l |l MES-3LIUNIOEKS
=) m Application Log Monitol
NvPRO

Message Detail

Message | Option | Help

. Description: SAMAPP
=] m Eventog Monitar )
s Severity: WARNING
2. Check message index. Date/Time
Autzadd | Courter | [ Seaech Generated 2003/01/2212:04:0 Received 2009/ /22 12:0210

Detailed message by double-click.J

\. Message Text:

Hode Generated.. . (=

i i | SERM 2 1 2:53 SR T
=R '_jfffmma""ze Moritar FATAL SERVER il bosmes [ERROR] 01/22/2003 12:03:56 info test
= —,-E Frocessar I AT AL ;_:::::: fElU.'ES\'EE: ?E;;;é
@ _Total I F L SERVER 51 o
. _ E— A ot e -
= ) Process Monkor 3. Refer to message details
CLIENT

(&) MOTEPAD

l Application: S ampled,
L windows Se EC1 s 2 A
. . NECPC] Z0L0JOSES 15:55:49 H .
= a Business Yiew NECPC1 2OLOOS26  16:20:07 Object: ALL 001
SERVER Z0L 0SS 16:21:31
= a3 FT320 I L SERVER 20L0J0525 18:21:33 Message ID: ALL 0O
i RCRMAL SERVER 20100 16:21:44
— NORMAL CLIENT ZOLOMOSIES  16:24:01 Cateqgomny: Application
b Duplex I T cLENT oLONSES  dg24id By L2
() 4wt Log Oniine View X Online Message | #8) Recovery Status | #3) Repoa Status | €8 Event Coneation |
Severity Color  Severity | Mark | Mode Generated ... | Gemerated ... | Message Text | Re
NORMAL DEServer 2009 09 foz 16:45:27 Service become normal stake {NODE=DBESarver ) SNAME=LUMF Operabia., . "
I FaTAL DEServer 200%/09j02 16:52:28 Performance Counber become upper error state (NODE=DEServer)(ON.. *wEB HELP [ User Help... ] [ Confirm
NORMAL DEServer 2009 9 foz 16:52:35 Performance Counter become normal state (NODE=DBSarver JONAME, .,
[ Previous ] [ Mest ]

Messages from all servers I |

e Corflgur stion Mode | i

[ 0k ][ Cancel H Help
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Share Recovery Status

Registering troubleshooting steps to messages enables team members to
share the current working status, ensuring a smooth handover.

Messaqge Detail

Reporting W

Message | Option
L) =
prd L= =] ﬁ T
rocessing

Comment:
ocdocPdeitfes: @ Proceszed

percltor: Nitiden Taro
Date: 2017/05/05 11:00 Server Stop

12:00 SE enters machine room
13:00 Server Reboct E ta t u S

14:00 Service runs nomally

ause: Process of Data Base suddenly stopped because of disk writing emor

Operator: Nitiden Taro

Date: 2017/05/05 11:00 Server Stop
12:00 SE enters machine room
13:00 Server Reboot
14:00 Service runs nommally

Cause: Process of Data Base suddenly stopped because of disk writing emor

Recoveny: | |

Report: [Nomal end | | Detai. |
Details on troubleshooting stepsm
(Information sharing) €

\Orchestrating a brighter world N ‘
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Notification Control

Automatically send e-mail and execute recovery command in case of failure.

This is alert from MasterScope.

Date :2016/06/06
Time :10:22:32

Node : DB ServerO1 _ Age nt

Severity : Critical
Application : Oracle
Object : OracleMonitor

Receive current
machine status by
e-mail

Message ID : 00410102 H H
Message : Failed to connect to M O n |t0 rl n g
Y. = database Ma nager

S
A
Administrator

Command
Execution

Report to Action

Policy Name

l Service Stop v ]

[ Update | [ A ] [ Delete |

Lightning

Comman d{C:\demo\load bat

Option:

Execute pre-defined
command according
to failure events

[ ok || cencel |[ Hep |
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Configuration Management

Centrally manage and view the monitored servers via console

MasterScope Integrated Console

File Wiew Operation 3Setting Window Help
H & #h5| n?
System | Topology ¥i TESTSERVER - Sys 1Ol x|
i i} ﬂ Device Information ;I Mode Mame = I Software NameEPackage IMarne | Wersion | Data Collection Time | -
. TESTSERYER Microsoft \MET Framework 3.0 Servi,,.  3.2,30729 2010/10/14 09:44:14
- Syskem Inf ki
2 & system Information TESTSERVER Microsoft .MET Framewark 2.0 Servi...  2.2.30729 2010/10/14 09:44:14
(] software Information TESTSERVER Adobe AR 1.5.0.7220 2010/10/14 09:44:14
63 Network Information TESTSERVER Adobe Flash Player Actives 9.0.124.0 2010/10/14 09:44:14
X X TESTSERNER. MEC ESMPRO Manager Wer, 4.5 2010/10/14 09:44:14
() pisk Information TESTSERYER Hutfix Far windows %P (KE9S4550-v5) 5 2010/10/14 09:44:14
- @} TESTSERVER: TESTSERYER Micrasaft \MET Framewark 3.5 5P1 3.5.30729 2010/10{14 09:44:14 e
,Q Eventlog Manit TESTSERNER. Microsoft \NET Framework 3.5 SP1 2010/10/14 09:44:14
i wentiog FManitar TESTSERYER MasterScope SystemManager Manager  5.4.0.0 2010/10/14 09:44:14
i @J File Monitar TESTSERYER Hotfix For Microsoft \MET Framework, ., 1 2010/10/14 09:44:14
=) m Monit TESTSERVER. Operations Nawigator Agent 2010/10/14 09:44:14
Shmnc R —_) Sssage Hontor TESTSERVER MasterScope SystemManager Sve 5.4.0.0 2010/10/14 09:44:14
—] > ’G Performance Maonitar TESTSERYER = = mman BT PR PP PP -l
T system £ Topology View - TESTSERVER - Sys =1
ﬂ Dievice Information I Mode Mame = I Drive Type | Drrive Mame | ‘olume Marne | FileSystem MName |
! TESTSERVER Removable A
@ system Information TESTSERVER Fixed C: HTFS
I (&) software Information TESTSERVER. CD-ROM D: 55C_2_1 CDFS
@ Network Inf p TFSTSFRYFR Fiver It Mirrnr MTFS
Stwark Inrarmation Topology Yiew - TESTSERYER - System - Device Information - |EI|1|
@ Disk InFormation = = =
i - : : Mode Mame = Device Type Device I Device Mame SLOT Mo | SCSI-ID | L
o — / ) windows Service Monitor TESTSERVER 5CSI 0 DEVICE :0 0 0
T FaMPR N LI R

Item Detail
v Device information Device name and its vendor information (i.e. HDD)
System information OS version, host name, CPU information, etc.
. . . . i Software information Installed software with its version.
Eve_n If Commu-nlcatlf)n Wlth a_gent I_S nOt Network information IP, MAC address, network identifier, etc.
available, configuration view is available. — , , :
Disk information Drive name, available space, etc.

Note: acquirable information is dependent on platforms
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User Management

Assigns operating permission to each user to prevent operation
mistakes and enhance security

mOperator can see only his own servers

mAdmin can see overall system information [ Set permission and add users to group. ]
e ' ﬂ User Management =3
’ ‘T -ﬂ \ Vi Groups [Users | .
\“- _!_ \&n = Q %ﬁz—m [ Group authority ] Appication Summary | /’PP‘“W"\FW _ Calendar |
. Igtrators | Me: Co ion | MubiGraphView | Pant View | Topology View | Usar Management Senvice |
Flexibly control Operator A Admin Operator B : Q%ﬂ s, B IR:ZE ce  Update  Delet
ns Operator ren pdate elete
dCcess scope gm = ) Topology View 4 X —
helps users ignore \/ i@ B 5ymen & @A System o % %

# SystemAdmin ) hostacor v b 4 X
unnecessary @) hostaco2 o X b3
information. @) hosta003 o X X

= §) B System b 4 b4 X
‘ Manager @) host0o1 X X p
) hoste002 b4 b4 b4
___________ —- o ——
Il 1}
1
: l E l
1
i System A ,'{ System B }
N e PN o -
Permission Details
Reference Refer to the information of the system.
Operation Perform operations such as confirming messages and starting/stopping processes/Windows services.
Configuration Define configuration with the configuration mode.
License Register and manage licenses.
User Management Create users/groups and assign permissions to them.
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Audit Logs Management

For operations on SystemManager G, when, who, and what are
recorded and admin is notified as configured.

v" Operations on MasterScope SystemManager G (including monitored nodes, manager’s GUI,
automatic operations) are recordable as audit logs for future tracing.
v" These logs can be displayed by categories and notification settings can be specified for categories.

Tree view for audit logs mgmt Category Log details
E| @ Audit Log Application Record logs generated by applications
i o EB Application Security Record audit logs from user management
feee @ Security
System Record audit logs from SystemManager G
...... @ 5':.-'5':EIT| y g y g
fe i Audit logs Record audit logs from this function itself
Audit Log
EB File Miew Operation Zetting Window Help =1 ( WhO
H E | operated
System | Show | Hide the Message Text, M search I L p
L:JE Topalogy iew Sewerik: | Generated ... | Generated ... | Receive Date | Receive Time | Service Cper... | Audit IC | Lser |
! lE';‘Inltormation Z010/10/14 15:12:22 201010014 15:12:22 Topology Yiew Delete © 00001010  M.Patton
@ DEMO Group ) .
pe @Informatlon 2010710/14 15:12:45 2010710714 15:12:45 Message Monitor Browse | 00001020 M.Patton
=il .NE52081011520 @Information 2010410014 15:12:50 201010014 15:12:50 Message Monitor Modify © 00001022 M,Patton
= @ Audit Log (L} Information 2010/10/14  15:15:15 2010/10/14  15:15:15 Message Maonitor Browss | 00001030  Adrminiskrator
@ Application (I} Infarmation 2010410714 15:17:49 2010410/14 15:17:49 Syshan Exec...| 00001000  Adminiskrator
kit (L} nformation 2010/10/14  15:17:55 2010/10/14 __ 15:17:55 Topology View Modify | 00001012 Adrminiskrator
Syskem Information 2010/10/14 15:18:06 2 Modify = 00001012 Adminiskrator
: ¥ .
U Tk Log L} Information 2010{10/14 151828 2 What is operated Erowse | 00001020 Administrator
...... ) Message Cooperation (I} Information 2010{10/14 15:18:31 2 (app|y, create, add, Modify | 00001022 Adminiskratar
i : Erowise 1. Patto
modify, delete, refer, i) [GOTBR! [ B
| execute, notify)
o /
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Schedule Control

SystemManager G can start and stop monitoring according to pre-
defined schedule.

Edit Schedule B Period Setting -
Update Host - Schedule Name: 'Opemting Schedule | Date
Calendar Name: lWeekday operation dates I l Select Calendar... I Type: Operation date v 2017 A Auqust
@ DEMO-TPM =
2017 5 [August | [Cument | [ Next Time
2017/8 2017/9 sat: [1054 (2]  End: 2359 |2
Parent Group: Rack01 S M T w T E 5 S M T W TTF S
2
Host Name: [DEMO-ITPM | s IS o Week
icon Fi [ J [ Bro | 28 1 %gagmm .
icon File: WSE... 17 ] > c Ma = Ae
27 5 EH BE B = mw&m = 1st Sunday Sun Mon Tue Wed Tht ] at
Schedule: Schedule Rule Period:
; 1 : : lication period
o : Type Detais Start End | [1054-2359 Fopl
Athenticetion. Weekly Mon.ToeWed,T...  2017/08/16  2017/12/31 = =
Start Date: |2017/08/16 [Elv | @ End Date: [2017/12/31 [Elv
0K | | Cancel | Help (O The end date is not defined
[ ok | [ cance |

It allows you to set monitoring
schedule per server
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Command Execution on Monitoring Server

SystemManager G can execute commands i.e. recovery job and log
collect job on monitoring server by manual or automatic.

In case of manual
recovery,
administrator
judges command
execution

Manager

MG

1. Notification

Monitored
Server

O System
Admin

2-1
Execute
recovery

command

2-2
Execute log
collection
command

© NEC Corporation 2018

Recovery Setting

Subject:

Recovery Type Setting

Description: 'Reboot Web Service

Reboot service

Comman|
SYSMGRG-PDC-MGR  C:web ¢
H i

Weh Service Reboot Type: Auto Execute e
Auto Execute
Manual Execute
OK Cancel
Recovery List: e
Description Type
b Add
Update
Delete
< >
Action List:
Description Target Host

Cancel

Action Setting
Description: [Reboot service
A Target Host: SYSMGRG-PDC-MGR v
Action: [C:\web service reboot bat | I Browse...
M Work Directory: i | Browse...
Option: l |
OK Cancel
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Automatic Setup of SystemManager G Agent

NEC Provides “Role” of Ansible which automates the procedure to install
and setup an agent, reducing setup time, human error, and SI costs.

Before

B Need to install an agent on each server. Agent insta"ation is completed just by

Currently engineers are manually setting . .
e v sl ke (@U), running playbook from Ansible server.

Automated installation -> Low cost

Manual installation of agents on Automated setting -> No human errors

many servers may

* require so much time and
workload SystemManager G
Agent

cause human errors such as 77

mistyping parameters
9 Monitoring
: Server
Configure

-
InstaII Packages @
Role — Dispatch

(NEC release) ik Package
Ansible Server
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Application Monitoring orace O et

Monitor application performance by simply setting thresholds for
warning and anomaly.

\

/Available threshold setting can be selected from the following
patterns:

Sequential: an event occurs when a collected value exceeds threshold
Continuous: an event occurs when a collected value exceeds
threshold consecutively for the specified number of times

Average: an event occurs when the average collected values of the
Cpecified number of times exceeds threshold.

=7 7

threshold
exceeding!

If buffer cache hits of Oracle
become less than threshold,
please notify

[ Monitor performance with two ]

Threshold level threshold settings

monitoring

1 1 1
LI B |
1
LI R |
L.
LI B |

Performance data
accumulation could be
utilized in operations
status/failure analysis

Performance data
accumulation enables

Tendency/Resource )
analysis

Performance data

Performance data accumulation
can be enabled simply
by checking settings boxes
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Option

SU pport App||cat|0n LiStS Oracle Monitoring etc.

The following table provides support platform information.

Oracle Database - Oracle 11gR2, 12cR1, 12cR2
Data Base
SQL Server - SQL Server 2008 SP4, 2008R2 SP3, 2012 SP3, 2014 SP1/SP2, 2016(SP1), 2017
1S - 1IS 7.0, 7.5, 8.0, 8.5, 10.0
WebLogic Server - WebLogic Server 11gR1, 12cR1, 12cR2
Web/AP Server xvpepl::;sczl't\iirr:a cerver - WebSphere Application Server 7.0, 8.0, 8.5
Apache HTTP Server - Apache 2.2, 2.4
Apache Tomcat - Tomcat 6.0, 7.0, 8.0, 8.5
- SAP ERP 6.0
Others St . SAP NetWeaver 7.0, 7.3
Java application - Running applications on Java 6, 7, 8, 9
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Application Monitoring Template Option

Oracle Monitoring etc.

Addition/change of monitoring items can be implemented easily.

Extensive monitoring items
Monitoring items are available as template

- It looks too difficult to set

monitoring items to all target servers.

- Only experts know what monitoring
items are necessary to our system

Easy settings of monitoring items
Detailed settings are in dialogue form and can be set easily

Customization
Monitoring items can be added/modified easily

High Operability

Operation is possible right after implementation

$3 Integrated Console - [Topology View - DBServer - Performance Monitor - Memory ]

D Be Vow Opecstion Setting Widow Heb =181]
A IEATS 4

3 Steps to start monitoring after installation. ot 4
Easy customize of monitoring items by GUI. S Bz
ASA— b ER
A= bR NOT LM EHEELTRE OraclelESAEAEELTIES
G¥Froeram Files¥NEC¥UMF¥Operations¥Sve¥template¥Oracle
JA b OracleT 741 HES1R EEE =l 17:01:46 2 17:05 17:06 17:07 88 17:09 1711546
A= b EABEIRL TR, | L | P orcL
=] R e — Lk usa o
g :..; :;,,. able 01000000 40670 wsR0 4‘;.;&!‘::‘:’
o . A . N 2
1. Import template files 2. Select an application instance 2= 3. Start monitoring based
name and check whether to — on the template
| store history log or not. \

I} i 2l

Coniguration Mode
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Option

IT Service Response Monitoring IT Service Response

Monitor

Access periodically I||
<[ - DNS Server
=
T
e rocessing |
= \ N %
Mail Server ’\\ = &
FTP Server
Data

IT Service HTTP (Web Scenario)
Monitoring

Connection

items DNS, FTP, Mail, TCP

Accesses Web System
periodically using Probe
(simulate users) and
monitors availability and
end-to-end performance.

M

X

Alert Notification Note: Scenario is a record of executed operation in the browser.
It is used to access IT server for monitoring.
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Hypervisor Monitor Hype?v';ﬁ:ﬁ;‘m

Hypervisor Monitor option enables integrated monitoring of
Hypervisor and VMs.

SystemManager G Agent monitors
application log, process, service Administrator can see running
and performance on VMs. status on VM and Hypervisor in

[ one single console

SystemManager G

g
mResource Monitoring
—~

ESXi Server monitors CPU and Memory Usage

_ / - mEvent Log Monitoring
Hypervisor monitoring is monitors Alert logs of hypervisor
performed by

® =

Hypervisor Monitor.
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Cloud Monitor

Option

Cloud Monitor

Cloud Monitoring option enables integrated monitoring of on-premise and
Amazon Web Services.

| Cloud Monitoring monitors performance data and events in AWS through

Amazon CloudWatch API.

« Operation and performance monitoring
* Resource status event monitoring

B

SystemManager G

~

Performanc

Data

/;/

e

Amazon

Cloud

[

Monitoring
(AWS)

)

CloudWatch — se—

Amazon

Viewer Manager

Remote Monitoring

Agent

o

Data Center

/

© NEC Corporation 2018

Event

\

CloudWatch
a Amazon
" SQS API L ‘ 8 ?
: nl I
Amazon event event
SQS (event- (time-

based) based)

AWS cloud

Amazon
S3

/
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: : : Option
Customizable Performance Monitoring Customizable

Performance Monitoring

The numerical data results of arbitrary command and program are stored
in database as performance data. The data is used for threshold
monitoring, performance chart, and report.

Use Case

Display custom monitoring items

Users want to integrate new system
and existing system, but existing
system collects performance data using
user defined program.

= Utilize the existing program and
realize integrated monitoring

a

S é" f”" Z - I - gol'eCttPerformance There are programs to output data of
onfigure the e ata at every

monitoring settings in - defined interval user access and users want to show
the same way as with [= . Threshold is also the data on chart and report.

regular performance [ TPV =Customizable performance

[ monitoring. T monitoring realizes this request by

monitoring data of user access

—— )

o Send 2. Send the
SystemManager G monitoring SystemManager G d.efinition o SystemManager G
View definition files Manager Agent
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_ _ _ Option
Message Management (from the view point of business) BusinessView

Not only are online messages displayed, Business View also allows you to
categorize messages and change message levels for easy management.

a Business View
: E] i- [11 IT Platform Division

* Check the red colored icons to
identify the root cause and
determine the impact of the
failure

Operation . )

Trouble on
operation system

An error occurred on
DBO1 in order
management

system

Trouble on order
system

Y& Messages can be displayed
under multiple categories,
but each category needs to
be checked.

Y In this example, messages of
development, operation, and
security system are managed.
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Option

BusinessView

Knowledge Management (Share Operation Know-How)

Knowledge function enables to share daily operation as know-how,
standardize the skill and speedy action, and reduce operational cost.

Knowledge can be displayed only
by clicking the [Help] tab.

age Deta

Meszage | Option || Help

2 [ITPF Global Business Development Division 1~ Microsoft Internet Explorer
7VE REER FRRY BRCANEG VoD AIE

BACK | [FORwaRD)

07 © M @G Pur oo @ 2% @-LUJK 3

72D [&] http//wSBmsupip/ v By o>

1.Detach front

NEC E.xpvessss()() :
Maintenance Support Information

&) R-INFTENEUE © LL-Avk
\\ N .| (UserHelp | [ Confim
i [ Previous ] [ I et ]
Linked application or file can be activated
from the button on message detail.
[ ak ][ Cancel ][ Help ]
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Analyze Event Correlation Messages

Option

EventCorrelation

Correlation monitoring of multiple events enables to detect failures which
cannot be discovered by monitoring single event.

Monitoring only normal messages cannot detect
abnormal status.

SystemManager G sends alert
messages if correlated filter rule is
not satisfied.

= ) Topology View A
= Q; ) D8Server
=] ) Eventiog Monitor
2 ropkcoon
,_‘) Security
:‘) System
=] &) Performance Monitoe
+ (D) Logealbisk
@ Memory
¥ 9 processor
13 System
- 'Q Process Morstor
&) Proceess
=} £ System
ﬂ Device Information
g} System Information
.'::] Software Information
19 Netwo

(3 sk information
¥ &) Windows

@ tatave-y |
B UDIAT-RA,

Start backup
~Bd End backup

I 2
HebPoUR. BE
VehTydRE. BE

1

S B}

= For example, the backup starts
normally but it is not responding for
more than 30 minutes.

Start backup —— - 2017/12/25 02:30:00 Normal Backup Start

Backup process
stalled

.

AR L=

© NEC Corporation 2018

—> I 2017/12/25 03:30:00 Critical Backup Error

Correlation Message Logs
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: : Option
Hierarchical Manager et

Hierarchical architecture redistributes workload to available resources and
enables system administrator to monitor all systems in one console.

Integrated management

of both A and B "B"’E"T:"“M . =
o B~ o0 SR 81615 7141
- v
IT Service Department]\ ./ Qi
< = [l
ml‘/l :; ystem A
e
V/ Bl we
{5l Web2
L Application View
o
S ystem B
Master of Manager (MoM) ‘
. MoM receives a failure message from RM
MoM receives only SysMgrG(MG) 9

and orders RM to execute recovery
commands on the failed server.

important messages by ﬁ

filtering E P.AN
v / Filtering

Regional Manager(RM) Regional)\e\\ager(RM)
SysMgrG(MG)| Monitoring IMonltorlng

-~ = System A SYSMQFG(MG) System B

VY
i i! I iI ! :! i! = ! !
Monltored SysMng(AG Monito‘red ‘ SysMng(AG ‘

\ Servers System A \_Servers System B
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System Performance Analysis Inva(r)ia'ﬁtt'ﬁ\?;?yzer

Graphs indicate the time of occurrence and severity of failures. Map view shows
specific component primarily causing “abnormal behavior” and its impact.

v Extract and visualize specific component primarily causing the “abnormal behavior” by automatic analysis.
v" The impact of abnormal behavior can also be observed at a glance.

= MasterScope Invariant Analyzer - [Invariant analysis result - Web 3tier System [2009/12/21 13:18]]

@ Fil= Wiew Operation Setting ‘Window Help - 8%
M [: ] ? —
System | “W‘ ]| [[Showletest | B | [Save analsis resut . .
= @ Integrated topology [ a5 % v VI Su a I IZe
= @ Lagical Yiew i A\Y - /4
SampIEAu[tiunWEhSErw[ i @ abnormal behaV|OrS
= web 3tier System :;
& invarant nalsi . QQV''VEe]x Shows the time of occurrence and
o & an L | v ] .
& erit “Abnormal o007 the severity of the abnormal
@ w12 e — : behavior using an intuitive graph.
@ APL3 W’ammgl nalysis result |Analys|s definition behaV|or”
@j AP14 " roup summary
+ 4 WEB29.DISK BYDSK PHYS REA A
2 & @ WEB21.DISK BYDSK PHYS REA — r_occurs Mg
) ob15 @ WEB20.NET ethD BYMETIF ERR — Egi
&) oe16 @ DB18.DISK hdx Busy
@) ver7 : WEBT4NET ethl BYNETIF OUT
WEB22.USER UITIL
@ oms @ WEB12PAGEOUT RATE
B &y e @ WEB12DISK BYDSK PHYS WhRI q . .
@) weoto © WEBZBDISK BYDSK PHYS A Visualize by Map VIEWS
.
% x:i; @ WEB23.5YS UTIL . o
@ st o LR DISK BYDek P WA The red point indicates the component
&) west = @ WEB1ZNET eth EYNETIF OUT prima r|Iy causing the "abnormal
@) wepts @ WEB11.5YS UTIL L, . .
@ wesie ® WER2SMEM LN QUELE behavior” and its severity.
G wes17 S - The blue points indicate all the
D e Courlernane; WEB23DISK, BYDSK FHYS A components affected by the root cause.
@ WEBZ0 ar;?ﬂn;ia:rasn::i’zgkday miodel
a @ WEEZ1 " - > A | N - v

| () Aucit Loq Oriine View | ) Orine Message |1

\Orchestrating a brighter world N ‘

© NEC Corporation 2018



Silent Failure Detection Inva(r)ia'ﬁtt:\?a'?yzer

For failures without error messages, various system components need to
be checked by specialists with specific skills and experience.

v Silent failure occurs often in complex large-scale IT systems and it is difficult to resolve the failure
v~ Silent failure may generate performance degradation caused by undetectable bottlenecks.

Response is What is Is th|s the
so IOW--- the problem? cause?

» -©
& AP Admln

. : Syst Ad
Silent failure ystem myr”q <:> ”lﬂ <:> rﬂﬂ /DB Specialist

Too much info
to search...

P

occurred
Web
<0 This looks

suspicious...

I can’t find ‘
any error J l&\s

messages HW Admin NW Specialist

’
/

Sy,
iy Yy
~‘~~ I,
Trouble

Silent Period while Silent failure : )
Failure e Analyze failure and localize root cause Shooting

User It takes too long time
oS InEssaEs escalation to detect root cause

MasterScope SystemManager G Invariant Analyzer Option can resolve it
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Difference between SystemManager G and other Option

performance monitoring tools

Invariant Analyzer

Complex configurations are not required. You Just need to input performance data.

It is unnecessary to set up thresholds since it focuses only on invariant

relationships among performance data.

Analyzing numerous data points is not
simple and easy.

Admlnlstrator th ‘

Frequent review of the thresholds is required
due to business condition changes.

.l,
E.

yA
V‘.[ .
Normal status Sl burst status

Workload is

SystemManager G

Just input performance data.
Easy analysis without specialized expertise

Fdledadale 13 P
— _
ol § 5%

IT System

\ Performance
Data

No need to adjust the configuration from time to
time due to business conditions.

o
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Option

Web Console Web Console

Web browser console allows you to monitor systems from terminals

without View installed.

*MasterScope SystemManger G8 Web Console is required.

Server Status

Infrastructure Management

Configuration/

ence R Message Monitoring |
' *BusinessView Option is required.

System Administrator

Failure Monitoring

ro dih e SystemManager G [Fmr
0 "’ﬁ‘I“' G Web Console ]
L- e == | Configuration/ R
L | cmmm :
Reference

Data b [
Transfer 2

Monitoring Operator

Application Management e

l;g;,l“l;- Configuration/ S R T } o

O mmesmm | Reference
[ A BN A -4-——
| E—

i | - <] |
1Ly Rdlid | ¥ v
“ oD J- -
o 5 e Y .
|y [ty [

Application Administrator
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Monitoring Dashboard (Web Console) VgI!JCtoirgcl)Te

You can create and customize your dashboard with widgets to get
a quick view of the system status as soon as you login.

Move from severity
counter to server status
screen. Search result with
the severity is shown.

Move from message severity
counter to message screen.
Search result with the
severity is shown.
*BusinessView Option is required.

Widgets can be freely added and adjustable on a
personal dashboard for each user.
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Performance Report (Web Console) vg!)ctc!rgge

Performance reports are displayed using tabs. Host availability, ranking,
and capacity management by regression lines are newly added features.

Drawing a regression line based on

performance data during the

: o i S A, specified time period enables you to
S ' ' estimate resource scarcity in the

. i I|
S 1095

LN R

Performance
Ranking

Jb*.ﬂ.-‘ . 0 i e s N Resourc
e o v e will be
scarce

1) ZE.EHUNIj',“‘

‘ == wh\nh
ol

U

1\I'%’,'luf_n‘l.‘,l,l,{“",'ﬂ"x? Performance Hl
sea Graph o

=

— Future
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Operation Control

Option

Operations

You can execute frequently used commands from integrated console. Visual
command control helps reduce human error and simplify the operation.

Useful for executing routine commands such as deleting
log files, starting and restarting services, etc.

No need to develop remote execution setup.

»\I >+ Execute command when you need!

(i

Setup Automatic execution
(command, time, directory, etc.)

Integrated console shows execution status

D Ele Vow Qperation Settng Window teb T TR
H Z M at

B System | Map View | Property View |

YNoOooR@ "~ IE>-.7-A-T = d=

..

Shipment System Stock System Demend System Seles System Eaming System

yste
ﬂﬂ ck System
4 EB Unified Management Fre
K Appication view - |
<« i o 4] | |
B Recover Status | £ Repot Status | & Event Conelation |
(©) Audt Log Onine View | @ Scensio Console | ® |0 Q) Onlne Message
Severty Color | Severky Mark | Node Generated ... | Generated ... | Message Text Recov
I NORMAL DBServer 2009/09/03  15:28:17 Start : Add support node
N NORMAL DBServer 2009/09/03 15:29:07 End ; Add support node
'WARNING DBServer 2009/09/03 15:31:37 Sales pocessng has been delayed.

( )

Visualized list of defined commands
. help reduce operation mistakes.

‘IIIIIIIIIII.‘ “IIIIIIII. ‘IIIIIII.‘ “IIIIIIIIIII. “IIIIIIIIIIIII. “.........................
u Generated Time » b Action Name dctiontD 'IMI Host Pl:ﬂmmd h-'les:-:_lge s |
" 2010/06/18 16:45:51 u u Dkt Log Fie .mlunejannnm:m. a® ¥ To start action, Y Kk t Kk
= 2010j06/18 16:45:51 = m Delete Log Fie 1061800000001 MANAGERS = WINDOWS notepad. sxe = Start the command, Ou can Keep trac
= Z010/06/13 16:50:30 n » Delete Log Fle ZEIIEIDELEI:II:IEID:I:I:I“ = ™ ™ T start action. i i
o 20100618 16:50:30 = = Dekete Log Fie l:ﬂJIIZIDG]ﬂIZIIJDDIIJEI wiMANAGERS :{\W]Nwwﬂnutcpud exe m Rart the command, with all the Operatlons '
n 20100618 16:53:01 : : dir 'IIIIIIIIEIEIIIIJD[IIIJI u : = - Tin start action, -
" 2010/06/18 16:53:01 u m dif .zhmnsmuun:-:-:-::. MANACERE o = Start the command, - q
w2010/06/1816:53:01 == F.'!’.............................:Wmm]ﬂumml' fMANAGERS "Eﬂ .......'E"'d commandexecute. " 3E 4
mEOL0Def18 1850 i .....-Nlﬂ[ﬁiﬂﬂﬂﬂmh - . The action ended. = /
- m nt - ™
= Time for Action 77 Action Name . - = Action ID :: Node for "= Execution Command = Action Status Message .
. - ‘éAutomatlct ) Eommta_md 5 o g
"lllllllllll’ 'lllllllll’ sng.n.m.e.n). lll)l(elclullcl)rllll’ ‘.lllllllllllll‘ ‘..llllllllllllllllllllll-“ -
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Option
Workflow

Workflow Control

Execute various commands by operation workflow registered in advance.
Automatic operation realizes safe and efficient management.

Reduce human error and workload by automating alert settings Easy setup for operation
for daily reboot, planned system down for maintenance, etc. workflow using GUL -
%F\;ﬁ ‘\ﬂ;:l%;gr‘at: ii)ettmg window  Help == %]
- - BYY Systern Map Wiew | Progeny view |
Daily Reboot | | With SysMgrG o e e o S
, E'@“g " » |5 e G ) 6°) B 8 ) (B
—
Action 2 w

Action1 Conditiona
| Branch 1

|Automates process

| Process | | Problem |

=
Stop server - Stop serve ]
Forgetting to stop -t ) —
(manual) at reboot (automatic) ke PSR m—
(@) Audt Log Orire View | [ Scensio Consce @ S:ﬂnalE ent | ) Scenara Mossage | [T Message |ﬂ]o.mu essaos | ) Rlacwa(ySluuxl 2 Ao pJ

[ Instance Neme ~ I: eot Nlhe [ Event Type [c
Scenanod 20030825 (Opraton D G E41 Event Receiving  Scenariod : Condbondd...  2009/04/17 16:54:13
Event Serding by.. 2009/04/17 16:53:18  2009/04]17 17:00:18

m‘ Ready * I 7 w2
Edit Schedule 3

Reboot Automates complicated Reboot o |
manual operation by ] [ ]
scenario control AN e eV
6 7 ; ;13:1:1: 3@&51!’!@@9
13 14 15 HEEAEE 19 10 ﬁﬁ;ﬂ-ﬁ(m& 1€
* f * @ |l
Restart Forgetting to restart Restart ~ b Lg%
server monitoring risks server Operations can be scheduled.
monitoring system stability. monitoring |
(manual) Operational error. automatic l
Add Edt Delete... |
\_ P, \_ ( - |
ok ] [coe
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Application Linkage (,)Ag_ti::lgrn

SystemManager G can link another monitoring tool by outputting
collected messages to an external file.

SystemManager G can format
and output message as text.

Monitoring tool processes the
text file generated by
SystemManager G.

XXX, XXX,

Ve | —

SysMgrG SysMgrG g
l (AG) ' l (AG) '
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Service Desk Linkage (Integration with HPE Service Manager) Servic(e)IVIIzE;ge?Linker

Collaborating HP Service Manager and SystemManager G makes the acquisition of
the server status and tracking work progress very easy.

mMasterScope SystemManager G

~ia ]

i
FOF LA F 2k wesSam

Automatically register
events to HP Service
Manager

Service Desk

Register incidents
e MasterScope

SystemManager G
-

g
E8
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System
Administrator

Error

+= (__ Disk Failure

Monitorinp

v

GUI setting to map
error events to ticket
on Service Manager
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Thank You

Maste&ope

Realize simple and integrated system operation

For more product information,
visit >> http://www.nec.com/masterscope/

For more information, please contact your local NEC
representative or contact us at global@soft.jp.nec.com
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