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CHAPTER
ONE

PREFACE

1.1 Who Should Use This Guide

EXPRESSCLUSTER X SingleServerSafe Getting Started Guide is intended for first-time users of the EXPRESSCLUS-
TER X SingleServerSafe. The guide covers topics such as product overview of the EXPRESSCLUSTER X Single-
ServerSafe, how the system is installed, and the summary of other available guides. In addition, latest system require-
ments and restrictions are described.




EXPRESSCLUSTER X SingleServerSafe 6.0 for Linux
Getting Started Guide, Release 3

1.2 How This Guide Is Organized

e 2. What is High Availability (HA)?: Provides information on high availability for servers.

e 3. Using EXPRESSCLUSTER X SingleServerSafe: Provides the overview of EXPRESSCLUSTER X Single-
ServerSafe.

* 4. Installation requirements for EXPRESSCLUSTER X SingleServerSafe: Provides the latest information that
needs to be verified before starting to use EXPRESSCLUSTER X SingleServerSafe.

e 5. Latest version information: Provides information on latest version of the EXPRESSCLUSTER X Single-
ServerSafe.

* 6. Notes and Restrictions: Provides information on known problems and restrictions.

2 Chapter 1. Preface
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1.3 Terms Used in This Guide

EXPRESSCLUSTER X SingleServerSafe, which is described in this guide, uses windows and commands common to
those of the clustering software EXPRESSCLUSTER X to ensure high compatibility with EXPRESSCLUSTER X in
terms of operation and other aspects. Therefore, cluster-related terms are used in parts of the guide.

The terms used in this guide are defined below.

Cluster, cluster system
A single server system using EXPRESSCLUSTER X SingleServerSafe

Cluster shutdown, reboot
Shutdown or reboot of a system using EXPRESSCLUSTER X SingleServerSafe

Cluster resource
A resource used in EXPRESSCLUSTER X SingleServerSafe

Cluster object
A resource object used in EXPRESSCLUSTER X SingleServerSafe

Failover group
A group of group resources (such as applications and services) used in EXPRESSCLUSTER X SingleServerSafe

1.3. Terms Used in This Guide 3
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1.4 EXPRESSCLUSTER X SingleServerSafe Documentation Set

The EXPRESSCLUSTER X SingleServerSafe manuals consist of the following three guides. The title and purpose of
each guide is described below:

EXPRESSCLUSTER X SingleServerSafe Getting Started Guide

This guide is intended for all users. The guide covers topics such as product overview, system requirements,
and known problems.

EXPRESSCLUSTER X SingleServerSafe Installation and Configuration Guide

This guide is intended for system engineers and administrators who want to build, operate, and maintain
a cluster system. Instructions for designing, installing, and configuring a cluster system with EXPRESS-
CLUSTER X SingleServerSafe are covered in this guide.

EXPRESSCLUSTER X SingleServerSafe Reference Guide

This guide is intended for system administrators. The guide covers topics such as how to operate EX-
PRESSCLUSTER X SingleServerSafe, function of each module and troubleshooting. The guide is sup-
plement to the Installation and Configuration Guide.

4 Chapter 1. Preface
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1.5 Conventions

In this guide, Note, Important, and See also are used as follows:

Note: Used when the information given is important, but not related to the data loss and damage to the system and
machine.

Important: Used when the information given is necessary to avoid the data loss and damage to the system and
machine.

See also:
Used to describe the location of the information given at the reference destination.

The following conventions are used in this guide.

Convention Usage Example

Bold Indicates graphical objects, such as fields, list

boxes, menu selections, buttons, labels, icons, etc.
In User Name, type your name.

On the File menu, click Open
Database.

Angled bracket within Indicates that the value specified inside of the an- clpstat -s [-h host_name]
the command line gled bracket can be omitted.

# Prompt to indicate that a Linux user has loggedin # clpcl -s -a
as root user.
Monospace Indicates path names, commands, system out- /Linux/6.0/en/server/

put (message, prompt, etc), directory, file names,
functions and parameters.
bold Indicates the value that a user actually enters from

d line.
a commanc ine Enter the following:

clpcl -s -a

italic Indicates that users should replace italicized part clpstat -s [-h host_name]
with values that they are actually working with.

In the figures of this guide, this icon represents EXPRESSCLUSTER X SingleServerSafe.

This document uses KB, MB, GB, and TB as units of data size. Each unit represents 1,024 times the size of the next
smaller unit (e.g., 1 KB = 1,024 bytes; 1 MB = 1,024 KB; 1 GB = 1,024 MB).

1.5. Conventions 5
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1.6 Contacting NEC

For the latest product information, visit our website below:

https://www.nec.com/global/prod/expresscluster/

Chapter 1. Preface
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CHAPTER
TWO

WHAT IS HIGH AVAILABILITY (HA)?

A key to success in today's computerized world is to provide services without them stopping. A single machine down
due to a failure or overload can stop entire services you provide with customers. This will not only result in enormous
damage but also in loss of credibility you once had.

With an ordinary server, if an application has ended abnormally, you need to restart it when you realize that it has
ended abnormally.

There are also cases in which an application is not running stably but has not ended abnormally. Usually, such an
error condition is not easy to identify.

For a hardware error, rebooting the server might achieve recovery if the error is temporary. However, hardware errors
are difficult to notice. The abnormal behavior of an application often turns out to be due to a hardware error when the
application is checked.

As a means of increasing availability, specify the application and hardware components to be monitored for automatic
error detection, automatically restart the application or server that caused the error to recover from the error.
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CHAPTER
THREE

USING EXPRESSCLUSTER X SINGLESERVERSAFE

This chapter explains the components of EXPRESSCLUSTER X SingleServerSafe, how to design a system, and how
to use EXPRESSCLUSTER X SingleServerSafe.

This chapter covers:

3.1. What is EXPRESSCLUSTER X SingleServerSafe?

3.2. EXPRESSCLUSTER X SingleServerSafe modules
* 3.3. Software configuration of EXPRESSCLUSTER X SingleServerSafe
* 3.4. What is a resource?

* 3.5. Getting started with EXPRESSCLUSTER X SingleServerSafe
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3.1 What is EXPRESSCLUSTER X SingleServerSafe?

EXPRESSCLUSTER X SingleServerSafe is software that enables high availability for a server.

10 Chapter 3. Using EXPRESSCLUSTER X SingleServerSafe
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3.2 EXPRESSCLUSTER X SingleServerSafe modules

EXPRESSCLUSTER X SingleServerSafe consists of following two modules:

* EXPRESSCLUSTER Server

A core component of EXPRESSCLUSTER X SingleServerSafe. This includes all high availability functions of
the server. The server functions of the Cluster WebUI, are also included.

* Cluster WebUI
This is a tool to create the configuration data of EXPRESSCLUSTER X SingleServerSafe and to manage
EXPRESSCLUSTER X SingleServerSafe operations. Uses a Web browser as a user interface. The Cluster
WebUI is installed in EXPRESSCLUSTER Server, but it is distinguished from the EXPRESSCLUSTER
Server because the Cluster WebUI is operated from the Web browser on the management PC.

3.2. EXPRESSCLUSTER X SingleServerSafe modules 11



EXPRESSCLUSTER X SingleServerSafe 6.0 for Linux
Getting Started Guide, Release 3

3.3 Software configuration of EXPRESSCLUSTER X SingleServer-
Safe

The software configuration of EXPRESSCLUSTER X SingleServerSafe should look similar to the figure below. Install
the EXPRESSCLUSTER Server (software) on a server. Because the main functions of Cluster WebUTI are included in
EXPRESSCLUSTER Server, it is not necessary to separately install them. The Cluster WebUI can be used through the
web browser on the management PC or on the server.

(a) EXPRESSCLUSTER Server
(b) Cluster WebUI

Server Management PC (Client)

A N
-

O:=

(a) Main module (b) Cluster WebUI

Fig. 3.1: Software configuration

3.3.1 How an error is detected in EXPRESSCLUSTER X SingleServerSafe

EXPRESSCLUSTER X SingleServerSafe performs several different types of monitoring to ensure quick and reliable
error detection. The details of the monitoring functions are described below.

3.3.2 What is application monitoring?

Application monitoring is a function that monitors applications and factors that cause a situation where an application
cannot run.

* Activation status of application monitoring
An error can be detected by starting up an application from an EXEC resource in EXPRESSCLUSTER and
regularly checking whether a process is active or not by using the pid monitor resource. It is effective when the
factor for application to stop is due to error termination of an application.

Note:

— Anerror in resident process cannot be detected in an application started up by EXPRESSCLUSTER. When
the monitoring target application starts and stops a resident process, an internal application error (such as
application stalling, result error) cannot be detected.

¢ Resource monitoring

12 Chapter 3. Using EXPRESSCLUSTER X SingleServerSafe
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An error can be detected by monitoring disk partition, IP address, and public LAN using the monitor resources
of the EXPRESSCLUSTER. It is effective when the factor for application to stop is due to an error of a
resource which is necessary for an application to operate.

3.3.3 What is internal monitoring?

Internal monitoring refers to an inter-monitoring of modules within EXPRESSCLUSTER X SingleServerSafe. It mon-
itors whether each monitoring function of EXPRESSCLUSTER X SingleServerSafe is properly working. Activation
status of EXPRESSCLUSTER X SingleServerSafe process monitoring is performed within EXPRESSCLUSTER X
SingleServerSafe.

* Critical monitoring of EXPRESSCLUSTER X SingleServerSafe process

3.3.4 Monitorable and non-monitorable errors

There are monitorable and non-monitorable errors in EXPRESSCLUSTER X SingleServerSafe process. It is important
to know what can or cannot be monitored when building and operating a system.

3.3.5 Detectable and non-detectable errors by application monitoring
Monitoring conditions: Termination of applications with errors, continuous resource errors, and disconnection of a
path to the network devices.
» Example of errors that can be monitored:
— Abnormal termination of an application
— Public LAN NIC problem
» Example of errors that cannot be monitored:

— Application stalling and resulting in error. EXPRESSCLUSTER X SingleServerSafe cannot monitor ap-
plication stalling and error results. However, it is possible to perform restart by creating a program that
monitors applications and terminates itself when an error is detected, starting the program using the EXEC
resource, and monitoring application using the PID monitor resource.

3.3. Software configuration of EXPRESSCLUSTER X SingleServerSafe 13
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3.4 What is a resource?

In EXPRESSCLUSTER X SingleServerSafe, a group used for monitoring the target is called "resources." There are
two types of resources and are managed separately. Having resources allows distinguishing what is monitoring and
what is being monitored more clearly. It also makes building a system and handling an error easy. The resources can
be divided into group resources and monitor resources.

3.4.1 Group resources
A group resource constitutes a group and serves as a unit for controlling the starting and stopping of applications. The
following group resources are currently supported:

¢ EXEC resource (exec)
Provides a mechanism for starting and stopping the applications such as DB and httpd.

3.4.2 Monitor resources

A monitor resource monitors a cluster system. The following monitor resources are currently supported:

* TP monitor resource (ipw)
Provides a monitoring mechanism of an external IP address.

¢ Disk monitor resource (diskw)
Provides a monitoring mechanism of the disk. It also monitors the shared disk.

* PID monitor resource (pidw)
Provides a monitoring mechanism to check whether a process started up by EXEC resource is active or not.

¢ User mode monitor resource (userw)
Provides a monitoring mechanism for a stalling problem in the user space.

e NIC Link Up/Down monitor resource (miiw)
Provides a monitoring mechanism for link status of LAN cable.

* Volume manager monitor resource (volmgrw)
Provides a monitoring mechanism for multiple storage devices and disks.

e Multi target monitor resource (mtw)
Provides a status with multiple monitor resources.

¢ Soft RAID monitor resource(Imdw)
Monitors soft RAID devices.

* Custom monitor resource (genw)

Provides a monitoring mechanism to monitor the system by the operation result of commands or scripts which
perform monitoring, if any.

¢ External link monitor resource (mrw)

Specifies the action to take when an error message is received and how the message is displayed on the Cluster
WebUL

* Process name monitor resource (psw)
Provides a monitoring mechanism for checking whether a process specified by a process name is active.

¢ DB2 monitor resource (db2w)
Provides a monitoring mechanism for IBM DB2 database.

14 Chapter 3. Using EXPRESSCLUSTER X SingleServerSafe
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* FTP monitor resource (ftpw)
Provides a monitoring mechanism for FTP server.

e HTTP monitor resource (httpw)
Provides a monitoring mechanism for HTTP server.

* IMAP4 monitor resource (imap4w)
Provides a monitoring mechanism for IMAP4 server.

* MySQL monitor resource (mysqlw)
Provides a monitoring mechanism for MySQL database.

¢ NFS monitor resource (nfsw)
Provides a monitoring mechanism for nfs file server.

¢ QOracle monitor resource (oraclew)
Provides a monitoring mechanism for Oracle database.

* POP3 monitor resource (pop3w)
Provides a monitoring mechanism for POP3 server.

* PostgreSQL monitor resource (psqlw)
Provides a monitoring mechanism for PostgreSQL database.

¢ Samba monitor resource (sambaw)
Provides a monitoring mechanism for samba file server.

e SMTP monitor resource (smtpw)
Provides a monitoring mechanism for SMTP server.

* SQL Server monitor resources(sqlserverw)
Provides a mechanism for monitoring a SQL Server database.

¢ Tuxedo monitor resource (tuxw)
Provides a monitoring mechanism for Tuxedo application server.

* WebSphere monitor resource (wasw)
Provides a monitoring mechanism for WebSphere application server.

* WebLogic monitor resource (wlsw)
Provides a monitoring mechanism for WebLogic application server.

¢ WebOTX monitor resource (otxsw)
Provides a monitoring mechanism for WebOTX application server.

¢ JVM monitor resource (jraw)
Provides a monitoring mechanism for Java VM.

* System monitor resource (Sraw)
Provides a monitoring mechanism for the resources of the whole system.

* Process resource monitor resource(psrw)
Provides a monitoring mechanism for running processes on the server.

Note:

To use the DB2 monitor resource, ODBC monitor resource, Oracle monitor resource, PostgreSQL monitor
resource,and SQL Server monitor resource, the EXPRESSCLUSTER X Database Agent license is required.

To use the FTP monitor resource, HTTP monitor resource, IMAP4 monitor resource, POP3 monitor resource and
SMTP monitor resource, the EXPRESSCLUSTER X Internet Server Agent license is required.

3.4. What is a resource? 15
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To use Tuxedo monitor resource, WebLogic monitor resource, WebSphere monitor resource and WebOTX monitor
resource, the EXPRESSCLUSTER X Application Server Agent license is required.

To use the JVM monitor resources, the EXPRESSCLUSTER X Java Resource Agent license is required.

To use the system monitor resources and the process resource monitor resources, the EXPRESSCLUSTER X System
Resource Agent license is required.

Above monitor resources are not listed on the monitor resource list of the Cluster WebUTI if the licenses of those are
not registered.

16 Chapter 3. Using EXPRESSCLUSTER X SingleServerSafe
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3.5 Getting started with EXPRESSCLUSTER X SingleServerSafe

Refer to the following guides when building a system with EXPRESSCLUSTER X SingleServerSafe:

3.5.1 Latest information

Refer to "4. Installation requirements for EXPRESSCLUSTER X SingleServerSafe" and "5. Latest version information"
and "6. Notes and Restrictions" in this guide.

3.5.2 Designing a cluster system

Refer to "Determining a system configuration" and "Configuring a system" in the "Installation and Configuration
Guide"; "Group resource details", "Monitor resource details", and "Information on other settings" in the "Reference
Guide".

3.5.3 Configuring a cluster system

Refer to the "Installation and Configuration Guide".

3.5.4 Troubleshooting the problem

Refer to "Troubleshooting" and "Error messages" in the "Reference Guide".

3.5. Getting started with EXPRESSCLUSTER X SingleServerSafe 17
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CHAPTER
FOUR

INSTALLATION REQUIREMENTS FOR EXPRESSCLUSTER X
SINGLESERVERSAFE

This chapter provides information on system requirements for EXPRESSCLUSTER X SingleServerSafe.
This chapter covers:

e 4.1. System requirements for hardware

o 4.2, System requirements for EXPRESSCLUSTER Server

* 4.3. System requirements for the Cluster WebUI / Integrated Cluster WebUI

19
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4.1 System requirements for hardware

EXPRESSCLUSTER X SingleServerSafe operates on the following server architectures:
* x86_64
* ARM64

4.1.1 General server requirements

Required specifications for EXPRESSCLUSTER Server are the following:
* Ethernet port
* DVD-ROM drive (required when the installation DVD-ROM is used)

20 Chapter 4. Installation requirements for EXPRESSCLUSTER X SingleServerSafe
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4.2 System requirements for EXPRESSCLUSTER Server

4.2.1 Supported distributions and kernel versions

The environments where EXPRESSCLUSTER X SingleServerSafe can run depend on the kernel module versions
because there are kernel modules specific to EXPRESSCLUSTER X SingleServerSafe.

Kernel versions which has been verified are listed below.

About newest information, see the web site as follows:

EXPRESSCLUSTER website
-> System Requirements
-> EXPRESSCLUSTER X SingleServerSafe for Linux

4.2.2 Applications supported by the monitoring options

Version information of the applications to be monitored by the monitor resources is described below.

x86_64

Monitor resource  Application to be monitored EXPRESSCLUS-  Remarks

TER version
Oracle monitor Oracle Database 19¢ (19.28) 6.0.0-1 or later
Oracle Al Database 26ai 6.0.1-1 or later
DB2 monitor DB2 V11.5 6.0.0-1 or later
DB2 Vi12.1 6.0.0-1 or later
PostgreSQL  moni- PostgreSQL 17.2 6.0.0-1 or later
tor
PostgreSQL 18.0 6.0.0-1 or later
PowerGres on Linux 17 6.0.0-1 or later
MySQL monitor MySQL 8.4.2 6.0.0-1 or later
MySQL 8.4.6 6.0.0-1 or later
MariaDB 11.6.2 6.0.0-1 or later
MariaDB 12.0.2 6.0.0-1 or later
SQL Server moni- SQL Server 2019 6.0.0-1 or later
tor!
SQL Server 2022 6.0.0-1 or later
SQL Server 2025 6.0.1-1 or later
Samba monitor Samba 3.3 4.0.0-1 or later
Samba 3.6 4.0.0-1 or later
Samba 4.0 4.0.0-1 or later
Samba 4.1 4.0.0-1 or later
Samba 4.2 4.0.0-1 or later
Samba 4.4 4.0.0-1 or later
Samba 4.6 4.0.0-1 or later
Samba 4.7 4.1.0-1 or later
Samba 4.8 4.1.0-1 or later
Samba 4.13 4.3.0-1 or later
Samba 4.19 5.3.0-1 or later
Samba 4.21 6.0.0-1 or later
NFES monitor nfsd 2 (udp) 4.0.0-1 or later

continues on next page
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Table 4.1 — continued from previous page

Monitor resource

Application to be monitored

EXPRESSCLUS-

TER version

Remarks

HTTP monitor
SMTP monitor
POP3 monitor
IMAP4 monitor
FTP monitor
Tuxedo monitor

WebLogic monitor

WebSphere monitor

WebOTX monitor

JVM monitor

nfsd 3 (udp)

nfsd 4 (tcp)

mountd 1 (tcp)

mountd 2 (tcp)

mountd 3 (tcp)

No Specified version

No Specified version

No Specified version

No Specified version

No Specified version

Tuxedo 12¢ Release 2 (12.1.3)
Tuxedo 22¢ (22.1.0)

WebLogic Server 11g R1
WebLogic Server 11g R2
WebLogic Server 12¢ R2
(12.2.1)

WebLogic Server 14c (14.1.1)
WebLogic Server 14c (14.1.2)
WebSphere Application Server
8.5

WebSphere Application Server
8.5.5

WebSphere Application Server
9.0
WebOTX
Vo.l1
WebOTX
V9.2
WebOTX
Vo3
WebOTX
Vo.4
WebOTX
V10.1
WebOTX
V10.3
WebOTX
V1l1.1
WebOTX
Vi2.1
WebLogic Server 11g R1
WebLogic Server 11g R2
WebLogic Server 12¢
WebLogic Server 12c R2
(12.2.1)

WebLogic Server 14c (14.1.1)
WebLogic Server 14c (14.1.2)
WebOTX Application Server
Vo.1

Application Server

Application Server
Application Server
Application Server
Application Server
Application Server
Application Server

Application Server

4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
5.2.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later

4.2.0-1 or later
6.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.3.0-1 or later
5.2.0-1 or later
6.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.2.0-1 or later

6.0.0-1 or later
4.0.0-1 or later

continues on next page
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Table 4.1 — continued from previous page

Monitor resource  Application to be monitored EXPRESSCLUS- Remarks
TER version
WebOTX Application Server 4.0.0-1 or later WebOTX update is
V9.2 required to monitor

WebOTX Application Server
V9.3

WebOTX Application Server
V9.4

WebOTX Application Server
V10.1

WebOTX Application Server
V10.3

WebOTX Application Server
V1l1.1

WebOTX Application Server
Vi2.1

WebOTX Enterprise Service
Bus V8.4

WebOTX Enterprise Service
Bus V8.5

WebOTX Enterprise Service
Bus V10.3

WebOTX Enterprise Service
Bus V11.1

JBoss Enterprise Application
Platform 7.0

JBoss Enterprise Application
Platform 7.3

JBoss Enterprise Application
Platform 7.4

JBoss Enterprise Application
Platform 8.1

Apache Tomcat 8.0

Apache Tomcat 8.5

Apache Tomcat 9.0

Apache Tomcat 10.0

Apache Tomcat 10.1

Apache Tomcat 11.0

WebSAM SVF for PDF 9.0
WebSAM SVF for PDF 9.1
WebSAM SVF for PDF 9.2
WebSAM SVF PDF Enterprise
10.1

WebSAM Report Director En-
terprise 9.0

WebSAM Report Director En-
terprise 9.1

WebSAM Report Director En-
terprise 9.2

WebSAM RDE SUITE 10.1

4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.3.0-1 or later
5.2.0-1 or later
6.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.3.0-1 or later
5.2.0-1 or later
4.0.0-1 or later
4.3.2-1 or later
5.0.2-1 or later
6.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
5.0.2-1 or later
5.3.0-1 or later
6.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
5.1.0-1 or later
4.0.0-1 or later
4.0.0-1 or later
4.0.0-1 or later

5.1.0-1 or later

process groups

continues on next page
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Table 4.1 — continued from previous page

Monitor resource  Application to be monitored EXPRESSCLUS-  Remarks
TER version
WebSAM Universal Connect/X  4.0.0-1 or later
9.0
WebSAM Universal Connect/X 4.0.0-1 or later
9.1
WebSAM Universal Connect/X  4.0.0-1 or later
9.2

WebSAM SVF Connect SUITE
Standard 10.1

No specified version

No specified version

5.1.0-1 or later

4.0.0-1 or later
4.0.0-1 or later

System monitor
Process  resource
monitor

Note: To use monitoring options in x86_64 environments, applications to be monitored must be x86_64
version.

ARM64

EXPRESSCLUSTER version

6.0.0-1 or later
6.0.0-1 or later

Monitor resource Monitored application Remarks

PostgreSQL 17.2
PostgreSQL 18.0

PostgreSQL monitor

MySQL monitor

Samba monitor

NFES monitor

HTTP monitor
FTP monitor
WebLogic monitor
JVM monitor

System monitor
Process resource monitor

MySQL 8.4.2
MySQL 8.4.6
MariaDB 11.6.2
MariaDB 12.0.2
Samba 4.19

Samba 4.21

nfsd 3 (udp)

nfsd 4 (tcp)

mountd 3 (tcp)

No specified version
No Specified version

WebLogic Server 14c¢ (14.1.2)
WebLogic Server 14¢ (14.1.2)

Apache Tomcat 10.1
Apache Tomcat 11.0
No specified version
No specified version

6.0.0-1 or later
6.0.0-1 or later
6.0.0-1 or later
6.0.0-1 or later
5.3.0-1 or later
6.0.0-1 or later
5.3.0-1 or later
5.3.0-1 or later
5.3.0-1 or later
5.3.0-1 or later
5.3.0-1 or later
6.0.0-1 or later
6.0.0-1 or later
5.3.0-1 or later
6.0.0-1 or later
5.3.0-1 or later
5.3.0-1 or later

Note: To use monitoring options in ARM64 environments, applications to be monitored must be ARM64
version.

! ODBC Driver 18 for SQL Server is not supported.
For information on configuring the ODBC driver for the SQL Server monitor resource, see "Reference Guide" -> "Monitor resource details" ->
"Understanding SQL Server monitor resources".
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4.2.3 Operation environment for JVM monitor resource

The use of the JVM monitor requires a Java runtime environment. Also, monitoring a domain mode of JBoss Enterprise
Application Platform requires Java(TM) SE Development Kit.

x86_64

Java(TM) Runtime Environment
Java(TM) SE Development Kit
Java(TM) Runtime Environment
Java(TM) SE Development Kit
Java(TM) SE Development Kit
Java(TM) SE Development Kit
Java(TM) SE Development Kit
Open JDK

Version 8.0 Update 11 (1.8.0_11) or later
Version 8.0 Update 11 (1.8.0_11) or later

Version 9.0 (9.0.1) or later
Version 9.0 (9.0.1) or later
Version 11.0 (11.0.5) or later
Version 17.0 (17.0.2) or later
Version 21.0 (21.0.3) or later

Version 8.0 (1.8.0) or later
Version 9.0 (9.0.1) or later

ARMo64

Java(TM) SE Development Kit

Version 21.0 (21.0.3) or later

4.2.4 Operation environment for enabling encryption

For EXPRESSCLUSTER X SingleServerSafe components, enabling communication encryption requires the following

software:

Software

Version

Remarks

OpenSSL

1.1.1 (1.1.1a or
later)

3.0 (3.0.0 or later)
3.1 (3.1.0 or later)
3.2 (3.2.0 or later)
3.3 (3.3.0 or later)
3.4 (3.4.0 or later)
3.5 (3.5.0 or later)
3.6 (3.6.0 or later)
4.0 (4.0.0 or later)

The following components support communication encryption using the above software:

¢ Cluster WebUI
¢ HTTP monitor resource

¢ FTP monitor resource

4.2. System requirements for EXPRESSCLUSTER Server
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* POP3 monitor resource (OpenSSL 3.1 or later)

* Mail reporting function

4.2.5 Required memory and disk size

Required memory size 300 MB?
(User mode)

Required memory size When the keepalive driver is used:
(Kernel mode) 8 MB
Required disk size 300 MB

(Right after installation)

Required disk size 5.0 GB
(During operation)

2 excepting for optional products.
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4.3 System requirements for the Cluster WebUI / Integrated Cluster
WebUI

4.3.1 Supported browsers

Refer to the website, http://www.nec.com/global/prod/expresscluster/, for the latest information. Currently the follow-
ing operating systems and browsers are supported:

Browser Language

Firefox English/Japanese
Google Chrome English/Japanese
Microsoft Edge (Chromium) English/Japanese

Note: When using an IP address to connect to Cluster WebUI, the IP address must be registered to Site of Local
Intranet in advance.

Note: No mobile devices, such as tablets and smartphones, are supported.

Note: When upgrading EXPRESSCLUSTER X SingleServerSafe, it is recommended to upgrade your browser as
well. If the browser version is outdated, the Cluster WebUI screen may not display correctly.

4.3.2 Required memory and disk size

* Cluster WebUI
— Required memory size: 500 MB or more
— Required disk size: 200 MB or more

* Integrated Cluster WebUI
— Required memory size: 500 MB or more

— Required disk size: 200 MB or more
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FIVE

LATEST VERSION INFORMATION

The latest information on the upgraded and improved functions is described in details. The latest information on the
upgraded and improved functions is described in details.

This chapter covers:
* 5.1. EXPRESSCLUSTER X SingleServerSafe version and corresponding manual editions
e 5.2. New features and improvements

* 5.3. Corrected information

29



EXPRESSCLUSTER X SingleServerSafe 6.0 for Linux
Getting Started Guide, Release 3

5.1 EXPRESSCLUSTER X SingleServerSafe version and correspond-
ing manual editions

This guide assumes the version of EXPRESSCLUSTER X SingleServerSafe below for its descriptions. Note the version
of EXPRESSCLUSTER X SingleServerSafe and corresponding manual edition.

EXPRESSCLUSTER X Single- Manual Edition Remarks
ServerSafe Internal Version
6.0.1-1 Getting Started Guide 3rd Edition

Installation and Configuration Guide 3rd Edition

Reference Guide 3rd Edition

5.1.1 Internal versions

The following lists EXPRESSCLUSTER X SingleServerSafe's internal versions and their corresponding product ver-
sions:

Internal version Product version
6.0.1-1 EXPRESSCLUSTER X SingleServerSafe 6.0
6.0.0-1 EXPRESSCLUSTER X SingleServerSafe 6.0
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5.2 New features and improvements

The following features and improvements have been released.

No. Internal Version Contents

1 6.0.0-1 Changed the time unit displayed in delay warning messages from tick count to
milliseconds.

2 6.0.0-1 Added the following to the information collected by the function for obtaining
a log file for investigation: the execution results of external commands used for
controlling various resources.

3 6.0.0-1 Removed several features as part of the major version upgrade. For details, see
the list of removed features.

4 6.0.0-1 Changed the system to allow setting environment variables used by cluster func-
tions on a per-server basis.

5 6.0.0-1 Modified Cluster WebUI to display group resources in order of dependency.

6 6.0.0-1
Changed the ARP packet type sent on resource activation from ARP Reply to
ARP Request for the following resources:

- Floating IP resources
- Virtual IP resources
- ARP monitor resources

7 6.0.0-1 Reviewed the permissions of the installation files: Removed read, write, and
execute permissions from Group and Other.

8 6.0.0-1 Shortened the processing time for an emergency shutdown.

9 6.0.0-1 Added a RESTful API feature for generating/clearing a dummy server failure.

10 6.0.0-1 Added the EXPRESSCLUSTER Data Bridge service.

11 6.0.0-1 Added a Cluster WebUI privilege that allows or disallows changing cluster con-
figuration.

12 6.0.0-1 Enabled the clpcfconv.sh command for converting cluster configuration data files
to support upgrading to EXPRESSCLUSTER X 6.0.

13 6.0.0-1 Added a feature in Integrated Cluster WebUI to change the folder status display
method.

14 6.0.0-1 Added to Integrated Cluster WebUI a message and a status icon for clusters with
authentication errors.

15 6.0.0-1 Modified Integrated Cluster WebUI to display folders in the cluster list in order
of folder name.

16 6.0.0-1 Modified the config mode of Cluster WebUI to display the group resource tree
in order of dependency.

17 6.0.0-1 Added a feature to download Cluster WebUI operation logs in CSV format.

18 6.0.0-1 Added a feature to download Cluster WebUI alert logs (normal view / per-server
view) in CSV format.

19 6.0.0-1 Modified the alert settings of Cluster WebUI to allow batch configuration of
destinations for multiple messages.

20 6.0.0-1 Enabled JVM monitor resources to monitor JBoss Enterprise Application Plat-
form's domain mode for Java 17 and later.

21 6.0.0-1 Enabled JVM monitor resources to support password authentication for Apache

Tomcat.

continues on next page
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Table 5.3 — continued from previous page

No. Internal Version Contents
22 6.0.0-1
Improved the alert logs/syslog for the following monitor resources by adding
the monitor name, enabling identification of the monitor that reported an
abnormal condition:
- FTP monitor resources
- MAP4 monitor resources
- NFS monitor resources
- POP3 monitor resources
- Tuxedo monitor resources
23 6.0.0-1 Enabled JVM monitor resources to support JBoss Enterprise Application Plat-
form 8.1.
24 6.0.0-1 Enabled JVM monitor resources to support Apache Tomcat 11.0.
25 6.0.0-1 Enabled WebLogic monitor resources to support Oracle WebLogic Server 14c
(14.1.2).
26 6.0.0-1 Enabled JVM monitor resources to support Oracle WebLogic Server 14c
(14.1.2).
27 6.0.0-1 Enabled WebOTX monitor resources to support WebOTX V12.1.
28 6.0.0-1 Enabled JVM monitor resources to support WebOTX V12.1.
29 6.0.0-1 Enabled Samba monitor resource to support Samba 4.21.
30 6.0.0-1 Enabled PostgreSQL monitor resource to support PostgreSQL 18.0.
31 6.0.0-1 Enabled MySQL monitor resource to support MySQL 8.4.6.
32 6.0.0-1 Enabled MySQL monitor resource to support MariaDB 12.0.2.
33 6.0.0-1 Supported Red Hat Enterprise Linux 10.0 (x86_64 architecture).
34 6.0.0-1 Supported Red Hat Enterprise Linux 10.0 (ARM64 architecture).
35 6.0.0-1 Supported Oracle Linux 10.0.
36 6.0.0-1 Supported AlmaLinux OS 10.0.
37 6.0.0-1 Supported SUSE Linux Enterprise Server 15 SP7.
38 6.0.0-1 Supported SUSE Linux Enterprise Server 16.
39 6.0.0-1 Supported Ubuntu Server 24.04.3 LTS.
40 6.0.0-1
Added support for OpenSSL 3.6 to the following features:
- Cluster WebUI
- HTTP monitor resources
- FTP monitor resources
- POP3 monitor resources
- Mail reporting
41 6.0.1-1
Added support for OpenSSL 4.0 to the following features:
- Cluster WebUI
- HTTP monitor resources
- FTP monitor resources
- POP3 monitor resources
- Mail reporting
continues on next page
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Table 5.3 — continued from previous page

No. Internal Version Contents

42 6.0.1-1 Enabled Oracle monitor resource to support Oracle Al Database 26ai.
43 6.0.1-1 Enabled SQL Server monitor resource to support SQL Server 2025.
44 6.0.1-1 Supported Red Hat Enterprise Linux 10.2 (x86_64 architecture).

45 6.0.1-1 Supported Red Hat Enterprise Linux 10.2 (ARM64 architecture).

46 6.0.1-1 Supported AlmaLinux OS 10.2.

47 6.0.1-1 Supported Red Hat Enterprise Linux 9.8 (x86_64 architecture).

48 6.0.1-1 Supported Red Hat Enterprise Linux 9.8 (ARM64 architecture).

49 6.0.1-1 Supported AlmaLinux OS 9.8.
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5.3 Corrected information

Modification has been performed on the following minor versions.

No. Version in Phenomenon Level  Occurrence condition/
which the Occurrence frequency
problem has
been solved
/ Version in
which the
problem
occurred
1 Syslog messages may have incorrect S This occurs on extremely rare occa-
6.0.0-1 event classification. sions depending on the timing.
/3.0.0-1 to
5.3.1-1
2 By using the clpcfadm.py command S This always occurs.
6.0.0-1 to apply configuration data including
o aresource comment, a suspension is
/5 53' 11'01'] to requested.
3 In Integrated Cluster WebUI, click- S This always occurs.
6.0.0-1 ing the browser's refresh button or
o pressing the F5 key, without specify-
/5.3.0-1t0 ing any URL, results in a connection
5.3.1-1 to Cluster WebUI.
4 The EXPRESSCLUSTER Informa- S This occurs on extremely rare oc-
6.0.0-1 tion Base service may terminate ab- casions when the EXPRESSCLUS-
) 4 2 ;) , normally. TER Information Base service stops.
.2.0-1to
5.3.1-1
5 [Action When the Cluster Service M This occurs on extremely rare occa-
6.0.1-1 Process Is Failure] may occur when sions when stopping the cluster ser-
) '1 0 ;) . the cluster service is stopped. vice, depending on the timing.
.0.0-1 to
6.0.0-1
6 Group resource status display may S This occurs during deactivation of
6.0.1-1 be incorrect. group resources.
/4.2.0-1 to
6.0.0-1
continues on next page
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Table 5.4 — continued from previous page

No.

Version in
which the
problem has
been solved
/ Version in
which the
problem
occurred

Occurrence condition/
Occurrence frequency

Phenomenon Level

6.0.1-1

/5.3.0-1 to
6.0.0-1

The EXPRESSCLUSTER Node M
Manager service may fail to start.

This occurs on extremely rare occa-
sions when the cluster is started.
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CHAPTER
SIX

NOTES AND RESTRICTIONS

This chapter provides information on known problems and how to troubleshoot the problems.
This chapter covers:

* 6.1. Designing a system configuration

6.2. Installing operating system

* 0.3. Before installing EXPRESSCLUSTER X SingleServerSafe

* 6.4. Notes when creating EXPRESSCLUSTER X SingleServerSafe configuration data
* 6.5. After starting operating EXPRESSCLUSTER X SingleServerSafe

* 6.6. Notes when changing the EXPRESSCLUSTER X SingleServerSafe configuration
* 6.7. Notes on upgrading EXPRESSCLUSTER X SingleServerSafe
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6.1 Designing a system configuration

This section describes the matters to be careful of in configuring the system.

6.1.1 Function list and necessary license

Those monitor resources for which the necessary licenses are not registered are not on the resource list of the Cluster

WebUL

Necessary function

Necessary license

Oracle monitor resource

DB2 monitor resource
PostgreSQL monitor resource
MySQL monitor resource
SQL Server monitor resource
ODBC monitor resource
Samba monitor resource

nfs monitor resource

http monitor resource

smtp monitor resource

pop3 monitor resource
imap4 monitor resource

ftp monitor resource

Tuxedo monitor resource
WebLogic monitor resource
WebSphere monitor resource
WebOTX monitor resource
JVM monitor resource
System monitor resource

Process resource monitor resource

Mail report actions

EXPRESSCLUSTER X Database Agent 6.0
EXPRESSCLUSTER X Database Agent 6.0
EXPRESSCLUSTER X Database Agent 6.0
EXPRESSCLUSTER X Database Agent 6.0
EXPRESSCLUSTER X Database Agent 6.0
EXPRESSCLUSTER X Database Agent 6.0
EXPRESSCLUSTER X File Server Agent 6.0
EXPRESSCLUSTER X File Server Agent 6.0
EXPRESSCLUSTER X Internet Server Agent 6.0
EXPRESSCLUSTER X Internet Server Agent 6.0
EXPRESSCLUSTER X Internet Server Agent 6.0
EXPRESSCLUSTER X Internet Server Agent 6.0
EXPRESSCLUSTER X Internet Server Agent 6.0
EXPRESSCLUSTER X Application Server Agent 6.0
EXPRESSCLUSTER X Application Server Agent 6.0
EXPRESSCLUSTER X Application Server Agent 6.0
EXPRESSCLUSTER X Application Server Agent 6.0
EXPRESSCLUSTER X Java Resource Agent 6.0
EXPRESSCLUSTER X System Resource Agent 6.0
EXPRESSCLUSTER X System Resource Agent 6.0
EXPRESSCLUSTER X Alert Service 6.0

6.1.2 NIC Link Up/Down monitor resource

Some NIC boards and drivers do not support required ioctl( ).

The propriety of a NIC Link Up/Down monitor resource of operation can be checked by the ethtool command which
each distributor offers.

ethtool eth®
Settings for eth®:
Supported ports: [ TP ]

Supported link modes:

Supports auto-negotiation: Yes
Advertised link modes:

10baseT/Half 10baseT/Full

100baseT/Half 100baseT/Full
1000baseT/Full

10baseT/Half 10baseT/Full

100baseT/Half 100baseT/Full
1000baseT/Full

(continues on next page)
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(continued from previous page)

Advertised auto-negotiation: Yes
Speed: 1000Mb/s

Duplex: Full

Port: Twisted Pair

PHYAD: O

Transceiver: internal
Auto-negotiation: on

Supports Wake-on: umbg

Wake-on: g

Current message level: 0x00000007 (7)
Link detected: yes

e When the LAN cable link status ("Link detected: yes") is not displayed as the result of the ethtool command:

— It is highly likely that NIC Link Up/Down monitor resource of EXPRESSCLUSTER is not operable. Use
IP monitor resource instead.

* When the LAN cable link status ("Link detected: yes") is displayed as the result of the ethtool command:

— In most cases NIC Link Up/Down monitor resource of EXPRESSCLUSTER can be operated, but some-
times it cannot be operated.

— Particularly in the following hardware, NIC Link Up/Down monitor resource of EXPRESSCLUSTER may
not be operated. Use IP monitor resource instead.

— When hardware is installed between the actual LAN connector and NIC chip such as a blade server

When you check if NIC Link Up/Down monitor resource can be used with the use of EXPRESSCLUSTER on a machine
for production environment, follow the steps below.

1. Register NIC Link Up/Down monitor resource with the configuration data.

Select No Operation for the configuration of recovery operation of NIC Link Up/Down monitor resource upon
error detection.

2. Start the server.

3. Check the status of NIC Link Up/Down monitor resource.

If the status of NIC Link Up/Down monitor resource is abnormal while LAN cable link status is normal, NIC
Link Up/Down monitor resource cannot be used.

4. If NIC Link Up/Down monitor resource status becomes abnormal when LAN cable link status is made
abnormal status (link down status), NIC Link Up/Down monitor resource can be used.

If the status remains to be normal, NIC Link Up/Down monitor resource cannot be used.

6.1.3 JVM monitor resources
» Up to 25 Java VMs can be monitored concurrently. The Java VMs that can be monitored concurrently are those
which are uniquely identified by the Cluster WebUI (with Identifier in the Monitor (special) tab).
* Connections between Java VMs and JVM monitor resources do not support SSL.

* It may not be possible to detect thread deadlocks. This is a known problem in Java VM. For details, refer to "Bug
ID: 6380127" in the Oracle Bug Database.

* The JVM monitor resources can monitor only the Java VMs on the server on which the JVM monitor resources
are running.

e The JVM monitor resources can monitor only one JBoss server instance per server.
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* Application monitoring is disabled when an application to be monitored on the IA32 version is running on an
x86_64 version OS.

* If a large value such as 3,000 or more is specified as the maximum Java heap size by the Cluster WebUI (by
using Maximum Java Heap Size on the JVM monitor tab in Cluster Properties), The JVM monitor resources
will fail to start up. The maximum heap size differs depending on the environment, so be sure to specify a value
based on the capacity of the mounted system memory.

6.1.4 Cluster WebUI

We recommend you to use Cluster WebUI with HTTPS used as a securer communication method.

For information on how to set it, see "Reference Guide" -> "Parameter details" -> "Cluster properties” -> "WebManager
tab" and "Encryption tab".
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6.2 Installing operating system

Notes on parameters to be determined when installing an operating system, allocating resources, and naming rules are
described in this section.

6.2.1 Dependent library

libxml12
¢ Install libxml2 when installing the operating system.
libcrypt
* If you use an OS without libcrypt.so.1 installed, install libxcrypt-compat.
# dnf install -y libxcrypt-compat
libtirpc
* If you use an OS without libtirpc.so.3 installed, install libtirpc.

# dnf install -y libtirpc

6.2.2 Dependent driver

softdog
* This driver is necessary when softdog is used to monitor user mode monitor resource.

 Configure a loadable module. Static driver cannot be used.

6.2.3 Necessary package

When you install the OS, install the following packages as well:
* tar

* NetworkManager-config-server (for Red Hat Enterprise Linux derivative distributions)

6.2.4 SELinux settings

* To make EXPRESSCLUSTER X SingleServerSafe workable with SELinux in enforcing mode, see "Installa-
tion and Configuration Guide" -> "Installing EXPRESSCLUSTER X SingleServerSafe" -> "Setting up the EX-
PRESSCLUSTER Server" -> "Setting for SELinux", then follow the procedure.
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6.2.5 EXPRESSCLUSTER X Alert Service

The license for the EXPRESSCLUSTER X Alert Service allows you to use the mail report function, but not the warning
light function.

6.2.6 Secure Boot settings

* Disable the Secure Boot settings.
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6.3 Before installing EXPRESSCLUSTER X SingleServerSafe

Notes after installing an operating system, when configuring OS and disks are described in this section.

6.3.1 Communication port number

In EXPRESSCLUSTER X SingleServerSafe, the following port numbers are used. You can change the port number
by using the Cluster WebUI.

Make sure not to access the following port numbers from a program other than EXPRESSCLUSTER.

Configure to be able to access the port number below when setting a firewall on a server.

After installing EXPRESSCLUSTER X SingleServerSafe, you can use the clpfwctrl.sh command to configure a fire-
wall. For more information, see "Reference Guide" -> "EXPRESSCLUSTER X SingleServerSafe command reference"
-> "Adding a firewall rule (clpfwctrl.sh command)". Ports to be set with the clpfwctrl.sh command are marked with v*
in the clpfwctrl column of the table below.

 Server to Server Loopback in servers

From To Used for clpfwctrl
Server Automatic allo-  Server 29001/TCP Internal com-
cation® munication
Server Automatic allo-  Server 29002/TCP Data transfer v
cation
Server Automatic allo-  Server 29002/UDP Heartbeat v
cation
Server Automatic allo- ~ Server 29003/UDP Alert synchro- Vv
cation nization
Server Automatic allo-  Server 29008/TCP Cluster in- vV
cation formation
management
Server Automatic allo-  Server 29010/TCP Internal com-
cation munication of
RESTful API
Server Automatic allo-  Server XXXX*/UDP Internal log Vv
cation communica-
tion

¢ Client to Server

From To Used for clpfwctrl

RESTful API client Automatic allocation Server 29009/TCP  http communication v

¢ Cluster WebUI to Server

3 An available port number at the time is automatically assigned.
4 In the Port Number (log) tab in Cluster Properties, select UDP for log communication, and use the port number configured at Port Number.
The default log communication method, UNIX Domain, does not use a communication port.
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From To Used for clpfwctrl

Cluster WebUI ~ Automatic allocation ~ Server 29003/TCP  http communication v

* Others
From To Used for clpfwctrl
Server icmp Monitoring tar- icmp IP monitor
get
Server Automatic allo-  Server Management JVM monitor v
cation port number set
by the Cluster
WebUTI°
Server Automatic allo- Monitoring tar- Connection JVM monitor
cation get port num-
ber set by
the Cluster
WebUTI°

6.3.2 Changing the range of automatic allocation for the communication port num-
bers

* The range of automatic allocation for the communication port numbers managed by the OS might overlap the
communication port numbers used by EXPRESSCLUSTER X SingleServerSafe.

e Change the OS settings to avoid duplication when the range of automatic allocation for the communication
numbers managed by OS and the communication numbers used by EXPRESSCLUSTER X SingleServerSafe
are duplicated.

Examples of checking and displaying OS setting conditions.
The range of automatic allocation for the communication port numbers depends on the distribution.

# cat /proc/sys/net/ipv4/ip_local_port_range
1024 65000

This is the condition to be assigned for the range from 1024 to 65000 when the application requests auto-
matic allocation for the communication port numbers to the OS.

# cat /proc/sys/net/ipv4/ip_local_port_range
32768 61000

This is the condition to be assigned for the range from 32768 to 61000 when the application requests
automatic allocation for the communication port numbers to the OS.

Examples of OS settings change
Add the line below to /etc/sysctl.conf. (When changing to the range from 30000 to 65000)

5 The JVM monitor resource uses the following two port numbers.

- A management port number is a port number that the JVM monitor resource internally uses. To set this number, use the Connection Setting
dialog box opened from the JVM monitor tab in Cluster Properties of the Cluster WebUI. For details, refer to "Parameter details" in the "Reference
Guide".

- A connection port number is used to establish a connection to the target Java VM (WebLogic Server or WebOTX). To set this number, use the
Monitor (special) tab in Properties of the Cluster WebUI for the corresponding JVM monitor resource. For details, refer to "Monitor resource
details" in the "Reference Guide".
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[net.ipv4.ip_10ca1_port_range = 30000 65000 }

6.3.3 Verifying the network settings

* Check the network settings by using the ifconfig and ping commands.
¢ Public LAN (used for communication with all the other machines)

¢ Host name

6.3.4 Control by a baseboard management controller (BMC)

Control by a BMC involves OpenIPMI or Redfish APIs.
This can be set as a BMC scheme.

For more information on the BMC scheme, see "Reference Guide" -> "Parameter Details" -> "Server properties" ->
"BMC tab".

This BMC feature is used for the following:

¢ Final Action at Activation Failure / Deactivation Failure
* Monitor resource action upon failure
¢ User-mode monitor

¢ Shutdown monitor

Notes on OpenlIPMI
* EXPRESSCLUSTER X SingleServerSafe does not come with OpenIPMI. The user is required to install the
rpm file for OpenIPMI separately.
* Check whether your server (hardware) supports OpenIPMI in advance.
* Note that hardware conforming to the IPMI specifications might not be able to run OpenIPMI.

* When server monitoring software provided by another server vendor is used, do not select IPMI for the
monitoring method of user-mode monitor resources and shutdown monitoring.

Such server monitoring software and OpenIPMI both use BMC (Baseboard Management Controller) on the
server, which causes a conflict and makes monitoring impossible.

* When executing the final action by the ipmitool command, the ipmi driver needs to be loaded. It is
recommended to load the ipmi driver automatically at OS startup.

Notes on Redfish APIs

* No additional applications are required, because the HTTPS protocol is used.

Check beforehand if your server (hardware) supports Redfish APIs and what types of power operation can be
done through Redfish APIs.

Not all hardware conforming to the standard specification for Redfish APIs supports all the types of power
operation.

¢ For more information on Redfish APIs, see documents about them.
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6.3.5 User mode monitor resource, shutdown monitoring (monitoring method: soft-
dog)

* When softdog is selected as a monitoring method, use the /dev/watchdog device.

Make sure not to start the features that use the /dev/watchdog device except EXPRESSCLUSTER X
SingleServerSafe.

Examples of such features are as follows:

hpwdt driver

i8xx_tco driver

iTCO_wdt driver

watchdog feature and shutdown monitoring feature of systemd

6.3.6 Log collection

» The designated function of the generation of the syslog does not work by a log collection function in SUSE
LINUX. The reason is because the suffixes of the syslog are different.

Please change setting of rotate of the syslog as follows to use the appointment of the generation of the syslog of
the log collection function.

— Please comment out "compress" and "date ext" of the /etc/logrotate.d/syslog file.

* When the total log size exceeds 2 GB on each server, log collection may fail.

6.3.7 nsupdate and nslookup

* The following functions use nsupdate and nslookup.
— Dynamic DNS monitor resource of monitor resource (ddnsw)

» EXPRESSCLUSTER X SingleServerSafe does not include nsupdate and nslookup. Therefore, install the rpm
files of nsupdate and nslookup, in addition to the EXPRESSCLUSTER X SingleServerSafe installation.

* NEC does not support the items below regarding nsupdate and nslookup. Use nsupdate and nslookup at your
own risk.

Inquiries about nsupdate and nslookup

Guaranteed operations of nsupdate and nslookup

Malfunction of nsupdate or nslookup or failure caused by such a malfunction

Inquiries about support of nsupdate and nslookup

6.3.8 FTP monitor resources

* If a banner message to be registered to the FTP server or a message to be displayed at connection is long or
consists of multiple lines, a monitor error may occur. When monitoring by the FTP monitor resource, do not
register a banner message or connection message.

46 Chapter 6. Notes and Restrictions



EXPRESSCLUSTER X SingleServerSafe 6.0 for Linux
Getting Started Guide, Release 3

6.3.9 Notes on using Red Hat Enterprise Linux

¢ The shutdown monitor function cannot be used.

* The mail reporting function takes advantage of the [mail] command that the OS provides. Because the [mail]
command is not installed in the minimum configuration, please execute one of the following.

— Select the [SMTP] by the Mail Method on the Alert Service tab of Cluster Properties.

— Installing mailx.

6.3.10 Notes on using Ubuntu

* To execute EXPRESSCLUSTER X SingleServerSafe -related commands, execute them as the root user.

* Only a WebSphere monitor resource is supported in Application Server Agent. This is because other Application
Server isn't supporting Ubuntu.

¢ The mail reporting function takes advantage of the [mail] command that the OS provides. Because the [mail]
command is not installed in the minimum configuration, please execute one of the following.

— Select the [SMTP] by the Mail Method on the Alert Service tab of Cluster Properties.
— Installing mailutils.

¢ Information acquisition by SNMP cannot be used.

6.3.11 Samba monitor resources

¢ In order to support SMB protocol version 2.0 or later, NTLM authentication, and SMB signature, Samba monitor
resources use a shared library 'libsmbclient.so.0' for the internal version 4.1.0-1 or later. Confirm that it is installed
since libsmbclient.s0.0 is included in libsmbclient package.

« If the version of libsmbclient is 3 or earlier, you can specify only either 139 or 445 for Port Number. Specify
the port number included in smb ports of smb.conf.

* The version of SMB protocol supported by Samba monitor resource depends on the installed libsmbclient. You
can confirm whether to receive supports from libsmbclient by testing a connection to shared area of the moni-
toring target by using the smbclient command which each distributer provides.

6.3.12 Node.js

* Node.js is required for the following:
— RESTful API service

* For Node.js, the installation path of the executable file must be included in the PATH environment variable.
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6.4 Notes when creating EXPRESSCLUSTER X SingleServerSafe
configuration data

This section describes the items to note before designing and creating configuration data based on the system configu-
ration.

6.4.1 Directories and files in the location pointed to by the EXPRESSCLUSTER X
SingleServerSafe installation path

The directories and files in the location pointed to by the EXPRESSCLUSTER installation path must not be handled
(edited, created, added, or deleted) by using any application or tool other than EXPRESSCLUSTER X
SingleServerSafe.

Any effect on the operation of a directory or file caused by using an application or tool other than
EXPRESSCLUSTER X SingleServerSafe will be outside the scope of NEC technical support.

6.4.2 Environment variable
The following scripts cannot be executed under the environment where more than 255 environmental variables are set.
When using the following function of resource, set the number of environmental variables less than 256.

* Start/Stop script executed by EXEC resource when activating/deactivating

e Script executed by Custom monitor Resource when monitoring

* Script before final action after the group resource or the monitor resource error is detected.

6.4.3 Shutdown monitoring

For OSs based on Red Hat Enterprise Linux 8 or later, set Enable SIGTERM handler to On regardless of the monitoring
method.

6.4.4 Server reset, server panic, and power off
When EXPRESSCLUSTER performs a 'Server reset,' 'Server panic,' or 'Server power off,' the server is not shut down
normally. Therefore, the following may occur.
* Damage to a mounted file system
* Loss of unsaved data
"Server reset" or "Server panic" occurs under the following settings:

* Action upon an error when activating or deactivating a group resource

sysrq Panic

keepalive Reset

keepalive Panic
BMC Reset
BMC Power Off
BMC Cycle
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- BMC NMI
* Final action when a monitor resource detects an error

— sysrq Panic

keepalive Reset

keepalive Panic
— BMC Reset
BMC Power Off
BMC Cycle
BMC NMI

* Action when a user mode monitoring timeout is detected
— softdog monitoring method
— ipmi monitoring method

— keepalive monitoring method

Note: A server panic can be specified when the monitoring method is keepalive.

» Shutdown monitoring
— softdog monitoring method
— ipmi monitoring method

— keepalive monitoring method

Note: Server panic can be set when the monitoring method is keepalive.

6.4.5 Final action for group resource deactivation error

If select No Operation as the final action when a deactivation error is detected, the group does not stop but remains
in the deactivation error status.

Make sure not to set No Operation in the production environment.

6.4.6 Delay warning rate

If the delay warning rate is set to O or 100, the following can be achieved:

* When 0 is set to the delay monitoring rate
An alert for the delay warning is issued at every monitoring.

By using this feature, you can calculate the polling time for the monitor resource at the time the server is
heavily loaded, which will allow you to determine the time for monitoring timeout of a monitor resource.

e When 100 is set to the delay monitoring rate
The delay warning will not be issued.

Be sure not to set a low value, such as 0%, except for a test operation.
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6.4.7 Disk monitor resource (monitoring method TUR)

* This method cannot be used for a disk or disk interface (HBA) that does not support the SCSI Test Unit Ready
command or SG_IO command.

Even if your hardware supports these commands, consult the driver specifications because the driver may not
support them.

¢ For an S-ATA interface disk, the OS identifies the device as an IDE interface disk (hd) or SCSI interface disk
(sd) depending on the disk controller type or distribution.

When the device is identified as using the IDE interface, TUR cannot be used.

When the device is identified as using the SCSI interface, TUR (legacy) can be used. TUR (generic) cannot be
used.

* TUR methods burdens OS and disk load less compared to Read methods.

* In some cases, Test Unit Ready may not be able to detect actual errors in I/O to media.

6.4.8 Double-byte character set that can be used in script comments

* In EXPRESSCLUSTER X SingleServerSafe, scripts edited in Linux environment are dealt as EUC code, and
scripts edited in Windows environment are dealt as Shift-JIS code. In case that other character codes are used,
character corruption may occur depending on environment.

6.4.9 The character code and line feed code in a script

* If you use the clpcfctrl command to apply the settings of a script created by some means other than Cluster
WebUI, make sure beforehand that the character code and line feed code in the script are the same as those in the
configuration data file (clp.conf). If the character code or the line feed code is different between the script and
clp.conf, the script may not work properly.

6.4.10 System monitor resource settings

* Pattern of detection by resource monitoring
The System Resource Agent detects by using thresholds and monitoring duration time as parameters.
The System Resource Agent collects the data (number of opened files, number of user processes, number of
threads, used size of memory, CPU usage rate, and used size of virtual memory) on individual system resources
continuously, and detects errors when data keeps exceeding a threshold for a certain time (specified as the
duration time).

6.4.11 External link monitor resource settings

¢ Error notification to external link monitor resources can be done in following way:
- using the clprexec command.

* To use the clprexec command, use the relevant file stored on the EXPRESSCLUSTER X SingleServerSafe in-
stallation media. Use this method according to the OS and architecture of the notification-source server. The
notification-source server must be able to communicate with the notification-destination server.
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6.4.12 JVM monitor resource settings

* When the monitoring target is the WebLogic Server, the maximum values of the following JVM monitor resource
settings may be limited due to the system environment (including the amount of installed memory):

The number under Monitor the requests in Work Manager

Average under Monitor the requests in Work Manager

The number of Waiting Requests under Monitor the requests in Thread Pool

Average of Waiting Requests under Monitor the requests in Thread Pool

The number of Executing Requests under Monitor the requests in Thread Pool

Average of Executing Requests under Monitor the requests in Thread Pool

* When the monitoring-target is a 64-bit JRockit JVM, the following parameters cannot be monitored because the
maximum amount of memory acquired from the JRockit JVM is a negative value that disables the calculation of
the memory usage rate:

Total Usage under Monitor Heap Memory Rate

Nursery Space under Monitor Heap Memory Rate

Old Space under Monitor Heap Memory Rate

Total Usage under Monitor Non-Heap Memory Rate
— Class Memory under Monitor Non-Heap Memory Rate

e To use the JVM monitor resources, install the Java runtime environment (JRE) described in "4. Installation
requirements for EXPRESSCLUSTER X SingleServerSafe" - "Operation environment for JVM monitor resource"
You can use either the same JRE as that used by the monitoring target (WebLogic Server or WebOTX) or a
different JRE.

¢ The monitor resource name must not include a blank.

6.4.13 Configuration file and authentication data file, for running AWS-related fea-
tures

The AWS CLI run from AWS-related features uses the configuration file and authentication data file stored in the
following folder:

[/root/.aws

To use a configuration file and an authentication data file, in a folder other than the above, you must specify the
environment variables.

For more information on specifying the environment variables, see "Reference Guide" -> "Parameter details" ->
"Server properties" -> "Environment variable".

The following are the names of the environment variables to specify such a configuration file and an authentication
data file:

AWS_CONFIG_FILE
AWS_SHARED_CREDENTTALS_FILE
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With these environment variable names, specify the path to a configuration file and that to an authentication data file
respectively.

For more information on environment variables for the AWS CLI, see AWS documents.
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6.5 After starting operating EXPRESSCLUSTER X SingleServerSafe

This section provides notes on situations you might encounter after starting to operate EXPRESSCLUSTER X Single-
ServerSafe.

6.5.1 Messages displayed when the driver is loaded

When the clpka driver is loaded, the following message may be displayed in the console or syslog. This symptom is
not an error.

kernel: clpka: no version for "struct_module" found: kernel tainted.
kernel: clpka: module license 'unspecified' taints kernel.

6.5.2 ipmi messages

If IPMI is used as the user-mode monitor resource, the following many kernel module warning logs are output to syslog:

[modprobe: modprobe: Can't locate module char-major-10-173 ]

To avoid this log output, rename /dev/ipmikcs.

6.5.3 Limitations during the recovery operation

Do not operate the following by using the Cluster WebUI or running commands when a group resource (such as an
EXEC resource) is set as a recovery target in the settings of error detection for the monitor resource, and recovery is in
progress (reactivation -> final action) after detection of an error.

* Stop/suspend the server

* Start/stop a group

If you perform the above-mentioned operations while recovery caused by detection of an error by a monitor resource
is in progress, other group resources of the group with an error may not stop.
However, the above-mentioned operations can be performed when the final action is completed.

6.5.4 Executable files and script files not described in the Command Reference

Executable format files and script files which are not described in "EXPRESSCLUSTER X SingleServerSafe command
reference” in the "Reference Guide" exist under the installation directory. Do not run these files on any system other
than EXPRESSCLUSTER X SingleServerSafe. The consequences of running these files will not be supported.
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6.5.5 Messages when collecting logs
When you collect logs, you may find the following message on the console. This does not mean failure. The logs are
collected normally.

hd#: bad special flag: 0x03
ip_tables: (C) 2000-2002 Netfilter core team

(The name of the IDE device that exists on the server is stored in hd#.)

kernel: Warning: /proc/ide/hd?/settings interface is obsolete, and will be removed soon!

6.5.6 Checking the service status in a systemd environment
For a systemd environment, the status of services output by the systemctl command may not reflect the actual status of
the cluster.

Use the clpstat command and Cluster WebUI to check the cluster status.

6.5.7 Scripts in EXEC resources

The script files used in the EXEC resources are stored in the following directory on the server:
linstallation path/scripts/group-name/EXEC resource-name/
If the following changes are made in configuration change, the pre-change script files are not deleted from the server.
* When the EXEC resource is deleted or renamed
* When a group that belongs to the EXEC resource is deleted or renamed

Old EXEC resource scripts can be deleted when unnecessary.

6.5.8 Monitor resources that monitoring timing is "Active"

When monitor resources that monitoring timing is "Active" have suspended and resumed, the following restriction
apply:
* In case stopping target resource after suspending monitor resource, monitor resource becomes suspended. As a
result, monitoring restart cannot be executed.

* In case stopping or starting target resource after suspending monitor resource, monitoring by monitor resource
starts when target resource starts.

6.5.9 Notes on the Cluster WebUI

* If the Cluster WebUI is operated in the state that it cannot communicate with the connection destination, it may
take a while until the control returns.

¢ When going through the proxy server, make the settings for the proxy server be able to relay the port number of
the Cluster WebUI.

* When going through the reverse proxy server, the Cluster WebUI will not operate properly.

When updating EXPRESSCLUSTER X SingleServerSafe, close all running browsers. Clear the browser cache
and restart the browser.

* Cluster configuration data created using a later version of this product cannot be used with this product.
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* Closing the Web browser (by clicking Exit from the menu), the dialog box to confirm to save may be displayed.

o Are you sure you want to leave this page?
Message from webpage:

The settings that are not applied will be canceled.

Leave this page
Stay on this page

When you continue to edit, click the Stay on this page button.

* Reloading the Web browser (by selecting Refresh button from the menu or tool bar), the dialog box to confirm
to save may be displayed.

o Are you sure you want to leave this page?
Message from webpage:

The settings that are not applied will be canceled.

Leave this page
Stay on this page

When you continue to edit, click the Stay on this page button.

¢ For notes and restrictions of Cluster WebUI other than the above, see the online manual.

6.5.10 System monitor resources,Process resource monitor resource

* To change a setting, the cluster must be suspended.
» System monitor resources do not support a delay warning for monitor resources.

« If the date or time of the OS has been changed while System Resource Agent is running, resource monitoring
may operate incorrectly as described below since the timing of analysis which is normally done at 10 minute
intervals may differ the first time after the date or time is changed. If either of the following occur, suspend and
resume cluster.

— No error is detected even after the specified duration for detecting errors has passed.
— An error is detected before the specified duration for detecting errors has elapsed.

* Up to 64 disks that can be monitored by the disk resource monitoring function of System monitor resources.
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6.5.11 JVM monitor resources

* When restarting the monitoring-target Java VM, suspend or shut down the cluster before restarting the Java VM.
* To change a setting, the cluster must be suspended.

* JVM monitor resources do not support a delay warning for monitor resources.

6.5.12 HTTP monitor resource

e The HTTP monitor resource uses any of the following OpenSSL shared library symbolic links:
libssl.so

libssl.so.1.1 (OpenSSL 1.1.1 shared library)

libssl.so0.10 (OpenSSL 1.0 shared library)

libssl.s0.6 (OpenSSL 0.9 shared library)

The above symbolic links may not exist depending on the OS distribution or version, or the package installation
status.

If the above symbolic links cannot be found, the following error occurs in the HTTP monitor resource.

Detected an error in monitoring<Module Resource Name>. (1 :Can not found library..
<> (1libpath=1libssl.so, errno=2))

For this reason, if the above error occurred, be sure to check whether the above symbolic links exit in /ust/lib or
/usr/lib64.

If the above symbolic links do not exit, create the symbolic link libssl.so, as in the command example below.

Command example:

cd /usr/lib64 # Move to /usr/lib64.
In -s libssl.so.1.0.1le libssl.so # Create a symbolic link.

6.5.13 Changing the host name

Follow the steps below if you want to change the host name of a server after you have started the cluster system operation.
1. Use the clpstat command or the Cluster WebUI to verify the cluster is working normally.
2. Run the following command to stop the cluster.
# clpcl -t
3. Change the host name.
4. Run the reboot command or use other means on the server.

5. Use the clpstat command or the Cluster WebUI to verify the cluster is working normally.
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6.6 Notes when changing the EXPRESSCLUSTER X SingleServerSafe
configuration

The section describes what happens when the configuration is changed after starting to use EXPRESSCLUSTER X
SingleServerSafe in the cluster configuration.

6.6.1 Dependency between resource properties

When the dependency between resources has been changed, the change is applied by suspending and resuming the
cluster.

If a change in the dependency between resources that requires the resources to be stopped during application is made,
the startup status of the resources after the resume may not reflect the changed dependency.

Dependency control will be performed at the next group startup.

6.6.2 Setting cluster statistics information of external link monitor resources

Once the settings of cluster statistics information of monitor resource has been changed, the settings of cluster statistics
information are not applied to external link monitor resources even if you execute the suspend and resume. Reboot the
OS to apply the settings to the external link monitor resources.

6.6.3 Changing a port number

If you have changed a port number with the server firewall enabled, the firewall configuration needs to be changed as
well by using the clpfwectrl.sh command. For more information, see "Reference Guide" -> "EXPRESSCLUSTER X
SingleServerSafe command reference" -> "Adding a firewall rule (clpfwctrl.sh command)".
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6.7 Notes on upgrading EXPRESSCLUSTER X SingleServerSafe

This section describes notes on upgrading or updating EXPRESSCLUSTER X SingleServerSafe after starting the
cluster operation.

6.7.1 Changed functions

The following describes the functions changed for each of the versions:

Internal Version 4.0.0-1

* Management tool

The default management tool has been changed to Cluster WebUL. If you want to use the conventional
WebManager as the management tool, specify "http://management IP address of management group or actual
IP address:port number of the server in which EXPRESSCLUSTER Server is installed/main.htm" in the
address bar of a web browser.

Internal Version 4.1.0-1

 Configuration tool

The default configuration tool has been changed to Cluster WebUI, which allows you to manage and configure
clusters with Cluster WebUI.

Cluster statistical information collection function

By default, the cluster statistical information collection function saves statistics information files under the
installation path. To avoid saving the files for such reasons as insufficient disk capacity, disable the cluster
statistical information collection function. For more information on settings for this function, refer to
"Parameter details" in the "Reference Guide".

System monitor resource

The System Resource Agent process settings part of the system monitor resource has been separated to
become a new monitor resource. Therefore, the conventional monitor settings of the System Resource Agent
process settings are no longer valid. To continue the conventional monitoring, configure it by registering a new
process resource monitor resource after upgrading EXPRESSCLUSTER. For more information on monitor
settings for Process resource monitor resources, refer to "Understanding Process resource monitor resources” -
"Monitor resource details" in the "Reference Guide".

Internal Version 4.3.0-1

* WebLogic monitor resource

REST API has been added as a new monitoring method. From this version, REST API is the default value for
the monitoring method. At the version upgrade, reconfigure the monitoring method.

The default value of the password has been changed. If you use weblogic that is the previous default value,
reset the password default value.

Internal Version 5.3.0-1

» System monitor resource/Process resource monitor resources/System Resource Statistics

The compression method has been changed from zip to tar.gz, for outputting a file.
Delete unnecessary zip files left after the upgrade, from the following directories:
<EXPRESSCLUSTER_install_path>/ha/sra/data
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6.7.2 Removed Functions

The following describes the functions removed for each of the versions:

Important:

Upgrading EXPRESSCLUSTER X SingleServerSafe from its old version requires manually updating the cluster
configuration data for functions with corresponding actions described in the table below.

For information on how to upgrade EXPRESSCLUSTER X SingleServerSafe, see "Installation and Configuration
Guide" - "Upgrading EXPRESSCLUSTER X SingleServerSafe" - "How to upgrade EXPRESSCLUSTER X
SingleServerSafe".Then, at the timing described in the guide, follow each of the procedures described in the Action

column.

Internal Version 4.0.0-1

Function

Action

WebManager Mobile
OracleAS monitor resource

Internal Version 5.0.0-1

Function

Action

WebManager/Builder

Virtual machine groups
Virtual machine resources
Virtual machine monitor resources

You cannot move configuration data (for a host
cluster) which involves virtual machine groups.

BMC link
C linkage 1. Delete relevant external link monitor re-
sources.
Internal Version 6.0.0-1
Function Action
Integrated WebManager Use Integrated Cluster WebUI.

AWS CLI command line options
Environment variables at the time of performing
AWS-related features

Environment variable configuration file for
AWS-related features (clpaws_setting.conf)

In the Cluster WebUI, use Server Properties ->
Environment variables.

continues on next page
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Table 6.8 — continued from previous page

Function

Action

Server Properties -> Proxy, in the Cluster
WebUI

Disk Monitor Resource - Method(READ(RAW))
Volume Manager Monitor Resource - Volume
Manager(zfspool)

JVM monitor resource - JVM Type(Oracle Java,
Oracle JRockit, OpenJDK)

JVM monitor resource - Target(iPlanet Web
Server)

The following operating systems are unsupported.

Red Hat Enterprise Linux 9.2/9.0/8.8 /8.6
/84/82/81/79

MIRACLE LINUX 9.2/9.0/8.8/8.6/8.4
Oracle Linux 9.2/9.0/8.8/8.3/7.7
AlmaLinux 9.2/9.0/8.8

Amazon Linux 2

SUSE Enterprise Linux 15 SP3 / SP2
SUSE Enterprise Linux 12 SP5

Ubuntu Server 20.04.6 LTS /20.04.5 LTS /
20.04.3 LTS /20.04 LTS

In the Cluster WebUI, use Server Properties ->
Environment variables.

Use READ(O_DIRECT) as a monitoring method.
Use another volume manager.

Update to a supported Java version (see "Opera-
tion environment for JVM monitor resource") then
use JVM Type [Oracle Java(usage monitoring)].
Consider migrating to an application server that
is supported. (See "Applications supported by the
monitoring options')

6.7.3 Removed Parameters

The following tables show the parameters configurable with Cluster WebUI but removed for each of the versions:

Internal Version 4.0.0-1

Cluster
Parameters Default
Cluster Properties
Alert Service Tab
f
e Use Alert Extension 0

WebManager Tab

Off

* Enable WebManager Mobile Connec-
tion

Web Manager Mobile Password

 Password for Operation

continues on next page
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Table 6.9 — continued from previous page
Parameters Default

¢ Password for Reference

JVM monitor resource

Parameters Default

JVM Monitor Resource Properties
Monitor(special) Tab

Memory Tab (when Oracle Java is selected
for JVM Type)

2048 MB
¢ Monitor Virtual Memory Usage

Memory Tab (when Oracle JRockit is se-
lected for JVM Type)

2048 MB
* Monitor Virtual Memory Usage

Memory Tab(when Oracle Java(usage mon-
itoring) is selected for JVM Type)

. . 2048 MB
* Monitor Virtual Memory Usage

Internal Version 4.1.0-1

Cluster

Parameters Default

Cluster Properties
WebManager Tab
WebManager Tuning Properties
Behavior Tab

300
e Max. Number of Alert Records on

Viewer

Real Ti
* Client Data Update Method cat time

Internal Version 5.0.0-1

Cluster

Parameters default values

Server Properties
Info Tab

continues on next page
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Table 6.12 — continued from previous page
Parameters default values
Off

e Virtual Machine

. Type vSphere

Internal Version 6.0.0-1

Cluster

Parameters default values

Cluster Properties

Cloud Tab

AWS CLI Command line options

aws cloudwatch -
aws ec2 -
aws route53 -
aws sns -
Environment variables at the time of performing AWS-related fea-
tures

Name -
Value -

Server

Parameters default values

Server Properties

Proxy Tab

Proxy Scheme None
Proxy Server -
Proxy Port =

Disk Monitor Resource

Parameters Default values

Disk Monitor Resource Properties
Monitor(special) Tab

* Monitor Target RAW Device Name

62 Chapter 6. Notes and Restrictions



EXPRESSCLUSTER X SingleServerSafe 6.0 for Linux
Getting Started Guide, Release 3

6.7.4 Changed Default Values

The following tables show the parameters which are configurable with Cluster WebUI but whose defaults have been
changed for each of the versions:

* To continue using a "Default value before update" after the upgrade, change the corresponding "Default value
after update" to the desired one.

* Any setting other than a "Default value before update" is inherited to the upgraded version and therefore does
not need to be restored.

Internal Version 4.0.0-1

Cluster
Parameters Default value before up- Default value after update
date
Cluster Properties
Monitor Tab
« Method softdog keepalive
JVM monitor Tab
7 MB 16 MB
e Maximum Java Heap
Size
PID monitor resource
Parameters Default value before up- Default value after update
date
PID Monitor Resource
Properties
Monitor(common)Tab
0 3
e Wait Time to Start sec See
Monitoring
Off O
* Do Not Retry at Time- n
out Occurrence
Off On

¢ Do not Execute Recov-
ery Action at Timeout
Occurrence

User mode monitor resource
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Parameters Default value before up- Default value before up-
date date

User mode Monitor Re-
source Properties
Monitor(special) Tab

« Method softdog keepalive

NIC Link Up/Down monitor resource

Parameters Default value before up- Default value before up-
date date

NIC Link Up/Down Moni-
tor Resource Properties
Monitor(common) Tab

. 60 sec 180 sec
* Timeout
Off On
* Do Not Retry at Time-
out Occurrence
Off On
* Do not Execute Recov-
ery Action at Timeout
Occurrence
Process name monitor resource
Parameters Default value before up- Default value before up-
date date
Process Monitor Resource
Properties
Monitor(common) tab
0 sec 3 sec
e Wait Time to Start
Monitoring
Off On
* Do Not Retry at Time-
out Occurrence
Off On

¢ Do not Execute Recov-
ery Action at Timeout
Occurrence

DB2 monitor resource
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Parameters

Default value before up-
date

Default value before up-
date

DB2 Monitor Resource
Properties
Monitor(special) Tab

¢ Password

* Library Path

ibmdb2

/opt/IBM/db2/V8.2/
lib/1libdb2.so

/opt/ibm/db2/V11.1/
1ib64/1ibdb2.so

MySQL monitor resource

Parameters Default value before up- Default value before up-
date date

MySQL Monitor Resource

Properties

Monitor(special) Tab
MyISAM InnoDB

 Storage Engine U e

/usr/lib/mysql/ /usr/1ib64/mysql/

* Library Path

libmysqlclient.so.15

libmysqglclient.so.20

Oracle monitor resource

Parameters Default value before up- Default value before up-
date date
Oracle Monitor Resource
Properties
Monitor(special) Tab
« Password change_on_install -
/opt/app/oracle/ /u®1l/app/oracle/

* Library Path

product/10.2.0/db_1/
lib/libclntsh.so0.10.1

product/12.2.0/
dbhome_1/1ib/
libclntsh.so.12.1

PostgreSQL monitor resource

Parameters

Default value before up-
date

Default value before up-
date

PostgreSQL Monitor Re-
source Properties
Monitor(special) Tab

continues on next page
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Table 6.24 — continued from previous page

Parameters

Default value before up-
date

Default value before up-
date

 Library Path

/usr/lib/libpqg.so0.3.0

/opt/PostgreSQL/10/
lib/1ibpg.so0.5.10

Tuxedo monitor resource

Parameters

Default value before up-
date

Default value before up-
date

Tuxedo Monitor Resource
Properties
Monitor(special) Tab

* Library Path

/opt/bea/tuxedo8.1/
lib/libtux.so

/home/Oracle/tuxedo/
tuxedol2.1.3.0.0/1ib/
libtux.so

WebLogic monitor resource

Parameters

Default value before up-
date

Default value before up-
date

WebLogic Monitor Re-
source Properties
Monitor(special) Tab

e Domain Environment
File

/opt/bea/weblogic81/
samples/domains/
examples/
setExamplesEnv.sh

/home/Oracle/
product/Oracle_Home/
user_projects/
domains/base_domain/
bin/setDomainEnv.sh

JVM monitor resource

Parameters

Default value before up-
date

Default value before up-
date

JVM Monitor Resource
Properties
Monitor(common) Tab

¢ Timeout

120 sec

180 sec

Internal Version 4.3.0-1

Cluster
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Parameters Default value before up- Default value after update
date

Cluster Properties

API tab
HTTP HTTPS

e Communication
Method

NFS monitor resource

Parameters

Default value before update

Default value before update

NFS Monitor Re-
source Properties
Monitor(special)
Tab

. v2
¢ NFS Version

v4

WebLogic monitor resource

Parameters

Default value before up-
date

Default value after update

WebLogic Monitor Re-
source Properties
Monitor(special) Tab

e Password

weblogic

None

Internal Version 5.1.0-1

Cluster

Parameters

Default value before up-
date

Default value after update

Cluster Properties
Recovery Tab

e Action When the Clus-
ter Service Process Is
Failure

WebManager Tab

e QOutput Cluster WebUI
Operation Log

Shut down the OS

Off

Reboot the OS

Internal Version 5.3.0-1
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Cluster
Parameters Default value before up- Default value after update
date
Cluster Properties
Statistics Tab
System Resource Statistics
Off On

¢ Collect Statistics

Internal Version 6.0.0-1

DB2 Monitor Resource

Parameters
date

Default value before up-

Default value after update

DB2 Monitor Resource
Properties
Monitor(special) Tab

/opt/ibm/db2/V11.1/
1ib64/1ibdb2. so

 Library Path

/opt/ibm/db2/V12.1/
1ib64/1ibdb2. so

6.7.5 Moved Parameters

The following table shows the parameters which are configurable with Cluster WebUI but whose controls have been

moved for each of the versions:

Internal Version 4.0.0-1

Before the change

After the change

[Cluster Properties] - [Recovery Tab] - [Max Re-
boot Count]

[Cluster Properties] - [Recovery Tab] - [Max Re-
boot Count Reset Time]

[Cluster Properties] - [Recovery Tab] - [Use
Forced Stop]

[Cluster Properties] - [Recovery Tab] - [Forced
Stop Action]

[Cluster Properties] - [Recovery Tab] - [Forced
Stop Timeout]

[Cluster Properties] - [Recovery Tab] - [Virtual
Machine Forced Stop Setting]

[Cluster Properties] - [Recovery Tab] - [Execute
Script for Forced Stop]

[Cluster Properties] - [Recovery Tab] - [Start Au-
tomatically After System Down]

[Cluster Properties] - [Exclusion Tab] -
[Mount/Unmount Exclusion]

[Cluster Properties] - [Extension Tab] - [Max Re-
boot Count]

[Cluster Properties] - [Extension Tab] - [Max Re-
boot Count Reset Time]

[Cluster Properties] - [Extension Tab] - [Use
Forced Stop]

[Cluster Properties] - [Extension Tab] - [Forced
Stop Action]

[Cluster Properties] - [Extension Tab] - [Forced
Stop Timeout]

[Cluster Properties] - [Extension Tab] - [Virtual
Machine Forced Stop Setting]

[Cluster Properties] - [Extension Tab] - [Execute
Script for Forced Stop]

[Cluster Properties] - [Extension Tab] - [Start Au-
tomatically After System Down]

[Cluster Properties] - [Extension Tab] - [Exclude
Mount/Unmount Commands]

continues on next page
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Table 6.34 — continued from previous page

Before the change

After the change

[Cluster Properties]-[Recovery Tab]-[Disable Re-
covery Action Caused by Monitor Resource Error]

[Cluster Properties]-[Extension Tab]-[Disable
cluster operation]-[Recovery Action when
Monitor Resource Failure Detected]

Internal Version 5.1.0-1

Before the change

After the change

[Cluster Properties]-[Monitor Tab]-[System Re-
source ]
[Cluster
Statistics]

Properties]-[Extension ~ Tab]-[Cluster

[Cluster Properties]-[Statistics Tab]-[System Re-
source Statistics]

[Cluster Properties]-[Statistics
Statistics]

Tab]-[Cluster
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CHAPTER
SEVEN

LEGAL NOTICE

7.1 Disclaimer

¢ Information in this document is subject to change without notice.

* NEC Corporation is not liable for technical or editorial errors or omissions in the information in this document.

You are completely liable for all risks associated with installing or using the product as described in this
manual to obtain expected results and the effects of such usage.

* The information in this document is copyrighted by NEC Corporation.

No part of this document may be reproduced or transmitted in any form by any means, electronic or
mechanical, for any purpose, without the express written permission of NEC Corporation.
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7.2 Trademark Information

EXPRESSCLUSTER® is a registered trademark of NEC Corporation.
Linux is a registered trademark of Linus Torvalds in the United States and other countries.

Microsoft, Windows, Windows Server, Internet Explorer, Azure, and Hyper-V are registered trademarks of Mi-
crosoft Corporation in the United States and other countries.

Apache Tomcat, Tomcat, and Apache are registered trademarks or trademarks of Apache Software Foundation.

Citrix, Citrix XenServer, and Citrix Essentials are registered trademarks or trademarks of Citrix Systems, Inc.
in the United States and other countries.

Intel, Pentium, and Xeon are registered trademarks or trademarks of Intel Corporation.

VMware is registered trademarks or trademarks of Broadcom Inc. in the United States and/or other jurisdictions.
SVF is a registered trademark of WingArc Technologies, Inc.

JBoss is a registered trademark of Red Hat, Inc. or its subsidiaries in the United States and other countries.

Oracle, Oracle Database, Solaris, MySQL, Tuxedo, WebLogic Server, Container, Java, and all Java-based trade-
marks and logos are trademarks or registered trademarks of Oracle Corporation and/or its affiliates.

IBM, DB2, and WebSphere are trademarks or registered trademarks of International Business Machines Corpo-
ration in the United States, other countries, or both.

PostgreSQL is a registered trademark of the PostgreSQL Global Development Group.
RPM is a registered trademark of Red Hat, Inc. or its subsidiaries in the United States and other countries.

F5, F5 Networks, BIG-IP, and iControl are trademarks or registered trademarks of F5 Networks, Inc. in the
United States and other countries.

WebOTX is a registered trademark of NEC Corporation.
WebSAM is a registered trademark of NEC Corporation.

Other product names and slogans written in this manual are trademarks or registered trademarks of their respec-
tive companies.

72

Chapter 7. Legal Notice



CHAPTER
EIGHT

REVISION HISTORY

Edition Revised Date Description

1st Apr 08, 2026 New manual

2nd Apr 24, 2026 Corrected typographical errors and other mistakes.
3rd Jul 13, 2026 Corresponds to the internal version 6.0.1-1.

© Copyright NEC Corporation 2026. All rights reserved.

73



	Preface
	Who Should Use This Guide
	How This Guide Is Organized
	Terms Used in This Guide
	EXPRESSCLUSTER X SingleServerSafe Documentation Set
	Conventions
	Contacting NEC

	What is High Availability (HA)?
	Using EXPRESSCLUSTER X SingleServerSafe
	What is EXPRESSCLUSTER X SingleServerSafe?
	EXPRESSCLUSTER X SingleServerSafe modules
	Software configuration of EXPRESSCLUSTER X SingleServerSafe
	How an error is detected in EXPRESSCLUSTER X SingleServerSafe
	What is application monitoring?
	What is internal monitoring?
	Monitorable and non-monitorable errors
	Detectable and non-detectable errors by application monitoring

	What is a resource?
	Group resources
	Monitor resources

	Getting started with EXPRESSCLUSTER X SingleServerSafe
	Latest information
	Designing a cluster system
	Configuring a cluster system
	Troubleshooting the problem


	Installation requirements for EXPRESSCLUSTER X SingleServerSafe
	System requirements for hardware
	General server requirements

	System requirements for EXPRESSCLUSTER Server
	Supported distributions and kernel versions
	Applications supported by the monitoring options
	Operation environment for JVM monitor resource
	Operation environment for enabling encryption
	Required memory and disk size

	System requirements for the Cluster WebUI / Integrated Cluster WebUI
	Supported browsers
	Required memory and disk size


	Latest version information
	EXPRESSCLUSTER X SingleServerSafe version and corresponding manual editions
	Internal versions

	New features and improvements
	Corrected information

	Notes and Restrictions
	Designing a system configuration
	Function list and necessary license
	NIC Link Up/Down monitor resource
	JVM monitor resources
	Cluster WebUI

	Installing operating system
	Dependent library
	Dependent driver
	Necessary package
	SELinux settings
	EXPRESSCLUSTER X Alert Service
	Secure Boot settings

	Before installing EXPRESSCLUSTER X SingleServerSafe
	Communication port number
	Changing the range of automatic allocation for the communication port numbers
	Verifying the network settings
	Control by a baseboard management controller (BMC)
	Notes on OpenIPMI
	Notes on Redfish APIs

	User mode monitor resource, shutdown monitoring (monitoring method: softdog)
	Log collection
	nsupdate and nslookup
	FTP monitor resources
	Notes on using Red Hat Enterprise Linux
	Notes on using Ubuntu
	Samba monitor resources
	Node.js

	Notes when creating EXPRESSCLUSTER X SingleServerSafe configuration data
	Directories and files in the location pointed to by the EXPRESSCLUSTER X SingleServerSafe installation path
	Environment variable
	Shutdown monitoring
	Server reset, server panic, and power off
	Final action for group resource deactivation error
	Delay warning rate
	Disk monitor resource (monitoring method TUR)
	Double-byte character set that can be used in script comments
	The character code and line feed code in a script
	System monitor resource settings
	External link monitor resource settings
	JVM monitor resource settings
	Configuration file and authentication data file, for running AWS-related features

	After starting operating EXPRESSCLUSTER X SingleServerSafe
	Messages displayed when the driver is loaded
	ipmi messages
	Limitations during the recovery operation
	Executable files and script files not described in the Command Reference
	Messages when collecting logs
	Checking the service status in a systemd environment
	Scripts in EXEC resources
	Monitor resources that monitoring timing is "Active"
	Notes on the Cluster WebUI
	System monitor resources,Process resource monitor resource
	JVM monitor resources
	HTTP monitor resource
	Changing the host name

	Notes when changing the EXPRESSCLUSTER X SingleServerSafe configuration
	Dependency between resource properties
	Setting cluster statistics information of external link monitor resources
	Changing a port number

	Notes on upgrading EXPRESSCLUSTER X SingleServerSafe
	Changed functions
	Removed Functions
	Removed Parameters
	Changed Default Values
	Moved Parameters


	Legal Notice
	Disclaimer
	Trademark Information

	Revision History

