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NEC brings together and integrates technology and expertise to create
the ICT-enabled society of tomorrow.
We collaborate closely with partners and customers around the world,

orchestrating each project to ensure all its parts are fine-tuned to local needs.

Every day, our innovative solutions for society contribute to
greater safety, security, efficiency and equality,

and enable people to live brighter lives.
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1. Requirements for High Availability
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Requirements for high availability

| Requirement for high availability expanded from traditional
mission critical system to servers in departments/shops.

| Impact of server failure in complex and highly-developed IT
society is getting bigger and bigger.
| Usage of Windows / Linux servers in low-end to middle-range

became general in recent years, and higher availability /
usability has been required more and more.

Technology of EXPRESSCLUSTER X

can be applied to single server.

Maximum usage of EXPRESSCLUSTER X technology for enabling to
improve availability and to avoid failure on single server.

]

EXPRESSCLUSTER X SingleServerSafe
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Target of EXPRESSCLUSTER X SingleServerSafe

How you avoid the server disruption of mission critical systems?

| Advantage of EXPRESSCLUSTER
X SingleServerSafe;

Clustering market

® Duplication in required systems
enables to improve availability in
single server.

® Monitors abnormality of HW & SW,
recovers them from failure, and
improves availability!

®FT server (HW duplicated server)
also acquires SW availability to
become server with higher reliability!

e For further availability, upgrade to
clustering system is enabled.

ingle server marke

I "wasAs Aijigejieae ybiy o3 ape.lt'ﬁr>

Easy implementation compared with cluster, achieving high
robustness to the failure.
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2. Product Overview
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Detectable failure (monitoring target)

| Accurate monitoring to check the actual status

Router, other network devices

ol Application layer:

Ping check monitoring

Application layer App

Presence monitori Response mo

Monitoring agent

(‘5 EXPRESSCLUSTER X
SingleServerSafe

OS layer
Stall monit g
OS space
Access check
Hardware layer NIC _
Link-doyn moni
NIC

® Presence monitoring of process

*Restarts when process abnormality is
detected

® Monitoring agent

*Restarts when abnormality in SQL,
HTTP and so on is detected

] OS layer
® User space monitoring

Restarts when abnormality in AP layer
such as hang-up is detected.

| Hardware layer
® Disk monitoring

Restarts when disk access abnormality
is detected.

oring @ Ping monitoring

ing

HBA

Dis- monitoring
C

© NEC Corporation 2019

*Restarts when ping abnormality is
detected.

® NIC Link UP/DOWN monitoring
«Restarts when link-down is detected.

« Availability can be improved by NIC
duplication.
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Benefit of monitoring Agent

| Improves high availability due to appropriate monitoring of application
®Same monitoring Agent as Agent of EXPRESSCLUSTER X can be used.

Without Agent With Agent

EXPRESSCLUSTER X
SSS feature enables
existence monitoring
of process. When the
process disappears,
this is regarded as
abnormal.

Application
Q Restart

Agent sends request
to target application

= Simultaneously, Agent

estart n

" waits for response
with clock timer, and
checks the content of
it.

4

X Hang-up detection of application

O Hang-up detection of application

X Response detection from application

O Response detection from application

O Abnormal termination of application
(Existence monitoring setting is required)

O Abnormal termination of application

*Monitoring Agent is strongly recommended

© NEC Corporation 2019
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Monitoring target of Agent

| Frequently used key apps in six fields are supported.

System Resource (System Resource Agent) Java VM Resource (Java Resource Agent)

(Wlnaowsx Linux ) (Windows)

CPU, memory, file, and so on WebOTX, WebLogic

Linux )
WebOTX, WebLogic, JBoss, Tomcat

Database (Dbatabase Agent) Internet Server (internet Server Agent)

( Windows ) ( Windows )
Oracle, SQL Server, DB2, ODBC, PowerGres, etc ITIS, SMTP/POP/IMAP4, HTTP/HTTPS, etc
( Linux ) ( Linux )
Oracle, DB2, PostgreSQL, PowerGresPlus, MySQL apache, httpd, sendmail, postfix, popd, etc
File Server (File Server Agent) Application Server (Application Server Agent)
( Linux ) (Windows J  Linux )
Samba, NFS Oracle AS, Tuxedo, WebLogic, WebSphere, WebOTX
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Off-line creation of setting information can be applied to other servers

4 A

=

X SingleServerSafe

=
A

Setting file Reflected to
acquired from server by
operating one
server command
or a button
A4

)

\Setting information J
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Setting

information can
be used to other / Builder

servers!

@ting reflect and upgrade are\
achieved without stopping

application by suspend feature

X SingleServerSafe
Resume W w4 Suspend

k X SingleServerSafe
/

~ failover

Setting
information

@ 9‘4—
Can be exported to external media
such as CD or USB memory
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Alert and support in case of failure

ARG G |~ Status can be checked with view
of management terminal.

Error © warning iInfo ~ Alert filter
EEN
< L
m

Customize table Q’ 5 jlogs per page ¢ n 2 3,45 . | 36 )
Type Received time 0‘ Time ~ Server name Module name Event ID Message
®
i 2019/05/14 12:01:30.8$3 2019/05/14 12:01:30.834 server0l m 1
/05 698? 2 /05/1
*
/05 969 W19/05/1

Log information of all servers can
) be collected from management
- | terminal in one click.

=

EXPRESSCLUSTER X
SingleServerSafe

Email alert can be done in case of
@ failure.
> |I:IQ
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3. Features in Operation (Screen, Usability)
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Features in operation

| Start / stop order and recovery process from abnormal status can

be set up.

Group Properties | failover

Info  Startup Server  Attribute  Start Dependency  Stop Dependency — Entire Dependency
Depth Name Dependent Resource Name Type
0 ORACLE_LISTENER_execl none
1 ORACLE_DB_execl ORACLE_LISTENER execl EXEC resource
2 AP_execl ORACLE_DB_execl EXEC resource
3 APACHE_execl AP_execl EXEC resource

0K Cancel Apply

Monitor Resource Definition

Info @ < Monitor(common) @ = Monitor(special) @ - Recovery Action

Recove ry Acti Custom settings v
PRLLE Y
Recovery Target * & Yo
b Browse —
*
L)

Recovery Script Execution Count® 0 time
Execute Script before Reactivation ]

Maximum Reactivation Count®

Execute Script before Final Action O

Final Action Stop the cluster service and reboot 05 v

Script Settings

4 Back Cancel

© NEC Corporation 2019

Makes system groups in
operation unit, and set up
procedure of start /stop

Enables setting from operation
point of view unlike start
procedure of OS service manager
(Windows) or init script(Linux).

Selection of Recovery Target

& LocalServer
a8 [All Groups]
~ =& failover
= AP_execl
= APACHE_execl
= ORACLE_DB_execl

= ORACLE_LISTENER_execl

OK Cancel

]

Sets up restart in resource unit,
group unit, or server unit, as a
recovery procedure from
abnormal situation.
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Operating procedure

| Same GUI as one for EXPRESSCLUSTER X can be used for
environment configuration

| Server status monitoring, start / stop of operation group, and log
collection can be done from Cluster WebUI, as well as CLI.

Cluster WebUI server01 # Config mode ~ © g P i
) ¥ o)
Import Export Get the Configuration File Apply the Configuration File Update Server Data
server01 4 ] :
L < Cluster WebUI (Config mode)

£ servers g

_ | Cluster WebUI (Dashboard)
3l Operation mode ~
4 ma / Cluster WebUl | Dashbea.. % | +
/# Config mode € ) © | 172.168.1.41:29003/4/dashboard ¢ |[Q search B 3

Cluster WebUI er [z EXPRESSCLU STER
Dashboard Alert logs X SSS
A Verification mode implemented server

Servers Groups Monitors

online offline Err/Warn Online offline Err/Warn Normal
Stop/restart of server and group O o "o 1 0 o O %
(operation service) can be A Alert 10g grap | ~ showgraen

unified by EXPRESSCLUSTER

command! £ lert log= - - ________
‘ A Error © warning L iInfo | ~ Alert filter

With integrated management of 0 customize able 5 ioos ruuulil 5]

@® Reference mode

a | I Se rve r, red u Ctl On Of Type Received time Time ~ Server name Module name Event ID Message

7 i 2019/05/14 12:01:30.853 2019/05/14 12:01:30.834 server! 01 m Basina pidw has st
Operator S effort and human i 2019/05/14 12:01:26.989 2019/05/14 12:01:26.971 server! 01 Web browser S < EXPRESSCI._USTER
errorl knOW_ hOW a nd i 2019/05/14 12:01:26.969 2019/05/14 12:01:26.958 server! 01 L Saserw has X SSS SerV'Ce

information sharing are enabled.

Management terminal
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Imple view of server status with integrated Manager

Enables to refer to clustering configuration status of both
EXPRESSCLUSTER X and SingleServerSafe in the same LAN.

Enables to run several WebManager separately

Rapid search of node by search filter Selected cluster display in business application

{& Cluster List Manager - Windows Internet Explorer E=EIE] U n It by u SI n g g rO U p d IS p | a y fl |te r
() - |81 nttpr192168.230.99:20003 clusterlst ntm - 49 x | [ Live earch 2 |
. »
T b | @ Cluster List Manager [ B v B v @@ v [ Page v i Tools v
File Cluster Server Tab Filter Folder Tool Help
B = % & B -
@ Cluster List Manager - Windows Internet Explorer | =1 ol 5|
] ClusterList - - - — d
o [/ cluster Cluster List Find Result List W) [&] nitp:/1192:168.230 99:38003 clustertist bt -|&,‘ X |[ tive search P~
o (3 solaris_3840 — =
9% 47 | @8 Cluster List Manager I & - v = v b Page » £} Tools

o [ clustert

- xpressCluster
o @ tls8506

- cluster+21-st

File Cluster Server Tab Filler Folder Tool Help

F
o | [T test-cluster &) a Dhl %@ &
Cluster 2 | Cluster 3 | clusters || 4 [F custom Foider | . _—
- gl - ¢ B Tokyo head office Cluster List | Views | ¥
| i Deparirment
[3 Df‘ersunﬂ’aﬁﬁq@.ﬂmem
farm) ez ) ¢ [Housters T ra,,
- > o | @ Cluster 7
I \E C::i‘;:j& 1[ @ Cluster List Manager - Windows Internet Explorer B B {
1 16net11 () ) = ) htpy/10.0.0.0 /clusteristitm -4 [x ][] - B Yoraignment Department
ols 16127 i C‘US"?"N., Cluster 1
16-144145 | $§ & | @ Cluster List Manager [ - o | Clusters "...
cluster! 511 ———— + E1/Quality Deparimen Teaa,
cluster-stxg | File Cluster Server Tab Fiter Folder Tool Help o [ ¥ custer 4 "-.....
& °'_C\usterﬁ fraa,
o a O [®)d |2 & [ Cluster 1 "--._..
[/ lciuster List sterList "'--.,.
uster List
= @ cluster | | |

Clustert Cluster2 J-/ - % ke
Filter | Favorite | ' ciuster 5 I 3 Nermal ¢ Normal { 3 o IRFRIERCINTER Y, - (NFRIRSCLRTE
—h—— [
1 clusters have beer g cliserp 152.008:06:154 {azista0s [ e [ e[ e[| ]

# @ Cluster 7

[P o Ll Cluster 8 —
| ¥ EcCsters Clusterd Clusters
W Cluster 10 I A Normal (ot Caution {
& 0 Cluster 11 192.168.15.220 192.168.16.127

| Mbnermal
Fiter ||_Favorite |

1 clusters have been found

Cluster? Cluster8
Normal Normal
192.168.16.187 192.168.11.111

Done [& @ Internet | Protec #100% -
Cluster10 Cluster11
Unknown { Normal
192.168.15.216 192.168.16.64
Abnormal
Filter | Favorite [
0 clusters have been found
Done [ @ Intemet | Protected Mode: On E100% -
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Easy implementation for virtualization environment

| Easy setting of start / stop / monitoring of virtual machine
®Only needs to input required items to GUI wizard format

Resource Definition of Group | virtualmachine

Info < Dependency = Recovery Operation = Details

Type’ Resource Definition of Group | virtualmachine
Name*
Info 0 9 Dependency Resource Definition of Group | virtualmachine
Comment Info @ = Dependency @ = Recovery Operation = Defails
Follow the default
Get license Info dependency Execute Script before or after Activation or Deactivation Seftings
Recovery Operation at Activation Failure Detection A ' .
Dependent Resources Resource Definition of Group | virtualmachine
© Select the type of Name Resource type Retry Count* 5 time
No Dependent Resources Info @ = Dependency @ = Recovery Operation @ - Details
VM Type* Hyper-v w
Final Action® Stop the cluster service and rt
VM Name" sample

["1 Execute Script before Final Al

Recovery Operation at Deactivation Failure Detection VM Path c:sample
Retry Count at i time
Deactivation Failure®

Tuning

Final Action’ Stop the cluster service and s
[l Execute Script before Final Al 4Back Finish Cancel

4 Back Ne)

Enables integration of virtual machine to one platform with HA feature
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4. Usage Scene
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Solution to improve reliability for Web 3 layer system

| Enables integrated management of system under load balancer
using SingleServerSafe

/

\_

SSS improves

] v
availability of each [ plication Laye 4 ol —— ——— .
ree. Integrated = . .
management - = = cmms | | chams | | comed

Web server or
application server

Load balancer \ Improves availability of whole system by
(InterSec/LB300, BIG-IP, etc) deploying EXPRESSCLUSTER X SSS in web
server / app server under load balancer and
deploying EXPRESSCLUSTER X to DB server.

[ Integrated management of whole system ]

With EXPRESSCLUSTER X integrated manager,
enables to manage whole system configured for
different purpose and on heterogeneous OS.

'Database | Database ._-'
DBLMONit @i DB-monitoring -
" ENPRESSCLUSTER X et | [

s T e R L

* SSS: SingIeServerSay

Achieves higher availability and usability of whole system
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“System Resource Agent” usage situation

Realize stable operation by avoiding system resource failure

Monitors whole system resource Monitors resource of each process
Prevents trouble in advance

System resource small Resource usage Blg

Alert

- CPU Predicts resource
- Memory shortage near future m
etc

Now = Future

System Resource Agent System Resource Agent

SingleServerSafe SingleServerSafe
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Thank You

(¢ EXPRESSCLUSTER X

An Integrated High Availability and Disaster Recovery Solution

For more product information & request for trial license,
visit >> https://www.nec.com/en/global/prod/expresscluster/

For more information, feel free to contact us - info@expresscluster.jp.nec.com
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