Management for

Sustainability Environment

: Information Security and Cyber Security

As information threats continue to evolve daily, information security has become an essential management pri-
ority in our sophisticated IT-based society.

We recognize that it is our duty to protect the information assets entrusted to us by our customers and busi-
ness partners as well as our own information assets in order to provide better products and services and contrib-
ute to the development of society. Based on this concept, NEC has positioned security, correctively referring to
both information security and cyber security, as one of the critical subjects of "materiality”, its priority manage-
ment them from an ESG perspective—materiality, and has established its “Information Security Statement” as
the basis for driving our efforts.

NEC has evaluated risks from various perspectives including the need of countermeasures as well as the
possible damage both to corporate business and society, and has selected priority risks that will have huge
impact and need to be addressed. With these risks in mind, we are deploying measures to counter cyber attacks
which are becoming increasingly sophisticated, while complying with US National Institute of Standards and
Technology (NIST) Cybersecurity Framework Version 1.1 and the Cybersecurity Management Guidelines
Version 2.0 by Japan’s Ministry of Economy, Trade and Industry (METI).

In addition, almost 100% of our business divisions in which information security is particularly important,
such as healthcare, finance, government, and cloud computing services, have obtained Information Security
Management System (ISMS) certification.

Based on our information security implementation framework (see the figure at right) as well as on our
Purpose that shows why as a company we conduct business, NEC is working to realize a secure information
society and provide value to our customers.

To protect information assets, NEC is taking the following approach:
« Implementing cyber attack measures,
« Providing secure products, systems, and services
« Promoting information security in collaboration with business partners

At the same time, we have positioned information security management, information security infrastructure,
and information security personnel as the three pillars of the information security governance framework within
the NEC Group, thereby maintaining and improving our comprehensive and multilayered information security.
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Implementation Framework

The NEC Group’s information security implementation framework consists of the Information Security Strategy
Committee, its subordinate organizations, and each organization’s information security managers and promot-
ers. Under the direction of the Chief Information Security Officer (CISO), NEC Group companies coordinate to
advance information security measures.

The NEC Group’s Information Security Implementation Framework
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https://www.nec.com/en/global/iss/index.html
https://www.nec.com/en/global/csr/security/index.html
https://www.nec.com/en/global/csr/pdf/2021_05.pdf
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Measures and Main Fiscal 2021 Activities

@ Measures against Cyber Attacks
As cyber attacks grow increasingly complex and sophisticated, the NEC
Group focuses on the protection of information assets entrusted by cus-
tomers and business partners as well as its own. To this end, we have
implemented total cyber security management by conducting uniform
and advanced measures worldwide based on cyber security analysis,
and established an incident response framework with our Computer
Security Incident Response Team (CSIRT).

Every year, NEC plans and proposes measures based on cyber secu-
rity analysis, and implements the measures with approval from the CISO.

In particular, given that NEC creates and provides social solutions for
countries worldwide, a single information security incident caused by a
cyber attack or any other factor could diminish the social trust of the
entire NEC Group and materially affect its business management. For

Overview of Global Measures against Cyber Attacks

Cyber Kill Chain (attack process)

Environment

this reason, we view a comprehensive and global approach to cyber
security risks as essential for our business continuity.

We are strengthening our global measures against increasingly
sophisticated cyber attacks based on a multilayered defense approach.
In fiscal 2021, our measures focused on the following tasks.

Cyber Risk Assessments by Red Team*!

The NEC Group’s Red Team conducts cyber risk assessments to increase
the cyber resilience and accountability of the Group. The team creates
assessment scenarios from attackers’ point of view, conducts pseudo
attacks on key systems within organizations to identify lacks and insuffi-
cient points in their existing cyber security measures, and takes actions
for improvement.

*1 Red Team is a team of experts that launches a cyber attack similar to actual threats to a
company or organization, assesses the organization’s resilience against the attack, identifies
risks involved in terms of policies, CSIRT operations and technologies, and proposes possible
improvements and additional measures.

Attack Intrusion platform\ Internal intrusion Confidential
Reconnaissance Initial intrusion p information
information collectio preparation construction expansion exploitation

1 Entry/ exit measures

Security measures for
gateways and cloud
services

Measures for email security

Use of threat

intelligence
2 Internal measures

PC/server protection
measures

Cloud security measures

PC investigation and vulnerability measures

Unknown attack detection and response (Web/email)

Integrated log/
packet management

NW (SD-WAN*2, NDR*3)
File encryption

Risk assessment by Red Team

Use of threat intelligence/Automation/Raising efficiency

EDR

Employee education/Training/Drills

3 Personal measures

Enhancement of the SOC and CSIRT organization structures

Improvement of security governance

(strengthening critical information management,
improving security level of the entire NEC Group worldwide as well as local Group companies)

*2 SD-WAN : Software-Defined Wide Area Network
*3 NDR : Network Detection and Response
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Using Threat Intelligence

NEC uses threat intelligence to identify threats including their early signs
and emerging trends. This framework enables us to reduce risks, take
rapid response, and minimize the damage of advanced threats that
cannot be blocked by conventional measures.

Advanced EDR

NEC hasimplemented endpoint detection and response (EDR) technolo-
giesin all of its Group companies to ensure early detection of threats that
break into the intranet as well as efficient incident response. We also use
the Global Cyber Attack Protection System (GCAPS) to address vulnera-
bilities of PCs and servers. Combining EDR and GCAPS with threat intel-
ligence allows us to detect and respond to sophisticated threats that
could not be addressed previously.

Critical Information Management

To minimize the impact of information leaks, we have defined “critical
information” as information that would have huge impact on our busi-
ness management and performance if it should be stolen or exposed
externally. For critical information, we conduct stringent management
and countermeasures including security assessments in all the organiza-
tions and internal audits by the Corporate Auditing Bureau.

Enhancement of Security and Governance Structure

To strengthen our ability of emergency response and daily operation
monitoring, we have revised and enhanced our operation processes as
well as the overall structure of our security operation center (SOC) and
CSIRT framework.

In addition, we have assigned a regional CISO at each of our global
operation sites. To enhance security governance, these regional CISOs
are in charge of security management for their respective regions and
take responsibility for the results of their management.
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@ Providing Secure Products, Systems, and Services

Following the concept of security by design (SBD), which ensures secu-
rity from the planning and design stages, NEC implements the Secure
Development and Operations initiative from the planning to operation
phases for the products, systems, and services it provides to its customers.
Ensuring security at the early stage of system development brings vari-
ous benefits such as cost reduction, on-time delivery, and excellent
maintainability of the developed system.

At each phase, checklists are used to ensure that required security
tasks have been carried out. Nonetheless, issues remain in relation to
the incorporation of security into the development process. These
include omissions due to the unique security settings used by each man-
ager and mistakes in settings caused by human error.

To address such issues, NEC has developed tools that automate
secure development. For example, we have established an operating
system and middleware fortification tool that automatically applies
secure settings to servers. Also, we have introduced technologies that
realize homogeneous security throughout entire environments used for
cloud computing construction, which has been rapidly increasing in

Secure Development and Implementation Based on the SBD Concept

Development and operations processes

Paning /proposl ) "Gt Stomert )

Tasks with security in mind
Threat analysis ?O

cyber attacks,
internal frauds,

Secure design

two-factor authentication,
privilege management,

Secure coding
SQL injection,

! prevention, etc. </>

etc. robust encryption

schemes, integrated log

management, etc. )
Security measure 'f:@‘ Hardening
formulation and agreemeént suspension of
monitoring, data protection, D’ unnecessary ports, a
malware protection, etc. 4 services, accounts, etc.

Development and operations environment security
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Security-conscious tasks

Ensuring the security measures as NEC's development standard throughout development to operation

Environment

recent years. Specifically, we are advancing an initiative for using tech-
nology that describes cloud computing environments in code form,
known as “infrastructure as code,” and then distributing and utilizing
templates for secure cloud computing environments themselves.

In fiscal 2021, we also created a prototype baseline for privacy evalu-
ation by referring to privacy-related laws and guidelines, such as the
NIST Privacy Framework, 1ISO 29100, and ISO 29134. We are verifying the
effectiveness of this baseline with a view to establishing a method for
comprehensively inspecting cyber risks and other risks related to busi-
ness continuity, such as insufficient consideration of privacy.

@ Information Security in Collaboration with Business Partners

NEC conducts its business activities in collaboration with business part-
ners. In these collaborations, we believe it isimportant to ensure that the
technology capabilities and information security level of the business
partners meet our required standards. To this end, NEC categorizes its
business partners by information security level based on the implemen-
tation status of their information security measures. In selecting busi-
ness partners for a project appropriately, we check the information
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security level to outsource tasks, thus reducing risks of information secu-
rity incidents occurring at business partners.

NEC requires its business partners to take appropriate information
security measures in the following seven critical areas: 1) contract man-
agement; 2) subcontracting management; 3) staff management; 4) infor-
mation management; 5) introduction of technological measures; 6)
secure development and operations; and 7) assessments. In fiscal 2021,
we held information security briefings (data disclosure method) for busi-
ness partners and provided information about risks and countermea-
sures against cyber attacks, to minimize the risk of information leaks.

To protect customers’ information, NEC works together with its busi-
ness partners to increase their information security levels by ensuring
that information security measures are implemented throughout their
organizations and that assessments and improvement actions are car-
ried out.

Information Security Countermeasures for Business Partners

1. Contract management

2. Subcontracting management

3. Staff management
4. Information management
9
5 Introduction of technical
* measures

Vulnerability assessment
source code analysis,

Web AP assessment, m})
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Vulnerability management
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workaround implementation, etc.
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Business partners
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Prohibit subcontracting in principle, require nondisclosure agreements, POF
! . pledges
and protect personal information, etc. 7
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Ensure compliance with Basic Rules for Customer-related Work Confidential information
management Video program

for raising awareness of
each and every worker n
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Enforce Confidential Information Management Guidelines
Secure work

environment
Introduce required and recommended measures

Secure products,
systems, and
services

Provide customers secure products, systems, and services

Assess the implementation status of NEC Group's information security PDCA "
standards (web-based self-assessments or on-site assessments) \
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