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Requirements for high availabllity

| Requirement for high availability expanded from traditional mission
critical system to servers in departments/shops.

| Impact of server failure in complex and highly-developed IT society
IS getting bigger and bigger.
| Usage of Windows / Linux servers in low-end to middle-range
became general in recent years, and higher availability / usability
has been required more and more.
Technology of EXPRESSCLUSTER X *

can be applied to single server.

Maximum usage of EXPRESSCLUSTER X technology for enabling to
Improve availability and to avoid failure on single server.

" ... No.1 Market Share in Asia Pacific region.

EXPRESSCLUSTER X SingleServerSafe
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Target of EXPRESSCLUSTER X SingleServerSafe

How you avoid the server disruption of mission critical systems?

| Advantage of EXPRESSCLUSTER X
SingleServerSafe;

Clustering market
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®Duplication in required systems
enables to improve availability in
single server.

®Monitors abnormality of HW & SW,
recovers them from failure, and
Improves availability!

OFT server (HW duplicated server) also
acquires SW availability to become
server with higher reliability!

®For further availability, upgrade to
clustering system is enabled.
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Easy implementation compared with cluster, achieving high
robustness to the failure.
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Detectable failure (monitoring target)

| Accurate monitoring to check the actual status

Router, other network devices
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o/ Application layer:
® Presence monitoring of process

*Restarts when process abnormality is
detected

® Monitoring agent

*Restarts when abnormality in SQL, HTTP
and so on is detected

| OS layer

® User space monitoring

*Restarts when abnormality in AP layer
such as hang-up is detected.

| Hardware layer

® Disk monitoring

*Restarts when disk access abnormality is
detected.

n morjitoring ® Ping monitoring

*Restarts when ping abnormality is detected.
® NIC Link UP/DOWN monitoring
*Restarts when link-down is detected.

* Availability can be improved by NIC
duplication.
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Benefit of monitoring Agent

| Improves high availability due to appropriate monitoring of application
®Same monitoring Agent as Agent of EXPRESSCLUSTER X can be used.

Without Agent With Agent

SSS feature enables
existence monitoring
of process. When the
process disappears,
this is regarded as
abnormal.

‘ Application

A Restart -

EXPRESSCLUSTER X

Agent sends request
to target application
periodically.
Simultaneously, Agent
waits for response
with clock timer, and
checks the content of
it.

X Hang-up detection of application

O Hang-up detection of application

X Response detection from application

O Response detection from application

O Abnormal termination of application
(Existence monitoring setting is required)

O Abnormal termination of application

*Monitoring Agent is strongly recommended

© NEC Corporation 2012
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Monitoring target of Agent

| Frequently used key apps in five fields are supported.

| Two more monitoring Agent is added to line-up (from X 3.1)
System Resource (System Resource AgenT B

Java VM Resource (Java Resource AgenM8i
CWindows)
WebOTX, WebLogic

(_Linux )
WebOTX, WebLogic, JBoss, Tomcat

CWindows X Linux_ )
CPU, memory, file, and so on

Database (Database Agent) Internet Server (Internet Server Agent)
(CWindows)

CWindows)
‘ Oracle, SQL Server, DB2, ODBC, PowerGres, etc 1S, SMTP/POP/IMAP4, HTTP/HTTPS, etc
C _Linux ) C _Linux_ )
Oracle, DB2, PostgreSQL, PowerGresPlus, MySQL apache, httpd, sendmail, postfix, popd, etc

File Server (File Server Agent)

C Linux )
Samba, NFS

Application Server (Application Server Agent)

(Windows X Linux )
Oracle AS, Tuxedo, WebLogic, WebSphere, WebOTX

Anti-Virus Software (Anti-Virus Agent)
(Windows )

Trend Micro Enterprise Security

© NEC Corporation 2012
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Off-line creation of setting information can be applied to
other servers

Setting

information can
/ \ be used to other | Builder \
WEIE G 5 EEEEE s

Mew File e T

X SingIeServerSafe Cluster Generation 'Wizard - ESE‘%‘QE‘?SE‘ i i
- Impaort
q Export
A Getthe Configuration File
Apply the Configuration File
Update Server Data
. . Option
Set“ng f|le Reﬂected Save Log Files
acquired fron‘ﬂ to server f*”
operating by one
server command Settmg
v | orabutton getting reflect and upgrade aa
achieved without stopping 4—
application by suspend feature
\Setting information/ Can be exported to external medi
X SingleServerSafe such as FD or USB memory
——
Resume » & 4 Suspend

k X SingIeServerSay

-
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Alert and support in case of failure

Eile Wiew Service Tool Help

ﬂop;rannnmme "| ‘9" f"ﬁH ‘ ﬁ Status Can be Checked With VieW
N e CrowNameifaowert etals
3 serverl

e of management terminal
¢ @crows | |[comment .
o T8 failover! Status Cnline
o (i@ Monitors Started Senver semerl
ssssssssssssss
scriptt [Online
EEEEER P
- s —i guummn® ’
W XENIRRL Type Recaived Time | Tme ¥ Ser W L Eentip [
——— - i 7097 1 [ a/zwuiﬁ r 1021 e g =
i D B 7 355 e 1020 20
i 4332 e
i 1011 e

0j0gr.
/08!
109/ 3 /OGS 14:31:67
IOE]p 7327 D&TZWMST 57.327

Log information of all servers can
be collected from management
terminal in one click.

EXPRESSCLUSTER
X SingleServerSafe - :
e Email alert can be done in case

of failure.

= NE ion 2012
- Page 10 © NEC Corporation 20

Empowered by Innovation N Ec




Features in operation

| Start / stop order and recovery process from abnormal status can
be set up.

File View Edit Help

||_:ﬂI Config Mode

=" Recovery Action

M

J Makes system groups in

Recovery Target

Maxirum Reactivation Count

Failover Target Server

Maximurn Failover Count

Recovery Script Execution Count

[] Execute Script hefore Reactivation

[ Execute Script before Failover
[ Execute migration hefore failing aver

{® Stahle Senver

> Setas much as the number ofthe servers

[ Execute Script before Final Action

,j time

O Maximurm Priority Senver

Einal Action

(@ SetMumber tirme
Stop the cluster service and reboot OF |v|
Script Settings
| < Back || Finizh H Cancel ‘

l_j"rw\

=
Li@e 11
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‘??EI%NSE” : Resources r Entire Dependency |
ervers
&3 serert Depth | Dependent Resource Name Type
% (I3 Groups 0 ORACLE_LISTEMER_exec!|none ~
E failover! 1 ORACLE_DE_exec CRACLE_LISTEMER_exec! |execute resource
(53 Monitors 2 AP_exect ORACLE_DB_exec execute resaurce
3 APACHE exec AP_exec execUte resource
[X]
Recovery Action Custom settings ‘v‘

operation unit, and set up
procedure of start /stop

Enables setting from operation
point of view unlike start
procedure of OS service manager
(Windows) or init script(Linux).

(]
T 8 failovert

AP_evec]

APACHE _exect
ORACLE_DE_exect
ORACLE_LISTENER exec!

abnormal situation.

Sets up restart in resource unit,
group unit, or server unit, as a
recovery procedure from

——
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Operating procedure

| Same Builder as one for EXPRESSCLUSTER X can be used for
environment configuration

| Server status monitoring, start / stop of operation group, and log
collection can be done from WebManager, as well as CLI.

File iew Edit Help

;::r\rf::mnde |_||_| |_|urslame Type Monitorad Destination Carmmant T EXPRESSCL USTER

%[00 Gervers iskocal disk rw monitor cdiskwlocal dat 1 .
& serer! i ip monitor 192.168.0.254 BUlIder X SSSim plem ented
$ Cl%oups |
fgiluvem Server
(lishiiors Change in single window from X 3.0! J WebManager -F--»
]
Of X ]
File Wiew Edit Help @T\_‘: < [E] riip i ocahestiza00s EERER |:|:| :
File Edit Wiew Favorites Tools Help ]
Lﬁ Config Mode ‘ - = @ i Favorites |52 @] Cluster Manager @] Suggested Sites = @ | Web Slice Gallery + :
L(Fjl Operation Mode @cl eeeeeeeeeeee | | i - [ pmn - Page v Safety - Tools - @~ :
o comode (B i T7] [0 | 3@ [ |
eference Mode T e PEO——— [ Detais | : EXPRESSC
Propertie Wa )
J failover gg:‘?em ! LUSTER X
StOp/reStart Of Server and group itors ! ?:Sf‘tnefrf:g;rms Sen:em ‘ : .
(operation service) can be unified e ! SSS service
by EXPRESSCLUSTER i :
command! R | :
- Rgclg'i_ved_ Tir_'neI : : :I'ime V_ : ISerlvlerName awMDdule | 1 ) R
. . I10/08/21 14:38:35.561 2010/08/21 14:38:35530 |serer al re . - _l Java eXeCuthn
With integrated management of R e e e i/
. y i1 0/0921 14:31:5T.343 2010009721 14:31:57.327 22:2;1 :E s e b L
all server, reduction of operator’s ErEaXEEE eI : environment is

00921 14:30010.874 2010/09/21 1430010874 |serer 1

eﬁort and human eI‘I‘OI‘, kI’IOW- 13@3@”13%2;:8 gglg:gggnjggggg; eeeee 1 | Web browser
how and information sharing are

required to be
installed

[0 T T [ [ € Localinkranet | Protecte d Mode: OFf [“5 - [#o -
Management termlnal J

R =
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Smartphone & tablet support

Managing cluster systems from Android devices.

0 C =

roid Devices

¥ The screen image shown here may not be the same as actual screen

=
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Imple view of server status with integrated Manager

Enables to refer to clustering configuration status of both
EXPRESSCLUSTER X and SingleServerSafe in the same LAN.

Enables to run several WebManager separately

Rap|d search of node by search f||ter Selected cluster display in business application
Sl unit by using group display filter“

= - . »
ok [@ Cluster List Manager ] } a - ~ @ v [ZhPage v & Tools

File Cluster Server Tab Filter Folder Tool Help ‘ //l
-

\JU \g http://192.168.230.99:29003  clusterlist.htm - ‘ &,‘ X

(€ Cluster List Manager - Windows Intemet Explorer =R e
[ Cluster List —~
o B cluster Clsterlist | views |~ ] FnoResultList | views || conn kol [&] httpy//192:168.230.99:20003 clustertst.htm v|&,‘ x r
= (3 solaris_3840 — = g -
= [ clustert w o [@ Cluster List Manager I I v B v @ v [Page v & TC
& @ ExpressCluster
& [ 0158586 [ File Cluster Sever Tab Filter Folder Tool Help
I b L
o= | [ testcluster {EEEE :
TR clotentit Cluster 1 Cluster 2 Cluster 3 Cluster 4 orn Forar
rE: Tokya head office Clusterilst
o @ 194195 B
= [5cls190 g a2~ | W osmes |l B vt
o | Cluster ¢ P ,;‘ EPE ,;\ i, ¢ B Personnel
o= | [] sps16-6485 (] k *|B g:us:evs
o uster 7 S L
o [ cluster1 01 [éclunev List Manager - Wmdowglnte.maplmer osaitani {
o @ clg-16net11 ¢ 1 0saka brane o)
o @ clg-1Bnet11 UU [&] http://10.0.0.1/clusterlist htm v‘{,‘ X ¢+ Bt Devgjopment Department #
TR cis 1B tar — i Cluster 4 Cluster 5
LSRR TE [@cmstemswanager [ | - Ly
o | cluster1511¢ % E1/2uality D
& @ cluster-stug | File Cluster Server Tab Filter Folder Tool Help o [ custer s
€ [k,
o [ Cluster1
Cluster List
o @ Cluster 1
¥ Mciuster2
| ¢ Ecustera
A an Cluster 4 o Clustert 4 Cluster2
Filter | Favorite [ Cluster § s Nermal Nermal
=} [ ¥ ﬁ
Mo o °_t gus:ers J[Eme)  192.168.16.144 102.168.15.201
———————— | ¥ @ custer
e 1M Cluster 8 ’
| ¥ Ecusters Clusterd Clusters o 4 R
W Cluster 10 Normal Caution L ‘ (.
& '@ Gluster 11 192.168.15.220 192.168.16.127 [nn) &
cg Cluster? Cluster8 g (e JEnail - /
t i\ Normal Normal 3 Filter
() 192.168.16.187 192.168.11.111 | [Wocows) Fom—cie ohee o)
Done [@ @ Intemnet | Protected Mode: On ®100% -
Cluster10 Cluster11
Unknown Normal
192.168.15.216 192.168.16.64 -
s
v
v
Abnormal g
Filter | Favorite [=] - :
0 clusters have been found
Done [ & Intemet | Protected Mode: On FL00% v
%
b4
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Easy implementation for virtualization environment

| Easy setting of start / stop / monitoring of virtual machine

®Only needs to input required items to GUI wizard format

* Dependency

-] Follow the default dependency!

Dependent Resources

=" Recowvery Operation

~Recovery Operation at Activity Fs
Retty Count
Failover Target Server
() Stabla Server
Failowver Threshold
) Set as much as the n
@ Set Mumber
EinalAction  [Stonthe clus
[] Execute Script befare Final
[ Recowvery Operation at Deactivity
Retry Count at Deactivation Fail

Final Action Stop the clus

[] Execute Script befare Final s

Info_ | Dependency | Recovery Operation | Details |

W Type
Wl Mame

M Path

uuuuuuuu

clsample

| Ok || Cancel H Apply |

P

‘ Enables integration of virtual machine to one platform with HA feature

E@ 15 © NEC Corporation 2012
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Easy setting of service resource

Automatically obtains the service name managed in service
management console of Windows OS

o mrvical. | Pamcurcs Progaries (===
" ey

v Heme P I—f/Llw:

1. Display service name from
Connect button
Needed to input service
name manually every time

Dy
||

‘7 Luning

| < Hack | Hea Cancel |

| Service name to be registered in service 2. Just select service name for
registration from list box.

resource should be specified manually
where human mistake is likely to occur. — - =

| =
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Process name monitoring

Child/Grandchild process can now be monitored

™ -
Y \/I]
| . | AYA |

7y

| With process name monitoring resource,
structure of app is understood while monitoring.

® Eg.l)

| Process (grandchild) of parent/child relation
IS not monitored.

SingleServerSafe (parent)

Start/l\/lon!t-cg?:> App (Child) )

- Start/Mor!;!;r:> App (Child) I 'V': onitor
Start App (Grandchild)
Star![b App (Grandchild) |APPL

N — SingleServerSafe (parent)

| Setting of E.g.1) Startllvlonl;!e"» App (Child) B/',O”itor
[ .Process name “APPL” Start App (Grandchild 1)
| Setting of E.g.2) App (Grandchild 2)

® Process name “APP73 App (Grandchild 3) J
I_,\* _ | App (Grandchild 4)
Wildcard “*” is supported App (Grandchild 5) B

=
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L+ | pradl ] Monior Resource Properties (==} o EgZ)
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Linkage between system mgmt software (MIB support)

SNMP Manager enables cluster management

® Enables integrated management including network devices etc

L ot | Comites Piprien |

.......

Displays information/situation from SNMP
communication of SingleServerSafe

© NEC Corporation 2012
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Failure simulation from the management console

Enables failure simulation from management console for testing the failover
scenario

® “Verification Mode” is added to the management console
® Early discovery of mistakes in configuration, and confirms recovery of monitor

resource.
Eile View Service Hel
A Venmication Moo« (4 2 o aadre - . .
\) | £:| Enable Durnrmy Failuredipand) @ & Vercaion Mose o 4 EaSIly_SImUIate
¢ ([ Server Please selectthe severs: ——_M-M 77777 the failure
? g 1 1. Select verification Server liame . o
¢ @ Groug mode server] = ) sen
> W tadlo server? U‘_: z - .
- U tailc N - —
- W fadl 3
¢ (8 Monitor /\ ¥
®© genw z —
- b e 3. Select server to use e
:8' Enabdle Dummy Fallure — fOI’ dummy fallure |
e m AN
lg \ /
© wsew | 2. Select dummy failure

from monitor resource
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Usage scene
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Solution to improve reliability for Web 3 layer system

| Enables integrated management of system under load balancer using
SingleServerSafe

/ Load balancer \ Improves availability of whole system by
(InterSec/LB300, BIG-IP, etc) deploying EXPRESSCLUSTER X SSS in web

server / app server under load balancer and

deploying EXPRESSCLUSTER X to DB server.

[Integrated management of whole system]

With EXPRESSCLUSTER X integrated manager,
enables to manage whole system configured for
different purpose and on heterogeneous OS.

SingleServerSafe

SlngIeServerSafe

Integrated
management

D atabase b

ISB,rﬁonit rng

Data Layer
% SSS: SingleServerSafe m——

‘ Achieves higher availability and usability of whole system

7 »‘i
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“System Resource Agent” usage situation

Realize stable operation by avoiding system resource failure

=\V/le

tors whole system resource

Prevents trouble in-advance

STOres - sys

e

esource informat

Predicts resource
shortage near future

=i
—_ ==
==
==
—

’l] =

= [N

= |

=

]

=
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Linkage with EXPRESSCLUSTER X supporting virtual
environment

Guest cluster type Host cluster type

Quicker failover than host cluster type More economical than guest type cluster

@ Physical failure on host OS occurs @ Application failure on guest OS occurs
@ Alerts failure detected on host OS to guest OS @ Alerts failure detected on guest OS to host OS

@ Failover of application running on guest OS @ Failover of whole guest OS
Ao Aop | Aop |
3. Failover of # . e
2 ali ! ngleServerSafe
Guest 05 [RAMSUEELLUIN Guest 0 Guest 05 | Guest 0S

________________

3. Failover of
virtual OS

Alert

SingleServerSafe

Host 0S Host OS

Su ortsedhhypeévi/so‘{
ﬂv phere X KVM =
Windows 2008 R2 Hyper-V @IBNIPGWervM  {° EXPRESSCLUSTERX
XenServer 56 / 5.5
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System protection from danger of virus

| Anti-Virus Agent can protect system from virus!
Supported products : Trend Micro “OfficeScan Corporate Edition 10.5 & 8.0 SP1 Patch 1”

® Anti-Virus Agent monitors status of OfficeScan Client.
Detects hang-up as well as service status, and restarts service.

® Monitors communication with OffceScan Server, and ensures the pattern files to
be delivered.

® For higher availability of the anti-virus system, OffceScan Server is recommended
to be clustered by EXPRESSCLUSTER X.

If failure occurs in Anti-Virus Anti-Virus Agent monitors x Hatsrn) [OffceScan Server_J
response periodically v fil

software, risk of virus infection ,ﬁ;'wg_a : imfjsct\ugﬁk\/

becomes higher due to failure of
pattern file import.

. . . EXPRESSCLUSTET X EXPRESSCLUSTEﬁ: X EXPRESSCLUSTET X
O_peratlon Wlth more I‘Obl.JSt Antl- Anti-Virus Agent Anti-Virus Agent Anti-Virus Agent

|
Virus system can be achieved! SingleServerSafe

| =
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Thank You

{° EXPRESSCLUSTER X

An Integrated High Availability and Disaster Recovery Solution

For more product information & request for trial license,
visit >> http://www.nec.com/expresscluster

For more information, feel free to contact us - info@expresscluster.jp.nec.com
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\Orchestrating a brighter world

NEC brings together and integrates technology and expertise to create
the ICT-enabled society of tomorrow.
We collaborate closely with partners and customers around the world,
orchestrating each project to ensure all its parts are fine-tuned to local needs.

Every day, our innovative solutions for society contribute to
greater safety, security, efficiency and equality, and enable people to live brighter lives.
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