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Abstract
With the IoT systems that make use of data in the real world, the data collection from devices can also be a target of cyberattacks. It is because of this that countermeasures based on encryption are currently gaining in importance. Lightweight cryptography is an encryption method that features a small footprint and/or low computational complexity. It is aimed at expanding the applications of cryptography to constrained devices and its related
international standardization and guidelines compilation are currently underway. Authenticated encryption that
achieves both confidentiality and integrity has been attracting special attention and a technology competition
called CAESAR has been held. NEC has developed TWINE, which is a lightweight block cipher, and OTR, which is
an authenticated encryption method that has passed the CAESAR second-round selection.
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1. Introduction
The IoT has created new values by connecting vari-

2. Security Threats for IoT, Countermeasures Based on
Encryption

ous devices to the network, but has also led to security

The biggest security-related threat of IoT systems

threat becoming important issues as seen in the recent

from the traditional IT systems is that even using de-

reports of illegal surveillance camera manipulation and

vices for data collection from the real world can become

automobile hacking etc. The Information-technology

a target of cyberattacks. For example, the purpose

Promotion Agency of Japan (IPA) has ranked “Exterior-

of applying IoT to a plant is to significantly improve

ization of vulnerability of IoT devices” as 8th in its report

the productivity and maintainability by collecting data

entitled “The 10 Major Security Threats of 2017.”

from a large number of sensors installed in production

Encryption is an effective countermeasure, and the

equipment, by analyzing it and performing autonomous

IoT is now required to apply encryption to sensor devic-

control in real time. If sensor data should be falsified

es in environments with various restrictions that have

during this process, incorrect analysis results would be

not previously been subject to encryption. Lightweight

induced and erroneous control would result due to such

cryptography is a technology researched and devel-

an occurrence having the potential of leading to major

oped to respond to this issue. In this paper the author

damage. Moreover, since measurement data and con-

will describe the security threats of IoT and discuss the

trol commands are trade secrets associated with the

countermeasures that are based on encryption. We

know-how of production and management, preventing

discuss the requirements of lightweight cryptography,

leakages is also important from the viewpoint of com-

the technology and trends, the block cypher TWINE and

petitiveness. Even if there is no problem at present, it

authenticated encryption OTR that have been developed

is necessary to consider the effect of threats that might

by NEC.

become evident in the future.
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Fig. 1 Encryption-based countermeasure against attack

becomes the reference point for the lightness of the en-
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Fig. 2 Example of lightweight cryptography applications.

that determines the processing speed becomes the index of the lightness. The throughput depends greatly on
the parallel processing capability.
With regard to security, since encryption is the technological point of origin of the overall system security
the lightweight cryptography needs to adopt a method
that is evaluated as having a sufficient security level of
modern cryptography. Even when the block length and/
or secret key length are set shorter than for the standard cryptography by prioritizing the ease of implementation (such as via 64-bit block and 80-bit secret key, for

Applying encryption to sensor devices means the implementation of data protection for confidentiality and

example,) it is still required to correctly apply a proven
method.

integrity, which can be an effective countermeasure
against the threats (Fig. 1). Lightweight cryptography

3.2 Symmetric Key and Public Key Cryptographies

has the function of enabling the application of secure
encryption, even for devices with limited resources.

Cryptography can roughly be divided into symmetric

Encryption is already applied as standard on the data

key and public key (asymmetric key) cryptographies.

link layer of communication systems such as the cell-

The symmetric key cryptography uses the same secret

phone. Even in such a case, encryption in the application

key for encryption and decryption. With the processing

layer is effective in providing end-to-end data protection

that is relatively lightweight, it is used in data encryp-

from the device to the server and to ensure security inde-

tion and authentication. On the other hand, public key

pendently from the communication system (Fig. 2). Then

cryptography uses a secret key in decryption and a

encryption must be applied at the processor process-

public key different from the secret key in encryption,

ing the application and on unused resources and hence

and it is quite difficult to guess the secret key from the

should desirably be as lightweight as possible.

public key. The computational complexity of the public
key cryptography is typically as high as more than 1,000

3. Lightweight Cryptography

times that of the symmetric key cryptography, but this

3.1 Requirements for Lightweight Cryptography

symmetric key cryptography and the digital signature,

technology is used in sharing the secret key used in
thanks to the asymmetrical property.

The following factors on the implementation are required for lightweight cryptography.

With a system such as a plant or car- control system,
it may be possible to embed the secret keys shared by

• Size (circuit size, ROM/RAM sizes)

the devices in advance. In such a case, secure and ef-

• Power

ficient data protection can be implemented using sym-

• Power consumption

metric key cryptography alone. On the other hand, with

• Processing speed (throughput, delay)

a system that performs encrypted communications dy-

The first factor determining the possibility of imple-

namically with unspecified parties such as an inter-ve-

mentation in a device is the size. Power is especially

hicle communication system, the use of public key cryp-

important with the RFID and energy harvesting devices

tography is effective.

while the power consumption is important with bat-
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We focus mainly on the symmetric key cryptography
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Fig. 3 An Example of block cipher mode of operation.

Even when the same block cipher is used, the efficiency
and the security vary considerably depending on how it
is implemented as an authenticated encryption. There
exist NIST-recommended authenticated encryptions
called the AES-CCM/GCM, but considering the importance of authenticated encryption and the progress in
research, next-generation authenticated encryptions of
lighter weight and higher security are desirable. Under
these circumstances, an international authenticated
encryption competition called CAESAR (Competition for

that can be widely applied to devices that are subject to

Authenticated Encryption: Security, Applicability, and

severe resource restrictions. The symmetric key cryp-

Robustness) was started with NIST’s support in 2014

tography consists of core functions such as block or

and there were 60 submissions. Candidates have been

stream ciphers (cryptographic primitives) and methods

narrowed down every year in accordance with the algo-

to apply the core function to a packet called the block

rithm characteristics and functions, and the final selec-

cipher mode of operation for encryption and/or authen-

tion will be published by the end of 2017.

tication. Fig. 3 shows an example of the block cipher

In Japan, the CRYPTREC (Cryptography Research

mode of operation used for the authentication (called

and Evaluation Committee) assesses electronic govern-

CBC-MAC: cipher block chaining message authentica-

ment-recommended ciphers and monitors the trends of

tion code). To render a cryptography lightweight, it is

cryptographic technologies. Its Lightweight Cryptogra-

required to improve the efficiency of the block cipher

phy WG has been developing its activities since 2013.

mode of operation as well as the cryptographic primi-

These include the evaluation of the implementation of

tives.

representative block ciphers, as well as security surveys
and research into the effective use of lightweight cryp3.3 Trends in Lightweight Cryptography

R&D of lightweight cryptography was begun around
2004 with a project in Europe and it has recently been
reactivated via the M2M/IoT process. The international

tographies.
4. Lightweight Cryptographies of NEC
4.1 Block Cipher TWINE

standard ISO/IEC 29192 “Lightweight Cryptography”
was established at ISO/IEC JTC 1/SC 27. The U.S. Na-

NEC’s lightweight block cipher called TWINE 1) is de-

tional Institute of Standards and Technology (NIST) that

signed to solve issues with the previous lightweight

issues guidelines on cryptographic technologies initiat-

cryptography PRESENT by its ease of implementation

ed the Lightweight Cryptography Project in 2013 and

in software. At the same time its implementation will

announced a public call for applications of lightweight

be enabled in small-size circuitry. It employs the same

cryptographies in 2017.

setting as for PRESENT, namely a block length of 64 bits

PRESENT is a block cipher regarded as being the pre-

and two kinds of secret key lengths of 80 and 128 bits.

cursor of lightweight cryptography. It was published in

TWINE was selected as one of the ciphers to be evalu-

2007 and has been registered in ISO/IEC 29192. It has

ated by the Lightweight Cryptography WG of CYRPTREC

a small circuit size that enables implementation in the

described in the above, and manifested top-class perfor-

RFID tag, which is not possible using the standard AES

mances in both hardware and software. Below, we will

encryption. The U.S. National Security Agency (NSA)

discuss the implementation of TWINE based on the re-

published lightweight block cipher SIMON/SPECK that

sults of evaluation by the Lightweight Cryptography WG.

features a very small ROM size suitable to a constrained

The block cipher is composed of algorithms that re-

microprocessor (2013) and proposed its addition to ISO/

peat the same processing procedures known as the

IEC 29192 with the aim of achieving international stan-

round functions. With regard to hardware implementa-

dardization.

tion, the circuit sizeper round of AES is 15K gates but

A block cipher mode of operation that can achieve

that of TWINE is about 2K gates, which is about 1/7th

both encryption and message authentication is called

that of AES (of a similar scale to PRESENT). When the

“authenticated encryption.” Considering the importance

circuit size per throughput is compared, the efficiency

of false data detection in IoT, it is expected that encryp-

of TWINE is more than twice that of AES. For the high-

tion will mean authenticated encryption in the future.

speed communication compatibility, encryption increas-
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es the circuit scale due to parallel processing, but the
small-scale circuitry of TWINE is also effective in such a
case.
On the other hand, AES is superior in terms of software implementation. In the case of the microproeces-
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Regarding the security, we evaluated TWINE on the
Fig. 4 OTR algorithms.

attacks used in modern cryptanalysis like the AES evaluation and showed no problems. Some papers attempting
to attack TWINE have been issued, but none of them
succeeded in degrading the security level of TWINE up
to the present.

in encryption.
The security of OTR is proved based on that of the
block cipher. OTR can be combined with an arbitrary

4.2 Authenticated Encryption OTR

block cipher. As combination with AES makes it possible
to use the rich implementation assets of AES, and “AES-

In general, the amount of computation required for

OTR” has been proposed to the CAESAR. Combination

message authentication is equivalent to that for en-

with TWINE, “TWINE-OTR” can reduce the size further

cryption (secrecy), and the computation amount of

compared to AES-OTR.

AES-CCM/GCM, NIST-recommended authenticated en-

At NEC, we developed authenticated encryption CLOC/

cryptions, is twice the amount required for merely en-

SILC jointly with Nagoya University et al. CLOC/SILC

cryption. Since the computation amount of authenticat-

features a small surplus of computation amount com-

ed encryption is more than that for encryption alone, the

pared to the small data size. It was also proposed to

computation amount equivalent to that for encryption

CAESAR and passed the second-round selection.

alone becomes the theoretical limit for authenticated
encryptions.
OCB is an authenticated encryption that can clear the

5. Conclusion

theoretical limit, but it necessitates a block cipher de-

In the above, we introduced the lightweight cryptog-

cryption function to perform decryption. On the other

raphies applicable to the resource-constrained environ-

hand, as is evident in the fact that AES-CCM configures

ments of IoT by focusing on the ones developed by NEC.

the decryption processing via the block cipher encryp-

Lightweight cryptography also requires consideration of

tion function, the size can be reduced by reducing the

the key management functions and operations in actual

number of its composite elements. OTR2) developed by

applications. NEC is therefore promoting R&D for the

NEC is the world’s first authenticated encryption that

practical realization of a lightweight cryptography library

achieves the theoretical limit of computation amount

by also covering updating and exchanging of keys. We

using only block cipher encryption functions exclusively.

are also conducting research into lightweight cryptogra-

OTR was proposed in the CAESAR authenticated encryp-

phy in key exchange based on public key encryption. In

tion competition mentioned above, and it was selected

the future, we intend to continue to contribute to secure

as one of 30 candidates passing the first round (2015)

IoT systems via research into the cryptographic technol-

and also as one of 15 ones passing the second round

ogies as discussed in this paper.

(2016).
Fig. 4 shows the algorithm of OTR. The message authentication (authentication tag generation) of OTR is
based on encryption of checksum of data blocks and
can be implemented by encryption of a single block regardless of the data length. The encryption employs a
structure called the 2R Feistel structure and decryption
is possible using the block cipher encryption functions as
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