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Abstract

Following the diffusion of cloud-based services and the consequent increase in the opportunities for handling
sensitive data, concerns about leakage and abuse of such data has been increasing. In order to deal with these
concerns, this paper introduces suitable countermeasures. These are a technology for preventing data leakage
by processing data in an encrypted form and one for protecting data by selecting optimum processing measures
according to content. Both of these technologies are results achieved from the “R&D of Security Technology for
Promoting Transition to Cloud Services in Preparation for Disasters.” This research project was commissioned by
the Japanese Ministry of Internal Affairs and Commmunications (MIC).
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1. Introduction

The diffusion of cloud services is increasing the demand for
cloud services for handling sensitive data such as personal data,
but there are still many sets of circumstances in which the cloud
is not used due to security concerns. In fact, it is very hard for
the user to review cloud services directly so that concerns about
data leakage and abuse cannot be solved easily. These concerns
may be solved using the available data leakage prevention tech-
nology by processing encrypted data and the one for protecting
data by selecting optimum processing according to content. By
solving concerns about leakage of sensitive data it is expected
that more services will be enabled to use cloud systems.

The above technologies process the encrypted data while
sensitive data is not decrypted in the cloud system. The key for
decrypting the encrypted text is therefore in the hands of the
data owner, and not in the cloud system where the processing
is executed. This means that, even if the cloud service leaks
the data, it is the encrypted data that is leaked so that leakage
of the actual data can be prevented.

The latter technology that protects data according to its
contents processes the data provision destination and applies
privacy protection based on the importance level labeled by

analyzing the content of the data transmitted from each indi-
vidual and according to the information protection and usage
requirements determined in the “policy.” This means that ser-
vices that utilize personal data while protecting privacy can be
implemented safely.

The fundamental idea underlying these solutions is to make
attackers unable to extract substantial secret information such
as personal data, etc. even if they succeed in obtaining it from
the cloud (Fig. 1). In 2012, we conducted demonstration ex-
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Fig. 1 Processing of unencrypted data and information protection usage policy
arbitration method.
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periments of these technologies within the framework of the
“R&D of Security Technology for Promoting Transition to
Cloud Services in Preparation for Disasters,” research com-
missioned by the Japanese Ministry MIC. In this paper, we de-
scribe these technologies together with associated matters and
report on details of the commissioned research.

2. Processing Non-decrypted Data

In addition to the technology for processing non-decrypted
data, there are other technologies that can prevent virtual data
leakage by processing encrypted data in the cloud system,
which include simple encryption, functional encryption or
secret sharing, secure multi-party computation, and fully ho-
momorphic encryption. The following paragraphs describe the
characteristics of these technologies.

(1) Simple encryption
If data is encrypted before storage in the cloud system,
access to the data can be restricted to the owners of the
secret key. However, if there are multiple users, it is nec-
essary to prepare a separate means for distributing the
secret key according to their authorizations.

(2) Functional encryption
This encryption method enables implementation of high-
ly accurate access management of multiple users and is
convenient for the encryption of shared storage. When
this method generates encrypted text, it defines the users
who can decrypt the text based on the conditions met by
the authorizations of such users. It is for example possible
to specify “a job position of X or higher that belongs to
group A and does not belong to group D.”
The functional encryption controls the user access by pro-
viding users with secret keys according to their authoriza-
tions. As a result, decryption is possible only by the users
owning the secret keys that meet the specified conditions,
and is completely impossible in the cloud. Nevertheless,
this mechanism makes it necessary to strip the users of
their secret keys or rewrite the encrypted text in order to
change the authorizations. The former task is difficult to
achieve and the latter requires a huge volume of process-
ing.

(3) Secret sharing
This technology saves data by distributing it in several
clouds so that the confidentiality of the original data
can be protected even if data is leaked from any of the
clouds. This method converts data into multiple shares,
with which original data cannot be restored unless more
than a certain number of shares are collected. The shares
are distributed in several clouds to secure confidentiality.
Each cloud controls user access to the shares it holds so
that this technology is capable of highly accurate access
control of the original data via easy authorization chang-

es, which is not possible with the functional encryption.
The method based on secret sharing can secure the avail-
ability of data because, even if some clouds lose shares,
the original data can be restored from the shares held in
other clouds. In addition, this solution also accepts the
addition of a forgery detection mechanism for data integ-
rity
The processing operations possible with simple encryption,

functional encryption and secret sharing technologies that are

outlined above are limited to the read and write operations.

(4) Secure multi-party computation
This technology is capable of arbitrary data processing
by overcoming the limitations of secret sharing, which is
restricted to read and write processing. After the data has
been distributed in several clouds by secret sharing, the
clouds can generate the results of arbitrary computations
of the original data in cooperation, without restoring the
distributed secret data.
However, the processing of secure computations is usu-
ally slow and, if users can access the original data, it is
much simpler if they read the data and perform the com-
putations themselves. Consequently, this technology is
effective for a service that discloses to the users only the
simple statistical values obtained by comparable com-
putations of the original system data. The original data
cannot be disclosed to either the cloud or the user.

(5) Fully homomorphic encryption
This technology makes it possible to execute arbitrary
processing of data in the encrypted status in the cloud,
without disclosing data to the cloud. Unlike the secure
multi-party computation, the processing is possible in a
single cloud. However, this technology also poses prob-
lems, which are the very slow processing speed and its
drawback of results decoding being restricted to persons
who own the secret key.

(6) Processing Non-decrypted data
This technology processes data via a single cloud as with
the fully-homomorphic encryption. Although the avail-
able processing is limited, it is faster than the fully-homo-
morphic encryption. The applications depend on the kinds
of available processing selected, but they include biomet-
ric authentication, analogous chemical compound search-
es, statistical computations (of mean values, variances
and covariances), keyword search, and relational database
management system. Decryption of the results is limited
to persons who own the secret key in a similar manner
to the fully-homomorphic encryption. However, it can
sometimes be made available for multiple users by using
a technology called proxy re-encryption. This technology
enables practical service deployment while providing
strong information leak resistance via encryption. This is
one of the recommended privacy-protection services that
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are introduced in this paper that are subjected to demon-
stration experiments in the research commissioned by the
Japanese MIC. It also belongs to the services based on
non-encrypted processing.

3. Policy Arbitration Method Technology

3.1 Policy Approach

The access control or privacy policies endorse the affir-
mation or rejection of an operation based on the shared data,
operational obligations, and suitable conditions for permitting
the operation, etc. With regard to privacy protection, the priva-
cy policies define the affirmation/rejection of data acquisition
and the processing of privacy protection is enforced when the
relevant data is made available, etc.

In the present research, we developed an architecture in
which the front end of the cloud makes a decision and enforces
privacy protection automatically, and optimum privacy protec-
tion is achieved regardless of the method of handling the data
of the various services in the cloud (Fig. 2).

In this architecture, the control technology of the virtual
server, which makes a decision and enforces the policy, en-
forces optimum data protection processing based on the data
protection policy generated by the data protection policy gen-
eration function, the importance level of data, and the security
status of the service.

Below, we detail the policy arbitration technology used by
the data protection policy generation function.

3.2 Policy Arbitration Method Technology

The policy arbitration method technology generates opti-
mum data protection measures according to the security status
and data importance level by reducing the burden on users and
services.

The policy arbitration method is accompanied by the issues
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Fig. 2 Cloud service framework using a user policy method.
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defined below. The methods of solving them will be described
separately in the following subsections.

1) Conflict between user and service policies
Difficulty of solving conflict between the data protec-
tion requirements of the user and the data usage re-
quirements of the service.

2) Compatibility with various service environments
Difficulty of generating a data protection policy that is
optimized for the security status and the data impor-
tance level.

3.2.1 Arbitration Method Technology Based on Policy Ranking

In order to resolve the conflict between policies, it is nec-
essary to create acceptable policies based on communications
between the user and the service providers in order to reach
a compromise regarding their needs. However, the need for a
large number of communications between the user and service
provider poses the problem that a heavy burden is placed on
both parties.

We have therefore developed an arbitration method that
utilizes the policy ranking for reducing the volume of com-
munications. With this method, the service provider registers
acceptable policies in advance and presents service policies by
ranking them according to that input by the user. The user can
select an acceptable policy by referencing the presented policy
rankings.

We propose to allow the two parties to find the procedure
to agree on a policy that is acceptable to both of them via con-
ducting minimal communications. Evaluation revealed that the
time required for the speed to present the policy ranking is as
high as about 500 msec., when the number of service proce-
dures is around 200.

3.2.2 Arbitration Method Based on Inter-user Similarity

In order to protect data optimally according to the environ-
ments characterized by the security status and data importance
level it is necessary to use a procedure that matches each
environment. Nevertheless, it is difficult for the user to set an
acceptable policy for all of the environments.

To solve this problem, we developed an arbitration technol-
ogy that recommends the optimum data protection policy to
suit the current environment. This technology computes the
similarity levels of users based on the policies that have been
generated for the various environments and recommends user
policies that show high similarity.

This solution makes it easy to generate policies to suit
various environments by recommending optimum policy pro-
cedures. The evaluation showed that the time required for the
similarity level evaluation speed is as high as about 500 msec.
when the number of users is 1,000.
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4. Demonstration Experiments

4.1 Privacy-protection Recommendation Processing

In the event of a large-scale disaster, it becomes important
to utilize private rented accommodation effectively as the
hasty preparation of a large number of temporary housings is
a difficult task. Since direct real estate mediation by adminis-
trators involves various issues, it is desirable to utilize general
rental agreements. However, the time taken for the screening
of borrowers by the lenders becomes a significant obstacle to
quick conclusion of general rental agreements in the event of a
large-scale disaster.

We suggest speeding up improvements to the residential en-
vironment in order to reduce the number of applicant screen-
ings and to recommend housings for the disaster sufferers that
would not be refused.

Screening requires personal information including the eco-
nomic circumstances of the borrowers and their guarantors.
This means that personal information is also required for hous-
ing recommendations that would not be refused in screenings.
This leads to concerns regarding possible information leakage
when the service is performed in the cloud. We have there-
fore solved such information leakage concerns by selecting
the mechanism for processing information without decrypt-
ing from the encrypted status. We have also created a rental
housing mediation service based on this mechanism and have
conducted demonstration experiments within the framework
of the research commissioned by the Japanese MIC. Here, the
processing required for the service is implemented by comput-
ing the inner product of vectors in the encrypted state. \We se-
lected the expression by vectors that express the circumstances
of the borrower and the conditions of the lender in vectors and
computed the degree of their matching as the inner product.

\We obtained certain evaluations from the demonstration ex-
periment because it presents a potential for implementing new
services by applying the present technology for processing
information in the un-decrypted state. The participants in the
experiment proposed ideas for services using this technology,
which suggested the potential of wide applications for the
technology.

4.2 Cloud-based Information Exchange Service

If a large-scale disaster occurs, it is desirable that the local
governments and sufferers share efficiently the information
useful for enforcement and promotion of anti-disaster activi-
ties.

With the present study, we established the following hypoth-
eses and built an information collection/transmission system
based on cloud service by developing the policy-based frame-
work described in section 3.

1) To build an information collection/transmission service
in the cloud would enable disaster resistant information
collection.

2) Allocating each piece of provided information to the
optimum services would enable efficient information
collection by transmitting various kinds of information
to the relevant local governments, residents and gov-
ernmental institutions.

3) Automatic execution of privacy protection according
to the policy of each disaster sufferer would reduce the
number of privacy-related concerns and promote the
active provision of information.

We verified the hypotheses above in the demonstration
experiments for the research commissioned by the Japanese
MIC. As a result, 97% of the victims agreed that such a service
is useful for maintaining business continuity; almost 100%
agreed that the information collection/arrangement would be
actually useful in the event of a disaster, and 83% agreed that
privacy protection promotes the provision of information. This
demonstration experiment allowed us to verify the hypotheses
above and conclude that the cloud-based information exchange
service would be useful in disaster events.

5. Future Deployment

By applying the encrypted information processing technol-
ogy, we aim to implement effective services, including the
provision of relational databases in the encrypted state or of
biometric authentication using encrypted data. By introducing
a secure policy based privacy protection technology, we will
be able to implement services for utilizing highly sensitive big
data such as personal data, by applying anonymization.
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