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Abstract
The communications environments of enterprises are expanding toward ubiquitous environments in which commu-
nications are available “anytime, anywhere.” Meanwhile, the issues related to security are being focused on compli-
ance management, internal control and risk management. This paper discusses the concept of the security
management that will be necessary following the proposed further development of communications environments and
introduces some specific solutions.
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1. Introduction

The means of communication in the activities of enterpri-
ses has been expanding rapidly, from the traditional means such
as telephony and fax to messaging systems based on various
IT technologies such as e-mailing, web conferencing, telecon-
ferencing and instant messaging.

Following the integration of such means into communica-
tions tools that function entirely on the IP network platforms
the scope of communications has also been expanding rapid-
ly regardless of the boundaries between enterprises. Included
in this trend are specific uses inside a single enterprise to use
in all of the ubiquitous environments including at the van-
guard position of sales, the domains of various types of busi-
nesses: distribution, architecture, medical care, education,
etc.,) as well as in fabs, employees’ homes and inside moving
vehicles. This trend has led to an environment in which the
communications platforms are becoming more important than
ever in the activities of enterprises.

On the other hand, the changes in communications environ-
ments as seen above are also changing the concept of security
among enterprises from the traditional security measures fo-
cusing on defense issues to management-type security meas-
ures. It is now a matter of urgency for any enterprise to
recognize the importance of this change and to adopt early
measures to support its promotion.

In the following sections, we will introduce the concept of
the security measures that are required from the viewpoint of
compliance and risk management in the context of the ad-

vancement of communications platforms and the proposed
solutions.

2. Changes in the Communications Environments of
Enterprises

The main means of enterprise communications used to be
the telephony and facsimile (fax), but the introduction of the
Internet (particularly E-mailing) in the 1990’s has significant-
ly changed the circumstances.

The fax has been an important means of transmission in
emergencies, but most of its use has now shifted to E-mail-
ing. At present, E-mails are also used widely for less-urgent
messaging that once was the domain of telephony.

Concurrently with this trend the communications of enter-
prises have also been diversified widely, as may be seen in the
transfer of images via the web conferencing systems, the in-
stant messaging enabling more intermediate messaging than e-
mailing and the collaboration tools that can handle document
compilation and development work in addition to providing
communications based on collaboration between remote loca-
tions.

However, the flood of various communications tools has al-
so resulted in issues such as the complexity of selection or
operation of tools. These issues are accelerating efforts to sup-
port the Unified Communications (UC), in an attempt to inte-
grate the communications tools around the IP telephony
environment and to thus make them more efficient. Since all
of the tools run on IP network platforms as described above,
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their usage does not remain exclusively in the in-house intra-
net environments of enterprises but will be expanded rapidly
to fill the ubiquitous environments both inside and outside the
enterprises.

3. Issues of Security Measures

The efforts for UC and the expansion of ubiquitous envi-
ronments have also introduced a new aspect to the security
issues of the new communications platforms. The recent se-
curity issues imposed on enterprises and the newly changed
environments are as follows.

(1)Efforts from the Viewpoints of Compliance and In-
ternal Controls

The Japanese Corporation Law and Financial Instruments
and Exchange Law have made it mandatory for large and
listed companies to make efforts to put internal controls in-
to operation.
Following the above, it is now evident that the most impor-
tant security measures related to internal controls (particu-
larly the IT-related general controls) are the “access control,”
“log collection & analysis” and “content management &
workflow/authorizations” ( Fig. 1 ).
(2)Issues Related to the Use of Communications Tools
The advancement of communications tools has made it nec-
essary to evaluate the security risks in the use of the vari-
ous tools and to apply effective remedial countermeasures.
For example, the P2P software is one of these very conven-
ient tools, but it also poses a threat in that it may produce
critical risks leading to leaks of corporate information (the
representative software of this kind is the infamous Winny).
When various means of communication are linked and

Fig. 1   Viewpoints and key measures in audit of IT-related general
governance.

integrated as is seen today, it is expected that building a
continual verification and evaluation system for their secur-
ity will become a more important issue in the future.
(3)Importance of Identify (ID) Management
The importance of ID management started to be recog-
nized around 2000, when the use of IT systems was accel-
erating and has been discussed actively since that time. In
those days, the opening up of core task systems led to a cha-
otic increase in web systems and their user accounts as all
kinds of systems from groupware to mailing systems devel-
oped. The Windows (R) network and other platform net-
works as well as physical entrance/exit management systems
had their own user IDs and were managed individually.
These circumstances caused a serious situation in that the ID
information that should have originally been managed as a
unique attribute of each person was not controlled at all ( Fig.
2 ).
The main issues that become evident in such a situation in-
clude the following;
1) The illegal use of IDs and impersonations;
2) leak of passwords;
3) An increase in the amount of labor required to carry out
ID and password management.

These problems led to grave problems with regard to secur-
ity and management.
For the “access control,” “log management” and “approval/
workflow” that are important measures from the view-
points of internal control and compliance, the loss of credi-
bility of the ID information as their key information meant
that those important measures did not function at all. This
situation also became a grave problem with regard to the se-
curity measures being taken by enterprises.
In order to deal with the above problems, active attempts

Fig. 2   Situation in which individual ID information is distributed in
multiple systems.
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Fig. 3   Approach using an integrated directory.

were made to integrate the databases managing IDs in a
server, called the directory system. Nevertheless, these at-
tempts also led to a chaotic coexistence of various ID man-
agement systems including the Active Directory (AD) aimed
mainly at managing the IDs of Windows (R) PC networks, the
vendor-specific directory systems of individual groupware
programs (e.g. Lotus Notes Domino Directory, etc.,) the di-
rectory systems for repository of job application IDs, and the
ID management systems used in security cards for en-
trance/exit management (IC cards). In this situation, we have
to admit that there are few successful cases of ID manage-
ment operations using completely integrated directory sys-
tems ( Fig. 3 ).
As a large variety of communication tools continues to be
announced and their integration progresses, ID manage-
ment is increasing in importance as a management target for
linking the system user access log management and individ-
ual users. Currently, this is one of the highest-priority is-
sues in the security measures of enterprises.

4. Introduction of the Latest Security Solutions

In the following we introduce some of our latest security
solutions.

(1)Integrated ID Management
With regard to the security measures for solving the above
problems, the most important management & workflow/

Fig. 4   Big three elements of security management.

authorizations” as described in subsection 3-(1). ID man-
agement is the key to these measures because the basis of
access control are the attributes (ID and the authority and
other properties accompanying it) of individuals. The trail
management linked to the ID information is the most impor-
tant item of the internal control and compliance measures
( Fig. 4 ).
However, the approach via the integrated directory aiming
at the integrated management of IDs produces significant
problems in the continued use of daily-growing systems as
discussed in subsection 3-(3). Therefore, we have con-
trived a new approach, which is a concept of integrated
management that is capable of the centralized provisioning
and management of ID information distributed in multiple
locations.
Fig. 5 shows a diagram of integrated management using the
integrated ID management system “WebSAM SECURE-
MASTER/EIM” of NEC.
The integrated ID management approach provides data dis-
tribution connectors to Windows (R) Active Directory (R) and
IBM-Lotus Notes Domino Directory as well as to various job
applications (EXPLANNER, Flow Lites, etc.), entrance/ex-
ist management systems, groupware (StarOffice 21, etc.) and
LDAPs (Open LDAP, Sun Java System Directory Server,
LDAPv3, etc.). It thus enables registration, updating and de-
letion of user IDs and passwords according to the DB infor-
mation of personnel affairs. In addition to the user
management functions above, SECUREMASTER/EIM al-
so provides password management and approval/workflow
functions in order to achieve centralized operation of accu-
rate ID information and password management.
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Fig. 5   Integrated ID management system provided by NEC.

Also, in addition to its ID management function, SECURE-
MASTER/EIM also includes a function for the storage of
user information by functioning as a directory system. It can
therefore be used also in the management of ID informa-
tion in distributed directories and individualized systems.
Thanks to its features described above, SECUREMAS-
TER/EIM has already been introduced in many situations.
These include the user ID information management of a
large-scale entrance/exit system and in the integrated oper-
ation of the LDAP Server used as a wireless LAN authenti-
cation system as well as for Active Directory use in Windows
(R) PC authentications.
(2)Network Archiving
One of the security measures that is expected to increase in
importance as a platform of Unified Communications in
which various means of communications coexist is that of
trail management. The construction of the trail manage-
ment platform is a key solution in the control of IT associ-
ated with internal control (IT general control).
Actions for enforcing trail management require “log collec-
tion/analysis” measures. However, “network archiving”
measures for recording, storing and analyzing communica-
tions data on the networks are also needed. Network archiv-
ing not only records and supplements communications
packets, but it also provides a function for restoration on a
per-application basis.
For example, it is capable of restoration of the browser dis-
play at the time of web site accessing as well as restoration

of a mail message from the communication packets of a mail.
This capability can contribute to reducing the time required
to perform trail management work such as report compila-
tion and analysis of trail data in the case of an incident.
The issues described above are very important from the
viewpoint that the simple collection and storage of logs and
packets do not achieve the original purpose of internal con-
trol. For the present, the introduction of network archiving
is being started from the Internet connection portals, which
are the gateways for information exchange with the enter-
prises outside ( Fig. 6 ).
It is expected that the trail management solution using net-
work archiving will be quite effective and important in the
Unified Communications platforms featuring integrated

Fig. 6   Example of an application of network archiving.

Fig. 7   Security supporting communications.
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operations of various communications tools. Fig. 7 shows a
diagrammatic representation of the integrated management
of various systems as discussed above.

5. Summary

It was the need to improve the efficiencies of office jobs that
triggered the recent interest in Unified Communications. This
interest has more recently grown to include improvements in
the efficiencies of processes that have previously been based
on human interventions by means of the direct command of
communications tools by various job applications.

With the security measures to support the platforms for the
new usages of communications, the most important issues are
the three fundamentals of “integrated management,” “trail
management (log management and archiving) and “authenti-
cation” as well as the access control system that is based on
them ( Fig. 8 ).

The above concept is currently being applied confidently to
the LAN switch that supports the network platforms. A mech-
anism called the Network Access Control (NAC) (which is an
intelligent LAN switch) is also beginning to be introduced.
While the access control has previously been possible only on a
per-application (or per-server) basis, the access control of this
mechanism is provided by the network platform. Therefore, it

Fig. 8   Security in support of communications.

Fig. 9   Network Access Control (NAC).

is expected that it will be able to enhance the control capabili-
ty for the entire system, reduce the labor for individual man-
agement and improve the security level ( Fig. 9 ).

6. Conclusion

In the above, we discussed compliance and internal con-
trols and also introduced security measures to support their
effective implementation. At NEC, we offer a security man-
agement system for providing effective measures to meet spe-
cific needs. We also provide a wide range of services such as
support in defining the requirements for taking related meas-
ures in enterprises and support for the verification and instal-
lation of connections to existing security systems as well as
providing system integration services.

For the present, Japanese enterprises appear to be rather
passive in their efforts toward such security measures, wait-
ing for the preparation of a suitable legal system and the
establishment of regulations inside industry. However, in the
study for the preparation and use of new communications plat-
forms, it is already an essential matter to make positive ef-
forts toward new security measures. An approach to the new
security measures of foreseeing the future one step ahead will
be the source of big advances in the use of IT to support the
projected activities of enterprises some years into the future.

At NEC, we are determined to continue to provide security
solutions that can lead to innovations based on the UC of en-
terprise communications via our UNIVERGE products.
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