
Security Zone that Presented Initiatives Based on 
the New Concept Being Undertaken with Collective 
Effort of the Entire Group
Interest in information security rose signifi cantly at the "iEXPO2006" compared with the past. Among those who visited 

our booth were not only people who work in corporate organizations for information systems, but also people from 

general affairs. We believe that by allowing visitors to examine the actual products, which embody the new security 

architecture concept "Cooperative Security," they could easily perceive the way information security ought to be in the 

ubiquitous era.  We also offered "Security Zone Observation Tours" designed to give an overall outline of our security 

concept, which received positive feedback from those who participated. They have received further details on individual 

products, systems and services from our staffs.

NEC Group will continue to enhance and broaden the range of "Cooperative Security," proposing collaborative solutions 

for individual strategies, while forming alliances with business partners to support "Peace of Mind" for our customers.

More Enterprises Tackle Security Measures on 
the Corporate Level

Our security measures using the collective strengths of the 
NEC Group were available for viewing at the booth with the 
theme of “Risk Management,” emphasizing one of three man-
agement principles presented by NEC at the “iEXPO2006,” 
held on the 6th, 7th and 8th of December 2006. 

Physical security measures, measures of information leak-
age prevention on PCs and servers, measures against mali-
cious intrusive attacks to servers, measures implemented with 
on networks, such as prevention for unauthorized access to 
networks, as well as security diagnosis and security clinics, 
were presented at individual booths for products, systems and 
services. Visitors were able to understand the overall picture 
at these booths one by one.

At the exhibition, a trend indicating a high degree of inter-
est in security measures was prominent. In the past visitors to 
security related exhibits were primarily comprised of indi-
viduals working in corporate organizations that handle infor-
mation systems. Perhaps due to the fact that the leaking of 
information has a great impact on the performance and con-
tinued existence of enterprises, as well as the necessity for 
them to enhance internal control, many visitors who work in 
corporate organizations relating to general affairs, administra-
tion, management planning and accounting, revealed the 
stance of businesses prepared to undertake full-scale corpo-
rate-level security measures as an agenda for management.
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In order to facilitate a deeper understanding by this large 
number of visitors in the Security Zone, we provided “Secu-
rity Zone Observation Tours.” The staff explained the outline 
of the security measures periodically to the visitors and re-
ceived positive feedback. These tours were held once every 
half hour, 33 times in total throughout the three days of the 
exhibit, with participation by over 1,000 visitors (Photo 1).

Furthermore, the visitors working for corporate organizations in 
particular who deal with information systems or had a special in-
terest in individual products or systems were eagerly obtaining ad-
ditional descriptions from our staff on hand at individual booths.

“Cooperative Security,” A New Concept
Proposed by NEC

NEC introduced a new direction with, “Cooperative Secu-
rity.” The pivotal and most important theme for the exhibition 
was for visitors to gain a good understanding of what NEC 
intends to realize, through the exhibits of individual relevant 
products, systems and services.

First of all, security measures are not merely intended to 
guarantee only security, but rather, they are expected to create 
a productive environment wherein people can concentrate and 
be absorbed in their work, free of anxiety.

We are all well aware that nowadays protection against at-
tack from external sources is not enough as it is also necessary 
to implement strategies to rule out problems that can potentially 
be triggered by individuals on the inside. Unfortunately how-
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Photo 1  A scene from security zone observation tour.

ever, it is also true that security strategies for resolving such 
issues have not necessarily kept up with faster revolution of 
computer and network technologies. Security strategies of the 
past were considered adequate when individual measures were 
taken for either computers or networks but they are no longer 
suffi cient today, with the unifi cation of computers and networks 
creating a single system for users as well as attackers.

Most enterprises are aware of this situation and do recognize 
that effective security measures must be implemented in some 
way. Furthermore, numerous products for individual measures 
allow many enterprises to implement their individual measures 
from time to time. However, based on the consistent defi nition of 
security measures, maintaining the guarantee of security at spe-
cifi c levels has become diffi cult, as the environment surrounding 
information systems grows complex and in wide range.

Considering this situation, NEC innovates in security mar-
ket with “Cooperative Security,” recognizing that what enter-
prises really want is not a collection of individual measures 
but a means to realize peace-of-mind security with combined 
individual measures by removing pitfall of security vulnera-
bility generated between independent measures.

More specifi cally, “Cooperative Security” is an architecture 
that sustains and improves the overall security of an organiza-
tion through the dynamic cooperation of individual security 
measures, such as anti-virus or server security implementa-
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tions. For instance, when a client’s PC commits a security 
policy violation, it is possible to realize measures that involve 
the coordinated implementation of individual solutions by 
cutting off connections to external networks immediately, 
temporarily prohibiting access to fi le servers or suspending 
the use of email software (Fig. 1).

Representative Products That Realize
“Cooperative Security”

A product that drew attention as embodying “Cooperative 
Security” is “InfoCage,” our software for information leakage 
countermeasures. By sharing the “authentication,” “access 
control” and “history logs” of security, “InfoCage” can dy-
namically implement coordinated security measures for a 
wide variety of items from paper documents in the offi ce to 
electronic data and the network.

The “InfoCage/PC Security,” which has been released as the 
fi rst product of the series, as well as the “CapsSuite/PC Quaran-
tine System,” software for implementing preventative measures 
against cyber attacks, were both presented at the exhibition.

We are planning to enhance the range of “InfoCage” prod-
ucts in order to realize “Cooperative Security” for each area 
of a client’s PCs, fi les, servers, networks and management.

(1) Client Computer Security Product “InfoCage/PC 
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Security” (Fig. 2)
This all-in-one client computer security software incorpo-
rates comprehensive information leakage countermeasures 
for a client’s PCs. It provides authentication, authorization, 
stop and resume functions to control the commands of unau-
thorized applications, to disable printers and USB memory, 
as well as data encryption and the management of accurate 
security related history logs. It is a product with sophisti-
cated functions and can be used to thoroughly implement 
organizational security all on a single PC to the extent that it 
would be suffi cient to pass security audits, as its features 
cover the entire fl ow comprised by a series of security im-
plementations, starting from setting policies to their thor-
ough implementation, as well as frensics management.
(2) Cyber Attack Protection Measure Software 
“CapsSuite/PC Quarantine System” (Fig. 3)
NEC adopted the concept of “PC Quarantine” ahead of the 
rest in the industry and incorporated it in the “CapsSuite” 
system, which realizes “management by counting” through 
a quantitative understanding and quantifying the security 
status of connected devices on the intranet. More specifi -
cally, PCs that do not satisfy the implemented security pol-

icies are not connected to the job network. It is also possible 
to apply appropriate security patches or the latest policy 
fi les to such PCs before connecting them to the network. 
Furthermore, there is no need to install any agents on a cli-
ent’s PCs, making it possible to implement the software 
easily and at a low cost. Phased implementations can start 
on a small scale and work up to a larger scale.

Numerous Security Measure Products Offered by 
NEC Group

A wide variety of product groups were available for view-
ing at the exhibition, including products by the NEC Group, 
such as products relating to the security of PCs, servers, fi les, 
networks, as well as physical security and security consulta-
tions. The main features at the exhibit were the following:

(1) Security Measure Products and Systems for PCs, 
Servers and Networks
・Security management through visualization, 
“CapsSuite”
・Appliance products, “InterSec/NQ30b, WebSAM Se-
cureVisor” for the prevention of unauthorized connections

Fig. 1  Example of cooperative security realization.
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Fig. 2  PC Security Version 1.0.

Fig. 3  Confi guration of CapsSuite/PC Quarantine System.
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・Spam mail preventative measure implementation ser-
vice
・Integrated ID management solution for realizing internal 
control
・Irregular transactions and unauthorized accounts moni-
toring solution, “Account Protector”
(2) Physical Security Products and Systems
・UNIVERGE Employee identifi cation IC card solution
・Fingerprint -authentication-unit, “SecureFinger”
・Multiple authentication entrance/exit control system, 
“BiodePass”
・Physical security solution, “Integrated Monitoring Sys-
tem” and “High-Sensitivity EMCCD Camera”
・UNIVERGE Physical security solution
(3) Diagnostics, Consultations and Operational Services
・Security diagnostics and monitoring solutions
・Web application security management service, “WAF 
Operational Service” and “WAF Diagnostic Service”
(4) Sample Exhibits, Research and Development
The following exhibited items were selected from sample 
products and research subjects close to product commer-
cialization:
・Sophisticated video monitoring solution, “Distrust Ac-
tion Monitoring System”
・“Information Leakage Risk Management System”
A particularly large number of visitors viewed and were in-

terested in demonstrations of the Flapper Gate that uses bio-

metrics authentication (Photo 2), as well as various ID man-
agement products with an authentication base and PC security 
products that fortify PCs, along with monitoring products, 
which reveal a user’s status. Furthermore, our impression was 
that there is an extremely large need for consultation and se-
curity diagnostic services from NEC, a company profi cient in 
both IT and networks.

Moving from Partial Optimization to Overall Optimization 
while Enhancing Collaboration with Business Partners

NEC has seen the coordinated implementation of solutions 
to be a way to improve security levels in practice, resulted in 
the introduction of their concept “Cooperative Security.” NEC 
recommends eliminating “Blind Spots” by implementing indi-
vidual solutions independently, such as those for “Physical Se-
curity” and “Information Leakage Countermeasures,” “Physi-
cal Security” and “Network Security,” as well as “Network 
Security” and “Preventative Measures against Cyber Attacks.”

Furthermore, NEC intends to realize further enhanced “Co-
operative Security” by seeking coordinated implementation of 
not only products offered by the NEC and its affi liates, but also 
products available from their business partners. The coopera-
tive securities between InfoCage and the business partners 
products, such as “Antivirus” software from Trend Micro, the 
“email security” solution from Clearswift and the document 
management system from KOKUYO S&T, are all representa-

Photo 2  Flapper gate.
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Co-operators of Interview

NORIFUSA Masaya
Executive Expert,
First System Software Division,
Systems Software Operations Unit,
NEC Corporation

MORINO Junichi
Staff,
First System Software Division,
Systems Software Operations Unit,
NEC Corporation

TSUJI Takayuki
Staff,
First System Software Division,
Systems Software Operations Unit,
NEC Corporation

tive examples of such collaborative efforts. NEC intends to 
continue enhancing alliances with business partners.

We believe that our exhibits made it possible for visitors to 
see that the manner in which security solutions are offered can 
vary from those that can be implemented immediately on 
products to those which require customer consultation and di-
agnosis to build a system for their purpose, in all cases offer-
ing solutions to suit the current situation of our customers.

(NEC Technical Journal Editorial Offi ce)
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