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Abstract

High-end embedded systems, such as digital home appliances, mobile phones and automotive information systems, are likely to
require a mechanism to extend system functions by adding software after shipment. This paper reports an asymmetric multi-core
platform, known as FIDES, which enhances robustness of such embedded systems. The FIDES platform is based on multi-core

technology and features high performance with low power consumption. Moreover, the platform helps improve system reliability by

separately executing basic functions (e.g., pre-installed applications) and additional functions (e.g., downloaded applications) on

different processors.

multi-core, native application, dynamic add/execute function, security

1. Introduction

It is no exaggeration to say that performance improvement
in digital home appliances, mobile phones and automotive in-
formation systems has been supported by high clock frequency
based on semiconductor technology scaling. However, the
scaling has not only brought such benefits as the improvements
in clock frequencies but on the downside, it has also brought
about problems such as significant increases in power con-
sumption. As an approach to solving the problem of power
consumption, multi-core technology is attracting attention
with regard to its capability of improving performance by uti-
lizing parallel processing instead of improving the clock fre-
quency.

NEC and NEC Electronics became aware of the multi-core
technology and its power saving capability from a very early
stage and became industry leaders in developing a large num-
ber of research results in the field of embedded systems. These
included the MP211'* mobile application processor with
asymmetric multi-core technology, the MPCore that is a sym-
metric multi-core processor developed jointly with ARM Ltd.
and the Pinot that is a control-flow parallel multi-core proces-
sor featuring automatic parallel processing®.

In addition to providing benefits such as performance im-
provement and power saving by means of multi-core technol-
ogy, NEC and NEC Electronics are also conducting R&D into
multi-core technology that provides new values created by re-
defining multi-core’s characteristics. These include: system
robustness, for digital home appliances, mobile phones and au-
tomotive information systems that will require functional ex-

tensions based on software additions after shipment.

Fig. 1 shows the positioning of multi-core technology at
NEC and NEC Electronics. This paper introduces the FIDES
multi-core platform®, which is being developed to meet the
functions of dynamic addition (downloading) and execution of
native applications that are expected to be supported by vari-
ous systems in the future.
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Fig. 1 Positioning of multi-core technology in the NEC Group.
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2. FIDES Multi-Core Platform

It is expected that more and more future systems will sup-
port functions to enable dynamic addition and execution of na-
tive applications. Unlike traditional, non-native applications
such as Java, native applications can run in the same execution
environment as the basic application of the system so that they
can be used to implement functions very quickly and with flex-
ibility. This facility allows users to add the desired functions to
the system even when it is in use.

Nevertheless, if a newly downloaded native application is
faulty, the system will not be able to operate normally. In addi-
tion, if the downloaded application contains a virus, then there
will also be a risk of system abuse. In this regard, the flexibil-
ity provided by the function for dynamic addition and execu-
tion of native applications is accompanied with the potential
for problems related to the system robustness.

To deal with this problem and improve the system reliability,
NEC and NEC Electronics have developed a multi-core plat-
form that makes it possible to execute the basic functions of
the system as well as additional functions, which include
downloaded applications, on different processors. The multi-
core platform is named “FIDES” after the Latin word that
means trust.

Fig. 2 shows the configuration of the FIDES asymmetric
multi-core platform that is composed of three processor cores.
In this example, execution environments called the base do-
main; trusted domain and the untrusted domain are running on
each processor. Here, the base domain is provided in order to
execute the applications for the basic functions of the system.
Thus, the externally downloaded native applications are never
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Fig. 2 FIDES multi-core platform.

executed in the base domain. On the other hand, the trusted
domain and the untrusted domain are provided in order to ex-
ecute additional functions such as downloaded applications,
with the trusted domain executing the applications that are
guaranteed to be trustworthy and the untrusted domain for ex-
ecuting any suspect applications. This configuration makes it
possible to ensure a higher safety level between the additional
functions as well as between the basic and the additional func-
tions.

The platform is characterized by the provision of executing
environments using different core processors according to the
reliability of the native applications. As a result, even when a
downloaded application contains a bug or virus, its effects are
limited to within the trusted or untrusted domains and the ap-
plications in the base domain are not affected. Furthermore,
since the trusted and untrusted domains are working on differ-
ent core processors, even if a domain is affected by a bug or
virus, it can be restored independently from the base domain.

3. Technology Supporting the FIDES Platform

The FIDES multi-core platform that was introduced in Sec-
tion 2 above was implemented by overcoming the following
three major technical issues.

1) Separation of the resources shared by the core proces-

SOrS.

2) Increase in the memory required by the multiple execution

environments.

3) Control of the security levels of the core processors.

NEC and NEC Electronics have recently developed a world-
first highly reliable multi-core platform for embedded systems
in solving the above problems by combining the appropriate
technologies owned by the two corporations. The following
sections will describe each of these technologies in detail.

3.1 Bus Filter Logic

In ordinary multi-core platforms, external resources such as
the memory, LCD and camera are designed to be shared by all
of the core processors as shown in Fig. 2. However, if a bug or
virus is included in a downloaded application in the trusted or
untrusted domains, its result would be to affect the basic ap-
plications in the base domain via these shared resources. For
example, with the memory resource, a bug or virus is capable
of halting the operation of the basic functions by destroying
the memory area used by the applications in the base domain.
This makes it necessary to use a technology for restricting il-



legal access to the shared resources, which is the bus filter
logic.

Fig. 3 shows the configuration of the bus filter logic. It is
connected to the system bus on the chip and monitors illegal
access to the shared resources based on given setting informa-
tion. The setting information for specifying the range of exter-
nal resources that are accessible by each of the core processors
can be updated only from the base domain. Namely, in Fig. 3,
CPU #1 can read or write the memory in the address range #0
but it is allowed to read only the memory in the address range
#1. This configuration protects the base domain from illegal
access from either the trusted or untrusted domains.

3.2 XIP Kernels

With ordinary multi-core platforms, the provision of an ex-
ecution environment (kernel) for each processor can increase
the system robustness but also results in an increase in the
memory requirement, a characteristic that leads to an increase
in the costs of embedded systems. The memory requirement of
a single-processor kernel has traditionally been reduced using
the XIP (Execute-In-Place) technology, which places the in-
struction area of the kernel and read-only data on the ROM and
copies the normal data area in the RAM. At NEC, being aware
of the memory requirement reduction capability of the single-
processor kernel XIP technology and in order to reduce the
memory requirement for the multi-core platform we developed
the XIP kernels technology by extending the XIP technology
for use in the multi-core platform.

Fig. 4 shows the concept of the XIP kernels technology.
With this technology the instruction areas and read-only data

Check
From which processor? $°
o 7 '
)
c Setting M
s information T T T T
§ 1o CPU#1 CPU #1 CPU #2 CPU #2
E (Inst.) (Data) (Inst.) (Data)
—>Slave A R RIW R R
Ve >Slave B R
— Memo CPU #1 CPU #1 CPU #2 CPU #2
Y| sty | (Data) | (nst) | (Data)
| | Address R RIW R R
range #0
I=> Address w —
range #1
L)
& i i iy
Which of read or write? , | | |

Fig. 3 Bus filter logic.
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areas of individual kernels in the ROM are shared by multiple
kernels, and the normal data area is copied in the RAM area
specific to each kernel in order to reduce the total amount of
memory required by the multi-core platform. Each kernel is
naturally capable of operating by using the same virtual ad-
dresses as the kernel in a single-core processor. This design
makes it possible when the Linux kernel is used as the OS to
reduce the static memory requirement by about 182% com-
pared to the configuration in which the XIP kernels technology
is not applied.

3.3 Security Domain Separation Technology

When downloading a native application and running it on a
terminal, it is necessary to determine whether it should be run
in the trusted or untrusted domains. FIDES employs a certifi-
cation for identifying the domain running each native applica-
tion. A native application is downloaded in the trusted domain
when it is downloaded together with a certificate that it is trust-
worthy and in the untrusted domain when it is downloaded
without a certificate. The downloading and certification checks
are performed by the software named as the application man-
ager in the base domain. The application manager is also used
to assign the trusted or untrusted domains when the download-
ed application is launched.(Fig.5)

When running an application, the system is required to con-
trol the available libraries, system calls and accessible files ac-
cording to the reliability of the application. FIDES performs
the control procedures for the access to the libraries, system
calls and files by the software at the OS level as well as the
control of the shared resource access using the bus filter logic
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Fig. 4 XIP kernels.
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technology. The access control is performed according to the
guidelines that are provided individually for the trusted and
untrusted domains. This function enables for example, a con-
trol with which a system file is accessible only from the trusted
domain and is inaccessible from the untrusted domain. The ac-
cess controls at the hardware and OS levels are combined in
order to provide the system with a higher reliability.

In this paper, we introduced the FIDES multi-core platform,
which offers an enhanced level of reliability (robustness) for
digital home appliances, mobile phones and automotive infor-
mation systems that require functional extensions based on the
addition of software after shipment.

We also described the highly reliable capability of FIDES by
taking as an example the function for dynamic addition and
execution of native applications, in which the basic functions
of the system and its additional functions enabled by down-
loaded applications are executed on different processors.

The innovative technologies of NEC and NEC Electronics
were also introduced as solutions for the three major technical
issues that had to be overcome for the multi-core platform
implementation. These included the bus filter logic technology,
the XIP kernels technology and the security domain separation
technology.

In the future, our R&D will be advanced in wider ranging
applications fields, which will include digital home appliances,
mobile phones and automotive information systems.
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