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ABSTRACT

Fundamental Security Technologies

Anonymous Authentication: For Privacy and Security
By Kazue SAKO,* Shoko YONEZAWA* and Isamu TERANISHI*

*Internet Systems Research Laboratories

This paper presents NEC’s activities on anonymous authentication.  Anonymous authentication is
a means of authorizing a user without identification.  The technology serves as a breakthrough to

enhance the privacy of the user and yet preserve the security of the system.  A well-known example of such an
authentication scheme is called the ‘group signature scheme,’ where a user can be authorized as a group member
without identifying the name of the member.  We propose a new group signature schemes that solve the member
revocation problem and the centralized authority problem.  We further propose a new notion of k-times
anonymous authentication, whereby unlike the group signature scheme; no authority can identify a user who has
accessed less than k-times.
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1. INTRODUCTION

In recent years, authentication procedures have
been increasing to ensure security of the individual.
Simultaneously, users are becoming increasingly
worried about infringement of their privacy, as they
fear authorities are tracking their whereabouts and
activities. However, allowing complete anonymous
access for reasons of privacy could result in an alarm-
ing amount of crime. It has long been desired to de-
velop technologies that both fulfill security and pri-
vacy needs.

The notion of anonymous authentication is consid-
ered to achieve this goal, that is, a legitimate user can
be authorized yet have a certain amount of anonymity
in meeting privacy requirements. In this paper, we
present our two approaches in achieving anonymous
authentication.

One approach is by enhancing group signature
technology, where a vast amount of research is cur-
rently being carried out worldwide. This technology
enables the verification of whether or not a user can
be permitted access, without actually identifying the
user. We present new group signature schemes that
solve the centralized authority and member revoca-
tion problems respectively.

The other approach is based on a novel paradigm of
security and privacy thresholds. In this approach,
users are granted maximum privacy when they ac-
cess services up to a limited number of times, but will

be identified once they exceed the permitted maxi-
mum number of access times. Using our scheme,
which is called the k-times anonymous authentica-
tion scheme, we can realize secret voting systems,
anonymous e-coupons and anonymous Internet trial-
browsing services.

We will describe our initial approach in Section 2,
and the latter one in Section 3.

2. GROUP SIGNATURE SCHEME

2.1 Overview
A group signature scheme is technology that en-

ables a user to prove that he belongs to a group
without identifying himself. Additionally, there is an
authority called the Group Manager who can identify
the user in case of problems. Situations that would
appreciate the privacy and security provided by the
group signature scheme are to be found in the cases of
rental video shops or libraries. It is often the case that
users do not want to be identified when borrowing
videos or books since the video titles or book titles can
reveal a customer’s interests and tastes. However, if
the video or book lending procedure were carried on in
a totally anonymous manner, the shop or library
would have problems in identifying the user when a
videotape or book is not returned.

When applying a group signature scheme in say a
library system, a user first signs-up with the system
and has his secret key stored in his smart card. When
borrowing a book, he issues a group signature. This
will tell the clerk at the desk that the user is indeed a
user who signed up with the library, but will not give
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him any information identifying the user, not even a
clue as to whether the same user has borrowed some
book before. The group signature will be attached to
the title of the book that was lent out, with the return
due date. If the book is returned before the due date,
the event will be recorded and a conveniently anony-
mous process is completed.

However, if the book is not returned even after the
due date, the clerk will consult the head of the library
with the group signature on the unreturned book. The
head who serves as Group Manager can identify the
user from the group signature using the group man-
ager key. The library is now able to request the user
to return the book.

2.2 Distribute and Separate Authorities
Although the group signature schemes succeed in

hiding a user’s identity from a clerk in the library, the
scheme does not hide it from the head of the library
that performs the role of Group Manager. It is thus
desired to distribute the role of Group Manager so
that not only a single person but a quorum of multiple
users is needed when revealing a user’s identity. An-
other role of the Group Manager is to perform a sign-
up procedure with a new user. It is preferable to be
able to separate the ability of these two roles, so that
the roles can be performed by different individuals
(Fig. 1).

In order to decentralize the power of Group Man-
ager, we have succeeded in creating an efficient group

signature scheme where the role of a Group Manager
can be separated into two roles, that in the sign-up
phase and that in the tracing phase, and that each
role can be efficiently distributed among multiple en-
tities. The details of the proposed scheme are de-
scribed in Fig. 2.

2.3 Member Revocation Model
Another important issue regarding the group sig-

nature scheme is how to revoke a member. That is, it
is desired to deprive the privileges of the group to a
user who is no longer a member. It is easy to identify
a revoked user under usual authentication. However,
if one is using anonymous authentication, it is hard to
distinguish if the user is a revoked user or not, since
it is hard to identify the user.

In order to solve this problem, we have introduced
a new practical model called OMSP (On-line Member-
ship Status Protocol) Responder model, which has a
high affinity with a familiar notion called OCSP (On-
line Certificate Status Protocol). The OCSP model is
used in the ordinary public-key based authentication
system, where a verifier of a digital signature in-
quires to the OCSP server if the certificate that is
attached to a digital signature is still valid. The idea
of OCSP is introduced to reduce the burden on verifi-
ers to maintain the list of revoked users. On the other
hand, in the OMSP Responder model, a verifier of
group signatures inquires to the OMSP server if the
group signature has been issued by a valid member.

Fig. 1 OMSP Responder model.
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The aim is not to reduce the burden on the verifiers,
but to compliment what the verifiers cannot do. Fig-
ure 3 illustrates this model.

Since the infrastructure of the OCSP is being used
today, it would not be a difficult task to add the
OMSP model to it, and thus it would be easy to solve
the issue of member revocation if group signatures
have been widely deployed.

3. k-TIMES ANONYMOUS AUTHENTICATION

3.1 A New Paradigm Based on Limited Access
We can regard the group signature scheme as a

scheme that preserves the privacy of users to entities
other than a Group Manager. That is, there is no
privacy to a Group Manager because to this entity, a
group signature is like an ordinary signature in the
sense that a Group Manager can always identify the
user. In this section, we present a novel scheme that
achieves a new paradigm: users are granted maxi-
mum privacy when they access services up to a lim-
ited number of times, but will be identified once they

exceed the permitted maximum number of access
times.

This paradigm is already adopted today in many
cases. For example, voters should be granted maxi-
mum privacy and security on their first vote. How-
ever, if the user tries to make a second vote the action
should be identified as illegal. Another example is
when one is allowed anonymous use of coupon tickets,
but detection should occur when there is a breach of
use. Also, coins are anonymous but can be used once
only.

3.2 Applications
By deploying our new scheme, namely the k-times

authentication scheme, one can enjoy secure elec-
tronic voting systems, electronic coupon services and
digital cash systems with enhanced privacy. It is
worth noting that in such voting systems, a user can
hide not only for whom a vote is cast, but also whether
or not a vote has in fact been cast.

Another interesting application of our scheme is
anonymous Internet trial-browsing services. In this
service the user may be allowed to browse a maxi-
mum of five times without being identified, but will
be identified and charged on the sixth count of access
etc.

The biggest advantage of our scheme is that the
user can apply to multiple services with a variety of
thresholds with a single key or ‘License’ issued at the
registration stage (Fig. 4). We believe that the
scheme can serve to upgrade current key public infra-
structures to more privacy-enhanced systems.

3.3 Scheme
The k-times authentication protocol is comprised

of three procedures namely sign-up, authentication,
and identification. In the sign-up procedure a user
obtains a license from the registration center. When a

Fig. 2 Details of the proposed scheme. Fig. 3 Decentralizing authorities.
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service provider wishes to allow a user to anony-
mously access up to k times, the provider publishes a
set of k numbers, which is called a ‘tag base.’ When a
user wishes to access this provider, he picks one of the
unused numbers from the tag base and performs the
authentication procedure. If the user has accessed the
provider more than k times, he/she should have used
some number from the tag base twice. Using this
information, anyone, including the service provider
can identify whom it was that accessed over the per-

mitted number of times. A more detailed scheme is
provided in Fig. 5.

4. CONCLUSION

In this paper we have presented our activities with
regard to current research into anonymous authenti-
cation technology. We believe that a ubiquitous soci-
ety that fulfills both privacy and security needs is a
must, and we will continue our efforts to achieve this
goal.
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